
UNIVERSITY OF NAIROBI 

SCHOOL OF COMPUTING AND INFORMATICS

PROJECT REPORT

FRAMEWORK FOR THE IMPLEMENTATION OF A PATIENT ELECTRONIC 

REFERRAL SYSTEM: CASE STUDY OF NAIROBI PROVINCE. / >

BY

\
/ Thiong’o, Francis Kamunyu 

P56/P/7513/2006

Submitted in partial fulfillment of the requirements of the Master o f Science in Information 

Systems.

University of NAIR O BI Library

0378858 5



DECLARATION

The project, as presented in this report is my original work unless where specified in form of 

referencing and has not been presented for any other University award.

Sign:. .Date:

Prancis Kamunyu Thiong’o

P56/P/7513/2006

This project has been submitted in partial fulfillment of the requirements of the Master of Science in 
Information Systems of the University of Nairobi with my approval as the University supervisor.

Sign: Date

Dr. Peter Waiganjo Wagacha

Project supervisor

School of Computing and Informatics

University of Nairobi

I



DEDICATION

This project is dedicated to my sons -  Daniel Thiong’o and Joseph Njogu.

11



ACKNOWLEDGEMENT

First, I want to thank my Almighty God for granting me the opportunity and resources to undertake 

my Masters Degree course.

Specific thanks go to my supervisor Dr. Peter Waiganjo Wagacha for his w ise counsel and guidance 

during the entire period of this project,

l greatly and humbly wish to thank my family members and especially my wife Phyllis Ng’endo 

Kamunyu for the support and encouragement throughout the entire period.

Finally yet importantly, I want to thank all those who journeyed with me: my colleagues, staff 

members of School of Computing and Informatics and all those others who directly or otherwise have 

made this project a success.

God bless you all!

Ill



ABSTRACT

A research into the area of usage of IC I's in health with a particular focus on developing a framework 

for c-referral for exchanging patient information between health institutions in order to provide 

continuity of patient care is detailed. A background of the structure of health care delivery services in 

Kenya is first outlined. An initial observation shows that there is an imbalance in the distribution of 

health care providers particularly in government hospitals and that the operations are manual. Also 

hospitals are run as single entities with no information to link among them resulting to discontinuity in 

care delivery thereby leading to very inefficient patient care because of lack of care continuity and 

high costs in care delivery. Literature in strategic role of Id 's  in health care citing the current and 

emerging technologies in electronic health care delivery is reviewed. It shows that the challenges of 

cost and quality care can be overcome if the services were delivered electronically. However, health 

care information systems are tailored based on the results of assessment needs for individual hospitals. 

The key challenges to electronic health care delivery include standards, privacy, trust, security, costs 

and lack of 1CT skills.

From this study, it was found that majority of public health institutions have not embraced use of 1CT 

tools for handling patient health data and information. In contrast, a few private for profit making 

hospitals have installed software packages for keeping track of local transactions in administrative 

activities and resource management flow. In both the case of public and private health institutions, 

very little medical information is processed and most of the records arc still kept manually and 

archived on papers. To address these challenges, the researcher has proposed a patient c-Referral 

framework to improve the integration of primary care and specialty care through a common interface. 

The proposed framework provides a starting point for further work in solving the problem of 

inefficient referral system.
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CHAPTER ONE: INTRODUCTION

t.O. Introduction

'I his chapter outlines the following: Research background, Motivation, Research main objective and 

Research questions.

1.1. Research background

The emergent of Information and Telecommunication Technologies (ICTs) has brought about 

information revolution, leading to the information society we are living in today (Rindfleisch, 1997). It 

has transformed business functions (Schicfcr, 1999) by changing the way they handle and use information 

that emanate from their day-to-day running or that which is availed to them from other sources. In fact, 

almost every economic branch is somehow affected by the use of information Technology (Rcima, 2002). 

The accompanying technologies such as the world wide web (www) and growing usage of the internet 

has led to business trading on-line (e-commcrce) as well as c-busincss in commercial business (Chaffey, 

2002), which the health care industry has benefited by removing boundaries of treatment resulting to c- 

health care (Brown, 1995).

I Icallh care industry, like any other service delivery industry, has undergone changes in its infrastructure 

and approach to health care. These changes have acted as driving forces to demand for more usage of IT 

(Grimson, et al, 2000). There is a growing need for improved efficiency and reduction of costs in the 

health sector and ICTs provides the solution to availability of reliable, consistent and timely data since the 

sector is an information intensive business (Anderson, 1997). Patients are demanding for better services 

and arc more aware of their rights such as right to their clinical data (I'cschi marius, 2002). In addition, 

the health care providers are faced with very high competition and arc therefore exploring IT 

opportunities to gain competitive advantage through differentiation and cost reduction (Yiannis et al, 

2002) .

This thesis describes the research into the area of electronic I Icallh Care Delivery (cl ICD). The research 

is particularly focused on assessing the feasibility of development of a framework for the implementation 

of a patient c-rcfcrral system that allows for electronic use and exchange of patient information between 

health institutions.

1.2. Motivation

Health care industry is an important part of our society as it provides services that arc required by 

everyone. Almost all the services provided in health care industry arc centered on the patient. Other 

service industries such as banking and online retail industries have used ICT technologies to provide 

convenient, efficient, and customer-centered services. In contrast, uptake of ICTs in the health care 

industry has been minimal and has stubbornly lagged behind for many years.

In the banking industry, automatic teller machines and online Web sites provide customers with ways to 

conduct their banking when and where they choose and with confidence that their personal information is 

protected. Banks also provide alerts to customers about sensitive activity in their accounts and reminders 

about payment deadlines. These easy-to-use tools depend on a secure, seamless information infrastructure 

that enables data to cross organizational and national lines. In the online retail industry, companies such
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as Amazon.com not only offer convenience in shopping but also provide personalized shopping 

recommendations based on past purchases or selections made by other customers who have shown similar 

interests. This feature depends on the ability to capture and analyze data on individual and population 

levels. Amazon also provides a mechanism for used-book sellers to offer their products via its Web site— 

a process that is possible, in part, because there is a shared format (technically, interoperability standards) 

for the information presented to customers.

An initial visit to Thika District hospital revealed that the hospital is divided into seven service sections 

which include records and information, consultation, wards & treatment, VCT, pharmacy, laboratory and 

finance sections. All the sections depend on one another in terms of information sharing.

The demand for health information in the hospital is high. The consumers of this information include the 

following;

• Ministry of public health and Sanitation and Ministry of Medical services.

• Donors and partners like ICAP, Afya2, and Red Cross among others. They support the hospital 

by providing professional support as well as employing staff for the hospital.

• The General public must be informed especially when there is an outbreak of a disease, (t is a 

two way process.

• The hospital administration needs data for management purposes.

The Department of health records & information renders several services such as enquiries, registration of 

outpatient & issuance of cards, retrieval of cards, retrieval of files, registration of an admission file, 

registration of a death, booking of an appointment, opening of consultation file, verification of medical 

records and verification of births/deaths.

The initial stage of capturing data involves recording data manually on admission and patient registers, 

outpatient cards, and inpatient files. Face-to-face is also used as a method for receiving information. 

Occasionally E-mails are used when sending reports or receiving feedback. There exists a computerized 

register which stores part of the patient data such as name, sex, age, residence and patient unique number. 

The rest of the patient data is kept and maintained on physical files. There exist an electronic Health 

Information Management System (E-HIMS) used for managing health records for instance in the delivery 

of patient records to sections such as laboratory. After laboratory tests are carried out the results are 

delivered back to the system for storage. However some sections such as consultation, treatment, 

pharmacy are not activated yet on the system. The system is also used for managing hospital operations 

such as the receipting system.

The initial observation shows that health record keeping is done mainly on physical files rather than on 

electronic media. It also shows that health information analysis and reporting is partly computerized and 

limited to some services rendered in the hospital. In view of this, overall service delivery is hindered 

mainly due to delay in availing patient information as files are moved from one point of care to another; 

misplacement of files; shortage of staff; loss of records and bureaucracy.

ICT support in service delivery is minimal in the hospital. The most commonly used ICT tool is the 

telephone and mobile communication for queries as well as clarification on patients information received 

from other sections of the hospital.

This chapter outlines the potential of ICTs in health care in section 1.3. The actual research to be 

undertaken is summarized in sections 1.4 and 1.5, followed by how the thesis is structured in section 1.6.
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1.3. Problem statement

Access to medical specialists is a challenge, in particular in resource constrained settings. The problem is 

exacerbated by poor manual referral process that is cumbersome, confusing and inefficient. It is not 

uncommon for patients to be referred to a specialist without sufficient information about their conditions, 

prior work-up, or clear questions for the specialist consultant. Such poorly planned and prepared referrals 

result in wasted or ineffective specialty visits that further worsen access to specialized care and threaten 

quality o f care.

1.4. Justification

Among its limitations of the bureaucratic, paper-based referral process arc: lack of tracking of referrals 

and outcomes, limited standardization, extensive paper-based rework by staff, inadequate information for 

specialists and lack of specialty feedback to referring providers. For patients, the referral process is long 

and cumbersome.

1.5. ICT and health Care

A revolution is taking place in the health care industry with information and communication technologies 

(ICTs) playing an increasingly important role in its delivery (Raghupathi, 1997 & Daly, 2003). The 

capabilities of ICTs are being demanded of health care institutions today than ever before (Ilaux et al 

2002). ICTs are being used in many developing countries and communities to facilitate remote 

consultation, diagnosis and treatment, collaboration among physicians themselves, medical research, and 

administrative efficiency of public health systems (Johan, 2002). Besides these benefits, Albert (2002) 

feels that the health care delivery and ICT partnership is must, especially in addressing the shortage of 

health care professionals through telemedicine technology. ICT also provides an effective and cost- 

effective channel for the distribution of health care and disease prevention information to general public 

and enables new ways of involvement between health care professionals and patients. Extending health 

care service delivery through the internet and the web result in e-care, which is rapidly becoming the 

norm for quality health care (Ryan ct al, 2001).

Compared to other sectors such as banking, airlines and manufacturing, uptake of ICT in the health care 

industry lagged behind by 10-15 years (Raghupathi, 1997) but that is rapidly changing due to its 

unmatched benefits. The uptake of ICT in health care delivery is at different stages in different countries. 

While the industry spent between $12 and $16 billion in 1996 in implementation of ICT in health care in 

other states (Raghupathi, 1997), Kenya government is yet to do so. Kenya’s government spending on 

health care is 6% of GDP (NHSSP 1999-2004) of which 70% of that goes to health care service 

provider’s salaries and other benefits, leaving a meagre 30% to finance direct health care services. Due to 

this financial constraint, the uptake of ICTs in the care delivery in Kenya might take time. However, 

privately run hospitals are capitalizing on this disability of government run hospitals to have an edge over 

them (Raghupathi and Tan, 2002) and this applies to both developed and developing countries.

Haux et al, 2002) prognosis is that by the year 2013 the health care will be in the information society 

fully because they argue that, without ICT, physicians practice cannot provide adequate patient care. 

However, according to World Health Organization (WHO) document, , implementation of ICTs in e- 

health care delivery (e-HCD) does not automatically provide the benefits of efficiency and effectiveness. 

Instead, the adoption should be a response to genuine need for ICT support in the health care delivery.
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Also according to an e-hcalth Blueprint, success of ICTs in moving health care to an c-hcalth system must 

be coupled with managed changes to support all major functions of health care delivery. Therefore the 

concerned health institution should conduct a thorough needs assessment before embarking into such 

project.

1.6. Research objective:

To develop a framework for the implementation of a patient electronic referral system.

1.7. Research questions:

1. What are the current and emerging ICT technologies and implementations available for managing 

patient health data and information in health institutions in Kenya?

2. What is the perception of health care service providers towards use of ICT tools in handling patient 

health data and information in health institutions in Kenya?

3. What is the level of readiness for the implementation of electronic healthcare delivery system in 

health institutions in Kenya?

4. What are the existing models for managing patient health data and information, suitable for Kenyan

health institutions?

Upon analysis of the survey results, the research aims to identify the challenges facing clinical data 

recording and information flows among the health care service providers, and the opportunities of 

developing framework for the implementation of a patient e-referral system suitable for Kenyan based 

health institutions.

l.S. Structure of the thesis

This thesis is divided into six chapters. The first chapter gives an introduction of the research work. 

Chapter 2 discusses health care delivery services in primary health care system as well as private health 

care system. Policy and regulation issues governing delivery of these services are also outlined. The 

chapter also reviews the literature on current practices in computerized health care delivery, identifies the 

best practices and key challenges. It also outlines Historical background of HMIS in Kenya and recent 

developments within HMIS. Chapter 3 outline the research methodology followed by evaluation of the 

research findings in chapter 4. Chapter 5 covers the proposed system model. This is followed by 

recommendations and conclusions in chapter 6.
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CHAPTER TWO: LITERATURE REVIEW

2.0. Introduction

This chapter presents the research theories and concepts derived from various works in relevant literature.

2.1. Health Care Service Delivery

2.1.1. Introduction

The health care industry is an important part of our society as it provides services that arc required by 

everyone. In fact, it had become difficult for anyone to imagine that someone has never been inside a 

physician’s practice or a pharmacy (Ilaux ct al, 2002). Almost all the services provided in health care 

industry are centered on the patient (Smits and Pijl, 1999). One of the duties of any state is to ensure good 

health to its citizens and therefore in most countries, majority of the health care services arc offered by 

legislation through public health care though the private sector has gained substantial shares by offering 

special treatments and improved service (Reima and Jarmo, 2002). The organizational structures of health 

care services are relatively similar in private and public sector. The main difference between them is how 

these services are delivered and the resources used to deliver them. It is important for any service industry 

to strike a balance between demand and supply of the services (Michael et al. 1997). In the health care 

sector, this worked out as service providers to patient ratio.

This section outlines the structures and functions of health care centres i/n Kenya in section 2.1.2. 

Classification of health care services is described in section 2.1.3. Health care services regulation is 

outlined in section 2.1.4 followed by a critical evaluation of service delivery function in section 2.1.5 and 

a conclusion in section 2.1.6.

2.1.2. Structure and Functions of Health Care Centres

Generally, the state and local government structure plays an essential role in organizing the health care 

system (Reima and Jarmo, 2002). In Kenya, the health sector comprises of the public health system with 

the major player being the Ministry of Health (MOH). Other players are Non Governmental 

Organizations (NGOs), Mission and Private Sector, Health care services are delivered through a network 

of 4200 health facilities with the public health system accounting for 51% of the total (NHSSP 1999 -  

2004).

The health care services system structure takes the form of a tree with the Kcnyatta National Hospital at 

the top (Kenya Health Policy Framework). It acts as the key referral, medical research and teaching 

facility. Provincials follow the National Hospital and are located in the seven provinces in the country. 

This is often closely followed by district hospitals. Both provincial and district hospitals provide referral 

as well as outpatient services. Meanwhile, the health centres and dispensaries form the lowest level of 

health care delivery providing first level contact with the community. To supplement the public health 

system are non-governmental and private health care providers. The public health care services are 

financed by Ministry of Health, individuals through cost sharing initiative and mandatory National Health 

Insurance Fund (NI1IF).
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2.1.3. Health Care Services

The health care services in Kenya arc classified in two major categories; Curative and Preventive Health 

Services. Curative services arc provided by the government and privatc/NGO sectors. Preventive services 

are provided through government, NGO, Mission and to a lesser extent private initiatives.

2.1.3.1. Primary Care Services

The primary medical care services are available at municipality level first in the health centres or private 

clinics run by self -  employed general practitioners or government employed professionals who also 

practice privately. These private clinics act as gatekeepers to special health care or to the hospitals. 

Patients first consult the general practitioner who referrals them to the hospital or special health care. The 

health facilities in Kenya arc not linked together by any form of information system to share patient 

information. Hence in eases of referrals, the process of treatment is started all over again in the secondary 

or tertiary health facility, leading to delays which have at times lead to “pre-maturc” deaths (NHSSP, 

1999-2004).

2.1.3.2. Private Care Services

According to Reima and Jarmo (2002), private health care is seen to mostly complement the public health 

care sector in most developed countries. In Kenya, the private care services are offered by NGOs, Mission 

hospitals and other private health facilities. The market for the private sector have established slowly 

mainly due to the extensive role of public services leading to congestion and poor services. In fact, 

according to Kenya Health Policy Framework (KHPF), the private sector is providing more than 40% of 

health care demand in the country. Health insurance companies and employers opt for private sector 

services for their workers because of quality of service as well as efficiency further boost this percentage. 

The other reason why private sector is giving the public sector competition is their effective business 

management and up-to-date management models, mostly resource-based approach (Reima, 2000).

The care services mostly sort in private sector are specialist doctors, dentists and physiotherapists and 

employee health services.

2.1.3.3. Distribution of Health Service Providers

According to KHPF, the current distribution of health personnel is not equitable. There is a concentration 

of key health personnel in urban areas which is not commensurate to the population distribution. The 

major urban areas of Kenya which include about 12% of the population have 375 key health personnel 

while the rural areas which include about 88% of the population have less than 90. As a result the service 

providers at the rural are overworked and at the expense of quality. However, this is not the case in 

private hospitals as their salary is better than in public sector.

2.1.4. Health Services Regulation

According to NHSSP, the overall mandate for health services promotion is vested with the Ministry of 

Health under the Public I lealth Act Cap. 242 of the laws of Kenya under various subsidiary legislations 

dealing with specific areas of health services provision. The ministry is assisted to administer health 

services by various Boards and Councils, which regulate the performance of service institutions and of 

the health workers in general. The Ministry has the responsibility to formulate policies, establish and
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enforce standards and mobilize resources for health services development. The provincial and district 

levels have the important role to implement health programs and deliver health services.

Health care policy stated in Kenya Health Policy Framework document which states that the overall goal 

of health sector policy until 2010 will be to improve the health of all Kenyans through the deliberate 

restructuring of the health sector to make all health services more effective, accessible and affordable.

2.1.5. Critical Evaluation of the Health Care Delivery Functions

The health care delivery functions arc critically evaluated against organization of the services and 

efficiency of the delivery process, availability of services and regulation of service delivery.

2.1.5.1. Organization of services and delivery efficiency

The hierarchical distribution of the health facilities makes then accessible to all though this is hampered 

by the imbalance in service provider to service demand ratio. The efficiency of service delivery is 

affected by the delays introduced as the patient file is moved from point of care to another.

2.1.5.2. Regulation of Health Services

Although the government is doing all within its machinery to provide quality health for all Kenyans, 

many public health facilities are in the state of disrepair, whereas many of the private facilities do not 

comply with the expected standards. There has been no system of assessing the quality of health services. 

As a result the well being of the general public is likely to be threatened.

2.1.6. Conclusion

The government through public health sector has the dominant role in providing care services to its 

citizens. Although NGO, Mission and private health care sector are said to supplement public health care 

services, their contribution is 50% of the total care demands. While the MOI1 try to deliver health care 

services in most effective and efficient manner, there are areas that provide potential for improvement, 

particularly with respect to electronic public health information system. A suitable system model may be 

utilized to capture, store, retrieve, transmit and provide manipulation of patient-specific health care 

related data including clinical, administrative and biographical details. This will provide efficiency in 

service delivery costs.

In the next section, strategic role of ICTs in health care delivery is reviewed.

2.2. Strategic Role of ICT in Health Care Delivery

2.2.1. Introduction

Over the past several years, there has been increasing use of Information and Communication 

Technologies (ICTs) to support improvements in the quality of health care within developed and 

developing countries (Smith and Preston, 2000). It has also been established that health care delivery has 

shifted responsibility from one practitioner to shared-care paradigm where a patient pass through several 

health care service providers within one visit (Ficschi, 2002 & Bemd and Francis, 2001). Therefore the 

systems in place should facilitate information flows both vertically and horizontally in efficient and 

timely manner (Grimson ct al, 2000). According to Fieschi (2002), the amount of patient data acquired 

and stored per day is enormous and complex. In addition, Haux el al (2002) estimates that more than
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1000 archived medical records are accessed each day in university hospital scenario. Therefore ICT can 

be used in a strategic and innovative manner to support patient data capture and How of information 

among the service providers in health care delivery (Raghupalhi and Tan, 2002) resulting to c-hcalth care. 

The World Health Organization (WHO) strategy 2004 -  2007 defines e-hcalth as the use of digital data 

that is transmitted, stored and retrieved electronically in support of health care, both at the local site and at 

a distance. The opportunities provided by ICTs in health care delivery arc clinical, decision and 

administrative support, in an efficient, timely and cost-effective manner. The adoption of ICTs in the 

private health care sector is for competitive advantage, which may be in terms of differentiation and low 

cost (Yiannis ct al, 2002). However, there are also challenges to be dealt with as well, as a result of 

application of ICTs in health care (Ammenwerth ct al, 2004).

Current technologies, which play a critical role in health care delivery by enhancing sharing and 

integration of patient’s information, are discussed in this section. Section 2.2.2 discusses the opportunities 

of ICT in health care in terms of the health care tools currently in use in hospitals.

Section 2.2.3 highlights recommendations for the right model of patient health information management. 

Section 2.2.4 highlights standards for ICT adoption in health care. The key issues and challenges are 

discussed in section 2.2.5, acceptability of electronic service delivery is discussed in section 2.2.6, risk 

analysis is discussed in section 2.2.7, followed by legal issues in section 2.2.8 and ending with a 

conclusion in section 2.2.9.

2.2.2. ICT Health Care Tools

The ICT tools used in health care delivery are a combination of software and hardware resulting to the 

systems supporting managed health care. On the hardware side, one of the commonly used tools in c- 

health is the personal computer. According to Haux et al's (2002) observation, there are more computers 

being sold today across the globe than automobiles. The usage of ICT tools in health care is varied 

depending on who is using and where they arc being used. Individual practitioners use cell phones, 

answering machines, and pagers. Primary care facilities buy computers, and link to the internet. I lospitals 

buy diagnostic imaging devices and laboratory equipment with embedded digital processors. Public 

health organizations computerize to utilize the technology to improve administrative functions.

E-health care delivery applications that support prevention, patient diagnosis and patient management and 

care as listed by WHO include tele-consultations, tele-referrals, forward-storage concepts such as tele- 

radiology and tele-prescriptions, and electronic patient records (EPR). The current technologies behind 

these applications are discussed in the subsequent sections.

2.2.2.1. Health Care Information Systems

The information systems introduced in health care decades ago were not directly involved with health 

care delivery but were mainly used for administrative purposes such as billing (Anderson, 1997). The 

health care providers handled the clinical data on paper while sharing of such data amongst them was 

through sneaker net. Ward clerks then transferred the gathered data to the information systems. While in 

developed countries these information systems have since evolved to clinical information systems 

(Anderson, 1997) and are being used in care delivery, what is being seen in developing countries today is 

either information systems that support administrative activities or none at all. In fact, Inan et al, (2001) 

observation is that most of the HIS packages in developing countries just keep track of internal hospital
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transactions in administrative activities, financial and material flow as opposed to storing and archiving 

information regarding the physician-patient relationship which improve diagnosis and treatment.

A modem hospital information system consisting of several modules such as a financial management 

system, a laboratory information system, a pharmacy system, scheduling and registration, and 

admission/discharge transfer system (Raghupathi, 1997). The service providers share this information 

through intranets. In fact, hospital information systems are portal through which patient medical records 

enter into health care networks (Fiechi M., 2002). The information stored in MIS results to electronic 

medical records, which play a great role in the delivery of health care. This acted a catalyst causing 

Institute of Medicine (IOM) to call for the development and implementation of computer-based patient 

records (CPRs) also coined to as [Electronics Patient Record (EPR) (Anderson, 1997).

2.2.2.I.I. Electronics Patient Record (EPR)

There has been a growing concern on how to organize the captured health data along individual patient 

cases instead of dividing lines of health care organizations (WInthcreik and Vikkelso, 2005). Moreover, 

according to Smith and Eloff (1999), there is a difference between electronic medical records and 

electronic patient record (EPR). While electronic medical record contains medically related information 

for a patient for a specific enterprise such as hospitals, an EPR contains all the health care related 

information on one person from disparate enterprises and uniquely identifies each record (Raghupathi et 

al, 2002). An integrated EPR system involves capturing, storing, retrieving, transmitting and 

manipulating patient-specific health care-related data and whilst an integrated EPR system includes 

clinical, administrative and biographical data of the patient reducing the cost of maintaining multiple 

databases (Raghupathi, 2002). All the health care providers are allowed controlled access to the database 

thereby eliminating the need for duplication of data and security and privacy of patients’ data is ensured 

(Smith and Eloff, 1999). Another feature of EPR cited by Berg and Goorman (1999) is that it can take 

active form whereby calculations of the data collected are possible and also triggering alarms or 

reminders.

Many authors’ view is that once patient data is stored in electronic databases, insurance companies, 

researchers, care managers and others can utilize these data for their own purposes (Raghupathi, 1999). 

But Berg and Goorman (1999) argue that medical information is best fit for the primary context of its 

production although he comments that it can be disentangled if it has to be used for secondary purposes. 

In other words, with clear understanding of the purpose, information context translation is possible to 

avoid medical errors.

Building the electronic patient record requires integration of health information across diverse and 

disparate systems (Smith and ElofT.1999).

Implementation of EPR systems in hospitals have changed the paradigm of care delivery in the health 

sector with paperless handling of patient data and timely sharing through intranets and wide area 

networks (WANS) (Espinosa, 1998). Practitioners now have access to vast amounts of patient-related 

information and are using this to enhance clinical decisions in their practice.

The design of an EPR system varies from designer to designer but contents of the records are essentially 

the same.
EPR systems run on a client/server environment with varied software. Typical examples of hospitals that 

have taken EPR initiative since the last decade as listed by Raghupathi et al (2002) are Cabarrus Family
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Medicine in Concord, West Palm Beach Veteran’s Administration Medical Center in West Palm Beach, 

San Jose Medical Center in San Jose, St. Vincent’s Hospitals in Birmingham, Johnson Medical Center in 

Johnson City, US Department of defence among others. The sharing of computerized medical records is 

possible through Local Area Networks linking document management software, relational databases, 

imaging equipment, laboratory and pharmacy systems, thereby forming a comprehensive EPR system 

(Raghupathi ct al, 2002). The view of those in charge of health care in developed countries today is 

adopting a national electronic patients record and it is cither adopt ‘now* or ‘die’ situation. In fact the 

chairperson of the Canadian Healthcare Association and a trustee with the Alexandria Marine and 

General Hospital in Goderich recent comments regarding adopting a national electronic patient record 

arc:

“If we don’t get to it pretty soon, it is just going to be a disaster”

“I think we have just missed the boat for so long,”

(John Miner, 2005)

A national EPR system means that patients will have a single health record that will be transferable from 

one health care provider to another and thereby providing continuity of health care and eliminating 

duplication of health records. The major benefits of EPR system that most hospitals are boasting about as 

a result of the initiative in health care delivery are efficiency, effectiveness, and cost saving.

2.2.2.1.2, Patient Smart Cards

A patient smart card is like ‘mobile’ record for an individual patient because it stores updated information 

about a patient as an EPR system does (Smith and Eloff, 1999). The centerpiece about this application of 

technology is that the patient can carry their clinical information wherever they go for medical care 

thereby providing continuity of treatment. This prevents medical errors and meets the needs of the highly 

mobile patients (Rindflcish, 1997). The information in the cards is updated periodically (Raghupathi and 

Tan, 2002). Although the developers of patient smart cards initially intended it to support insurance 

related procedures, the cards are widely being used today for health care delivery (Trcck et al, 2001). The 

technology is mainly in use in developed countries and a lot of research in the area is still in progress.

2.2.2.1.3. Portable Digital Assistant

Reliable patient care is ensured if their data is available whenever clinicians need it. Point-of-carc systems 

such as PDAs are the solutions to such need (Jinwook et al, 2004), which enable a nurse to gather and 

record patient’s data electronically from their bedside (Bryne and Sahay, ud). The PDA is then linked to 

the hospital’s information system.

2.2.2.2. Telemedicine

Telemedicine is a promising mode of health care delivery that supplements the existing quality health 

care. Telemedicine has provided borderless health care delivery by sharing some of the scarce resources 

such as expert professionals (Brown, 1995 and Konditi, 2004) and equipments. This is made possible by 

linking geographically dispersed health care facilities through interactive video and telecommunication 

technologies. Doctors in one location can now administer remote clinical diagnosis and treatment after 

receiving or accessing patient’s tele-imaged records or films (Kyriacou et al, 2003). According to Lin 

(1999), the volume of patients that received telemedicine health care services initially was low and the
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applications that were in use then were radiology, pathology, cardiology and medical education. 

However, this has since changed with more patients receiving treatment and the technology being used 

for all medical specialties, mainly in developed countries (Kyriacou et al, 2003). Moreover, the attitude of 

physicians and patients towards telemedicine has been favorable from its inception. Preliminary findings 

in US in 1996 and Hong Kong showed that a number of practitioners and clinicians were making use of 

the technology for health care delivery (Lin, 1999). But compared to other health care delivery mediums 

currently in use, the field still serves few patients (Wilson, 2003).

Some of the early initiatives of telemedicine as cited by Brown (1995) are Space Technology Applied to 

Rural Papago Advanced Health Care (STARPAI 1C) whose goal was to deliver medical care to astronauts 

in space and at the Papago Indian Reservation in Arizona from 1972 -  1975. The implementation was 

through use of a van equipped with a variety of medical instruments including electrocardiograph and X- 

ray and two paramedics. A two-way microwave telemedicine and audio transmission was then used to 

link the van to the public health service hospital with specialists. Nebraska Medical Center used closed- 

circuit television technology as early as 1955. Among other implementations are Massachusetts General 

Hospital/Logan International Airport Medical station, Alaska ATS-6 Satellite Biomedical Demonstration 

and the North-West Telemedicine Project. One the latest implementations are the Asahikawa Medical 

College hospital telemedicine center in Japan (Asahikawa-med, 1999). The centre was set to address, the 

distribution of medical facilities between rural and urban health centres, the climatic conditions and the 

aged. According to the estimates in the report Asahikawa-med (1999), approximately one of four people 

will be 65 years in Hokkaido or older in the rural areas by the year 2020. This facility not only provides 

clinical support but also latest medical research findings to practitioners.

Initial set-up costs for telemedicine facility is quite enormous because of the specialized equipment 

involved, although the benefits are enormous (Brown, 1997). Since little research has been carried out on 

the effectiveness of telemedicine, Lin (1999) assumes that it has been medically effective while its cost 

effectiveness has been undoubtedly been demonstrated by the unnecessary transfer of patients. The figure 

2.1 shows typical telemed session.
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Some of the research challenges in telemedicine cited by Lin (1999) include flexible bandwidth 

allocation, efficient compression algorithms for data and imaging, intelligent interface, uniform data 

transmission standards, and system and transmission medium reliability and security. The obstacles to the 

future of telemedicine as cited by (wintcr2002.htm, 2002) are administrative structures of medical care, 

changing laws and regulations, attitudes of some practitioners and financial reimbursement to physicians.

2.2.2,3. The Web/Internet Technology

With today’s information intensive society (Jane and William Grimson, 2002), the internet is playing a 

crucial role in providing a lot of information on health care ranging from preventive to curative advice 

(Raghupathi, 1997). This is in response to the demands of today’s informed consumers of health care 

services so that they can make informed choices on their health. Wilson, 2003 observed that due to the 

shift in health care market and increasing patients’ demand, the communication between providers and 

patients via the internet would soon be a lifestyle. Figure 2.2 shows results of a healthcare satisfaction

study carried out in the year 2000 (I (arris, 2000).

Consumers' Most Frustrating Healthcare Experiences

%of
respondents

M
Forgoing to a»k all Having to *ee my Getting trough to Having to pronto Fnctng a new 

myqueebon* doctor m person to •omeone who can tfiewme doctor
when fm with my ask questions toot answer my information over

doctor heorshecotid question* andovaragam
annwr bv ohone each timo I oo to

Figure 2.2 Results of online health care satisfactory study (Harris, 2000)
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According to Smith and ElofT (1999) the health care service providers also make use of the internet for 

varied health care activities such as transmission of health care data via e-mail though Wilson (2003) 

describes the uptake as stow. He also notes that most of the health care web sites offer free content and 

commerce but one has to subscribe for clinical care. A typical example of health care website is 

illustrated in figure 2.3. There are a few health websites for community service but a few meant for-profit 

provide access communication between users and clinical personnel for free (Wilson, 2003).

Figure 2.3 A typical health care web site.

2.3. Information Technology (IT) and Information Systems (IS)

2.3.1. Introduction

The terms IT and IS have been used by various researchers over the years. Ifccks (1998) defines IT and 

IS as follows: “Information technology (IT) is computing and telecommunications technologies that 

provide automatic means of handling information.

IT is therefore taken here to represent equipment: both the tangible hardware and the intangible software. 

Information systems (IS) are systems of human and technical components that accept, store, process, 

output, and transmit information. Information systems may be based on any combination of human 

endeavours, paper-based methods and IT’ (I leeks 1998, p.5). This emphasizes that IS arc just not 

technical systems, but represent also a larger network of people, practices, and organizations.

In health information systems, when discussing information technologies (IT), usually the discussion is 

about the use of computers in health information systems. Wilson and Smith

(1991 cited Wilson 2000) suggest that, “the creative use of microcomputer technology is one of the most 

promising means of improving the quality, timeliness, clarity, presentation, and use of relevant 

information for primary health care11 (Wilson, 2000, p.

199). Recent experience (Braa and C. Hcdbcrg 2002; Wilson 2000; Wilson et al. 2001) attests to the 

potential for using computers in health information systems. However,

13



Wilson (2000) gives a warning that, “it is important to ensure that, computerisation of health information 

systems does not dominate the health information system reform improvement process” (Wilson 2000, 

p. 199), This is because the majority of health information users in developing countries have no access to 

computer technology, thus the development and improvement of manual systems for collection, analysis, 

and use of data should be the primary focus.

While developing countries were reluctant to accept information and communication technologies (ICO 

in 1960s and 1970s, in recent years they have come to realize that

“1CT has come to constitute the basis of economic development both at the macro and micro levels, and 

hence those actors that fail to participate in such developments risk increasing marginalization” (Spanos 

et a!. 2002, p.659). As a result, many developing countries arc attempting to deploy IT in various facets 

of governance, and health is a key focus area. It could be argued, however that, even as IT in business 

organisations around the world converge, the impact of their use may well depend on national culture and 

the specific idiosyncrasies of the economic and organizational environments in which they are embedded. 

Because of the differences of the use and the capacity of developing countries to absorb IT, specific 

studies are important.

This section starts with the discussion of IT in developing countries in section 2.3.2 Section 2.3.3 gives a 

background on why old and large information systems (legacy information systems) do exist in many 

information systems despite the existence of new powerful technologies. A proposal on how to develop a 

new system in order to relinquish the legacy systems is discussed. As an expansion of the proposal on 

how to relinquish the legacy systems, approaches to information systems developments arc described 

(section 2.3.4) as one of the strategies towards health information systems reform. Section 2.3.5 describes 

the efforts made to Reform I lealth Information Systems.

2.3.2. IT in Developing Countries

IT in developing countries is typically characterized by poor infrastructure, inadequate human resources, 

and lack of an information culture. However, there are indications that these conditions may be gradually 

changing, and many developing countries have in recent years observed a strong increase of adoption of 

various ICT applications. Some developing countries like India and Pakistan are more advanced in their 

IT use. One of the most promising and clearly demonstrated applications for IT in developing countries is 

in the improvement of health care delivery systems (Mujahid 2002). In Pakistan, for example, Muhajid 

(2002) reports examples in the use of IT in the health sector as reported to facilitate remote consultation, 

diagnosis, treatment, and collaboration among physicians.

2.3.3. Legacy Information Systems

Many of today’s computer systems, used in applications ranging from corporate accounting to air traffic 

control, were created decades ago and over the years were patched and fine-tuned to perform their jobs. 

Sommcrville (2001), argues that,

“Many computer software in large information systems remain in use for more than 

10 years and are still business-critical, that is, the business relies on the services provided by the software 

and any failure of these services would have a serious effect on the day-to-day running of the business” 

(Sommervilic 2001, p.582).
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Sommcrvillc describes legacy information systems as “socio-technical computer-based systems that 

include software, hardware, data, and business processes” (Sommcrvillc 2001, p.583).

Legacy information systems are typically too slow, unreliable, and inflexible for handling new, more 

diverse and demanding tasks. Unfortunately, the functions of these systems arc very difficult to 

understand, and their replacement with a new and efficient designed system seems virtually impossible. 

Replacing a legacy information system is a risky business strategy for a number of reasons (Sommervile 

2001):

1. There is rarely a complete specification of the legacy information system. The original specification

may have been lost. Therefore, there is no straightforward way of specifying a new system, which is 

functionally identical to the system that is in use.

2. Business processes and the ways in which legacy information systems operate have been designed to 

take advantage of the software services and to avoid its weaknesses. If the system is replaced, these 

processes will also have to change, with potentially unpredictable costs and consequences.

3. Important business rules may be embedded in the software and may not be documented elsewhere.

4. New software development is itself risky, so that there may be unexpected problems with new

system. It may not be delivered on time and for the price expected. In describing problems of 

running legacy information systems, Sommcrvillc (2001, p.583) points to the following expenses in 

changing legacy information systems:

Different teams have implemented different parts of the systems. There is, therefore, no consistent 

programming style across the whole system.

♦. Part or all of the system may be implemented using an obsolete programming language. It may be 

difficult to find staff who have knowledge of these languages and expensive outsourcing of system 

maintenance may be required.

♦, System documentation is often inadequate and out of date. In some eases, the only documentation is 

the system source code. Sometimes the source code has been lost and only the executable version of 

the system is available.

♦.Many years of maintenance have usually corrupted the system structure, making it increasingly 

difficult to understand.

♦.The data processed by the system may be maintained in different files, which have incompatible 

structures. There may be data duplication and the data itself may be out of date, inaccurate, and 

incomplete.

2.3.3.1. Leveraging legacy systems

Thinking about taking action to leverage legacy systems, Chislcnko (1995, pp. 2-3) has advised five 

techniques:

1. Parallelism and Specialization where the increased responsibilities of a legacy information system

are divided among a number of old systems. The work is substantially improved as individual 

systems are optimised for performing particular tasks and relieved from other duties.

2. Redundancy where several systems work in parallel then the result is compared to make the output

more reliable.

3. Wrapping where the layers of the system that cannot be understood are left alone while the others arc 

replaced.
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4, External aids technique deals with providing the legacy system with necessary resources, pre­

processing them for the input, and performing some tasks the old system is not good at.

5. Finally, replacement of parts technique in those cases where the structure and function of some of the 

part of the system is well understood. The part can then be directly replaced with its improved 

equipment (Chislenko 1995, pp.2-3).

Although the above approaches by Chislenko (1995) proved useful in updating many computer systems, 

these have proved to be a temporary solution and sometimes magnify the problem. In his paper labeled 

Reengineering work: do not automate, obliterate, I lammer (1990) argues,

It is time to stop paving the cow paths. Instead of embedding outdated processes in silicon and software, 

we should obliterate them and start over ... use the power of modern information technology to 

radically redesign our business processes in order to achieve dramatic improvements in their 

performance (Hammer 1990, p.104).

The best option is to replace the legacy information systems with new systems. This is because it is 

risky to run legacy systems as outlined in the earlier discussion and because since legacy systems were 

developed in old technologies, as time goes, the hardware and software will fail. I lowever, replacing the 

legacy systems is also a risky activity as it was presented in the earlier discussion, but this will ensure 

the sustainability of the organization, as the new systems are implemented in modern technologies. 

While developing a new system to replace the legacy one, the most risky aspect is to loose organization 

data collected for several years. The question is how the vast amounts of data locked in legacy systems 

can be secured and migrated to the new system.

2.3.3.2. Migrating data from legacy information systems to a new

information system

Instead of adding patches to the old system as discussed in section 2.3.3.1, a guaranteed solution is to 

implement a new system and migrate all the data from the legacy system to the new system. This is 

common practice in building data warehouse systems as these systems aim at creating an enterprise 

reservoir of data, that is, integrate all operational systems and store their data in one place, the data 

warehouse. The process of migrating data from one system to another has a known technical terminology 

Extraction, Transformation and Loading (ETL) (Microsoft 2000).

While ETL can be done manually through “copy and paste” for a simple problem, it is impossible to 

migrate data from one database to another manually. The alternative is to automate the ETL processes by 

developing an application software system. Microsoft (2000, p.2) outlines four distinct functional 

elements of an ETL system: extraction, transformation, loading and Meta data whereas;

♦.The ETL extraction element: is responsible for extracting data from the source system. During 

extraction, data may be removed from the source or a copy made and the original data retained in the 

source system,

♦. The ETL transformation element: is responsible for data validation, data accuracy, data type 

conversion, and business rule application. It is the most complicated of the ETL elements.

♦. The ETL loading element: is responsible for loading transformed data in the target system, and 

♦.The ETL Meta data element: is responsible for maintaining information (meta data) about the 

movement and transformation of data. It also documents the data mapping used during the 

transformations. Developing an ETL system seems to be the most feasible solution for leveraging
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legacy database because it gives users an opportunity to implement new technologies, without 

worrying of losing their data. The next section discusses approaches to Information Systems 

development in order to give an insight on how to develop the new systems that will replace the 

legacy information systems and to develop the ETL application systems.

2.3.4. Approaches to information systems development

Computer based information systems development approach is concerned with all aspects of the 

development and evolution of complex systems where software plays a major role.

These aspects include hardware procurements, policy and process design and system deployment as well 

as the software engineering. Software engineering is an engineering discipline, which is concerned with 

all aspects of software production from the early stages of specification through to maintaining the system 

after it has gone into use. To develop software, there arc known processes that need to be executed. A 

software process is a set of activities and associated results, which produce a software product. Software 

processes have four common fundamental process activities. These activities are (Sommerville 2001,

p.8):

1. Software specification: The functionality of the software and constraints on its operation must be

defined.

2. Software development. The software that meets the specification must be produced.

3. Software Validation: The software must be validated to ensure that it docs what the customer wants.

4. Software evolution: The software must evolve to meet changing customer needs.

Different software processes organize these activities in different ways. A software process model is a 

simplified description of a software process, which presents a particular perspective, an abstraction of the 

actual process being described. There are a number of different general models or paradigms of software 

development; Sommerville (2001, p.9) outlines the following models:

1. The waterfall approach: This takes the software process activities and represents them as separate

process phases such as requirements specification, software design, implementation, testing and so 

on. After each stage is defined, it is ‘signed ofT and development goes on to the following stage.

2. Evolutionary development: This approach interleaves the activities of specification, development, 

and validation. An initial system is rapidly developed from very abstract specifications. This then 

refined with customer input to produce a system, which satisfies the customer’s needs.

3. Formal transformation: This approach is based on producing a formal mathematical system

specification and transforming this specification, using mathematical methods, to a program.

4. System assembly from reusable components: This technique assumes that parts of the system already 

exist. The system development focuses on integrating these parts rather than developing them from 

scratch.

It is not possible to elicit all user requirements at one phase of software development thus the waterfall 

approach is not appropriate for developing health information systems. The problem with the waterfall 

model is its inflexible partitioning of the project into these distinct stages; implying that it should only be 

used when the requirements are well understood. The formal transformation approach has something in 

common with the waterfall model but the development process is based on formal mathematical 

transformation of a system specification to an executable program.
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The formal transformation approach requires that the problem is well defined so that a mathematical 

representation of the operation of the software is specified in advance. This is not always the case in 

building software for health information systems because it is unlikely to have health delivery 

practitioners who know the system very well and have a competitive knowledge in software development. 

The other approach, system assembly from reusable components, is also not a good choice for developing 

software for MIS because usually there are no existing systems in the field. Even if there are existing 

systems, usually these are legacy systems developed using obsolete technologies. Thus, the feasible 

choice is the evolutionary development approach; because the assumption is that, a software process can 

be developed incrementally. “As users develop a better understanding of their problems, this can be 

reflected in the software system” (Sommcrvillc 2001, p.47). The evolutionary development approach is 

based on the idea of developing an initial implementation, exposing this to user comment and feedback, 

and refining this through many versions until an adequate system has been developed. Figure 2.4 presents 

evolutionary systems development process activities.

Specification I

Validation

Intermediate 
version

..

Final version
smiiggi

Figure 2.4: Evolutionary development (Source: Adapted from Sommerville 2001, p.47)
Evolutionary development approach introduces system prototypes in order to allow users to experiment to

see how the system supports their work. A prototype is an initial version of a software system which is 

used to demonstrate concepts, try out different design options and, generally, to find out more about the 

problem and its possible solutions. A software prototype supports two requirements engineering process 

activities “requirement elicitation and requirements validations” (Sommcrvillc 2001, p. 172). Experiments 

have shown (Boehm and Gray 1984) that prototyping reduces the number of problems with the 

requirements specifications. Furthermore, the overall development costs may be lowered if a prototype 

will be developed. Once a prototype is available, it can also be used for other purposes (Inee and 

Hekmatpour 1987) such as:

♦ User training. A prototype system can be used for training users before the final version of the system 

has been delivered.

♦ System testing. Prototype can run ‘back-to-back’ tests. The same cases are submitted to the prototype 

and to the system under test. Ifboth systems give the same result, the test case has not detected a fault, 

otherwise it may mean that there is a fault and the reason for the different should be investigated.

18



Prototyping in evolutionary systems development allows and depends on user participation 

(involvement). User participation in information system development is recommended to systems 

analysts as a technique of successful system development, Newman and Noble (1990) defined user 

involvement as “a process of interaction between systems specialists and users or their representatives 

where they discussed four process models of user involvement - learning, conflict, political and garbage- 

can” (p. 89). From a study of the literature, the four process models of user involvement in systems 

development abstracted by Newman and Noble are now described.

The Learning model: The “simplest variation” of the learning model secs user involvement as “an 

opportunity for designers to educate users about the system” (Newman and Noble 1990, p.90). As 

discussed above, prototypes allow user involvement by providing early training of users. As a result, 

users’ expectations become more realistic, and their resistance to change is reduced (Bjorn-Anderson and 

B. Hedberg 1977 cited Newman and Noble 1990). “Success” is user satisfaction with the system, and use 

of it as the designers intended. The “simplest variation” of the learning model falls short in that learning 

is one-sided; designers have little to learn except details of user requirements.

Another variation of the learning model is the “mutual learning model” (Boland 1978) in which users and 

software engineers recognise each other’s distinctive capabilities and views, and cooperate in order to 

produce a joint solution to a common problem. Each side learns from the other in the course of 

development.

Conflict Model: Conflict models have been developed to explain situations where there are complex 

problems, incompatible goals, and multiple criteria of success (Robey and Farrow 1982). A test of the 

model (Robey et al. 1989 cited Newman and Noble 1990) showed that user participation led to conflict if 

it was accompanied by user influence. At the same time that it created conflict, participation coupled with 

influence created opportunities for conflict resolutions. Here, user involvement is conceptualised as a 

process through which users and designers discover and resolve their differences. The conflict model 

appears to be superior to the learning model in that it recognizes the potential, which user involvement 

has for producing conflict and it secs the amount of influence users have as instrumental in conflict 

resolution.

Political Model: The organisations into which information systems are introduced are seen as political 

orders, with established distributions of power, which may be disrupted or confirmed by the design of the 

technology (Pettigrew 1973 cited Newman and Noble 1990). Kling (1987, p.312) explicitly includes a 

political model as part of the assumptions for his “web” model of computing in organizations.

Political models take account of conflict but are concerned with the way in which conflict is structured by 

the existing organisation, and the role of power in conflict resolutions. “Political tactics such as 

bargaining and negotiations are relevant to conflict resolution” (Newman and Noble 1990, p.93). The 

MISP implementation in South Africa was not without criticism from HISP partners, which had its roots 

in conflicts between different levels of the administration. However, the financial and organisational 

independence of HISP allowed the programme to undertake developments and provide solutions (Braa et 

al. 1999).
The Garbage-Can Model: This model was intended to apply to a particular type of organization, or 

decision situation, described as “organized anarchy” (Newman and Noble 1990, p.94) such as 

universities. In this model, to paraphrase Newman and Nomble (1990), actors are seen as having limited 

rationality in that they are not sure what their interests are and pursue them only intermittently. Key
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players leave the scene, the composition of the team changes constantly as do the goals. IIISs are not 

structured as organization anarchy, and thus, the model is not applicable in HIS

The discussion of the process models for user involvement in systems development suggests that health 

information systems practitioners to understand the roles that users can play during the implementation of 

health information systems. In my study, the political model is the most relevant process model of user 

involvement followed by conflict model. This is because health information systems arc structured as a 

hierarchy of administrative levels. Many health information systems reform efforts like the case of 

MSP aims at empowering the lower levels such as the district which has little or no say in the current 

systems. Now neglecting to involve the higher administration levels

(National and Provincial) would create strong resistance from the higher authority levels in changing the 

HIS structure. Some personnel from the national and provincial levels should be directly involved in 

order to negotiate with the lower levels and other stakeholders to accept a new system.

2.3.5. Efforts to Reform Health Information Systems

There have been many problems reported on the performance of health information system in developing 

countries (see e.g. Braa et al. 2001; Lippeveld et al. 2000; McLaughlin 2001; Simwanza and Church 

2001). In recent years, many developing countries are restructuring their health information system 

mostly by decentralizing the systems in order to empower the lower levels with focus on the district 

levels. The process of restructuring the health information systems is commonly known as health 

information systems reform. In many developing countries, health information systems reform has been 

one of the national strategic plans. While some countries have undergone comprehensive restructuring of 

the health information systems as on integrated approach, in others, health information systems reform 

was done using a more gradual approach on subsystems, such as epidemic disease surveillance or routine 

services reporting (Wilson 2000). Health information systems reforms have been reported from South 

Africa, Zambia, Uganda, Malawi, India, and Pakistan (see e.g. Braa and C. Hcdbcrg 2002; Simwanzaand 

Church 2001; Mursalin and Ilaque 2001; Wabwire- Mangan e ta i 2001).

2.3.5.1. Using computers in health information systems

There is a long list of reasons for using computers in health information systems in the literature. Some of 

the reasons are as follows:

♦. To improve health system efficiency by processing and analyzing large amounts of data quickly.

♦.To produce a wide variety of outputs and feedback reports targeted for many levels of the health 

system from a single data set or by combining data set.

♦. To reduce the duplication of work, this is typically seen in many hierarchical data collection systems. 

♦.To improve the quality of data collection through automatic validation during data entry and 

automatic preparation of immediate feedback reports on errors for individual health facilities.

♦. To improve analysis and information presentation to facilitate data interpretation and use for decision­

making.

♦.To train health personnel through computer-based interactive tutorials for self instruction and 

continuing education.

♦.To improve data dissemination by providing online public access to data through Internet World Wide 

Web pages.
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In addition to the direct reasons for using computer technology in health information systems, the process 

of computerization itself can serve as an opportunity to review and improve dysfunctional manual 

systems and procedures (Auxila and Rohde 1988).

However, the manner in which IT is implemented in IMS in developing countries has been questioned by 

many studies, as they are typically featured by large-scale projects. McLaughlin (2001, p.72) criticizes 

that, “Traditionally HIS efforts have been couched within project components for building health 

systems, efforts that have produced notorious white elephants and countless reams of paper forms that 

were hardly used to inform decision-making”.

In addition, Lippevcld and Sapirie (2000) argue that, one of the main objectives of many typical health 

information systems development projects is the computerization of important data to be managed, 

monitored, and analyzed. However, whenever computerization becomes the primary objective of health 

information systems development efforts, the more important purpose of serving the data needs of the 

care providers tend to get lost.

McLaughlin describes the strategic approaches used by some developing countries to reform their health 

information systems, as it was to respond to donor requirements (McLaughlin 2001). Lippevcld and 

Sapirie (2000) argue that donor driven health information system restructuring is likely to fail.

Although sometimes these projects succeed in getting a new recording and reporting system up and 

running with a two-year period. However, once the project is terminated, the situation rapidly deteriorates 

with accumulation of software and hardware maintenance problems, incomplete and delayed reporting, 

and the lack of continuity of national staff for managing the system (Lippcveld and Sapirie 2000. pp.247- 

248).

2.3.5.2. Health information systems reform, the focus is the districts

While restructuring health information systems, many countries focus on decentralizing their systems to 

empower the lower levels in the HIS hierarchy. According to Muquingue et at. (2002), national health 

information systems are built up from the informational activity carried out in multiple, minuscule, often 

hierarchically insignificant points in the geographical structure of a country; these points are generally 

districts. The administration structure of many developing countries includes the community (village), 

district, provincial and national levels. The national health information systems in many developing 

countries have been strongly based on Primary Health Care (PHC) and the district becomes the most 

appropriate level for co-coordinating top-down and bottom-up planning, for organizing community 

involvement in planning and implementation, and for improving the co-ordination of government and 

private health care (WHO 1987). Being the information and physical hub between the community and the 

national health information system, the district consists of a large variety of interrelated elements that 

support the health system in a specific geographical area. A district includes the health care workers and 

facilities, up to and including first and second referral hospital levels (Amonoo-Lartson et at. 1984).

2.4. Standards

The standardization bodies in health care should define standards that address all aspects of data 

manipulations such as data storage, encryption, compression, transmission etc. (Espinosa, 1998). There 

are numerous applications of ICT in health care delivery currently based on their standard. For example, 

in the case of medical records or EPR, medical standards are used to support the creation of presentations
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(Adclhard K. et al, 1995), Standards for medical programming languages as specified by ASTM E1460- 

92 while standard specification for defining and sharing modular health know ledge basis arc described by 

ASTM 1992. According to Grimson ct al (2000) and Raghupathi (1997), the reason why uptake of ICT in 

health care sector has been slow compared to other information intensive industries is general lack of 

standards and in other cases slow adoption where they do exist. Standardization committees include I1E7, 

CENTC251 and Object Oriented Group among others.

2.5. Key Issues and Challenges

The shared-care paradigm of health care delivery has not been without challenges. The specific 

challenges relating to application of ICT in health care delivery as cited by Grimson (2000) arc 

complexity of medical data and data entry problems, security, confidentiality, privacy, absence of unique 

national identifier, and general lack of awareness of benefits and risks of information technology. These 

challenges are independent of the adopted ICT tool to provide electronic care delivery.

According to Bakker (2002), there is need for more investments in health care software development to 

improve on functionality and thereby overcome the complexities in data entry in electronic medical 

records. New functionalities must be developed in partnership between health care professionals and ICT 

professionals. Raghupathi (1997) projects a move toward a universal electronic health management 

information system thereby eliminating data duplication nationally. However, this calls for a national 

unique patient identifier and patient index. This need can be addressed by software developers guided by 

a state’s health care CIOs.

Threat of privacy of patient data in digital form stored in a database and in the process of transmission 

(Obrien, 2001) than in paper-based form is very real. In addition medical data is very sensitive and lack of 

privacy can result to patients avoiding the much needed health care services. Also it can lead to 

physicians’ failure to enter all information into patient records (Rindfieisch, 1997 & Tachakra et al, 

1996). Therefore all the benefits of electronic health care delivery cannot be enjoyed unless patient 

privacy and confidentiality is guaranteed (Smith and Eloff, 1999). The security concerns that must be 

addressed as a result of electronic medical records include confidentiality, integrity and availability 

(Grimson et al, 2000), According to Rindfieisch (1997), confidentiality of patient data is threatened 

within a health institution through accidental disclosures, insider curiosity and insider insubordination 

while external threats are mainly through unauthorized access.

Security issues surrounding health care information systems is an international concern and has thus 

resulted to formation of security bodies to address these issues. International Federation for Information 

Processing Technical Committee 11 (TCI I) focuses on general information security while the 

International Medical Informatics Association (IMIA) is concerned with security in the area of medical 

informatics (Smith and Eloff).

According to Smith and Eloff (1999), a more current security measure for electronic patient data and 

information is dc-personalizing and disintegrating patient information and storing it in various locations 

in coded pseudonyms assigned by Identifier Control Facility (ICF). This result to disintegrated virtual 

record and hence eliminating the risk to data confidentiality threatened through use of patients’ name. ICF 

keeps track of the location of all the patient data and information.

The access authorization security application solutions vary depending on complexity, cost and efficiency 

of each method. Public Key Infrastructure (PKI) combined with digital signatures, passwords, biometric
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devices and firewalls are being promoted to ensure secure transmission of health care information over 

the internet (Raghupathi et al, 2002 & Chadwick et a/, 2003). Secure networks protocols such as Secure 

Sockets Layer (SSL) and Secure HTTP (S-HTTP) arc widely used in transmitting patient data securely 

over the World Wide Web.

According to Smith and Eloff (1999) patient smart cards are optimized for security by their design 

because the chip holding the information is embedded within a plastic, which makes it difficult to be 

probed as in the case of magnetic striped cards. I lowcvcr, security of the memory part of the card is zoned 

with different levels of user access.

2.6. Acceptability of Electronic Health Care Delivery

Despite the numerous benefits of electronic health care delivery technologies, most health care service 

providers have not embraced its introduction because of change in workflow processes and lack of 

training (Guler and Muldur, 2001 & Gooscn et al, 1997). The solution has been offering short training to 

the end-users to get familiar with the new system while the system software developers come up with 

simple windows to prevent the users from getting lost between menus and user-friendly screens to easily 

adapt the users to the new system.

2.7. Risk Analysis

Risks in health care systems cannot be tolerated as they can cause harm to patients or at times lead to 

death (Ammcnwerth et al, 2004). Typical risks to a health-care information system are mainly 

unauthorized access or power failure, which prohibit the availability of patients’ data (Epinosa, 1998 & 

Smith and Eloff, 1999). Other hazards as listed by Ammenwcrth et al, 2004 include functional errors of 

the system, unreliability, user-friendliness, environment not prepared adequately to changes in working 

processes, and ill functions among others. Implementation of information systems to replace an old 

system can be nightmare for the implementcrs. However support from top management and future users 

almost guarantee successful implementation of health care systems (Berg 2001).

2.8. Legal Issues

Legislators internationally have recognized the need for data protection legislation against misuse of 

electronic data processing (Grimson et al, 2000 & Benedict, 2001). However, only a few regulations of 

the existing data protection act involve health care services and thus Smith and Eloff (1999) feels that 

more legal issues in health care needs to be addressed. The current health care legislation covers use of 

health care records as evidence in legal proceedings and collection of personal health data for other 

purposes than provision of health care services.

Europe has introduced Data protection Legislation and Freedom of Information Legislation (Grimson et 

al 2000).
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2.9. Patient e-referral models reviewed:
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Figure 2.5 BM C’s newly re-engineered referral process.

1. Boston Medical Center BM C’s re-engineered referral.

1. The patient visits a primary care physician (PCP) at a Cl 1C and receives a specialist referral. The 

EMR sends a clinical summary and order to the CIE.

2. The referral coordinator uses the eRefcrral portal to initiate and manage the referral process.

3. The specialist coordinator (SC) receives a referral, communicates with the RC and retrieves 

additional information from the CIE.

4. The patient sees a specialist who writes a note into the system, which the EMR submits to the 

CIE.

5. Visit completion is flagged in the eRefcrral Portal while the Referring Clinic accesses a referral 

report from the portal and additional data from the CIE.

By implementing eRefcrral, BMC is able to offer its 1,500 clinicians composite views of relevant patient 

information housed in varied systems and applications across the community. Clinicians and referral 

coordinators can find specialists, book appointments online, transmit clinical data and track referrals from 

beginning to end. Among eRefcrral’s key results:

• Facilitation of clinical information exchange through tracking of referrals from 

initiation through completion
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• Streamlined referral coordinator and clinician work Hows

• Improved alignment with community health centers

• Centralized referral coordination

• Knhanccd communication between 1‘Cl‘s and specialists.

“BMC’s electronic referral management system integrates with physicians’ current workflow and 

optimizes the effectiveness of referral coordinators,” said Rich Kalish, M.D., medical director of Boston 

llealthNet. ”By sending referrals via an electronic format, BMC ensures that clinicians will receive timely 

feedback and relevant information on referral outcomes.”

2. San Francisco General Hospital: Connectivity through Electronic Referral

San Francisco General 1 lospital & Trauma Center (SI GH) is the city’s only public hospital and Level 1 

Trauma Center for the residents of San Francisco and northern San Mateo counties. The hospital is owned 

and operated by the City and County of San Francisco’s Department of Public Health and serves as the 

hub of the county’s safety net delivery system, which includes 35 community health centers, clinics and 

affiliated partners. The hospital serves as a teaching hospital for the University of California, San 

Francisco, and this entire system benefits from shared access to patients’ SFGH electronic medical 

records.

• The system’s key components include the following:

• There is a centralized, electronic queue for each participating specialty service.

• All referring clinics must use the eReferral system to refer to participating specialty 

services.

• Bach participating specialty service has a designated specialist clinician reviewer with 

dedicated time to review and respond to referral requests. The reviewer can use the 

system to schedule appointments, triage patients, request clarification of the 

consultative question and provide guidance for pre-visit evaluation.

• The referring provider and specialist reviewer can communicate in an iterative fashion 

using the cRcfcrral system until the patient’s clinical issue has been addressed, with or 

without an appointment.

• The cRcfcrral system is tightly integrated with the hospital KMR so that all information 

exchange is documented in the patient’s chart in real time.

• The system is limited to initial referrals (rather than referral for follow-up care) because 

these were decided to be the best use of the reviewer’s time.
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Figure 2.6 San Francisco General Hospital & Trauma Center eReferrat system process

Drs. Yee and Chen believe that one of the primary values of the eRefcrral system is facilitation of 

communication between primary care and specialist providers. It is important to note that implementation 

of these consultations may be difficult because of legal, medical and logistical reasons. Nonetheless, 

primary care providers now receive guidance on evaluation and management in a timely fashion, while 

specialists who see patients in clinic receive clear consultative questions.

This information connectivity not only reduces unnecessary specialist appointments, but gives (Primary 

Care Providers) PCPs more opportunity to learn and treat their own patients* clinical issues.

Local PCPs are satisfied with the eRefcrral system, especially clinics with good Internet access. Clinics 

that only have intermittent internet access are less able to fully benefit from the system. In these practices, 

referrals tend to be entered by clerical staff yielding a less informative clinical referral and less 

opportunity for back-and-forth communication between providers.
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2.10. ELECTRONIC HEALTH RECORD PROJECTS IN AUSTRALIA, EUROPE AND 

CANADA

2.10.1. Overview

Electronic health records have been developed for a range of purposes. Most of the established EUR 

schemes arc used for purposes such as electronic billing and are designed for individual institutions or for 

a limited network of health services.

EUR projects are now being developed at the national and state level in Australia, Canada and Europe to 

provide a lifetime summary of patient’s records, linking information about their health care across the 

whole health system. The primary objective of these EUR schemes is to improve the quality of health 

care services.

They offer health care providers access to a more complete medical history of a patient, with the patient’s 

consent. They also promise consumers more complete information to assist them to better manage their 

own health care.

EHRs promise a more integrated approach to health care, so that services arc more patient focused. In 

Canada, England and Ireland EHRs have been explicitly linked to reforms in health care delivery, 

particularly primary care, rather than relying on EHRs to achieve change in themselves.

Australia is well advanced in developing EUR projects, with trials of proposed schemes commencing in 

late 2002 and 2003. The National Health information

Advisory Council was established in 1998 to bring together state, territory and federal government health 

information technology initiatives.

In England, the government has made a long-term commitment to testing, developing and evaluating 

EUR proposals to learn from the best and worst of local initiatives. The Canadian Government has also 

adopted a collaborative approach to EUR development. It has established a number of organizations to 

foster cooperation and build on provincial government EUR projects.

2.10.2. Definition of EHR

In its most general usage, the phrase ‘electronic health record’ is used to describe any digital 

representation of health information with little or no concern about how this information is stored or 

retrieved. The term is often used synonymously with other related phrases such as ‘electronic medical 

record’ and ‘electronic patient record’.

This indiscriminate use of ‘electronic health record’ and other apparent synonyms is sometimes causing 

considerable confusion among stakeholders.

As tempting as it can be to dismiss the lack of uniformity in terminology as semantics, one must 

recognize that each term has independently evolved for good reason -  to address a specific underlying 

context and agenda.

Confusion arises from the indiscriminate blurring of these contexts and agenda, which can hamper fruitful 

discussion among the key health care policy stakeholders who exert significant influence over funding 

and direction. As a result, progress towards implementing systems that put the right information in the 

hands of health care providers, where they need it and when they need it, is impeded.

Many credible sources have adopted terminology to describe local EHR systems that collect data and 

support the care delivery processes during an encounter. Such examples include HIMSS’ preference for
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electronic medical record (EMR) (Davis, Garcls, 2006); Gartner’s use of the term computer-based patient 

record (CPR) for systems in care delivery organizations and electronic medical record (EMR) in 

ambulatory (Edwards, Handler, Rishcl 2006); and Canada Health Infoway’s nomenclature for health care 

facility systems as electronic patient record (EPR) and physician office systems as EMRs (Canada 1 lealth 

Infoway, 2006).

Use of the term electronic health record (HI 1R) seems to be more broadly used in describing jurisdictional 

information sharing systems. HIMSS describes EUR as a ‘subset of each CDO's [care delivery 

organization’s] EMR, presently assumed to include summaries, such as ASTM’s Continuity of Care 

Record (CCR) and HL7’s Care Record Summary (CRS)’ (Davis, Garcts, 2006) while Canada Health 

Infoway describes the HER as a ‘secure and private lifetime record of their key health history and care 

within the health system...avail able electronically to authorized health providers and the individual 

anywhere, anytime in support of high quality care’ (Canada Health Infoway, 2006). The Certification 

Commission for Healthcare IT, however, uses EHR to describe both inpatient and ambulatory local 

systems (CCHIT, 2007).

Despite the interrelationships and common interests in the industry, we have not yet achieved a common 

language to describe the systems and data in the broader context of jurisdictional information sharing that 

is critical to supporting the coordinated care we seek to provide. Hence the challenge and alphabet soup 

of confusion that are sometimes present in the private and public sector health care discussions. As 

patients, why do we really care about what we call each system and the data it manages? As recipients of 

health care, it should not matter whether our surgical care is recorded on an EMR or CPR or where our 

lab result physically resides in a region. What we do care about is that our caregiver has the information 

needed to make safe and effective clinical decisions.

There is no universal answer on what terminology is correct, however for the purposes of this discussion, 

it is useful to de-emphasizc the focus on what systems are required in a given care context (e.g., physician 

office, hospital ward). Rather, it is helpful to look gencrically at patient health information, regardless of 

the systems that contains it, and to gencrically view the systems in the context of jurisdictional 

information sharing.

One of the best candidates to describe the pieces needed to achieve success in the e-Health agenda is the 

nomenclature proposed by the International Standards Organization in its technical report, ISO/TR 

20514:2005. This document defines an electronic health record as a ‘repository of information regarding 

the health status of a subject of care, in computer processablc form.’ It further defines an EHR with a 

‘commonly agreed logical information model’ as a ‘shared EUR’, that when supporting integrated care 

across and between health care organizations in a jurisdiction becomes an integrated care EHR (ICEHR). 

The ISO definition also distinguishes between clinical information and the systems that support its 

provision. It refers to systems where data is collected during an encounter by a care provider as ‘local 

EHR systems’, and systems that support an ICEIIR as ‘shared EHR systems’. It is all too easy to forget to 

separate the notions of a) the information upon which clinicians make decisions and b) the physical data, 

and manual and automated systems that generate that information.

This distinction between the data and the systems that process that data is crucial to maintaining a clear 

image of the EHR environment in which clinicians are operating. It is rare that the set of data upon which 

clinicians will make care decisions will originate from one place only. Local EHRs will almost always 

contain some form of paper records and clinicians will often also have to contend with multiple systems
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to find the information they require. Some organizations have achieved varying degrees of success in 

integrating this information through technologies such as single sign-on or through clinical data 

repositories. Less fortunate clinicians might have to interact with separate registration, laboratory, 

radiology, pharmacy and other departmental systems in addition to the day-to-day stream of hard-copy 

information.

2.10.3. Review of EIIR projects in Australia,, Canada and Europe

2.10.3.1. EIIR projects in Australia

The major national EUR. initiative planned in Australia is 1 \ca\\hConnect - an Internet based network 

providing for the collection, storage and exchange of summary patient information over a patient’s 

lifetime. A related initiative is the Better Medication Management System (BMMS), which will provide a 

central record of patient medications information held by doctors, pharmacists and hospitals, with the 

patient’s consent. Regional and state ElIRs arc also well advanced and many of these will provide pilot 

sites for Health Connect. Pilots and evaluation will be completed, by the end of 2003, before national 

implementation.

2.10.3.2. EHR projects in Canada

The major EUR schemes being developed by provincial governments in Canada include:

• .the PharmaAW system in British Columbia, Canada. Established in 1995 to provide online

processing of pharmaceutical benefits, it gives pharmacists a province-wide patient medication 

history and offers them comprehensive drug information and automatic checks such as drug 

interactions. It is available in hospital emergency rooms and will be extended it to doctors in 

future;

• the Pharmaceutical Information Network in Alberta, Canada. It provides a complete record of 

patient medications held by doctors, hospitals and pharmacists and drug information and 

automatic checks. Pilot implementation commenced in 2002. It is part of Alberta’s Wcilnct 

scheme, which aims to provide an umbrella for provincial and regional initiatives to build an 

integrated health information network;

• Smart Systems for I lealth, an initiative of the Ontario Ministry of I lealth and Long Term Care. It 

commenced four years ago to provide the infrastructure for secure communication of patient 

information among healthcare providers across the province.

2.10.3.3. EMR projects in Europe 

The EIIR schemes being developed in Europe include:

• a patient centred EMR, electronic booking of appointments, electronic prescribing and a patient 

held record promised across the English National Health Service by 2005. The English arc world 

leaders in setting a national agenda for health information technology and integrating the 

information strategy to changes in how health services arc delivered. A feature of the English 

approach is a desire to learn from success and failures, with funding for long term development 

and evaluation;
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• the Department of I lealth in Germany is planning an electronic health smart card to process 

health insurance claims and provide electronic prescriptions, with the option of also storing other 

clinical information. Pilots will commence in late 2002-2003, which will be evaluated before 

implementation;

• phased introduction of electronic patient records proposed in Ireland as part of a yet to be 

released National Health Information Strategy.

2,10.3.4. Issues

The EUR schemes in the countries reviewed in this study demonstrate that there are many common 

challenges to be met and some important lessons for Australia.

The pilots of El IR schemes in England and Canada demonstrate the benefits of a long term commitment 

to research and evaluation of different EUR models.

The I IcalthCowiec/ and BMMS trials and evaluations in Australia in 2003 may need longer than planned 

to provide useful results.

In Australia public policy debates about the privacy and security requirements of EHRs have not yet 

commenced. As a result there is a lack of understanding and consensus about the issues among 

stakeholders.

The Canadian Government and the European Union have advanced these discussions by incorporating 

privacy and security issues into the health information technology agenda. The privacy requirements of 

EHRs should be explicitly part of the funded work program of National Health Information Management 

Advisory Council or its successor.

The lessons from Europe and Canada in particular show the need for patient consent processes to be 

simple and easy to use for consumers and doctors. Processes need to be developed that are responsive to 

peoples’ desire to control how their personal health information is shared with others.

EHR schemes in Australia would benefit from privacy commissioners taking an active and public role in 

providing advice on privacy issues. Their Canadian and European counterparts have done so very 

successfully.

In Europe and Canada government agencies and health informatics experts have highlighted the 

shortcomings of PKI and favour the use of Public Key Infrastructure (PKI) in combination with other 

security measures. Australian governments should consider the use of Trust Management system, 

biometric devices and smart cards in combination with the PKI provided by the el lealth Signature 

Authority.

2.10.4. DEVELOPING A FRAMEWORK FOR BUILDING A SHARED EHR

2.10.4.1. Introduction

To make effective decisions in the most cost-efficient manner, health care professionals need timely and 

accurate access to an evcr-incrcasing amount of patient information. While many people might think of 

the patient chart as the repository of all their health care information, in reality, it is scattered across a 

myriad of different electronic and paper-based systems, often spread across multiple organizations and 

sometimes even regions and jurisdictions. The inability to quickly access an aggregated view of health 

care information on a patient’s previous and current episodes of care has the potential to hinder diagnosis,
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prompt the unnecessary repeat of tests, jeopardize safety, and generally increase the cost of health care 

delivery.

As society has become increasingly mobile and health care has become further specialized, patients are 

more likely to interact with multiple health care institutions, particularly when specialized care is 

required. This movement of patients among health care providers is driving a need to share their health 

information so that care can be coordinated and integrated across the various care environments, a process 

that is very expensive and time-consuming when paper-based.

Putting the right information in the hands of health care providers -  where they need it and when they 

need it -  has become a strategic imperative for many health care institutions and the organizations that 

fund them. By employing information and communication technology to facilitate the capture and 

transfer of patient information, these organizations believe that they can:

• enhance patient safety by eliminating errors attributable to incorrect or incomplete patient 

information,

• improve access to health care services by streamlining processes, and

• Reduce the cost of delivering care through productivity gains.

This framework views health information and the system architecture that supports an aggregated view of 

health information to be organized in two tiers: one tier comprises of point-of-care systems whose data 

are integrated by a second tier, which shares health data with other providers. The simplicity of this 

framework avoids the confusion of differing terminologies, yet provides the flexibility to adapt to the 

unique requirements of each jurisdiction that will drive the balance in investment needed between these 

two tiers.

2.10.4.2. E-HEALTH REQUIREMENTS

So what factors are driving e-Health requirements in various jurisdictions? Although the majority of 

regional e-Health projects are in the early stages, it is clear that many different approaches to sharing 

patient information electronically are emerging. There are, however, two key elements that are common 

across all jurisdictions. First, each jurisdiction has its unique set of governance structures that will drive 

both local and jurisdictional health care system requirements. Second, clinicians require two distinct, 

highly interdependent classes of health information to care for their patients. Each of these factors is 

describe in further detail in the following sections.

Governance

The electronic sharing of patient information across organizational boundaries will be heavily influenced 

by the governance structures in place within and across the organizations involved. Each organization, at 

the local, regional, or jurisdictional level in a health care system will have its own agenda and priorities 

whose history is reflected in its legacy of technology investment. Even in the most centralized of 

governance models, there will be a broad base of care delivery organizations, each with a distinct history 

and local agenda that will influence their information and communication technology decisions.

Systems that capture and manage local health care data are deployed in the context of the local 

organization, and each needs to fit into its organization’s unique array of legacy applications. Spanning a 

common set of solutions across governance boundaries can be very challenging, if not unfeasible. 

Therefore, it is more typical that multiple governance structures yield to multiple systems that store and 

manage patient information.

31



In addition, there will always be an over-arching leadership at the jurisdictional level driving health care 

policy and practice, be it a single governance structure or a funding and policy body that provides the 

legal and regulatory framework within which health care services arc delivered. It will be natural for 

stakeholders at this level to focus on how to share health care data throughout the jurisdiction. In addition 

to regulatory constraints such as data stewardship, decision-makers will be driven by local governance 

factors such as the specific requirements of stakeholder organizations, legacy technology, and the 

preferences of key influences throughout the jurisdiction.

What is common across each jurisdiction is that their respective attributes, needs and preferences, which 

are reflective of their governance structures, will drive a relatively unique set of requirements and 

solutions that each fit on a continuum of deployment models from highly centralized to highly de­

centralized.

Local vs. Shared

The second major factor that drives e-I lealth requirements in all jurisdictions is that there are two distinct 

and highly interdependent classes of patient health information that are needed to build an aggregated 

view for clinicians:

• Local Data is collected by the provider during the episode of care. Some of this information is 

more focused on the care processes and is of primary value to the provider of that encounter.

• Shared Data is collected by other health care providers that is of value in the current episode of 

care and is usually a subset of local data. Examples of shared data typically include allergies, 

medication history and current medications, previous surgeries, medical history, diagnosis and 

problem list, health habits, previous treatments and test results.

In a jurisdiction with a highly integrated information sharing architecture, shared data may be exchanged 

by abstracting the desired subset and migrating it to the point-of-care systems of other care delivery 

organizations. In less integrated environments, health information may be shared through access to 

multiple systems. There are many ways to successfully share information and deliver the aggregate view 

of local and shared patient data the clinician needs.

Phy»lclan Offiea

Hoepital
Physician Office

Figure 2.7 - Local vs. Shared Patient Information Structure: Source - www.emergls.com
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Access to both local and shared data is critical to enhancing patient safety, productivity and quality of 

care.

Consider a physician ordering a medication for a patient. Many health care organizations use some form 

of drug interaction checking to alert the physician to potential medication conflicts. Without a complete 

medication history assembled from multiple care organizations, this decision support will be of little use 

when a previously prescribed medication has a serious interaction with that being ordered.

The commonalities of governance issues and the distinct sets of data needed by clinicians add up to a 

‘domino effect’ that drives e-Health requirements. Governance drives the local legacy architecture and 

system requirements, which drive the data being collected, which drives the practical options available for 

governance. This domino effect suggests that:

1. A two-tiered approach will best accommodate the delivery of aggregate health information 

within and across jurisdictions; and

2. Balanced investment in both tiers will ensure that the unique attributes, needs and preferences of 

each environment will be addressed.

The two statements above may give cause for some to point out numerous examples of a common set of 

systems being deployed across a jurisdiction.

Such an architecture does not mitigate the need to design and invest in the data it contains, so that 

clinicians have the accessible information they need to make safe, effective clinical decisions.

2.10.4.3. FLEXIBILITY IN THE FRAMEWORK

While the distinction between local and shared data and systems may seem simple, the needs of the 

specific jurisdiction may drive some practical level o f overlap in functionality between local and shared 

EHR systems. Because a shared EUR has local EUR functionality does not mean it is a local EUR. It is 

the high-level function that defines the data and system.

To illustrate, local EHR systems typically have very detailed information on the episode of care with 

viewing, clinical documentation, and computerized provider order entry (CPOE) functionality. 

Jurisdictional shared EHR systems will typically populate user interfaces with view-only data, but may 

also provide extended functionality such as CPOE for those health care providers without the benefit of 

such functionality in their local EHR.

As a further example, there are many exceptions where a local EHR system is implemented across an 

entire jurisdiction. Although it continues to have all the attributes of a local system, it dcfacto becomes a 

shared HER system by the very breadth of its implementation.

As previously stated, both local and shared EHR systems must have the flexibility to meet the differing 

needs of each environment. We can see the tremendous clarity that is possible if c-1 Icalth stakeholders 

maintain a high-level, disciplined distinction between local and shared ElIRs as well as a distinction 

between the information and the systems that provide this information. As discussed in the next section, 

there is a wide variety of deployment models that readily accommodate specific jurisdictional needs and 

constraints for implementing a shared EHR.

2.10.4.4. DEPLOYMENT MODELS

Although the term “shared electronic health record” may seem to imply a single, centralized database, 

there are actually multiple approaches to creating a shared EHR. These different options address the
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specific needs of the organizations involved and take into consideration possible constraints regarding 

data stewardship, technological differences, and organizational boundaries.

There are many architectural options for implementing a shared EUR system. Each lies on a continuum 

with the following models at each end:

1. Centralized model. Shown in Figure 2.8, this model is based on a single, central data repository 

in which shared patient information is stored. Eocal EUR systems use this central data repository 

to store and retrieve an agreed upon subset of information about each patient. The shared EUR 

system includes components to authenticate the parties involved in each transaction, to authorize 

the transaction based on the credentials of these parties, and to record information about the 

transaction for audit and reporting purposes. Providers without a local EUR can access the 

central data repository with a web browser through a clinical portal.

Figure 2.8 - Centralized Model: Source - www.emergis.com

2. De-centralized or federated model. With this model, patient data is retrieved, at the time it is 

needed, from the system in which it is stored as shown in Figure 2.9. The local EUR systems arc 

each responsible for maintaining all the information about the patients who visited the facilities 

at which these systems are located and for sharing selected patient information. The shared HER 

system may include a mechanism to determine where all the shared information related to a 

specific patient is stored as well as some form of electronic messaging system for transmitting 

shared patient data and for conducting transactions between local El IR systems.

Figure 2.9 - Simple Federated Model - Source - www.emergis.com
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Local EHR Syttoma

Figure 2.10 - Federated Model with Shared EMR System - Source - www.emergis.com

The main difference between the centralized and federated model is the location in which the shared 

patient information is stored. In the federated model, shared patient data is stored and maintained in the 

local HER systems in which it was created while in the centralized model, shared patient data is stored in 

a central repository.

Setting up the infrastructure needed for the centralized model can make it more expensive and more 

complicated than the federated model to implement. However, when user convenience and overall 

performance are taken into consideration, there are a number of implementation options for the federated 

model that can make this model more complex and costly to implement. These options include:

• Data push vs. data pull. In the centralized model, shared patient data is pushed from the local 

EHR to a single, central repository. In the federated model, shared patient data can either be 

pushed from the source local EHR system, or pulled by the shared EHR system. In the simplest 

case, the user is left to connect with each local EHR and to search for and retrieve (pull) relevant 

patient data. More complex implementations include shared EHR system components that help 

locate patient information and that support the movement of patient data. A federated model can 

even have data pushed from the local EHR systems in which the patient data is stored to other 

local EHR systems that also store information about the patient.

• Automatic vs. manual user intervention. In the centralized model, shared patient data is 

automatically placed in the central repository when it is created and is therefore available 

whenever it is needed. In the federated model, user intervention may or may not be required to 

retrieve the shared patient information. If data has been pushed to the local EHR systems then 

user intervention is generally not required. However, if shared patient data must be pulled from a 

local EHR system, the shared EHR system may automate this process or leave it to the user to 

retrieve the shared patient data from each local El IR system.

• Local EHR system interaction. In the centralized model, the user docs not interact with any of 

the local EHR systems on which shared patient data is stored. In the federated model, on the 

other hand, users may need to interact with and have working knowledge of each local EHR 

system on which shared patient data is stored in order to retrieve this data. This process can be 

greatly simplified if the shared EHR system uses techniques such as single sign-on and patient
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context sharing to automatically connect to the local EUR systems and display the data 

associated with a specific patient.

2.10.4.5. CENTRALIZED MODEL

Following are three examples of deployment models that fall more to the centralized end of the 

continuum.

1. National Programme for Information Technology (NPflT)

A highly publicized example of the centralized shared health record model is the National Programme for 

Information Technology (NPfiT) in the United Kingdom.

The NPflT is a comprehensive, fully integrated system consisting of shared and local electronic health 

records that will give health care professionals secure access to patient information whenever and 

wherever it is needed.

The NPflT consists of a national, shared EUR system operated by the National Health System (NHS) 

Connecting for Health Agency and local El IR systems operated by hospital and primary care trusts.

A major NPflT component supporting the exchange of patient information is the NHS Care Records 

Service (NHS CRS). The core of the CRS is the ‘Spine’, a national, centralized database of key 

information about patients’ health that includes a summary of care encounters and clinical events. 

Summary patient information available through the spine includes:

• Personal health information such as drug allergies, lab results, and medication history is 

provided by the Personal Spine Information Service (PSIS).

• Demographic data such as address details is held nationally but is accessible through local EUR 

systems. This data is provided by the Personal Demographics Service (PDS).

As shown in Figure 2.9, the NPflT consists of national applications common to all users and local 

systems which address the needs of specific institutions or communities. National applications are the 

responsibility of a national application services provider who provides software and support for the 

summary patient record along with the infrastructure services that supports a consistent set of patient 

confidentiality and security principles.

2002 

England

Delivered by the Connecting for Health Agency, established in April 2005 as 

the single national IT provider for the National Health Service.

• Care Records Service (CRS) -  Enable clinicians to access patients’ records 

securely, when and where they are needed. *

* Electronic Booking Service (eBooking) - Enables general practitioners (GP) 

and other primary care staff to make appointments for patients with clinicians 

or other health care professionals.

NPflT

Year Initiated: 

Area Served: 

Governance:

Services:
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• E (cctronic Transmission of Prescriptions (cTP) - Allows prcscribcrs working 

in GP practices to generate and transmit electronic prescriptions using their 

computer system.

• National Network (N3) - Connects all NIIS organizations and provides the IT 

infrastructure, network, and voice services and broadband connectivity to meet 

NIIS IT needs.

• Email and Directory Service (NHSMail) - Provides a central, secure, email 

service that enables sensitive info to be exchanged securely between NHSMail 

accounts.

CSA

Healthcare Worker Portal

Common Applications / 
Service*

e Booking. Terminology

NHS Care 
Report Spin#

Myhealth Space Local Systems

Patient Portal Community Care, GP, Acure Care. 
Mental Health, Social Caw

Figure 2.11 - Relationship between local systems and NPflT Spine - Source - www.emergis.com

Applications at the local level are the responsibility of the five local service providers (LSP). These LSPs 

ensure that existing local EHR systems are compliant with national standards and these systems facilitate 

data flow between local and national systems.

2. Electronic Child Health Information Network (eCHN)

A Canadian example of the centralized model is the electronic Child Health Information Network 

(eCHN), a not-for-profit, government funded organization dedicated to providing electronic solutions that 

permit the sharing of patient information across multiple health care organizations in the province of 

Ontario. Initially created in 1997 to facilitate the sharing of paediatric information among hospitals in and 

around Toronto, the provincial capital, eCHN now connects a growing number of hospitals and other 

health care organizations across the province.

The basis for eCHN’s centralized shared electronic health record is HiNct, (Health Information Network) 

a secure system in which a child’s medical records are available electronically to a health care provider 

when and where they are required. As shown in Figure 2.10, patient information from participating health 

care organizations stored in this central repository includes laboratory results, doctor’s notes, x-rays, visit 

information, and personal demographic information. HiNct has proven to be so successful in actual 

operation that the Ontario Ministry of Health and Long Term Care is now considering this same 

technology as the basis for a pan-provincial, population-wide shared electronic health record system for 

all Ontarians.
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1997

1999

2002

2003

2006

A conglomerate of all the organizations providing paediatric care in the GreaterToronto 

Area (GTA) form the Child Health Network of Toronto to share health information and 

practices in paediatric care.

HiNET is deployed and health care providers have access to records generated

at any one of five sites in the GTA. Toronto area physicians can also access patient

information from their office computers.

eCHN begins expansion beyond the GTA with the addition of two new members. 

eCHN expands to northern Ontario and the Ottawa area. The Children’s 

Hospital of Eastern Ontario as well as many new community hospitals, more doctor’s 

offices and northern Community Care Access Centres are added.

Growth of eCHN continues as three more tertiary paediatric centres are added.

In addition, the remaining Community Care Access Centres, Children’s Treatment 

Centres, more physicians and many more community and teaching hospitals join 

eCHN.

AOT

Transcription*

\
t

HINET
Information

Sourca

Laboratory

Radiology Imaga* Radiology Raports

■

Figure 2.12 - HiNET Information Sources: Source - www.emergis.com

3. Careconnect.sa

In cases where a number of organizations are governed by the same entity, a centralized shared electronic 

health record can be used to store all patient information, thereby eliminating the distinction between a 

local and shared EHR. A good example of this approach is the Carcconnect.sa program in South 

Australia. Since all publicly funded organizations are governed by the state Department of Health, a 

single EHR system has been deployed and will, over time, be used by all health care organizations in 

South Australia.
The carcconnect.sa EHR system integrates with disparate clinical systems in each health care 

organization and stores the patient data generated by these systems in a single repository. Data stored in
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this repository includes patient demographies, encounters, outpatient appointments, medications, 

laboratory results and radiology reports. The careconncct.sa

Clinical Display application provides a single point of access to this integrated on-line patient record. To 

date, South Australia has integrated the centralized HER with the clinical systems in the eight largest 

hospitals serving approximately 80% of the state’s residents.

Careconnect.sa

Year Initiated: 1997 for an initial pilot in renal units of four urban hospitals in

Australia

Area Served: South Australia with a population of 1.5M people, 1.1M of whom live

in Adelaide

Governance: A program of the Government of South Australia Department of

Health

Functionality:

• Clinical Display

• Order Entry

• Separation Summary

• Nursing Discharge Letter

Utilization Statistics:

• 6,125 active users

• Patient record reviewed every 9 seconds

• Electronic order placed every 53 seconds

• Separation summarized every 5 minutes

2.10.4.6. FEDERATED MODEL

Following is an example of a deployment model that falls more to the de-centralized end of the 

continuum.

Health Bridge
An example of a federated shared electronic health record model in which data is pushed to the local EUR 

systems is HealthBridge. Created to streamline the distribution of clinical documents from member 

hospitals to physicians whose patients go to these hospitals for outpatient services (such as lab tests and 

diagnostic imaging), Health-Bridge collects and delivers the clinical documentation associated with these 

services to the “physician of record” for each patient.

When HealthBridge was initially conceived, the member hospitals did not want to store their patient data 

in a centralized repository nor did they want to deal with the data stewardship issues associated with a 

centralized model. Hence, HealthBridge is based on a clinical messaging architecture that “pushes” 

patient information to physicians.

A critical element of this federated architecture is the local HealthBridge server that resides at each 

member hospital site. The local EHR systems at each hospital send a copy of relevant clinical information 

for each patient to the local HealthBridge server which in turn transforms this information as necessary to 

conform to standard data formats. The local HealthBridge server periodically uploads aggregated patient
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data to a central distribution server which collates the information from all member hospitals to create 

patient specific reports.

Each report is distributed electronically to the “physician of record'1 for the specified patient.

IlealthBridge

Year Initiated: 

Area Served: 

Governance:

1997

Southwest Ohio, northern Kentucky, and southeastern Indiana 

Not-for profit organization whose members include hospital corporations in 

and around the Cincinnati, Ohio area

Services: Distribution of clinical documents to area physicians, physician access to

member IT systems, physician transcription, and Internet connectivity 

In addition to transmitting patient clinical data, HealthUridge also provides a porta) through which 

physicians can access numerous databases and applications housed and controlled by the member 

hospitals. The portal does not enable single sign-on to these applications. Instead, each member hospital 

maintains security over its own internal applications that are accessed through IlealthBridge. Physicians 

must therefore enter several passwords, a process that does prove cumbersome at times.

Prior to the advent of IlealthBridge, a physician would not know when a test had been completed or even 

to which hospital a patient went to have the test performed. Physicians and hospital staff routinely 

exchanged phone calls to locate test results. Today, patient data is automatically delivered to the 

physician in various formats (electronic, fax, and paper), some of which can be consumed by the local 

EHR systems in the physician’s office.

2.10.4.7. HYBRID MODEL

A shared EIIR generally contains data from multiple domains including but not limited to laboratory 

results, medication history, encounter history, diagnostic imaging reports and images, and patient 

demographic data. The data associated with each of these domains can be shared using either a 

centralized or federated model. Shared EHR systems that use both models -  the centralized model for 

some domains and the federated model for the remaining domains -  are classified as using a hybrid 

model.

CareConnect

A good example of a hybrid model is CareConnect, the shared El IR for Vancouver Coastal I lealth (VCII) 

and Providence Health Care (PCI I). Created through the amalgamation of several small health authorities 

in the lower mainland of British Columbia, VCI1 delivers a wide range of acute, continuing, and 

community care in urban and rural settings. PHC, a Catholic health community serving residents of 

Vancouver, British Columbia, receives funding from and works in partnership with VCH.

When VCH was created, the health authority inherited a diverse suite of clinical, financial, and 

administrative systems. Consolidating these systems, while appealing, was considered impractical in the 

short term. Yet, clinicians working at the different sites had a pressing need to access patient data stored 

across these multiple systems. Taking a very pragmatic approach to this problem, VCH decided to forego 

the time-consuming and difficult task of integrating the data across the various systems. Instead, VCI I
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opted to implement what they call “visual integration” and provide easy access to each system. The 

clinician, instead of the system, is responsible for integrating the data from the various systems to get a 

composite picture of the patient’s health status.

As shown in Figure 2.11, the CarcConnect clinical portal is the main tool that health care professionals 

use to access patient information. This tool controls access to patient information and allows 

professionals to search for a particular patient. For each selected patient, the portal displays 

demographics, encounter history, and other key clinical data. Having selected the patient of interest, 

health care professionals can use the portal to access other clinical systems. They arc automatically 

logged on to each of these systems, with information on the selected patient stored in that system 

automatically retrieved and displayed. Professionals still need to know how to use each system and may 

have to access several of these systems in order to gather a complete set of patient information.

Several of the systems that health care providers can access, notably PathNct (laboratory results) and 

PharmaNet (medication history), are provincial systems based on a centralized model for the specific 

domain in which they operate. Hence, CarcConnect uses both a federated and a centralized model for 

shared health information.

Local EHR

♦

CareConnect 
Clinical Portal

Integration Technology

I I  I I I !
PACS Hospital Community PathNET Parma Provincial 

Information Information NET EMPI
Systems System

1. LGH
2. PHC
3. Van Acute

Figure 2.13 - Care Connect: Source - www.emergis.com

2.10.4.8. POINTS ON A CONTINUM

As the examples cited in this review illustrate, there arc considerable variations in the architectural 

approaches used to implement a shared EHR. These variations are driven by a number of factors 

including:
• Governance model, which drove the choice of a federated model for HeallhBridgc vs. a 

centralized model for South Australia.

• Technical constraints, which led to the choice of a simple federated model for the clinical 

domain at Vancouver Coastal Health vs. a centralized model for cCHN.

Primary
Cars
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The classification of a shared health record system as cither centralized or federated is not always clear. 

There is a continuum of architectural choices, with points along this continuum having more in common 

with one model than the other. Perhaps the most notable example is the highly successful and much 

publicized Indiana Health Information Exchange (IIUK) which has been classified in published literature 

as federated, centralized, and federated centralized. As shown in Figure 2.12, the II HE: shared EUR 

architecture is not based on a single repository in which all patient data is stored. Instead, patient data is 

converted from the format in which it is stored in each local El IR and stored in a separate repository 

{Edge Proxy) at a central location. Information for each specific patient is gathered from the separate 

repositories using information stored in a central master patient index (MPI) to cross-reference patients 

across all participating organizations.

Regional
Hospital /  11:3 j \  

Information V /  
Systam ' O ' Edge Proxy

SHARED EHR
LOCAL EHR

Messaging
Exchange

Edfl« Proxy

Rag ional 
HoapKal 
Information 
Systam

Regional
Hospital
Information
System

Figure 2.14 - IHIE Architecture: Source - www.emergis.com

Like the use of terms such as EMR, EHR, and EPR, the architectural classification is of less importance 

than the understanding that shared EHR architectures can be designed to meet the specific needs of the 

participating organizations. Further, there is no absolute “best” or “right” architecture. Rather, it is a 

matter of what is the “best” fit for the organizations involved that will lead to clinical use and long-term 

financial sustainability, 

y-- :■
2.10.4.9. Historical background of health information system in Kenya 

^  2.10.4.9.1. Development to Current Status

The design of a Health Information System for Kenya was conceived in 1972 by a committee that 

included representatives from the Ministry of Health, World Health Organization, Central Bureau of 

Statistics (now Kenya National Bureau of Statistics) and the Attorney General Chambers. Thereafter, a 

pilot project was designed and tested in three Districts, and was completed in 1976 and suggestions and 

recommendations were adopted.

Following the policy change towards the district as the focus for rural development in 1984, the Ministry 

of Health decentralized its reporting activities by establishing Health Information Systems offices in all 

districts where all Heath data from all health facilities would be processed.
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Other events have followed since then. This include the National Health Sector Strategic Plan (1999 -  

2004), that articulated the ministry’s strategy to strengthen its co-ordination function with the private 

sector and non-governmental organizations in health care delivery, proper design and implementation of 

integrated health information systems was critical.

The then Ministry of Health continued to have fragmented data-based information systems. These 

included stand-alone information systems at the central level, vertical reporting systems and software. 

This continued to make integration very difficult. Very little information was able to find its way up from 

the facilities and through to the Provinces. This essential health information was found to be largely 

unavailable for effective planning, monitoring and evaluation at all levels.

The drive towards enhancing the HMIS function can be elicited from the following initiatives and 

programmes:

• the Kenya I lealth Policy Framework Paper (KHPF) 1994 - 2010, and subsequent implementation 

plans(1996)

• HMIS Needs assessment report (2003)

• the National Health Sector Strategic Plan II (NHSSPIl) 2005 -  2010 dubbed “Reversing the 

current trends”

All these have outlined the areas that require immediate attention. These areas include:

• the integration of data collection and reporting tools

• the improvement of data flow mechanisms

• support for the districts’ supervision role

•  provision of clear policy guidelines on HIS

• the improvement of feedback mechanisms at all levels

In a nutshell, greater investment in the development of effective health information systems would have 

multiple benefits and would enable decision-makers at all levels within the health sector.

2.10.4.9.2, New Role of Donors

Donors have been instrumental in the development of the HMIS division by supplementing government 

efforts. This has supported HMIS in the restructuring process, training of personnel and provision of 

equipment and other resources at various levels. It is worthy to note that in recent times, under the sector 

wide approach (SWAP) there is a visible donors and implementing partners working group who have 

signed a Code of Conduct (COC) bringing then together. As a consequence of this, they now have 

enhanced their collective participation rather than individual participation. This has been achieved 

through the joint programme of work and funding. MOH development partners include World Bank, 

USAID, DFID, SIDA, DANIDA, JICA, GTZ, CDC, UNICEF, UNFPA and WHO.

K'1 '
2.10.4.9.3. Document Review -  Planned Interventions

There have been several initiatives within HMIS over the last couple of years. Some of the previous 

recommendations include:

• Design of new data and information systems and tools to be determined by the type and range 

of indicators selected.
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• Review and re-organization of the Health Management Information System (I IMIS) at all levels 

to generate comprehensive, appropriate, accurate, timely and accessible information to support 

decision making, policy-making, technical, coordination and regulatory functions of the 

Ministry of health and health sector in general.

• Development of effective and nationally enforceable data/information standards and protocols 

for information management.

• Development of data/information flow and feedback policy.

• Computerization of the data management and processing system including introduction of new, 

more powerful computers at various levels of the health management information system.

• Construction of a technical data dictionary accompanied with ‘Guidelines for Use’.

• Definition of Reporting Guidelines for various levels and stakeholders of the health 

management information system.

• Development of dissemination strategy and enabling institutional mechanism to enable the users 

of the information system to operate effectively at all levels.

2.10.4.10. Recent developments within 1IMIS 

Harmonization of Data Collection Tools

Last year (2008), HMiS successfully finalized on the process of the harmonizing and rationalizing the 

health indicators to be collected within the health sector through a sector-wide process. Following this, 

new forms that were developed and agreed upon and are now available in the facilities for data capture 

and reporting.

Master Facility List

In January 2009, a stakeholder’s consensus workshop for the Kenya I Icalth Sector was carried out. In line 

with one important objective of integration of data in the health sector, the goal of this workshop was to 

achieve a comprehensive list of all health facilities in the health sector and assigning a unique code for 

each health facility. This was achieved. These unique codes would then form the basis of standardizing 

data elements in databases, sharing data and as a reference for all health facilities. It was noted that prior 

to this initiative, there existed multiple uncoordinated lists.

This standardization alone opens up the possibility of data integration across institutions and organization 

generating and using health facility related data.

2.10.4.10.1. Health management softwares

There exist some application softwares for the Health Sector around the world that are in use across many 

countries. Some of these are proprietary while others are open source. For proprietary software's, 

technical information is not easily available as opposed to open source where such information is in 

public domain. It is important to add that in Kenya there are a few initiatives on open source-based 

applications for the health sector.

A sample of the vendors and application softwares available in other countries include the following:

(a) District Health Information Software (DIIIS) - developed by the 1 Icalth Information Systems 

Programme (I I ISP). This software is largely used for aggregating data.

(b) Open Medical Record System (OpenMRS) - is an open source medical record system framework for 

developing countries. This system is used for managing electronic patient medical records.
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(c) EpiSurveyor -  an application for collecting data, developed by DataDyne

(d) el IMIS

(e) OpenCIinic - a fully-integrated hospital information system, created by Medical Exchange Solutions 

(MXS)

(0 VoXiva/Phones4I lealth -  a company developing multi-channel applications for healthcare providers

(g) iHRIS SUITE - a human resource information system

(h) AMPATII Records Management System (ARMS) -  A system used for 1HWAIDS electronic patient 

records implemented in Western Kenya by Moi University and Indiana University. Its 

implementation includes that use of electric power packs, a solution for areas with no electricity 

power or unreliable electricity supply.

(i) Zambia Electronic Perinatal Record System (ZEPRS) is an Electronic Medical Record (EMR) system 

that is in use by public obstetric clinics and a hospital (the University Teaching I lospital) in Lusaka, 

Zambia.

2.10.4.11. HMIS model

This integrated HMIS conceptual model is modular in nature. The HIS module would include mortality 

and morbidity, disease surveillance, patient management (in and out patient), laboratory management, 

pharmacy management, programs such as TB, Malaria, HIV AIDS, immunization, child health, nutrition, 

reproductive health, mental health, Ophthalmic services etc.

Management information is captured by other modules such as logistics & supplies, Human Resource, 

inventory of equipment and Finance and Accounting functions.

Other modules are external but integral to this HMIS. These include vital registration, census, 

demographic surveys, weather and environment. Powerful tools for modeling such as Geographical 

Information Systems (GIS) and Decision Support Systems (DSS) utilize the data from the integrated 

modules, enhancing decision making and planning, with little effort.

Figure 2.15: Conceptual Model of Integrated HMIS. Source: Final HMIS software report, UNES (2009)
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Integration and interoperability is achieved by the use of open data standards on the Database. Table 2.1 

shows the open standards. The table also includes information from where they can be obtained.

Open Standard Custodians (Source)

1. Patient registry (patient health card)
KEBS/ISO (Health informatics 

committee)

2. Master facility list (Facility Codes) HMIS (Phoncs41lealth)

3. Facility Department codes IIMIS

4. Drug codes KEMSA and MEDS

5. District and Province codes K.NBS

6.Constituency, Division, Location, Sub-location codes KNHS

Reporting tools indicators (Indicator Registry) HMIS

International Statistical Classification of Diseases and 

medical procedures (ICD) (Disease Codes)
WHO-ICD

Human Resource database (ILO Codes) ILO

Reporting guidelines and time-lines HMIS

Data security
KEBS/ISO (Health informatics 

committee)

Data collection, dissemination and management protocols HMIS

Medical data dictionary HMIS

Table 2.1: Open Standards and sources

All systems in the health sector must use the same standard codes.

The multi-channel access refers to the use of appropriate interfaces to the Integrated IIMIS. This includes 

mobile phones, WAP, web, PDA, 1VR, PC client, Smart phones, SMS etc. Though the software 

development incorporating different channels of access introduces a small overhead, the principle should 

be retained as different access channels will be suitable for different groups of users as dictated by their 

environments.
Figure 16 illustrates the flow of data and feedback between community, facility, district, province, and 

national levels with integration with external databases.

At the community level, transfer of data is manual to the facility, from facility to the district level; the 

transfer is either manual or electronic. The transfer between the districts to the national level is electronic. 

The province is able to access the data from the national level electronically.

At the facility, the data collected includes: HIS, Workload, FIS, and Inventory. At the district the data 

collected includes logistics and supplies, human resources, inventory, data reporting from facilities. At 

the province the data collected includes GIS and inventory.

2.10.4.11.1. Conclusion

Electronic health care delivery as a result of ICT adoption in health care is the way forward for any 

hospital that is committed to quality, efficient and cost effective health care services. ICT tools in health 

care have an ever-growing impact on the capture and how information flows across all domains in the 

health care sector. The catalyst to further benefits is coming up with more applications that will further
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enhance sharebility of patients’ health data and information because what moves the health sector is 

efficiency in information flows.

Several challenges to electronic health care delivery have been identified. Lack of trust as a result of 

absence of security, privacy and confidentiality is prevalent on the side of the patient while service 

providers are challenged by lack of skills in the technology and change of work processes. Ihe 

implementers of the systems and service providers have to contend with lack of uniform policies and 

standards, legislation as well as set standards and guidelines.

The next chapter outlines research methodology used to survey and study the current usage of I d 's  in 

handling of patient’s data and information, perceptions of health care provider towards adoption of I d '  

tools and the barriers for the adoption of automated health management information system.
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CHAPTER THREE: RESEARCH METHODOLOGY

3.0. Introduction

The review on the literature on strategic role of ICTs in health care delivery shows that varied 

technologies are being applied to provide health care delivery services electronically. Developed 

countries take the lead in the adopting the opportunities offered by ICT health care delivery. Late uptake 

of ICTs in health care compared to other service industries has been noted. It also shows that applications 

of ICTs range from implementation of a simple health care information system within a hospital, to 

linking geographically dispersed health centres by use of telecommunication technologies. It further 

highlights key issues that need to be overcome if computerization of health care services would be fully 

embraced by the concerned stakeholders.

The literature review also reveals that successful implementation of e-health care delivery systems is not 

based on “one-size-fits-all” solution because of the great variations in needs and infrastructure of heath 

centres but rather on specific needs to be addressed by the concerned health centre, that are first 

investigated thereby leading to custom-made heath care information systems. Consequently, the 

feasibility and effectiveness of health institution delivering health care electronically through an 

Electronic public health information system needed to be established. This research methodology is 

described in this chapter.

The ability to share paperless clinical data among the health care service providers in a timely and cost 

effective manner showed to be the greatest innovation of ICT in health care delivery (Espinosa, 1998). 

The usage of computer plus accompany ing health care software provides the means to capture, store and 

manipulate patient-specific healthcare related data including clinical, administrative and biographical 

detail while intranets and extranets common technologies provided means of transmission of the resulting 

information. The main barrier to electronic health care delivery in hospitals world wide are insufficient 

investments, security, lack of standards, and shortage of skilled people in the area of the technology.

The research requires the gathering of data on the perceptions of the service providers and opinions with 

regard to electronic health care delivery. The development and design of the survey is first outlined in 

Section 3.1, followed by the questionnaire structure in section 3.2. Section 3.3 outlines choosing the 

sample size followed by procedure in diction 3.4. Section 3.5 highlights consent followed by evaluation 

of results in section 3.6. Finally, conclusion is discussed in section 3.7.

3.1. Development and design of the survey

There are different categories of primary data collection methods, which include laboratory 

measurements, field observation, archives, questionnaires and interviews (Royce et al, 1993). For this 

research however, only questionnaires are suitable to collect the data required, as opinions from large 

group of health care providers are needed. Questionnaires provided a more structured approach to 

gathering and recording data and hence the choice for this research. The research entailed a survey of all 

the sections in selected health institutions in Nairobi province and in particular, staff who are directly 

involved with the patient care.
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3.2. Questionnaire Structure

The questionnaire was designed with a separate section for each survey objective. The first section of the 

questionnaire asked about general information where respondents were asked to provide general 

information about the health institution working for (i.e. name, type, owner) and personal information 

(i.e. job position, department, age, gender and level of formal training)

A structured approach was adopted using a combination of closed formats with response choices and a 

few open ended formats. The response choices included response formats such as ‘yes’ or ‘no’, single 

response while others will require multiple responses. This method of data collection ensured high 

response rates and allowed easy elicitation. Closed questions formats produce standardized data that can 

be analyzed statistically and allow easy coding and recording for computer processing.

3.3. Choosing the sample of recipients and an appropriate Sample size

A convenient sample that consisted of a variety of health practitioners; health data and information 

officers and patients from the both the public and private health facilities in Nairobi province was 

selected. The key respondents included: (I) Health records staff (IIRIO, MRO, health records 

clerk/technician); (2) Nurses; (3) Clinical officers; (4) Doctors; (5) Laboratory tcchnologists/technicians; 

(6) Pharmacists/pharmaceutical technologists; (7) Hospital administrators; and patients. Lack of specific 

funding for this study did not allow for a more nation-wide survey and this convenience sample was the 

only feasible approach.

There are a total of 404 health facilities in Nairobi City County (HIS, PIIRIO, DHRIO - MOH 715 

Returns of 30th September 2009. Updated: 5th November 2009)

A convenient number of 70 facilities were selected from across Nairobi province.

Type of facility

Number in the 
province

Proportion by 
ratio (1:5.6)

Number of 
staff to be 
interviewed 
(max = 5 per 
facility)

Number of 
patients to be 
interviewed 
(max = 4 per 
facility)

Dispensary 131 23 115 92

Health Centre 70 12 60 48

Medical Clinic 107 19 95 76

Other-Nursing home with 
Maternity

14 2 10 8

Nursing home without 
Maternity

5 I 5 4

Other I Icalth Facility 4 1 5 4

Other Hospital 39 7 35 28

Primary Hospital 2 1 5 4

Tertiary Hospital 2 l 5 4

VCT Centre (Stand-Alone) 30 5 25 20

Total 404 70 360 2848

Population size Staff 360

Patients 288
Table 3.2 Kenya Health Facilities - (Nairobi Province). Facilities by Type.
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3.4. Procedure

The questionnaires were delivered to the health institutions through hand delivery to a cross-sectional 

sample of healthcare providers, health records officers and patients. A preliminary research was 

conducted in Thika District hospital and Ruiru health centre before the final survey commenced. The 

intention was to test effectiveness of the research methodology by establishing any difficulties that were 

not anticipated. A total of 30 respondents participated in the pilot survey. The collected data was coded 

and then entered on SPSS (Statistical Package for Social Sciences) version 11.5 for processing. This 

enabled evaluation of the results. Questions that seemed not to be clear were corrected and part that 

seemed not to be significant were removed. Reliability of the questionnaire was carried out using SPSS 

(Statistical Package for Social Sciences) version 11.5 on data collected from the final survey.

3.5. Consent

Prior to this study, approval from the Provincial Director of Public Health and sanitation (Nairobi 

Province) was obtained for support of study. He gave me an introduction letter (attached as Appendix 4) 

in order to visit the health facilities in Nairobi province.

For the private hospitals, I had to approach the selected health organizations and request the top 

management staff to participate in the research project.

3.6. Evaluation of results

The survey was hoped to determine the information needed to support the health institution service 

providers as well as health records officers in carrying out their day to day work. It also hoped to establish 

the perceptions of health service providers regarding adoption of electronic PIIMIS, Therefore the 

responses were analyzed by measuring the count and frequency of each response and then representing 

this as number and percentage of the range of responses available. A majority view on each question was 

thus revealed on analyzing the percentage. Cross tabulation of the responses within the section was 

carried out to analyze the relationship between some responses. For instance a comparison of percentage 

of patient’s information required directly from the patient and from other sections was done.

Some respondents were not able to provide responses for certain questions such as those resulting to ICT 

tools and those relating to barriers of adoption of electronic PHMIS. The reason for non response was 

that the respondents did not understand the question or could not decide on one of the response choice 

provided. Some chose more than one choices even where they were required to select single choice.

The collected data was coded and then entered on a SPSS (Statistical Package for Social Sciences) 

version 11.5 for processing this enabled evaluation of the results. The analyzed data has been represented 

in tables and charts and have been used as the basis for recommendations and for development of a 

suitable model for electronic public health information system.

3.7. Conclusion

The survey was carried out using a structured questionnaire and face to face interviews. The respondents 

were drawn from different sections of each of the health institution visited. The response rate was 63% 

with a total of 228 out of 360 questionnaires received from the survey population. A total of 246 patient 

questionnaires are distributed and received back. Some patients and guardians declined to fill in the 

questionnaires for the reason that they did not understand the purpose for which they were requested to
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participate in the research. The results of the survey were evaluated to establish the percentage of 

response choices for each question. The evaluation of these figures helped in achieving the objective of 

the survey. The results of the survey and their evaluation are described in detail in the next chapter.
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CHAPTER: FOUR: SURVEY RESULTS AND EVALUATION

4.0. Introduction

This study was conducted to determine the information needed to support the health care providers in 

carrying out their day-to-day work, information flows amongst them, and their opinions concerning the 

development of an electronic public health information system. The sampled population involved a 

variety of health practitioners, health data and information officers and patients from the both the public 

and private health facilities in Nairobi province. Data were collected from the sampled population using 

questionnaires. It was analyzed using Statistical Package for Social Sciences (SPSS version 11.5) 

computer package. The research findings were presented in graphs, tables, and figures as appropriate.

4.1. General Information of the Sampled Population in this Study

The study targeted the population of health practitioners, health data and information officers and patients 

from both the public and private health facilities in Nairobi province. The study revealed that 33.8% 

(n=77) of the health record staff who responded were male while 66.2% (n=l 51) were female.

4.1.1. Age Distribution of the sampled population

The study established that the staff from these health institutions who responded had varied ages. The age 

distributions between 18-24 years were 6.6% (n=15), those between 25-34 years were 29.6% (n=67) 

while majority of the respondents aged between 35-44 years were 58.4% (n=132) and those aged between 

45-54 years being 4.9% (n=4) even though one respondent was aged between 55-64 years this being 0.4% 

of the sampled population.

Age distribution for the health staff
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Figure 4.1 showing the Age Distribution of Health institution Staff respondents.

As for the patient age record survey, there was no significant age difference from the staff, even though 

majority of the patient were young people. The patients1 age distribution were as follows; those aged 

between 18-24 years were 31.3% (n=77), 25-34 years were 23.3% (n=57), while 35-44 years were 28.9%
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(n-71), those between 45-54 years were 14.6% (n=36) and those between 55-64 years, 65-74 years were 

0.4% (n=l) and 1.6% (n=4) respectively as shown in figures 4.1 and 4.2.

4.1.2. Highest level of education

In this study, 38.6% (n = 88) of the respondents had Certificate level of education, 51.8% (n = 118) had 

Diploma education, 6.1% (n = 14) had Higher Diploma education, 0.9% (n = 2) had Bachelors Degree 

education while 2.2% (n = 5) had Masters Degrees. One Respondent 0.4% had Doctorate Degree level of 

Education.

4.1.3. Occupation of the sampled population

Majority of the sampled population were health record clerks and quite a big number were Clinical 

Officers. However, the study established that other professionals were there. The findings were as 

indicated in the table below:

Table 4.1 showing the job positions of the Sampled Population

Position in the Health Service Frequency Percentage
Enrolled Community Nurses 6 2.6
Kenya Registered Nurses 2 0.9
Kenya Registered Nurse/Midwife 1 0.4
Kenya Registered Community Health Nurses 32 14.1
Clinical officers 47 20.7
Doctors 4 1.8
Pharmacists 23 10.1
HRIOs 2 0.9
MROs 1 0.4
Health Record Clerks 58 25.6
Clinical Laboratory Technologists 17 7.5
Clinical Laboratory Technician 32 14.1
Others 2 0.9

Total 228 100
(N = 228)
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4 .1 .4 . T h e  D e p a r tm e n ts  th e  R e s e a rc h e r  in te rv ie w e d  th e  S ta ff .

The study was carried out in several departments within these Health institutions in Nairobi Province, 

which included Pediatrics department, Medicine, Surgery, Obstetrics/Gynccology, Specialized outpatient, 

General Outpatient. Others included Laboratories, Health Records, and Information, pharmacies, 

Administrations and Others. The findings of this study indicated that most respondents were from 

General Outpatient department at 36.8% (n=84), followed by the Health Records and Information 

department 26.3% (n=60), Laboratories 21.9% (n=50) and pharmacies 10.1% (n=23) respectively as 

shown in the Table 4.2 below:

Table 4.2 showing the Departments the Researcher interviewed the Staff.

Name of the Department Frequency Percentage
Pediatrics 1 0.4

Medicine 1 0.4
Surgery 1 0.4
Obstetrics/Gynccology 3 1.3
Specialized Outpatient 1 0.4
General Outpatient 84 36.8
Laboratory 50 21.9
Health Records and Information 60 26.3
Pharmacy 23 10.1
Administration 1 0.4
Others 3 1.3
Total 228 100

(N = 228)

4.1.5. The Departments where the Patients met the Researcher

The researcher met the patients in several departments within these Health institutions in Nairobi

Province, which included Pediatrics department, Medicine, Surgery, Obstctrics/Gynecology, Specialized

outpatient, General Outpatient. Others included Laboratories, Health Records, and Information,

pharmacies, Administrations, Radiography, physiotherapy, and Hospital finance. The statistics of the

findings is as tabulated in the table 4.3 below:

Table 4.3 showing the Departments where the Patients met the Researcher

Name of the department Frequency Percentage
Pediatric 5 2.1
Medicine 6 2.5
Surgery 5 2.1
Obstetr ics/Gy necology 5 2.1
Specialized Outpatient 2 0.8
General Outpatient 81 33.9
Physiotherapy 1 0.4
Radiography 10 4.2
Laboratory 38 15.9
Psychiatry 1 0.4
Health Records and Information 29 12.1
Pharmacy 34 14.2
Hospital Finance 6 2.5
Administration 8 3.3
Others 8 3.3

Total 228 100

The Study generally showed that the Departments of General Outpatient, Laboratories, Health Records 

and Information, and Pharmacy were the major areas with many respondents.
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4 .1 .6 .

The study revealed that different types of health facilities were found in Nairobi province. These facilities 

included dental clinics, which were 0.4% (n=l), Dispensaries were 31.7% (n=71), Health Centers 26.8% 

(n=60), Medical Clinics 26.4% (n=55), Nursing Homes with maternity were 5.4% (n=l2), Primary 

Hospitals 6.3% (n=14), Tertiary Hospitals 1.8% (n=4), VCT (stand-alone) 2.7% (n=6). The dispensaries, 

I lealth centers, and Medical clinics respectively were the most common health facilities the researcher 

found; these findings were as indicated in figure 4.3 below:

Health facilities visited in Nairobi County
31.7%

or 26.8% 26.4%

T y p e  o f  h e a l th  fa c ili ty

tkO

(N = 228)

Figure 4.3 Showing health facilities the researcher visited in Nairobi Province 

4.1.7. Facility owners

The researcher carried out study on health institutions owned by different entities, which, included; 

Kenya Episcopal Conference Catholic Secretariat, Other faith-based institutions, Local Authorities 

Ministry of Health, other public institutions, Non-Governmental Organizations, Private Medical 

enterprises, other private institutions, and Parastatals health institutions. Majority of the respondents were 

from Private health Institution at 39.5%, then followed by Local Authority owned institutions 25.4% , 

Ministry of health had 11.8% of the respondents and other Faith-Based Organizations being 10.5% as 

shown in table 4.4 below.
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T a b le  4 .4  s h o w in g  th e  H e a l th  f a c i l i ty  O w n e rs h ip  D is t r ib u tio n .

Name of the Facility Owner Frequency Percentage

Kenya Hpiscopal Conference Catholic Secretariat 8 3.5
Other Faith-based Organizations 24 10.5
Local Authority 58 25.4
Ministry of Health 27 11.8
Other Public Institutions 3 1.3
Non-Governmental Organizations 10 4.4
Private Medical Enterprises 2 0.9
Other Private Institutions 90 39.5
Parastatals 6 2.6
Total 228 100

(N = 228)

4.2. Current State of ICT usage

4.2.1. Results

The awareness of Computer Usage by Patients/Guardians

The study revealed that of the 246 respondents who met the researcher in these health facilities apart from 

the members of staff, 89.0% were patients while 11.0% were guardians. In terms of whether these 

respondents both patients and guardians were aware of computer usage by these health institutions, only 

38.2% (n=94) were aware and 58.5% (n=144) were not aware even though 3.3% (n=8) of the respondents 

either declined to respond or were non-committal.

Awareness of computer usage by 
patients/guardians

3.3, 3%

38.2, 38%
Aware 

Not aware 

Non committal

Figure 4.3 showing the awareness of Computer Usage by Patients/Guardians

Awareness of Computer Usage by Hospital Administrators, Heads of Facilities, and Heads of 

departments
As for the Hospital administrators, Head of the facilities and Head of departments, all the respondents 

acknowledged awareness of usage of computers in the Health sector, even though only 25 A had 

computers used in their departments while 75% did not have computers in their department.
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The paticnts/guardians, who were aware of usage of computers in various departments, gave their 
response as tabulated in table 4.5 below.

Table 4.5 showing the percentage of patient/Cuardian's awareness level of computer usage in 

various Departments

Departments Computers are used Aware Not Aware Not Sure

Pediatric 35.7% 16.1% 48.2%
Medicine 48.5% 12.1% 39.4%
Surgery 66.7% 15.0 18.3%
Obstetr ics/Gy necol ogy 40.0% 10.9% 49.1%
Specialized Outpatient 43.1% 10.3% 46.6%
General Outpatient 47.5% 18.0% 34.4%
Physiotherapy 35.8% 22.6% 41.5%
Radiography 75.0% 8.9% 16.1%
Laboratory 75.8% 12.1% 12.1%
Psychiatry 30.0% 26.0% 44.0%
Health Records and Information 72.6% 9.7% 17.7%
Pharmacy 71.9% 10.9% 17.2%
Hospital Finance 97.2% 1.4% 1.4%
Administration 79.1% 7.5% 13.4%
General Stores 55.9% 11.9% 32.2%

The study findings revealed that 46.7% of these respondents, who were aware of computer usage in

various departments, did visit these health institutions when there were no computers while 53.3% visited 

when there were computers. In terms of service delivery, 96.7% of the respondents who found computers 

in these health institutions agreed that computers had improved services in these departments, while only 

3.3% disapproved the same.

From the patient/Guardian perspective, computers improved service delivery in various departments as 

tabulated in table 4.6 below.

Table 4.6 showing the departments, which service delivery improved by Patient/Guardian.

Improved department Service delivery Frequency Percentage
Surgery 3 3.1
Specialized Outpatient 2 2.1
General Outpatient 9 9.3
Radiography 2 2.1
Laboratory 11 11.3
Health Records and Information 7 7.2
Pharmacy 13 13.4
Hospital Finance 40 41.2
Administration 10 10.3

The hospital Administrators, Heads of Facilities and Heads of departments indicated the departments 

where computers were used as Pharmacy, Laboratory, Administration, Radiography and Hospital 

Finance. Figure 4.4 below illustrates these findings.
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Indication of departments where computers are used
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Figure 4.4 showing Hospital Administrators, Heads of Facilities, and Ifeads of departments 

indications of the departments where computers were used.

4.2.2. Evaluation

From the patient/Guardian perspective, computers improved service delivery greatest in the hospital 

finance department followed by pharmacy and laboratory in that order. This indicates that hospital 

finance is the department where patients/guardians mainly get express service directly from hospital staff 

through the use of computers. They hardly encounter use of computers in majority of other departments 

such as Health Records and Information, Surgery, Specialized Outpatient, General Outpatient, 

Radiography and health data/information departments.

From the Hospital Administrators, Heads of Facilities, and Heads of departments’ perspective, areas in 

the departments where computers were used include data collection, data storage, data retrieval, and data 

analysis. This is a clear indication that most computer operations in hospitals are done by clerical and 

administrative staff for financial administrative activities. This further shows that there is a high level of 

awareness amongst administrative staff on the use of computers and very low level of awareness amongst 

heath service providers such as doctors, clinical officers and nurses.

4.3. Current Application of ICT Tools

4.3.1. Results

The respondents were asked to indicate the form in which they interacted with the patients, record 

patients’ data and the mode in which they shared patient data within a hospital and between hospitals.

In terms of application of ICT tools, the study established that 25.4% of Doctors, Pharmacists, Clinical 

Officers, Nurses, and Clinical Laboratory Technicians interacted with their patients over the telephone 

calls, while 99.6% interacted face to face with the patients. This implies that the use of ICT tools is not 

yet embraced in these health institutions in terms of doctor-patient interaction.

In recording patients’ data, 97.3% of the sampled respondents recorded patients’ data on Clinical registers 

as no electronics register was established even though 2.7% declined to respond. From the research 

findings, 96.1% of both the health service providers and health records staff acknowledged sharing 

medical information within and between hospitals while only 3.9% did not share. They shared patients 

health data due to the following reasons:
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* The rules require that patients’ medical records are passed to clinical officers, to the laboratory 

then to the pharmacist for drugs

* To allow fellow workmates to confirm some reports particularly therapeutic reports.

* Through referrals of patients from one service delivery point to the other e.g. from laboratory to 

clinician.

They shared particularly reports drawn at the end of the shift.

For those who did not share the patients’ medical information, it was because the patients' records should 

be left to the health professionals, qualified health data/information officers and any other cadre should 

seek for assistance from health information systems, as patients’ information should be confidential. 

From this study, it was established that there was minimal use of computer application programs. 

Application programs found to be used include the following; Ms-access, Ms-Exccl, Ms-word, FTP, G1S, 

health CIS, Care2000-ERP, and e-1 lospital.

4.3.2. Evaluation

The results from the survey showed that handling of patient information by all respondents and all 

departments is purely manual, resulting to physical files as the only mode of storage.

Most of the software reported in the survey was available only in rich private institutions where the 

software are used mainly for financial and administrative activities but not for improving health care 

delivery. The FTP system that is available at all the district DllRIO offices is used for transmitting health 

data directly to the ministry of health HMIS. The GIS (Geographical Information System) is also 

available in all health district DHRIO offices is used for mapping health facilities to the GIS, It is 

specifically used to capture longitudinal, latitude and distance between facilities. It was piloted in year 

2009 in selected health districts in Kenya but is now fully operational in all health districts. The other and 

more recent application is the Health data management and verification tool whose function is to verify 

data generated at the health facility kevcl and the summarized data at the district level. It is able to 

generate summarized charts which show discrepancies between the two data sets (i.e. primary and 

secondary summaries). The tool is not operational yet.

4.4. Existing ICT Infrastructure

4.4.1. Results

From this study, it was established that ICT toots like laptops, Desktops, Servers, Printers, PDAs and 

Mobiles Phones were in use in the health facilities.

The figure 4.5 below shows the percentage of respondents (Hospital administrators, Heads of Facilities 

and Heads of Departments) who reported availability of ICT tools in the health institutions.. 24.1% 

(N=58) of the respondents reported availability pf Desktops and printers equally. Only 1.8% (N=4) of 

respondents reported availability of laptops and servers in the health institutions. 2.2% (N—5) reported 

availability of PDAs and mobile phones in the health facilities.
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Fig 4.5 Number of respondents who reported availability of ICT tools

97.8% of the Hospital administrators, Heads of Facilities and Heads of Departments admitted that there 

was no operational LAN in place as only 2.2% agreed to this effect. In that regard, there were no Internet 

accesses as no respondents had internet connections.

4.4.2. Evaluation

Overall, equipment numbers for Laptops, Servers, PDAs and mobile phones is very low and unevenly 

distributed. It is revealed that there are very few ICT equipments available for use in the health facilities. 

Computers available at the district level are used for the HMIS function of collating data at the district 

level and reporting. PDAs are also available at all health districts and are used by District TB and 

Lcpplosy Coordinators (DTLC) to capture data as it appears in the registers. It was reported that Kenya 

Extended Programme on Immunization (KEPI) has instituted data transfer mechanism using cell phones 

to send vaccine stock balances from health districts to its offices in the Ministry. KEPI is supposed to 

support the sending of data by offering airtime. The current scenario as reported is that sustainability is 

not guaranteed every month thus prejudicing the reporting process. DHRfOs use their own mobile phones 

to carry out this exercise.

The current mode of connectivity between the District Records and HMIS headquarters is through 

wireless telephone equipment provided by HMIS. It was reported that HMIS supplied safaricon modems 

for use in transferring data and the districts were supposed to sustain the cost of sending data through 

FTP. In cases where financing not available, DHRIOs resort to using cybercafes to access internet at their 

own cost.

4.5. Individual staff/respondent satisfaction with the applications

4.5.1. Results

The level o f individual satisfaction with the system used to handle patient information was tested in terms 

of content, accuracy, format, ease of use and timeliness. The ordinal measure used was never, seldom, 

about half the time, most of the time or always. The findings were as indicated in the tables below:
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Table 4.7 showing the level of satisfaction on Content of the application

Content Seldom Half of the Time Most of the time
How often the 
information content 
meet their needs.

0% 8.6% 91.4%

How often the system 
provided

reports that seem to 
exactly

they needed

3.4% 50.0% 46.6%

How often the system 
provided

sufficient information

1.7% 12.1% 86.2%

Table 4.8 showing the level of satisfaction on Accuracy of the application

Accuracy Seldom Half of the Time Most of the time

How often the system 
was accurate

0% 8.6% 91.4%

How often they were 
satisfied with the 
accuracy of the system

3.4% 51.7% 44.8%

How often the system 
was accurate

3.4% 13.8% 82.8%

Table 4.9 showing the level of satisfaction on Format of the application

Format Seldom Half of the Time Most of the time

How often the output 
was presented in a 
useful format

8.6% 12.1% 79.3%

How often the 
information was clear

5.2% 8.1% 79.3%

Table 4.10 showing the 1eve! of satisfaction on Easiness to use on the application

Easy to use Seldom Half of the Time Most of the time

How often the system 
was user-friendly

32.8% 8.6% 58.6%

How often system was 
easy to use

3.5% 43.9% 52.6%
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T a b le  4 .11  s h o w in g  th e  lev e l o f  s a t is fa c tio n  o n  T im e lin e ss  o f  th e  a p p lic a tio n

Timeliness Never Seldom Half of the Time Most of the time

How often the 
information needed was 
got in time

32.8% 3.4% 60.3% 3.4%

I low often up to date 
Information was 
provided

0.0% 32.8% 60.3% 6.9%

4.5.2. Evaluation

The results of survey in this section generally indicated that use of electronic systems would provide 

effectiveness and efficiency in health care delivery.

In terms of content, accuracy and format, it was revealed that electronic system met the needs of the users 

by providing sufficient and accurate information in the correct format. This indicated that electronic 

systems improved analysis and information presentation to facilitate data interpretation and use for 

decision-making. This could be for the reason that Graphs, tables, and charts can be created using 

software applications.

Approximately half of the respondents agreed to ease of use and user friendliness of the system most of 

the time. This may be attributed to lack of technical skills among the respondents.

In terms of how up to date information needed was got in time, the results of this study indicated half of 

the respondents were moderately satisfied. This could be as a result of poor maintenance of both hardware 

and software resulting slowness or breakdown of the system.

4.6. Barriers to ICT adoption and use

4.6.1. Results

The study was carried out to establish the barriers to adoption of electronic health management 

information system. The findings were in terms of whether the provided options were no barriers, Minor 

barriers, Major barriers or whether the respondent did not know as indicated below:

Table 4.12 showing barriers to ICT adoption and use

Barriers Not a 

barrier

Minor barrier Major barrier Do not know

Amount of capital needed to 
purchase

and implement an Electronic 
I lealth

Management Information 
System

12.8% 30.1% 54.9% 2.2%

Uncertainty about the return 
on

Investment (ROI) from a 
Health

27.2% 39.9% 24.6% 8.3%
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Information System

Concerns about the ongoing 
cost of maintaining a health 
information System

17.5% 38.6% 32.0% 11.8%

Resistance to implementation

From other health care 
providers

(e.g. Nurse, Doctor, 
Physiotherapists’)

14.5% 40.4% 41.7% 3.5%

Lack of capacity to select, 
contract

for, and implement an 
Electronics

Public Health Information 
System

10.1% 52.6% 35.1% 2.2%

Lack of adequate IT staff 3.1% 42.5% 49.6% 4.8%

Concerns about inappropriate

disclosure of Patient 
Information

6.1% 39.0% 46.1% 8.8%

Concerns about illegal records 
tampering or hacking

18.4% 33.3% 43.9% 4.4%

Finding an Electronic public 
health information system 
system that meets your 
organization’s needs

40.8% 29.8% 26.3% 3.1%

Concerns about a lack of 
future support vendors for 
upgrading and maintaining 
the system

33.2% 16.4% 46.0% 4.4%

4.6.2. Evaluation

From the findings, the report revealed that the three major barriers to overcome in order to implement 

electronic Patient Health Management Information system are amount of capital needed to purchase and 

implement an Electronic Health Management Information System, lack of adequate IT staff and concerns 

about inappropriate disclosure of Patient Information.

4.7. Suggestions for Improvement

From the study most of the respondents gave their suggestions on how there can be improvement in the 

management of health information system. They gave the following suggestions:

♦ Provide ICT systems in the departments that need the especially in the Laboratories

♦ Implement all the Barriers listed above

♦ Upgrade the existing systems to a suitable one due to expansion and modernizations

♦ More capital to purchase the equipments, computers, laptops, internet connections and for 

maintenance of equipments

♦ Capacity building of the staff members on computer application courses

63



♦ Computerization in all the departments to ease data entry, storage and data analysis as well as getting 

monthly reports in time.

♦ Provision of telephone line and opening of e-mail accounts.

4.8. Conclusion

The response rate of 63% with a total of 228 out of 360 respondents in health facilities in Nairobi 

province is a considerable response rate to substantiate the findings of the survey.

The overall findings of the survey show that it is feasible to deliver health care services electronically by 

implementing electronic public health information system. The level of sharing of patient information 

among the service providers in the various sections within and between health institutions is high thus 

justifying the need for a system. Majority of the service providers believe that quality of service was 

likely to improve through improved efficiency and effectiveness of care delivery while running costs of 

the service provision were likely to decrease., it was found that telephone and mobile communication 

were the most commonly use ICT tools used in health care delivery by most of the health care service 

providers although a small percentage use E-mail/internet facility. Several issues were identified as most 

important barriers to overcome in order to achieve electronic health care delivery, amount of capital 

needed to purchase and implement an Electronic Health Management Information System, lack of 

adequate IT staff and concerns about inappropriate disclosure of Patient Information being the top most 

issues.

The next chapter presents the proposed EPIII model to aid care delivery in health institutions.
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CHAPTER FIVE: PROPOSED FRAMEWORK

5.0. Introduction

This chapter critically evaluates the completed research project against research questions. A comparison 

of the final outputs of the project against the research questions of the research is carried out in order to 
assess how far they have been achieved.

In terms of application of ICT tools, the study established that 25.4% of Doctors, Pharmacists, Clinical 

Officers, Nurses, and Clinical Laboratory Technicians interacted with their patients over the telephone 

calls, while 99.6% interacted face to face with the patients. This implies that the use of ICT tools is not 

yet embraced in these health institutions in terms of doctor-patient interaction.

In recording patients’ data, 97.3% of the sampled respondents recorded patients’ data on Clinical registers 

as no electronics register was established even though 2.7% declined to respond. From the research 

findings, 96.1% of both the health service providers and health records staff acknowledged sharing 

medical information within and between hospitals while only 3.9% did not share. They shared patients’ 

health data due to the following reasons:

The rules require that patients’ medical records are passed to clinical officers, to the laboratory 

then to the pharmacist for drugs

To allow fellow workmates to confirm some reports particularly therapeutic reports.

Through referrals of patients from one service delivery point to the other e.g. from laboratory to 

clinician.

They shared particularly reports drawn at the end of the shift.

For those who did not share the patients’ medical information, it was because the patients’ records should 

be left to the health professionals, qualified health data/information officers and any other cadre should 

seek for assistance from health information systems, as patients’ information should be confidential. 

From this study, it was established that there was minimal use of computer application programs. 

Application programs found to be used include the following; Ms-access, Ms-Excel, Ms-word, FTP, GIS, 

health CIS, Care2000-ERP, ande- Hospital.

The results from the survey showed that handling of patient information by all respondents and all 

departments is purely manual, resulting to physical files as the only mode of storage.

Most of the software reported in the survey was available only in rich private institutions where the 

software are used mainly for financial and administrative activities but not for improving health care 

delivery. The FTP system that is available at all the district DHRIO offices is used for transmitting health 

data directly to the ministry of health IIMIS. The GIS (Geographical Information System) is also 

available in all health district DHRIO offices is used for mapping health facilities to the GIS. It is 

specifically used to capture longitudinal, latitude and distance between facilities. It was piloted in year 

2009 in selected health districts in Kenya but is now fully operational in all health districts. The other and 

more recent application is the Health data management and verification tool whose function is to verify 

data generated at the health facility kevel and the summarized data at the district level. It is able to 

generate summarized charts which show discrepancies between the two data sets (i.e. primary and 

secondary summaries). The tool is not operational yet.

As per the results of the survey findings, it was observed that so far, Kenya public healthcare service does 

not possess an integrated EPR system. Although some healthcare institutions are computerized, the data is
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generally only used internally and their electronic accessibility does not cross the boundaries of the 

healthcare institution where they arc generated. The private clinics also have computerized information 
systems for internal uses.

As can be seen from the above there is need for a lot of movement of patient data from one healthcare 

institution to another. In view of this, a nation-wide EPR has been proposed whose benefits are far 

beyond emergency room treatment. Such a system will generally provide one consistent set of data for 

each patient at whichever hospital the data is being used or updated. In view of the survey results 

described hereof and the review on the existing models for handling patient health data, the researcher has 

proposed improvement on the Conceptual Model of Integrated MMIS. Source: Final 1IM1S software 

report, UNES (2009) illustrated in Figure 2.15.

Observation made was that users are primarily interested in information processing applications, which 

they may own or gain access to as end-users via communications networks.

These services are ‘enabled’ by other underlying, transparent services provided by information and 

network service providers. In view of this, the researcher suggested improvement of the reviewed 

conceptual model by including a middleware services component (as shown in the figure 5.1 below) that 

will enable knowledge discovery. Middleware services that support the development of the Integratcd- 

Electronic Health Records are

• Directory services

• Security services

• Terminology services

Figure 5.1 Suggested Conceptual Model o f Integrated HMIS.

The researcher selected Electronic health information component of the conceptual model of integrated 

MMIS as the main research area and based on reviews made on the various e-referrals models as depicted 

in the literature review and the survey carried out in health institutions in Nairobi province, it was found 

that it is feasible to deliver referrals electronically. If e-referral system is implemented, Quality of service 

was likely to improve through improved efficiency and effectiveness of care delivery while running costs
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of service provision were likely to decrease. In view of this a patient c-rcferral has been proposed as 

illustrated in figure 5.2 below.

4— ►

User

P la tfo rm  fo r  
W eb

Electronic

ap p lica tio n .
EMR

Operating System services. *

Application Server

Figure 5 .2 : proposed ereferra/  framework.
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5.1. e-referral framework components

The proposed system is a web application. The application is divided into 3 layers: user interface, 

components, and operating system. In the components layer, EMR is the foundation on which c-rcferral 

and a user interface is built. EMR manage user accounts, messaging, auditing, and patient data, e-referral 

component manages the referral process, A referral can be in one of the following states: in the process of 

being created by a health facility, waiting for action by a specialist, referred, or directed to alternative 

treatment. The user interface layer is based on a platform for web applications through which specialists 

can log in and be authenticated in EMR and ereferral components. The web application platform accesses 

the database, collects the requested data, forms the response in a suitable format and forwards it back to 
user

5.2. Patient application to different hospitals.

In the proposed model, the client is introduced to the system with a unique patient key. Unique patient 

key is distributed by a central system in response to patient’s application. It is assumed that the patient 

always applies with this given key. If the patient has never been registered before, then an online 

registration process is initiated at the health facility where he/she first visits. Upon successful registration 

a unique patient key is given, and the corresponding demographic information is stored in the central 

server. It is assumed that all referring health facilities must be registered to use the online ereferral system 

to refer their patient for specialized services. The patient will not be able to get any specialized service 

unless his/her application is entered into the online system. This will help prevent cases of self referrals.

5.3. e-referral transaction sequences.

1. The specialist clinician at the referring health facility logs in to the web-based referral system, 

fills in a referral form and submits it to the health institution offering specialized services.

2. Each participating health institution offering specialized services has a designated specialist 

clinician with dedicated time to review and respond to all referral requests. The clinician reviews 

patients’ referrals and sorts the referrals according to the type of problem, severity, geography, 

and other attributes. The reviewer can send messages using the online system to ask for 

additional information and to schedule an appointment with a specialist, or forward the referral 

request to another specialist in another health facility offering specialized services .

3. The electronic referral system is tightly integrated with the specialized health facility EMR so 

that all information exchange is documented in the patient’s chart in real time. With an EMR in 

place, connections can be made to remote health facilities in different locations over a high sped 

wide area network (WAN), so that the detailed information of the patient such as the treatments 

undergone, medicines, analyses and radiology images are obtained. The information in the 

remote health facilities is read-only to the outside. No changes are allowed to be made to the 

records o f the accessed patient data in the remote health facilities offering specialized services .
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eReferral system connectivity

Fioure 5 .3 : proposed eR eferra i system  connectivity.

5.4. Building blocks of an Electronic Referral system

1. A group of health institutions that, in the aggregate, provide specialized services to meet 

the needs of patients within a defined geographic area e.g. Nairobi Province.

The needs of clients span the continuum of care, encompassing the medical/nursing, psychosocial, 

economic, legal and spiritual domains. To effectively address these needs, the crcfcrral system must 

include as broad a range of services as possible.
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The development of software 
and electronic referral 
systems must support the 
agreed best practice 
implemented by service 
providers and practitioners.

Information standards supports 
sharing of a common set of patient 
health information in accordance with 
the agreed common best practice. E.g.

— HL7 messaging standards.

— Information Model and Data 
Dictionary.

Specialized care hospitals in 
partinership develops and 
implements agreed practices, 
processes and protocols to 
integrate the way in which patients 
come into contact with the 
ereferral system, how needs are 
identified and assessed and the 
way in which care is planned and 
managed.

Figure 5 .4 : Proposed ere ferra l building blocks.
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2. A health unit that coordinates and oversees the whole ereferral system.

A specific health facility in the system serves as the locus of responsibility for the system and its 

performance (in addition to its regular duties). This coordinating function is performed by a health 

institution, preferably a coordinating unit within the health institution that is dedicated to this function. 

The primary functions of the coordinating unit include convening regular meetings of providers of 

specialized services, working with providers to address gaps and other inefficiencies in the system, 

updating the directory, providing standardized forms, and performing quality assurance for the referral 

system. At the coordinating unit, there is a specific person designated to fulfill the task of coordination.

3. Periodic meetings of specialized care providers.

Regular meetings of health institutions in the network provide a venue for ongoing communication, 

exchange of information about the referral process, discussion of challenges and gaps in service, and 

updating the service network directory. The coordinating organization/unit convenes these mcctings.Thc 

regular meetings promote collaboration and commitment to the referral process as an essential component 

of service delivery

4. Designated referral person(s) at each health institution offering specialized service.

This designated person has responsibility for processing ercfcrrals efficiently and expeditiously. He/shc is 

also responsible for managing core ereferral activities, such as tracking and documenting crefcrrals.This 

designated person helps patients gain access to needed services. This designated person could be a health 

specialist.

5. A directory of services.

A directory provides an inventory of services available within a geographical area, including the name of 

the health institution, the type of service provided, the referral contact pcrson(s) and the location of the 

service. A directory of services facilitates referrals by making it easy to get information on available 

services in the geographic area. A directory needs to be constantly updated to ensure that information on 

service providers is current and accurate, new providers are included and providers no longer offering a 

service are deleted. The directory is managed by the coordinating health unit.

6. A standardized electronic referral form.

An electronic referral form that is standardized throughout the system ensures that the same essential 

information is provided whenever a referral is initiated and that this information is received by the 

receiving health facility fulfilling the referral. An electronic referral form is filled in and electronically 

transmitted to the receiving health facility. It introduces the person being referred to the organization 

fulfilling the referral and identifies the health facility and person initiating the request. It also indicates 

which services the patient needs.

7. A feedback loop to track referrals.

A system to track a referral from point of initiation to point of delivery and, as a feedback loop, from 

point of service delivery back to point of initiation will be needed to ensure that the patient used the 

service (s) needed. This feedback provides evidence that the electronic referral process was completed 

and the service was delivered, and it can note whether there were problems. This information flow is 

shown in figure 6 below.
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8. Documentation of referral.

At both ends of the referral (referring health facility and receiving health facility), a record of the referral 

is needed to document their respective roles in the referral process. A standardized ereferral register is one 

way to document referrals.

9. Tools to facilitate the electronic Referral Process

Different electronic forms and tools such as: A directory of services, ereferral forms, c-tracking forms and 

ereferral registers should be standardized to promote accuracy, efficiency and consistency.

10. Health information Security management

Have access control functions that limit access to health data to selected individuals, based on defined and 

document roles Maintain detailed audit trails of all events within the BMR system, follow defined 

standard practices on logins and passwords , finsurc data protection by meeting requirements regarding 

data backup, recovery and documentation of systems, Incorporate technical security functions in line with 

requirements regarding encryption and data transmission. The ereferral system must have in-built security 

controls including: Access Control, Audit Trails, Back up procedures and Data Validation 

Access Control

This is a system of controlling entry and use of the ereferral system, in part or in its entirety. Depending 

on one’s assigned roles and responsibilities, access can be limited to specific areas such as reports or the 

performance of specific functions such as viewing, editing or deleting patient data, ereferral systems must 

provide a means to authenticate user identity using a user name and password before enabling the user to 

perform any functions. The length of the password shall be enforced by the system. The system shall 

automatically enforce the regular changing of passwords.

Audit trails
The ereferral system must log audit trails as evidence of user transactions within the system. Audit trail 

records should be captured for all levels of access. These records, at a minimum, must include the
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following: Date and time of the event, User ID or name, Type of event and the success or failure of that 

event, Defined significant security events must be logged and include: Multiple failed logons; Access at 

unusual times or from unusual locations, Sudden unexpected increases in volume, Significant computer 

system events (e.g., configuration updates, system crashes), Audit logs will be reviewed frequently to 

allow detection of unauthorized events before a significant loss has occurred.

Back up procedures

Backup is the procedure for making extra copies of data that can be called on in the event that the original 

data is either lost or damaged. Backup of creferral data should be automated within the system wherever 

possible to ensure consistency.

Data Validation

Ereferral systems must have in-built data validation functions to ensure accurate and reliable data.

11. Monitoring and Evaluation of electronic Referral Networks

Monitoring and evaluation activities provide essential information for assessing the extent to which the 

system is achieving its intended objectives, provides feedback for quality assurance and for informing the 

planning, design and implementation of future services. Some illustrative indicators for monitoring and 

evaluating referral systems are as follows:

* Total number of electronic referrals made.

• Number of follow-up referrals made.

* Number of electronic referrals made to which services.

• Number or percent of electronic referral services completed.

* Number or percent of clients who report their needs were met.

• Number or percent of clients who report satisfaction with electronic referral process.
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Figure 5 .6 . electronic re ferra ! process.
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CHAPTER SIX: RECOMMENDATIONS AND CONCLUSION

6.0. Introduction

This final chapter of the thesis summarizes the research carried out, the key findings and their 

implications. It also gives recommendations for further research in the area of electronic health care 

delivery. The research wad carried out in the area of utilization of ICTs in the health care industry, with 

particular focus on the development of a framework for electronic public health management information 

system. Health care industry offers a variety of services ranging from preventive to curative services. 

These service areas include consultation, Laboratory, Pharmacy, Wards, and radiology among others. 

Review of literature showed that varied ICT tools provide seamless health care services within and 

between health institutions. The main issues identified as the main barriers to adoption of electronic 

health care delivery are privacy, security, legislation, authentication and standards.

A survey of health institutions in Nairobi province was carried out to establish the current state of ICT 

use, needs and gaps in handling patient health data and information. Perception of healthcare providers 

towards adoption of ICT tools was also established. This survey was carried out using a structured 

questionnaire.

Section 6.1 of this chapter highlights the key findings from the research and their implications as well as 

recommendations from the research. Areas for further research are given in section 6.2

6.1. Recommendations

Evaluation of the health care delivery services showed that the organizational structure of health care 

services are similar in private and public sector, the difference being the resources used to deliver them. 

The state and local government structure was found to play an essential role in organizing the health care 

system. In Kenya, the health sector is composed of the public health system with the majority being the 

ministry of health (MOII) while Non governmental organizations (NGOs), Mission and private sector 

provide supplement services. The major categories of health care services are preventive and curative 

offered at levels based on the structure especially in public health system. There is no form of information 

system linking the health institutions and hence care continuity in case of referrals is not possible, thereby 

leading to inefficient, ineffective and costly delivery of the health care services.

Research into the strategic role of ICTs in health care delivery showed that a variety of technologies arc 

in use within hospitals while geographically dispersed health centres are linked by telecommunication 

technologies. The commonly used ICT tools aiding capture, storage and retrieval of patient information 

are ERP, patient smart cards and PDAs while telemedicine provides remote health care services. Web and 

internet technologies were found to provide free health care information to patients without the need of 

seeing the physician. Usage of these technologies varies from hospital to hospital and more so from 

private to public hospitals. Governments are targeting electronic health care delivery with the starting 

point being national EPR system. Main barriers to electronic health care delivery include lack of 

standards, ICT infrastructure, costs, security, privacy and shortage of ICT staff. This has contributed to 

the slow uptake of ICTs in health care compared to other service delivery industries such as banking 

industry.
The survey carried out in health institutions in Nairobi province showed that it is feasible to deliver 

majority health care services electronically by implementing EPHMIS. Quality of service was likely to
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improve through improved efficiency and effectiveness of care delivery while running costs of service 

provision were likely to decrease. It w’as found that cell phones was the only ICT tool currently in use for 

health care delivery by most of the service providers, with a very small percentage using K-mail/internet 
facility for care delivery.

The key opportunities for electronic health care delivery through integrated HPIIMIS include the 
following:

♦ Improved and (better) integrated Hospital Management Information Systems will facilitate a 

bigger take-up of healthcare schemes by Kenyans (insurance or pre-paid). Standards would 

include:

• Common patient identification

• Common codes for medical treatment, drugs, tests and facilities

• Improved referral systems and procedures

♦ Harmonization of interactions between hospitals and stakeholders for example insurance 

companies.

• Common information repository on members shared by healthcare providers and 

stakeholders, in an on-line system.

♦ , Institutions of higher learning and professional bodies have not yet taken up a leadership

role in ICT but can step in to facilitate implementation of common ICT/Hcalthcare systems. 

The findings from the research on the key challenges indicate the need to overcome the barriers to 

provide electronic health care delivery. There is need for international bodies to oversee issues pertaining 

to standards and legal as well as policies regarding privacy in the area of electronic health care delivery. 

The review from the literature and the findings of the survey have enabled the development of an 

integrated EPHMIS model for providing accessibility of the patients’ electronic file online by authorized 

health care providers in order to provide continuity of patient care as given in chapter 6 of this thesis. This 

model enables users to share a variety of diagnostic, treatment and laboratory data according to the need 

to know the principle in a hospital’s inner cycle and query the system databases to obtain similar 

occurrences of a specific case which provides information that helps decision making process of medical 

personnel in hospitals. This model also provides accurate decision making support for all integrated 

hospitals by maintaining medical records dynamically, including medicine personnel’s experience, with 

full participation of the end-users, in multi-vendor equipped environment over TCP/IP Network.

Hardware and software requirements for the implementation of this model are given. Suitability of this 

model for health care delivery electronically is also highlighted.

6.2, Constraint

Because of lack of funds, I selected those health facilities, which are located in the main roads and within 

short distances from each other as my case study sites, so that I could reach them with minimum costs.

6.3. Areas for further research

The findings of this research identified a number of risks involving electronic health care delivery, which 

include unauthorized access or power failure (Epinosa, 1998 & Smith and Eloff, 1999). Other hazards as 

listed by Ammenwerth et al, 2004 include functional errors of the system, unreliability, user-friendliness,
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and environment not prepared adequately to changes in working processes among others, [lie other area 

of interest would be to look into strategics to bring onboard private practitioners.

6.4. Conclusion

The proposed framework provides a starting point for further work in solving the problem of inefficient 

referral system.
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APPENDIX 2: BUDGET

ITEM PARTICULAR COSTS (in Ksh.)

Consumables Pens, writing materials, Printing papers 11000

Bureau services Photocopying 10000

Printing 5000

Typing and type setting 6500

Binding 2000

Traveling expenses 5000

Reference materials Books, magazines publications etc 10000

Research assistants 2@1200 each 2400

Internet cyber cafe Browsing, emails, bulleting boards 4000

Airtime (calling expenses) 6000

software Spss, office applications 10000

I fardvvare Storage devices (flash disks) 3500

TOTALS 75400
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APPENDIX 3: SURVEY INSTRUMENTS

PATIENT e-REFERRAL SYSTEM 

SURVEY INSTRUMENT
Instructions:

1. P lease answer the following questions based on your current practice.

2. Be brief dear and specific in your answers.

SECTION A: GENERAL INFORMATION
1. What is the name of your Facility?_____________________________

2. Please indicate the type of facility from the choices provided below.

Facility type Facility owner

D l Dental Clinic
O t

Academic (if registered)

□ 2 Dispensary
□2

Armed Forces

□ 3 I Iealth Centre
□3 Christian Health Association of 

Kenya

□4 Medical Clinic
□4 Kenya Episcopal Conference- 

Catholic Secretariat

□ 5 Nursing home with Maternity □ 5 Other Faith Based

□ 6 Nursing home without Maternity □ 6 Local Authority

□ 7 Primary I lospital □ 7 Ministry of Health

O g Tertiary Hospital
O g

Other Public Institution

□ 9 VCT Centre (Stand-Alone)
□ 9

Non-Governmental Organizations

□ lO Rehabilitation Centre
D i o

Private Medical Enterprise

□ l l
Other Health Facility, 
(Specify)

□ l l Other Private

□  12 Parastatal

□ ) 3 Prisons

□ | 4 Community
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3. Please indicate your job position from the choices provided below.

□l Enrolled community nurse DlO HRIO

□2 Kenya registered nurse On MRO

□3 Kenya registered midwife □ 12 Health records clerk

□4 Kenya registered nursc/midwife 013 Clinical laboratory technologist

□s Kenya registered community health nurse □ |4 Clinical laboratory technician

□6 Clinical officer 0(5 Public health officer

□7 Physician Dl6
Other, (specify)

□s Doctor

□9 Pharmacist

What i s  your age?

Your Age range

Q i 18 to 24

□ 2 25 to 34

C b 35 to 44

□4 45 to 54

□ 5 55 to 64

□ 6 65 to 74

□ 7 75 or older

5. What is your gender?

Gender

Dl
male

□2
Female
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6. Please indicate the name of your department from the choices provided below.

□l Paediatric □ 9 Laboratory

□ 2 Medicine □ 1 0 Psychiatry

□3 Surgery an Health records and information

□4 Obstetrics/gynaecology □ 1 2 Pharmacy

□s Specialized Outpatient an Hospital finance

□ 6 General Outpatient 0)4 Administration

□ 7 Physiotherapy □l5 General store

Dg Radiography □ ) 6

Other, (specify)

—

7. What is your highest qualification level (formal training)?

□ 1 Certificate

□ 2 Diploma

□ 3 Higher Diploma

□ 4 Bachelors Degree

□ s Masters Degree

Doctorate Degree

□ 7
Other, (specify)

-

SECTION B: CURRENT STATE OF ICT USAGE
To be filled by Hospital Administrator/Head of the facility/ Head of department, 

g Are you aware of usage of computers in the health sector? Yes

9. Are computers used in your department? ^ cs

N o □ 2

N o □ 2
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10. If yes, in which area are the computers being used?

Area Yes No

a. Data collection □ 1 □ 2

b. Data storage D, □ 2

c. Data retrieval □ l

d. Data analysis °1 o2

e. Point of sale o2

f. Pharmacy □ 2

g. Laboratory Ol □ 2

h. Administration □ 1 □2

i. Radiography 0] D2

j. Hospital finance □ 1 02

k. Other, 
(specify Oi 02

SECTION C: CURRENT APPLICATION OF ICT TOOLS

To be filled by the individual staff/respondent {Doctor, pharmacist, Clinical Officer, Nurse, Clinical

laboratory technician)

11.1 low do you interact with your patient?
,) Over Telephone call □[

ii) Face - to - face o2

iii) Other (please specify):

12. How do you record patients’ data?
i) On clinical registers □]

; ii) Electronically □ i

j iii) Other (please specify):

a) Do you share patients' medical information within the hospital?

Yes □] No O2

b) If yes, briefly specify the
process. ______________________ _ _ _ _ ____________

c) If no, 
why?

87



14.

a) Do you share patients' medical information with another hospital in case of need?
Yes □( No d2

b) If yes, how is it 
done?

c) If no, what are the 
reasons?

15. Do you have a specific application currently in use within your department?

Department Name of Application

1 Pediatric

2. Medicine

3. Surgery

4. Obstetrics/gynecology

5. Specialized outpatient

6. General outpatient

7. Physiotherapy

8. Radiography

9. Laboratory

10. Psychiatry

11. Health records and information

12. Pharmacy

13. I lospital finance

14. Administration

15. General store

16. Other, (specify)
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SECTION D: EXISTING ICT INFRASTRUCTURE

To be filled by Hospital administrator/Head offacility/IIead o f department/JT Officer.

16. Indicate the number of functional ICT tools available in your department.

Name of ICT tool Number available

1. Laptops

2. Desktop

3. Servers

4. Printers

5. PDAs

6. Mobile Phones

7. Other (please specify):

17. Is there an operational LAN: Yes □ l No a2

18. Is there Internet Access: Yes □ l No □2

19.1 low is the internet connected?

Ol Broadband

□ 2
Dial up

□ 3
Cell phone

□4
Other (please specify):___

20. Do you have an institutional E-mail address Yes o l  N o  o 2

>
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21. In this section, we would like to know your level of satisfaction with the system you use to handle 
patient information.

SECTION E: SATISFACTION WITH THE APPLICATION
To be filled by ALL respondents.

Never Seldom About 
half of 
the time

Most of 
the time

Always

1. Content

a. How often does the information 
content meet your needs? O l Oz Oj Da □ 5

b. I low often does the system
provide reports that seem to be just 
about exactly what you need?

O! Dz O] Da Os

c. How often does the system 
provide sufficient information? 0 ! □2 0 3 Da □ 5

2. Accuracy

a. 1 low often is the system accurate? 0 ] □z o3 Da DS

b. 1 low often are you satisfied with 
the accuracy of the system? □l □2 □3 O 4 0 5

3. Format

a. 1 low often do you think the output 
is presented in a useful format? □l 0 : □3 □ 4 O 5

b. 1 low often is the information 
clear? a t □z □ 3 Da □ 5

4. Ease of use

a. I low often is the system user- 
friendly? □i □ 2 0 3 Da □i

b. I low often is the sy stem easy to 
use? □i □2 03 Da □ 5

5. Timeliness

a. 1 low often do you get the 
information you need in time? Q) □2 0 3 □ 4 Os

b. 1 low often does the system 
provide up-to-date information? at □z □ 3 □ 4 Os
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In this section, we would like to know your view of the current barriers in handling patient electronic 
referral system.

SECTION F: BARRIERS TO ICT ADOPTION AND USE

To be filled by ALL respondents

22. Please indicate the extent to which you consider each of the following to be a barrier to Electronic 

referral system implementation:

BARRIERS Not a 
barrier

Minor
barrier

Major
barrier

Do not 
know

The amount of capital needed to purchase and 

implement an electronic health management 

information system.

Q, □2 □j c4

Uncertainty about the return on investment (ROI) 

from a health management information system.
□ ) □ 2 □ 4

Concerns about the ongoing cost of maintaining a 

health management information system.
a 2 □ 3 □ 4

Resistance to implementation from other health 

care providers (e.g., nurses, doctors and 

physiotherapists)

a ( □ 3 a 4

Lack of capacity to select, contract for, and 

implement an electronic public health information 

system system.

□l □ 2 Qj □4

Lack of adequate IT staff D, □2 a 3 □4

Concerns about inappropriate disclosure of patient 

information
□l o 2 □3 □4

Concerns about illegal record tampering or 

“hacking”
□l □2 □ 3 □4

Finding an electronic referral system, that meets 

your organization’s needs
□ l O: □j □4

Concerns about a lack of future support from 

vendors for upgrading and maintaining the system
□2 □ 3 a 4

Other (please specify)'. Ql □2 □ 3 a 4

Suggestions for improvement?

Thank you for taking the time to complete this survey.
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, ELECTRONIC REFERRAL SYSTEM

PATIENT SURVEY INSTRUMENT

SECTION I: PATIENT SATISFACTION 
To be filled by a patient.

1. What is your age?
Your Age range

Q) 18 to 24
25 to 34

□ 3 35 to 44
n4 45 to 54

55 to 64
□6 65 to 74
□7 75 or older

2. What is the name of the health institution?

3. Please indicate the name of the department you last visited from the choices provided below.

Department

D| Pediatric
□ 2 Medicine
□3 Surgery
□ 4 Obstctrics/gynecology

□5 Specialized outpatient

o6 General outpatient

□ 7 Physiotherapy

□a Radiography
□9 Laboratory
□ 10 Psychiatry
□n Health records and information
O12 Pharmacy

□ 1 3 Hospital finance

□ 1 4 Administration

□ 1 5 General store

C16 Other, (specify)

4. Please indicate whether you are a patient or a guardian. Patient Di Guardian

5. Are you aware whether the health institution is using computers? Yesoi No 02

If no, stop answering questions here.

If yes, please go to question 6 overleaf
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6. If yes, in which departments are the computers used?

Department Yes No Not sure

Pediatric Ol O; 'a
Medicine D| C; Ol
Surgery □i C; Cl
Obstctrics/gynccology O) O; Cl
Specialized outpatient D| O; Cl
General outpatient Oi 0; Cl
Physiotherapy Ol O: Cl
Radiography Oi 0; Ol
Laboratory Ol O2 Cl
Psychiatry □ l O: □l
Health records and information 0 1 D; Cl
Pharmacy Ol °2 O,
Hospital finance □ l 02 □j
Administration □l O: □l
General store O) 0: Ol

Other, (specify) Oi o2 Ol

7. Were you there in this health institution when there were no computers? Yes a ( No 0 2

8. If yes, do you think computers have improved services delivery in the departments? Yes Oi No
° 2

9. In which department do you think computers have improved service delivery best?

Department

□l Pediatric
□2 Medicine
□l Surgery
□4 Obstetrics/gynccology

□s Specialized outpatient

o6 General outpatient

07 Physiotherapy

o8 Radiography
□9 Laboratory
O]0 Psychiatry
Oil I Icalth records and information
Oi2 Pharmacy

□ lj Hospital finance

0)4 Administration

Ol5 General store

C|6 Other, (specify)

Thank you for taking the time to complete this survey.
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APPENDIX 4: INTRODUCTION LETTER
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Ministry of Health
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SANITATION HEADQUARTERS 
NAIROBI PROVINCE 
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NAIROBIW lm  replying s l « w  quote
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Ref: No—
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t h e  U n i v e r s i t y  o f  N a i r o b i

A s  p a r t  f u l f i l l m e n t  o f  h i s  d e g r e e ,  h e  i s  u n d e r t a k i n g  a  r e s e a r c h  p r o j e c t  e n t i t l e d  ' F r a m e w o r k  

f o r  E l e c t r o n i c  P u b l i c  H e a l t h  M a n a g e m e n t  I n f o r m a t i o n  S y s t e m ’ , l i e  h a s  c h o s e n  a  n u m b e r  

o f  f a c i l i t i e s  i n  N a i r o b i  p r o v i n c e  a s  p e r  t h e  a t t a c h e d  l i s t  T h i s  e x e r c i s e  w i l l  l a s t  t w o  

m o n t h s  M a y  J u n e ,  2 0 1 0 ,

T h e  p u r p o s e  o f  t h i s  l e t t e r  i s  t o  r e q u e s t  y o u  t o  s u p p o r t  h i s  s t u d y .
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cc
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