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tract. 

mpu r lit r tr nd ntinu _r '"·and th r i no rea n t b lie e th tit v n't. th t ti ti 

num r I pe pi rim ''ill increa c u tantiall) . Whit thi a t pain a pren 

rim pi tur f th utur of in nnati n > t m e urit}. there i n n ed t g t paran id in th 

urr ntly availa le i quate to deal ' ith to deal with th e r blem . 

Thi tudy aim to determine the e uril p ture f finn quoted n the change. ut f 

a total of 4 ompanie onl 34 re p nded to the que tionnaire . hi can b ttributed to the fa t that th 

tud focu ed n ecurity,-. hich i a en ili e area. 

Thi tudy had thr e basi obj ti th e are: 

l . o d termine th current tatu of Information Te hn I g) r our e ' ithin the organization . 

2. o d termine thee t ntt ' hi h the e organization's in [I rmati n y t m are e p ed to 

c mputer ecurit} risk . 

3. o determine ifthere ar c t rat difference v ith regard toe p ure to computer ecurity ri k . 

To me t the II ct d u ing que tionnair and anal zed u ing various tati tical 

tool in luding d ripti e ati ti fa tor anal i and di criminant anal i . 

Th finding of the stud ugge ted that mo t of the organizati n ha e mad hea in e tmen in 

lnformati n Technology. However ry few ha e an Information T chnology profe sional at the 

e, uti e b ard le el. 

Th finding ofthi tud) al indicate that the Finan c and In e tmcnt ector and the ommcr i I nd 

IIi d tor ha e the mo t e ure tern ince their ulnerabilil le el t the su ceptibiliti 

ptabl . The griculturaJ ector ha the mo t insecure tern c mpared 

v ith the oth r ectors and i u cptibl to si. vulnerability ar a . 
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hapt rOn 

Introdu tion . 

1.1. a kgr und of tudy. 

" Ri k naly i help e tabli h a good · curil)• po ture, Ri k J'vfana em nt ke ps ill hat 

way. "(1 nkin 19 

urvi al in toda · highly omp titi world depend t a greater e tent n an organizati n 

abilit to adapt to th olatilit) of ch nging pre ur brought on b the ften unpredictable swing in 

oci -economic, technological and political ondition . \ ith the ad ent of lhe P r onal omputer (P 

organization quickly di o er d that indi idual and groups using P ' re p nded fa ter to the e 

dynami ituation . 

Organizations rapid! embra ed the dr m of higher efficiency increa d taffpr ducti ity and a harp r 

competiti e edge pro ided by mi r1 armed field repr entati es and P equipped headquarter 

taffas part ofthe o erall trateg of maximizing alue to the hareholder. 

lndi idual realized that thi v a an pp rtunity to free them fr m the high I tru lured and formalized 

manner of processing information and pta the pm er of the mi r hip2 n their de k and at th ir 

fingertip . The lid to a Pandora x had b n op ned. The p r onal omputer and distributed pr e ing 

had come of age. Fre hand new id a . n \ companies career , indu trie , problems and olutions v er 

waiting in th wings to mak their d but. 

Given the high le el of comp tition between suppliers of per nat computer and the 

ticroproc sor is the entral unit of computer that contains the logical el ments of manipulating data and perfonning 
arithmetical or logical operation on it. 

l A Microchip is a mall piece of silic n that contains the essential eJemen of a central proces or including the ontrol logic, 
in truction decodjng, and arithmetic proce sing circuitry. 



min ndl mpuL r h \C b m ffl rd bl t 

m re r 

p rad fhard' are and fh\are u 

nd indi idual . Th problem of nd ntr I begin. t t ke r t and 

e!) end fth or anizati n, 

out of e. i tin ud 

of computers i o low, '' ithout the pr p r c ntrol , th can ea il) e purch cd 

and ne er ho\ up as a distinct line item. 

There i , ho'' er. a ne to implement urity and control mea ure carl in th am . th rwi ou 

ma fl th ery ditli ult 1 k of trying to regain control and chang th b havi r p ttem of p pi ' h 

ha e I ng ben ut ofcontr I. 

p ople ill purcha e tho 

are th b t one for th ir job at hand. aturall , without e p rti e in th hardwar 

ommuni ation are the can easil make th \-vTong system 

that th think 

ftwar and 

ng th rganizati n 

can find it clh ith a great many P ' from different endor uti lizing different p rating y t m 

urity admini tration procedures. 

This can pre ent the Information y tern Manager with a compatibi lity nightmare hen it c m 

ecuring logical a e control 6 audit packages encryption7 stems and o on. In addition ther can be 

a ery ignificant backup and di aster reco ery contingenc planning problem to d at with a are ult f 

multi- ndor tem perating in a multi-platform environment. 

Fast in the he I ofthi potential problem th u er oon con in e other u r that th rganization hould 

n id r the in tallati n of a L at rea etwork L 0'-' in additi n t the probl m f 

4 oftware refers to th ·tored t of instructions v ·hich go em the operation of a computers stem and 
make the hardware run. 

Computer security i the protection afforded to an automated inform tion system in order to attain th applicable objecti e of 
p erving the integrity, a ailability, and confidentiality of information re ources (including hard~ are, sofiware. firmw re, data 
information, nd telecommuni tion . 

6 Logical accc control are the y t m- ed means b which the ability to do something' ith a computer r ource i 
expli illy enabled or re tricted in orne way. 

Encryption i the con ersion of data into code form for curity purposes during data communications. 
The data i r con' ened at the r c i in end. 

Local Area 'etwork i y t m for linking terminal , programs, torage, and graphic devices at multiple work tation o er 
relati el. mall g ographical re fi r rapid communication and re our e sharing. 
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pro idin urit. I departm nt lev I in ne uilding. \\Care n '' ignifi ntl. in rca in ur 

th \ id urit} Lhr at and \Uinerabiliti 10 at h fth 

rthe nd h If o th 20th ntury, the\\ rid has n dramau n in 

the human e. peri n e. lnfonnation ha b cometh dominant c mponent of almo tall 

Of cru ial imp rt nee in fa ilitating thi change ~er technological and ialtrend that ha e impa t d 

ry pe t of our li e . We ha e \\itne ed the de elopment of m re em i nt mean f 

information pro ing that ha e significantly changed our ability to obtain, tran mit and c luate data. 

imultan ou 1}. ' ha e be orne more aware of other culture and peopl . a hange which ha mad th 

\\Orld maller but our horizon broader. 

For the bu inc world. th trend ha e been of radical significan e. ln rder to be c mpetitive in 

today information ba d marketplace, a company must pro ide immediate ac e to fact ab ut it 

produ t , trategie and ba ic finan ial indicator . 

Thi mean that the rele ant information mu t be available globally and immediat 

employ e ba ·e and partner . 

The lution to thee need through intranets 11 and extranets 12
• 

A mo t compani ar qui kly realizing the most effective way to take advantage of thee elution by 

combining them into a ne\ communications paradigm: the Enterprise et\: ork ( 13
• The cro 

net\\orking backb ne ervice and applications to lay a foundation on which informati n i di tri uted 

and stored, fl r internal well a e ternal u es. 

~ threat is an entit · or e ent with the potential to bann the y tern. 

ulnerabilit) i a condition or weakn s in ( or ab ence ot) security procedures, technical control. ph ical control . or 
oth r control th t could be e. ploited b a threat. 
11 lntrane re L Lh 1 u e the protocol u ed b Internet t.e. TCP P- Transmi ion Control Protocolflntemet Protocol). and 
are for Lh ole use of people within one organization. 

11 E. tran ar intran ts that allow for connections to specific parti outside the organization. 

13 The Enterpri e ' twork is a collecti e entity that unifie all aspects of a company's communications 
infrastru ture b) encomp ing diffi r nt information technologies 
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)ing at th h rt fth pa ility to ntr I e. a tl. ' hat in~ nnati n i a aila I to \\h m and 

' ·hen. urit m h nism • th r fore. pia. an integral rot Rembaum, I 

R m aum (I . n te that the pr Jiferati n ofth Jm m 14 h und rie 

int rn ti nat mmuni ati n. I ha Iinke people and world oth n: i ph, i at nd 

moti rricr . and it ha pr vided an inexp n i e et quit r liable m n [I r inter- rganiL ti nat 

informati n harin and data tran fer. 

E an 4 argue that urit) h at' ay been an important fact r in the comput r n ir nm nt, ut in 

the past h often notre eived th attention it merits. Computer sy tern are ... videl u ed, are e oming 

mor c mpl x and mor information i being held on computer file • in h rt. wear c ming l rei up n 

them for the uc of our bu ine es. For this reasons security r quire gr ater attenti n fr m c mputer 

profe i nat . omputer · tern mu t be se ure. not on I again t accidental failure during running but 

al o again t d lib rate mi u and improper access of data. 

Generall w ith the thr at to the information held on the computer y tern . A c rding t 

an (I 94 the thre t can be ategorized into two classe name! , accidental ri k and d liberal 

ri ks. h an r ult in four type of to se : 

• L fa ailabilit and reliability 

• fa cura and integrity 

• f c nfidentiality and pri ac 

• a t and fraud . 

ccidental ri k an be cau d b :equipment malfunction or failure; natural hazard · failur f public 

utilitie or ancillary equipment; and human error . 

0 li rate ri ks n re ult fr m: theft· ille_al access: e pionage; and abotage. 

1 ~ The Internet i a\ 'Orld\ id omputer network linking counties thousands of computer networks. through a mixture of 
private and public ata and telephon line . Its component n twor are indi idually run b go ernment agencie . uni ersities, 
commer ial and oluntary organization . s o ingle organization O\ ns or controls the lntemet, though there is an Internet 

ociet that co-ordinate and ets tandard for its use. etworks are connected by gatewa s that effecti ely remo e barrier o 
that one type of network can "talk" to a different type of network. 
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Equipm nt 

a m 1 .. . 

ffe ting th 

ilur can' ry fr m impl malfuo tion of ad vi 

tr m h ni I d ,j ha\e a lifetime and ar 

in g. 

to mpl t br akd ''" am ~ r 

und to fail ll.:r hen 

atur I h zard r uhing r m fir . ''at r. un. humidit). and du t an aiTe t quipm nt and, n illarie : in 

particular th rna m dia i the mo t ulnerable. There i the h at gen rated b th clc tri at 

quipm nt. whi h a p l ntial hazard and hen hould n t n gl ted. 

Th ffe t f failur fthe pubJi utilitie u has electrical upplie and tele mmuni ati n an b far 

d uate 'fail afe' pro dures ha e been d igned {; r th in tallati n. lnt rmittenc in 

the a aila ilit) of the electrical upplies and communication circuit can ha e eriou e on the 

tran fi r f data unle adequate pre autions against the e contingencie ha e een arrang d. 

lt mu t alv ay b ace pted that no manual procedure is entirel reliable and for that rca on y t m h uld 

be de igned t minimize human interventi n. 

lv ay with the e t f intention e perienced operator will call tern ftware too cn·ide check 

ided in the pr gram often with disastrous results. Carelessne in an output cction, 

where a high I urn of pap r i u ually pre ent can often nullify the effect of v ell-plann d and 

e cuted procedure up to that point. 

Ther ha 

naturally 

Adams I 

b n a tendency to believe that information held' ithin a computer in tallation i to m 

ure by irtue of it great mas and b the peculiar nature of the media up n which it i 

4 , n te that this may ha e b en true of the pa t hen the knov ledge f c mputer wa 

restri ted and v hen computer ' ere few and far between. The rapid growth of knowledge ab ul 

comput r . lh ir pr liferation and the de elopment of fr ely a ailable oftware package make thi 

no I nger trU . 

t red. 

There ar man) ' ·a , p rp trators rna) deliberate! gain access to the organization data. the include: 

• mp rary remo al of tored information 

• p ing f informati n in one form or another 

• D liberate mi -routing of information to unauthorized recipien 

• Plant d de i e tor c rd or retran mit electronic emi sions from computer hardv are. 
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~ ' ilk I th t the in r a in u 

ca i nail) 

mrn nt nd Ia\ en r rn nt 

y ·t m whi h ha 

n t rget ft r nti-

r bel . anti-w r pr r 

attacks n · mput r fthi acti it \.\ felt during I 70\ hen the .. 

• r h ent rat th ni er ity of i con in \! b mbed. rc ulting in th death of a 

re ar h em pi · a I.- miJiion doll r c 

and 6 million doll damage to the facilit). Data \\hich has been collected over a 20 year period and 

repre ent d I . milli n man h urs of effi rt \ a al o irretrie abl ilk. 19 3 . 

1.2. tatement Of tbe Problem 

In the earl da) of omputer tern de elopment orne en urity was deri d fr m the fa t that 

a great d al of p ializ d kno\ ledg and . pensive equipment were required top n trat c rnputer 

systems \l ilk, 1983 . Howe er in t day· rapidly ad ancing technological world we can no I nger u e 

the umbrella oft chnical comple it to shi ld our organization computer y t m fr m manipulation by 

unauthoriz d p r n . On the c ntrary th low co t and ease of u age of micr pr e r in the hand of 

an in rea ingly kno' ledgeable adver ary, tempted by the a ailability of ca hat Aut mat d T ller 

Machine and th opp rtunit to c nvert Jectronic Fund Tran fer tran action t a h, c upled with a 

low probabilit of di o ery, a tur , c n iction and punishment promise to make c terns 

more ulnerable. ording to\! ilk (19 3). ophi ticated ad er arie are con tantl perf~ rming their 

own risk anal · i of y ur computer tern : probing for soft pot , " eakne and pcrational 

ulnerabiliti • " hich th ) can con rl to their own ad antage. 

The gro\ ing demand on bu inc , te hnology and networking often re ult in conni ting demand being 

placed on a corp rate net\ ork. an time , the balance bet\! een data haring. and ecurit ar in conflict. 

The need to add tern compon nt . y tern utilitie and functional capabilitie can r ult inc r rate 

network configuration gro" ing in a haphazard and often insecure manner. 

The fear urr unding network curity, made all the more acute with the recent\ ave fhigh pr fi le 

succe ful ha ks and the ear h for cheap r mean of connecti ity have generated the need for 

organization to as es their ecurit p ture. 

6 



\ ( I urit.m ure annta urel %prtetingintllthf"•t. 

t m 'uln ra iliti . and th thr at r. in it. 

tud urity con idera ion for c mput r ba d finan ial in (I rm ti n tern 

in enya. found that mo t of th n mmer ial b nk and finan ial 

.g. fire, po\\er ur 

tud) al o found that the major threat fa ing the 

compan O\ n mploye . Th tudy on lud d that th comput r n tad quat • 

and that m t of the manag r were unaware of the major p t ntial ri their comput rized t m fa d. 

The r ear her in thi tud_ intend t widen the ope ofthi earlier tud ondu ting a ri k anal 

of th c mpanie ted in the ·airobi to k Exchange 

Violin \ 3 n te that finan ial y tern are not the only one at ri k. y tern that control ac e to an 

resource ar targ ts fore amp I in entory s terns. 

The rowing dependcn e and increa ed investment in computer ba ed information tem y the 

compani s li t d on the , a found ut by Dizon (1999 , create the need to conduct a ri k analy i to 

del rmin the le I ofvulnerabiliti of their computer ystem . The impact of dov n tim on 

organizati n that ar depend nt on computer based information y tern can b ignifi ant. hi 

b cau e it an lead t lot bu in opp rtuniti .lo of customer confidence, th inabilit) to make a 

deci ion and radual d terioration of the rganiz.ation. This proce i further accel rat d wh n online 

y terns ro ide the majorit. of ervice to tern u er and customer . 

The r arch r in thi tud. intend to find an \er to the folio" ing que ion : 

• What i the attitud of Informati n · t ms anagers tO\ ·ard counterme ure again t comput r 

r tat d curi ri k ? 

• hat are th ulnerability le I of the organization computers stem to ecurity ri k ? 

• p th mo t ri k to omputer y terns as percei ed b Information tern 

anag r . 

7 



1.. of th tudy 

I. To d tennine the current tatu of Information rg nit ti ns. 

2. o d tennine the e. tent to v hich the organization s infi rrnation y tern 

comput r urity ri , 

1.4. Importance of the tud 

I . Thi tud \ ill pro id an organization management with an objective a e ment of it 

infonnati n tern ecurity po ture. 

2. Ri k anal i aids in d veloping a ecurity strategy and provide the basis for establi hing a co t

effe ti e security program that minimizes the effects risk. 

3. It v ill a i t the go ernment in de eloping regulations concerning Data protection and computer 

securit 

4. Thi tud expected to form a ba i for further re ear h in the area of computer curity. 

or manufacturer and vendor of computer equipment and acce sorie this ill a i tin 

determining the need for ecurity produ ts. 

8 



hapt r o. 

iteratur 

2. L omm n hr at omputer 

om ar ulnerable t man threa that an infli ari u t) pe of damage r uhing in 

T ht dama an rang from error harming databa int grit 15 t fir de Lr ing 

nt rs. Lo an tern, for example. from the action of uppo dl) tru ted emplo e 

hacke 16
, or from carel s data ntry cl 

urit)·-relat d lo not po ible because man to es are n er di re 

" ~ ept under the arpet" to a oid unfa orable publicit . The effect of ariou threa ary on iderabl 

om a t the nfid ntialit or integrity of data while other affe tthe a ailabilil 

To ontrolth ri k of op rating an information ystem manager and user need t kn v the 

vuln rabilitie of th tern and th threa that may exploit them. Knowledge of th threat nvir nment 

allow the tern manag r to implement the mo t cost-effective curit mea ure . In orne a e , 

manag r rna find it mor c t-effective to simply tolerate thee p cted losses. uch d ci ion hou ld b 

ba ed on th r suIt of a ri k analy is. 

2.1 .1 . r ror and mi ion 

Erro and omi i n are an important threat to data and stem integrit . The e err r are cau ed not 

on I b data entf) cl rk pr ce ing hundreds of tran a tions per da . but also b all t pe of u er wh 

creat and edit data. program , e p ially tho e designed b user for per nal computer , lack 

quality ntroJ m asure . O\ er, e en the mo sophi ticated programs cannot d teet allt 'p of input 

erro r omi ion . und awarene s and training program can help an organization reduce the num r 

and e erit f err r and om i ion . 

s Integrity is a qual it of information: it i its goodness, honest , reliability and freedom from unauthorized 
modification. 

Ha ker i a per on who i inten ely intere ted in and/or el) knowledgeable about computer hardware 
and oftware, and can break into c mputers v ithoul authorization. 
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rs. data ntf) ·Jerk rat r . and programme fr qu ntl · mak th t c ntributc 

tl) to c urity pr bl m . In me threat. u h data entry rr r 

r apr gramman n 

ur during all !e. 

ndu ted b R urtnc). a om put r urit n ultant and [! rm r memb r lh omput r 

} tern urit and Pri\a d\ i f) B a rd. found that 6 p r nt of I to 

uhof aith burg. I el) m.cen th 

pri\ at and pu I i tor rganization . 

In lallation and m int nan rrors ar another ource of e urit problem . Fore amp) , an udit b the 

nit d tat Pr ident' oun il for Integrity and Efficiency P in 1988 found that every n fthe 

ten mainfram mput r sites udied had installation and maintenance rrors that intr du d ignificant 

urit uln r bilitie P IE 1988). 

2.1.2. r ud heft. 

mput r y t m can be expl ited for both fraud and theft both by "automating" traditional meth d f 

fraud and b u in n w meth d . Fore ample, indi iduals may u e a computer to kim m II am unt f 

mon from a larg number of financial ace unts, as uming that small di crepancie ma n l b 

in e Ligated. inan ial t ms ar not the on I one at ri k. stem that control acce to any r ourc 

are targ (e.g. time and att ndanc sy tern , in entory ystems school grading s tern , and J ng-

di tance teleph n 

In iders or ut id r an commit comput r fraud and th ft. In iders (i.e., authorized u er of a y t m ar 

re pon i lefor th majority of fraud. 19 Information Week/Em t and Young tudy fl und that 

per ent of hicf Information ffi er ie' ed emplo .. ee "who do not need to kno " infl rmati n a 

threa I ino 1 3 ). 

in e in ide ha b th a e to and familiarity ith th i tim computer system in luding what 

r ur e tt c ntr I and i fla\ . authori7ed ) tern u er are in a better po ition to c mmit crime . 

In id r can be b th general u Jerks) and technical staff members. n organization' former 

empl e , " ith th ir knowledge of an organization's op ration ma also po e a threat, particularly if 

their a ce i n t terminated promptly. 
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In additi n t th u 

uln ra 

\\ rth 

th 

ft hn lo mmit fraud and th t. c mputer hard\\are and 

or • ample. on tud) c nducted b} a \\-ar In urance ti un that 

mputer \\a lo t du to th ft in l 2 (In o urity ews, I 

e 

2 milli n 

are m t familiar with their employer' computer and appli ati n • in luding kn ing \\h t 

a tion might u e th mo dama ... e. mi chief. or abotage. e dO\ n izing of r nization in b th th 

public and privat reated a group of indi idual .., ith organizational kn wled 'C, v. h rna 

r tain p t ntial ' t mace prou e, 1992). The numb r of inciden of mplo •ec a tag b lie ed 

to b mu h mall r than the in tan e of theft. but the co t of u h inciden can quite high. 

prou 19 2 in ab tage in th m ri an orkplace. report d that th m tivati n fi r abota e can 

rang fr m altrui m t r enge. 

s long asp opl feel heated bored, hara ed, endangered, or betra ed at work. ab tag \! ill be u d a 

a dir t method f achi ingjob ati faction. the kind that ne er has tog t the b e 'appr val. 

2.1.4. L f Ph i al and Infra tructure upport 

rting infra tru lure includ pO\ er failures outage . spik , and r wn ut ). I f 

v ater outage and lea , \J er problems lack oftran portation er ice . fire, n d. i I 

unrc t. and trike . to ofinfr tructur often re ult ins stem downtime ometime in une pect d 

\\8 . 

The term mali i u ha kers ometim called cracker refer to those" ho break into comput r 

auth rization . Th can in tude both out ider and insiders. uch of the ri e ofha ker a tivity i 

ithout 

ften 

attributed t in rea in onn ti it in th go emment and indu try. One 1992 tudy of a particular 

Internet ite (i. .. n mputer · tern) fi und that hacker att mpted to break in on eat le t ry oth r 

da B llo in,l9 3. 

II 



Th h k rlhr n idered in t rm f p t and p t ntial futur ~ cJ m g lth ugh urr nt 

Jo · du t h k r maller than lo e · du to in ·id r the and tag the 

h k r pr bl m i riou n example f mali iou h k •r a ti it i th t dir 

a in t the pub I ic t I phon 

2.1.6. Indu trial pi nage 

lndu trial pionag i the act of gath ring proprietary data fr m pri\at m anie r th go ernm nt for 

th purpo of aiding an ther com pan ( harney. 1993). lndu trial pionage can 

ompani eeking t impr · their omp titi e advantage orb go\ mment king t aid their 

d me tic indu trie . or ign indu trial e pionage carried out b · a go emment i ft n refl rr d t a 

e onomic pionag . inc infi rmation i proce ed and stored n comput r curit 

can help protect again t u h threat · it can do little. hm e er, to r duce the threat f auth rized emplo ce · 

lling that information. 

de 

alicious code refer t iru e 17 orm 18 Trojan horses19 logic bomb 20 and thcr "unin ited" 

oftware. om times mi tak nJy a ciated only v ith per onal computer , malici u 

other platform . 

de can alta k 

1993 tud ' of iru found that whil the numb r of known '"iru e i incr a ing .·p n ntiall • th 

number ofviru incid nt i n t ( ephart, I 9 . The tud) con luded that iru are b coming m re 

pre alent. but only "gradually." 

d m ge to 

1 worm refi to computer program code. which i capable of automatic in isible self-replication to oth r machine • either 
vi a network of communi tion lin or thr ugh normal magn tic data torage media. Other w rm also fill di k space with 
garbage. worm will con ume c mputer-time nd p ce but\ ill have no other detrimental side-effect . 

19 Trojan refer to a pe ial ponion of comput r program cod , which rna be attached to a bonafid program in uch a~ a 
as to remain ubstantially und tected. 

20 logic bomb i a program code introdu ed by n adver ary that c n modify, di rupt. or d 
some pre-determined time, or fter a panicular quence of operation . 

12 



The rate f P -D iru in ident in m dium to large orth 
appr . imatel I p r I ,000 P p r quarter: th num er o inti cted rna hine i perhap 3 
figure if-.: urn that mo t uch bu in are at least\ eakl pr te ted again t iru e 
199 . 

ctual o t attributed to th pre ence of maliciou ode ha re ulted primaril fr m y tern utage and 

tafT time in olved in r pairing the s terns. onethele the e co t can be ignifi ant. 

2.1. . Foreign Government E pionage 

In some instances. threat posed by foreign go ernment intelligence ervices may be pre ent. In addition 

to pos ible economic e pionage, foreign intelligence services may target unclas itied s stem to further 

their intelligence mis ions. orne unclassified information that rna be of interest include lra el plans of 

enior official civil defen e and emerg nc preparednes manufacturing te hnologie , atellite data 

per onnel and payroll data, and law enforcement, inve tigative and e urity tile . uidance should be 

ought from the cognizant security office regarding uch threats. 

2.1.9. Thre.ats to Per onal Privacy 

The accumulation of ast amounts of electronic information about indi idual by government credit 

bureaus and pri ate companies combined with the ability of computers to monitor proces and 

aggregate large amounts of information about individuals ha e creat d a threat to individual privacy. The 

po ibility that aJI of this information and technology may be able to be linked together has ari en a a 

pecter of the modem information age. 

2.2. Internet ecu ri 

With the development and increased use of the Internet have come new communications opportunities as 

" ell as challenging security problems. The internet is an almost ideal means for information retrieval and 

exchange. It i cost- effective, easy to use and accessible in nearly ever major city of the orld. 

imilarly, the Internet is a hared media to v hich millions of users are connected and there are very fe 

regulations on how it is to be used. And ju t as these trait make it an attractive method for honest activity 

13 



d Lh y m 

th 

it 8 el) Cffi j nt medium for de iou d t t mp ·rin •. e e dr pping 

ofth Intern t r olution emingl} pia a tremend u hurdl in th ·' a} 

embra ing of the Internet. 

ing th infr tru ture fthe lnt m t. intranets breakdo"n th ''all ' ithin th or niz ti n. brin ing II 

ftware and datab es into a ingle sy tern that nable emplo e t find in~ rmati n 

\\h r ·er it re ide . Th e 'irtual corporate network . howe er. ar not\ ith ut audit and urit ri k . 

\\h n v r a compan or indi idual i connected to the Internet. th indi idual i e p d t urity 

threa . In urit problem on the Internet large!_ emanate from the techno I gy u ed for a e ing the 

lnt met. To a c s th Internet a Web bro"" er1 oftware is u uall run on the u er c mputer. The u r' 

brO\ er c mmunicat with th brow er running on the Web erver2 at n Internet ervice 

Pro'>id r I P )23 ffice. 

There ar e ral c mm n threat po ed b using Web brow er and their enhancement feature u h a 

programming to I and plug-in . he e include privac violation maliciou pr gram , the interc pti n 

en itj e or confidential information, and forged or redirected information. 

2.2.1. Pri acy lation . 

Probabl th mo t c mm n thr at faced b u ers i the a qui iti n by the third parti of p onal 

information n fr I · gi en data. Th l}pe of information that ma b coli ct d b. Web ou 

Un\\iningly i it a h til \\eb itc include: information about our computer· our entire brO\ er 

na igati n hi t ry· your -mail addre :and other file on our omputer.' hich m c read or copi d l 

a rem te ) tern. 

~A \ eb erv r i a po\ erful computer that enable bro" er to acc~s the r ources of the Internet. 

u Intern t ervice Pro ider are organizations -. hicb maintain local area networks that are att11ched to th Internet and ha e 
dial up and leas d line a cess ia modem . 

14 



Du t th mpl fth programming e. t n ion add d t man) \\ b 

re rt of e~unt -r lated ofi, ar bug that rna) alto' mali i 

mpr mi e y ur mputer. 

d m e r 

\\ -ba d pr gram an mpt to: re d. cop fit ·: in tall ft\ ar 

funh r y tern compr mi e or aptur of inti nnati n: r au th 

c mputer r our 

2.2.3. I tr ni mailln uri '· 

rt rruh r 

that r u ed in e-mails ar e entiall a erie of plaint t c mmand , ' hi h mail ervcr 

u to nd m ag toea h oth r. Thi i v hat makes e-mail in e ur -plain-text c mmuni ati n th t 

an ea ily b read, int r epted m difi d or forged. Electronic mail i therefore not a ur ervi r 

·ampl it i p ibl for unauthorized indi idual to monitor th transmi i n of mail r t end 

ounterfeit mail und r our name. 

2.2A. dir ct d In~ rm tion. 

nother ar a of nc rn ahh ugh not v idel e ·ploited i the po ibility that th u r rna i it' e 

ite , hich app ar to b legitimate but are in fact forged orr directed er ion . he intent 

attack v uld b t captur information pro ided b the isitor uch as credit card numb r or th r 

nfid ntial dat . 
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tudi and Findin 

Th re ha e b en a num r of recent tudie on c mputer e urit)'. art') 19 9), in th nd annual 

oung lo al Jnfonnation e urity urve} an d th opinion fmore than 4.-54 mpani • 

in _9 untrie panning onh and outh merica, ur pe. frica and u trala ia. lith main indu tr 

group were r pre ented. The K ) findin in thi tud are a foliO\ : 

• Information urit) ris • are increasing. total of 57 p r c nt of c mpanie a} their ri k ar 

higher no' than a ear ago: onl 4 per cent a their ri k ha e reduced. mong the bu ine 

dri er that have increa ed information ecurity ri k are: the d velopment and panded roll- ut 

of corporate intrane v ith Internet connecti ity: the roll-out of e-commerc ; th adoption f 

integrated enterpri e-wide information s stem to upport bu ine pr e : the increa ed accc 

to information both up tream and downstream in the suppl chain. 

• total of75 per cent of enior managers rate information ecurity as' important· or ·e tremel 

important', but their concern is not reflected in organizational procedure : 30 per cent of 

companie ha e no formal policies and procedure relating to information e urity and 23 per cent 

provide no awarene training. 

• total of 45 per cent of companies make no budget allowance for in formation ecurit and 41 per 

cent ha e no budget for business continuit programmes. 

• The mo t common cau es of financial loss are y tern failur 76 per cent of companies) 

inadvertent error (66 per cent and iruse 49 per cent). There v ere les frequent report of 

los e through maliciou act by employee (24 per cent) natural disaster ( 14 per cent) and 

maliciou acts b out ider (13 per cent). 

• Companies are gen rally more concerned about e ternal than internal threat . Hackers (53 p r 

cent and unauth rized user (49 per cent) are rated a greater threat than current employees! 

authorized u ers (31 per cent). Thi is despite evidence that mi chief or imple error perpetrated 

by employees are respon ible for mo t financial los e . 

• etwork ecurity i a continuing concern: 78 per cent of organization are not confident their 

net\ ork is safe from internal attack, while -o p r cent lack confidence about their security again t 

e temal attack. 

• i teen p r ent of firm ha e uffered. or believe the rna ha e uffered. at least one break-in ta 

the Intern t. fth e ,75 per ent had a fir \ all in place. 
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• in t. p r ent ol organiz tion \\ith a nn ti n to th Internet rated th ir urit) a ·· r" ' and 

d th urit. f th ir Intern t-b "ice . u h a e-mail and \\eb a 

no better than •·fair''. 

• f t rganizatjon u firewall (77 perc nt and p " rd 67 per cent as th ir main tnt met 

urit} . nl} _s per nt ha e imp I mented an> form f data n [) ption. 

\ ide- ranging tud u h thi pro id s many le ons to ho" ompanie should approa h the 

pre ing i u of information e urit . Garry 1999). argues that no organization can afford to build ri k-

free tern • but it i the re ponsibility of nior management not IT personn I) to decid '"hat le el of 

ri k are a c ptable and to commit re ource to n ur a uniform le el of ecurity aero all key terns. 

Th extent t v hich organization can follov best practice olution ,. ill depend to orne d gree on 

finan ial r ource but management should not treat thi a purel a budget i sue. rt i not a qu tion f 

in" ting in exp nsi e oftware or hardware to fix' the problem. Good security relie n a chain of 

related e nt carefully planned and coordinated, orne of which in ol e little or no co t. At the tart of 

the chain mu t beth commitment and invol ement of senior management. The are the nl people able 

to as e information ecurit in an overall business context. They hould recognize that . ecurity i an 

enabler of ne' busine s ervice product and deli ery sy terns which . if operated in a ecure 

environment, will deliver a sustainable competitive advantage. 

Another tud wa conducted in the United Kingdom and Ireland on nearly IS 000 finance director (or 

equi alent of organizations' ith an annual tumo er in exces of I 0 million terling Poun b KPM , a 

leading audit and con ulting firm. ' ith the objective of gaining information about attitude tO\ ard 

computer securit and measures taken to ecure information, hite( 1996). Th study found that in 

general . the contents of the security policies in the e organization refle ted the till pre ailing ie" that 

se urity policie are primaril concerned with ph ical and logical curit and P i ue uch a viru 

and soft\i are copying. Yet according to White(l996 to addre information security adequately the 

information requir ments of the organization must be clearly under t od - which implie b th the 

classification of information as assets and a ecurity culture, " ith a clear allocation of e urit 

respon ibili ty and the means to record and react to incident . 
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hapt r hr e. 

R ar h 

The Chapter de crib the re earch de ign f the tud . 

3.1. Population of tud 

The population of the stud consists of all the finn that are currently li ted in the airobi tock xchange 

. E). 

The choice of the e companies was based on the fa t that they are fairl large and well tabli hed and 

hence deemed to have ubstantial inve tment in Information Technology(IT). Thi i upported in a tud 

b} Dizon( 1999). 

Thee Companie also repre ent a cro s- ction of the economic sector and hence will provide a greater 

cope of study. 

ince the population as not considered too large it was decided that no ampling would be done and 

instead the entire population will be studied. 

The population consist of 54 ompani a listed in ppendix 1. 

The list is further summarized by ector in Table 5.1 below. 

Table 3.1: um r of ompani li ted in the E (a at Ma 2 ) 

SECTOR NUMBER OF COMPANIES 

lndu rial & Allied 18 

Finance & Investment 13 

Commercial & llied 14 

gricultural 9 

Total 54 
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.2. ata oil ti n tb d 

Th infonnati n ught in thi tudy i t 

gath r prim I) data. Th que ti nn ire 

II ted u ing a tructured and undi gui d qu ti nnaire t 

que ti n "' r I pe fr m the tudy 

The qu ti nnaire ofthr 

- of th p n-cnd d and cl 

pertinent literatur . 

pp ndi. lJ . 

lion v ill u d to gather general infonnation a utth organization in r lati n to th 

opcrati n. 

tem in 

e tion B v ill b u ed to gather the Information y em Manager attitud t v ard arious comput r 

ecurity counterm a ures. The countermeasure are obtained from th literature r vi w d. Th manager' 

attitud toward the e countermea ures will be u ed to determin th current le el ofvuln rability. The 

untermea ur ar caled on a likert-type- calc. 

e eral tudi ha e hO\ n that there i a relation hip betv een an indi idual's anitud orb lief: and 

b ha ior. Fe tinger ( 1957) in hi cogniti e di sonance theory a that there i a tend ncy for individual 

to ek consi t nc among their cognition i.e. belief and opinion ). tinger' lh r i further 

upported b a tud b ooper Zanna and Ta e ( 1978) hich found that individual e hi bit attitude 

chang to appear more con i tent v ith their behavior . 

The cogniti e di nance theory propo ed b estinger (1957) is not the nl mean f e plaining the 

relationship betw n attitude and beha ior. orne resear hers fa our the elf-per epti n theory, fir t 

pre en ted by Bern 1967). Bern· theory of elf-perception tate that v hen p r p rtaining a 

particular ubje tor beha ior are weak. that indi idual -. .. ill recall hO\ the beha d in th p under 

unbi ed circum tance . and thu infer th ir tru attitude. 

isb tt and Zanna 1969 . conclu d that while individuals inti r altitude from their 

beha ior, thi ., ould only occur if they a urn that a link exi t be£\: een their ehavior and belie e . 

Further a stud b Fazio. Herr and Olney I 984 • indicate that, a Bcm' I 967), If p rcepti n the ry 

assume , free! performed b ha ior is high I) retlecti e of an indi idual attitud t v ard the ubject matter 

in qu tion. 
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B d nth tudi th Hitud fIn rm ti n · tern ana 

t ' ard ari u ount rm a ure t det rmin the ulnerability 1 

ri 

mputer • 

ti n \ ill u d to gather in ormation regarding th Information y tern M nager' p rc pti n 

\\hich fact r cau e them t ri k t their Information tern. c ording t vVilk 1 

major ar of concern\! her ecurit probl m can be found. i ... p rsonnel. hardwar ftv are, 

ommunication . ph i al building facilitie . pra tice and pr cedure . law and regulati n . 

The "drop and pick later' method of admini tering th que tionnaire will be uitable for there p ndcn 

en 

\\-ith head ffice in airobi for tho e \! ith head offic outsid airobi the que tionnaire' ill b m il • 

in both ca e folio up ill b done through telephon call . 

3.3. Data Analy is Technique 

Data olle t d in ection of the questionnaire v ill b anal z thr ugh the u e of d ripti e tati tic 

u has fr uenc table' proportion , per entage . and cro s tabulation . he will be u d t pr fil 

the Compani . 

Re pon e to cti n B will be u ed to perform the ri k analy i in order t determine the current I el f 

vulnerabilit . Thi analysi i ba ed on the axiom:' counterm a ur increa ulnerabilit decrea 

Ali t of uln rabilitie i gi en in app ndix Ill. The ulnerabilitie are paired v ith p cifi 

countermea ure for the anal is proce s. ach ountermea ur ha a minimum w ight f I, and a 

ma: imum ''eight f 5. The total\! eight of the counterm a ure determine th le el f 

ulnerability. 

Th ranking of countennea ure b the Information tern Manager determin if the f 

uln rabilit)' i lo or high. Vulnerability level rang fr m a minimum f 3.0 t a rna imum f I .0. h 

a eptable and de irable ulnerabiliry le el for a t m is 7.5. 

The countenneasur de rease uln rabilit} from a maximum of 18.0 tov ard a minimum of 3.0. 

20 



There ult fthc \Uin rabilit) I el \\ill furth r be anal)zed u ing fa tor analy i 

1 gr up t th r th vuln rabilitie that ar high! c rrelated. The r ult will be pr nt d lhr ugh the 

u ofd 

Di riminant analy i - '"ill b u cd to determin \\hether the ariable u ed in the vuln rabilit} anal 

an be u d to predi t group/sector member hip. 

Data olle ted in ection of the questionnaire will be analyzed through the use of de cripti e tali ti 

u h as mean and m d . 
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hapter ur. 

11i hapt r nt in the anal) i and mdin ofth fth r car h tud . 

~ t ul of-4 qu tionnair \\ re distributed to th re ponden . ut fth 4 qu ti nn ir ' cr 

full mpl t d and return d "hich r pres n a r pon 

.he i for the data nal · i and the finding of the stud . 

mpani quot d n the airobi t k change are ategoriz d into 4 gr up 

ctor. mm r ial and IIi d ct r, and 

~ ... i ultural tor. hi grouping' ill b us d in the anal is of the fmding . 

rabl 4.1 b I e a ummal) fre p nse . 

able 4.1: ummary of Re pon 

Re ponded Percentage p 
0/o 

Industrial 44.4 

IIi d 

13 II 84.6 2 15.4 

14 10 71. 4 2 . 

9 5 55.6 4 44. 

4 34 62. 2 3 .I 

The table a e indi at th t th highe l re n rate was in the inance and In 

\\ith a r f 4.6%. h lndu trial and IIi d ctor had the lo\i e t rate 

44.4%. 
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. t IU f [ R ur in th rg niz ti n . 

tion in thi tud are umm ri1 d u in~ de npti 

n I> i giv th g n raJ chara teri ti ofth r aniz ti n in rclati n t the 

I . .l . mpani 

mpani that r p nded to the qu tionnaire are either lo all O\i ned or joint I 

~ II for ign wn d. t ofth c mpanie that re ponded 67.6% ar joint! O\ n d a h \vn in a 

__ J I \\. 

Ta le 4.2.1 : ' ne hip of ompanie . 

Sector lndu trial Finance & Commer ial Agri ultural Combined 

, IIi d In e tment Allied 

Freq. % Freq. % Freq. % Freq. % Fr q. % 

l.(h ner hip 

a) for ign own d 0 0.0 0 0.0 0 0.0 0 0.0 0 .0 

b local! -.:ned 2 25.0 5 45.5 3 30.0 I 2 II 32.4 

) jointly own d 6 75.0 6 54.5 7 70.0 4 8 .0 23 67.6 

lith re ndent 'computer in tallation ar mor than fi e years old. o t of them (5 .8% ha e 

h d omputer in lallation for mor than 15 ear as hO\o\'Tl in Table 4.2.- belo' . Thi indicate that 

th organization ha e be n u in c mput r for long and ha e thus used computer s tern to 

build mis ion critical application . h r fi re the organization rei on computer tern for their 

Da -to-day op ration . 
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abl 4.2.2: ir t mput r In t llati n. 

t r 

IIi d 

% % rr q. % lrcq. % 

• firSt comput r 

in tallati n 

Lhan yr ago 0 0.0 0 0.0 0 0.0 0 

-10 r 2 25.0 2 18.2 2 20.0 2 8 

t\ een I -1 0 0.0 3 27.3 2 20.0 I 6 

d) more than IS r 6 75.0 6 54.5 6 60.0 2 4 .0 20 

L.3. urn r f mput r . 

Th rei ery low u age f mainframe computer (20.6%) among the re pondent ompanie a h wn in a le 

L3 belo\ . ho e in the agricultural ctor report d none. 

Half of the companie 5 .0%) indicated that th y have between l and I 0 minicomput r . II 

lhird (29.4%) indi ted that th ha en minicomputer . nl companie in the finan e and in e tment 

ha e mor than 30 minicomputer . Thi can b e plained fr m the fa t th t m t 

fman ial in tituti n bank require p werful computer stem to run their appli ati n . 

II th re p nd nt mpanie ha e d kt p p r nal computer (P ). \i ilh 7 .4% indi ating that they ha e 

more than 3 c mputer . 
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a I 4.2.3 : umb r of mput r 

t r 

a mainfram 

non 6 75.0 8 72.7 8 80.0 5 I .0 27 

1-10 2 25.0 3 27.3 2 20.0 0. 7 

I I- 20 0 .0 0 0.0 0 0.0 

_J -30 0 0 0.0 0 .0 0 0. 0 

0 0.0 0 0.0 0 .0 0 .0 0 

none 3 37.5 0.0 4 40.0 3 6 . 10 - .4 

1-10 5 62.5 5 45.5 6 60.0 2 . 17 50.0 

11-20 0 .0 2 18.2 0 0.0 0 0.0 5.9 

-1-30 0 0.0 0 0.0 0 0.0 20.0 2.9 

non 0 0.0 0.0 0 0.0 0 0. 0 

0-10 2 - .0 0 0.0 0 0.0 2 40. 4 

11-20 0 0.0 0 0.0 0 0.0 0 .0 0 0.0 

21-30 0 0.0 9.1 2 20.0 0 0. 3 8.8 

more than 30 6 75.0 10 90.9 80.0 3 .0 27 79.4 

non 12.5 0 0.0 10.0 2 4 .0 4 11.8 

0-10 5 62.5 72.7 8 80.0 3 6 . 24 70.6 
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t r 

Frcq. 0 

9.1 0.0 2 

-1 - ... 0 0 9.1 0 0.0 0 

m re than 3 9.1 10. 

62.- 5 45.5 7 70.0 4 .. I 

n n 2 25.0 3 27.3 3 30. 0 0. 

0-10 0 0.0 0 0.0 0 0.0 0 0 

II- 20 0 .0 2 18.2 0 0.0 0 2 

21-30 12.5 9.1 0 0.0 20. 3 8.8 

mor than 30 

~.l.4.1T ir t r P iti n. 

re pond nt ompani (8 .2% in i ated that the do not ha th po it ion f the I 

Dir tor a able 4.2.4. mpanie in the indu trial and allied e tor. and th agricullural 

he ommercial and allied ector ha the highe t number of l Direct r . 

f IT 

of the IT d partment in Jude omput r anager, 

anager. .1. anager. roup IT Mana er, lnfi nnation 

t m anag r. x hief anager IT, enior anager I , Finan ial 

Controller/Director. m any 
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t r 

a) y 

b 0 

bl 4.2.4: I ir t r• P ition. 

, IIi d 

·req. 

0 .0 

0.0 

mpanie (67.7%) h 

9.1 

10 90.9 

• IIi d 

·r q. 

3 

7 

"0. 

70.0 

n ultural 

l·rcq . 

5 

% 

0.0 

100. 

m in·d 

r q. % 

4 

30 

in e m nt of mor than K h 50 milli n. ith 20. % 

250 million. Maj rit fth with in e tment a 

n ar in the indu trial and alii d tor and the finan e and in tment ect r as ho\i n 

10\. . hi therefore indicat that th companie ha put a I t f r urce in 

t m and h nc lhe need to k p th m ure. 

Tabl 4.2. : 10\ trn nt in omputer . t m . 

mbined 

% 

in 

omputer tern. 

(in milli n 

a) le than 50m 3 37.5 2 18.2 2 20.0 4 .0 II 32.4 

b) bet' en 50-lOOm 2 25.0 9.1 7 70.0 0 10 29.4 

n 100-150 12.5 2 I .2 10.0 0 4 11.8 



n- 0 - 250 

0 mor than 250 

ar I Bud et. 

0.0 

2 . 

0 

4 

0.0 

36.4 

0 

0 

0.0 

.0 

0 0.0 

20. 7 

tofthe re p nden 52.9%) indicated a high IT budget of K hs I 0 million forth pre iou ear a 

\\0 in Table 4.2.6 b I w. Thi ind icate that there is continued hea in e tment in omput r y tern 

th companie . 

Table 4.2.6 : Previou Year IT Budget. 

,Sector lndu trial Finance & Comm rcial Agricultural Combined 

& Allied In e tment & IIi d 

Freq. % Freq. % Freq. % Fr q. % Fr q. % 

6. Pre ious ear IT 

Budg t in milli n 

hs 

a} le than lm 3 37.5 0 0.0 0 0.0 3 6 . 6 17.6 

b) bet\! een I - -m 0 0.0 2 18.2 6 60.0 I 20.0 9 26.5 

bet\' n 5 - lOrn 0 0.0 I 9.1 0 0.0 0 0.0 I 2.6 

d) more than lOrn 5 62.5 8 72.7 4 40.0 I _Q.O I 52.9 

J I I 
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f r Hard r and fn r . 

mpani ( ._% indi t d th t th ) ha an a qui ition p li ) fi r pur ha f 

I \\ . 

Ta le 4.2.7 : cqui iti n P li ~ r H rdwar nd fo ·ar . 

I Sect r fndu trial Finane & Commercial Agri ultural ·combin d 

& I lied In e tment & Alii d 

Freq. % Freq. % freq. % Freq. % Freq. % 

II7.Acquisition p lie for 

i hard· are and ofh ar 

1'txi 

y 7 87.5 I I 100.0 9 9 .0 3 6 .0 ... 8.2 

bl 0 I 12.5 0 0.0 I 10.0 2 0.0 11.8 

I! 

.. Intern t and V orld id V eb cc 

lh respond nt compani indicat d that the ha e a ce to the internet a hown in abl 4.2.8 
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abl -'.2. : lnt rn t and W rid \l i \ \ 

m t and\ w.. 

8 

0 

ecuri P lie . 

100.0 II 

0.0 0 

100.0 

0.0 

10 

0 

100.0 

0.0 

5 

0 

100.0 

0.0 

4 

0 

10 . 

0.0. 

t of the respondent c mpanie (64. 7%) ind icated that the ha e a written and formal computer e urity 

li as hov n in Table 4.2.9. Ho e er most of the companie (60.0% in the agricultural ect r 

do not ha e a formal urity poli . 

Table: 4.2.9 : omput r curi P lie . 

!Sector Indu trial Finance & Comm r ial Agricultura l Combined 

& !lied ln e tment & All ied 

Fr q. % Fr q. % Freq. % Freq. % Freq. % 

9. Written and formal 

mputer urity 

policy exists. 

3} Yes 5 62. - 72.7 7 70.0 2 40.0 22 64.7 

b 1 0 3 37.5 3 27.3 3 30.0 3 0. 12 35. 
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ari v nl. \ ith m pr fi rring m nthl) re' i ' (- .4%). th r 

d th rs nnuall (2 .4%) ho\\n in a le4._.10b I' . It .,_, 

rred fr qu nc and p r~ rrn r 'ie\\ a and ''hen ne d ri I) fi , 

bi-annuall). 

T I -'.2.1 curi 

% % 

IO.F f 

a) monthly 3 37.5 4 36.4 2 20.0 2 .4 

) quart rl} 2 25.0 9. 1 2 20.0 17.6 

bi-annuall 0 0.0 9. 1 0 0. 0 2. 

d annuall 2 -5.0 2 18.2 4 40.0 2 2 .4 

e) oth r 12.5 3 27.3 2 20. 7 2. 

.l.J I. uri ud 

nd nt mpanie (55.9% indicated that th ha e annual urit budg t arran mcnt a 

n in Table 4.2.11 IO\\. HO\\ r [i ,.,_ r companie 40. % in th a ri ultu t r indi t d th l 

ha e annual ecurit budget . 
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5 

3 

62.-

37.5 

7 

4 

6 .6 

36.4 

urit) Bud t . 

5 

5 

50.0 

5 . 3 

40.0 

60. 

5 . 

15 44.1 

ndent indi at d that mo t of their taff both management and n n-management. ha e ither 

r cellent computer literacy I vel . Thi i hown b low in Table 4.-.12. whcr 7 .5% of the 

nt taff and 79.4% of non-management taffhave either g d r e ·cellentlilerac le cl . hi 

an indicator of high u age rate . 
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b 

1anagem nt 

X llent 

G d 

Fair 

P or 

on-management 

E ·cellent 

Good 

Fir 

Poor 

Alii d 

Fr q. 

4 

2 

2 

4 

% 

50.0 

25.0 

12.5 

12.5 

25.0 

50.0 

12.5 

12.5 

bl 4.2.12: mput r Lit r 

% 

9.1 2 20.0 

8 72.7 4 40.0 

2 I .2 4 40.0 

0 0.0 0 0.0 

9.1 10.0 

8 72.7 7 70.0 

2 18._ 2 20.0 

0 0.0 0 0.0 

req. % for q. % 

0 0.0 7 

4 80.0 18 

20.0 8 

0 0. 2. 

0 0.0 11.8 

4 80.0 23 67.6 

20.0 6 17.6 

0 0.0 2.9 

ponden indicated that the ha e Tran action Proces ing y tern in u a h ~ n in Tab I 

76.5%) indi ated that the hav anag ment lnfonnati n tern in u 

_9.4%) indicated the u 0 ci ion upport y tern "' ith the agri ultural tor re rting n u age. 

sa~ of both cuti Information terns and ·pert y tern i I w ( 17.6% , ' ith th mm r ial 

tor reporting no u age. trategic Information tern al o ha e lov u ag 20.6%} '"ith the 

e tor indicating no u age. hov e er th indu trial and allied ct r indi at a 
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abl 4.2.13 : Inform ti n 

lndu trial 

% % Freq. % freq . % 

a) Tran 8 100.0 11 100.0 10 1 0.0 5 4 

tern 

b) Manag m nt 100.0 8 72.7 7 70.0 3 6 .0 26 76.5 

lnformati n 

y t m 

De i ion up port 4 50.0 2 18.2 4 40.0 0 0.0 10 29.4 

st m 

d) E e utive 2 25.0 3 27.3 0 0.0 2 . 6 17.6 

ln formati n 

y t m 

e) E.p rt tern 3 37.5 2 18.2 0 0.0 2. 6 17.6 

f) trat gi 4 50.0 2 18.2 0 0.0 20.0 7 20. 

lnformati n 

y t m 

trate ic Plan. 

t of there p ndent (85.3%) indicate that they ha e a formal trategic plan fi r their inti rm tion 

hnolog) h O\\ n in Table 4.2.14 b 10\ . 

34 



a Ye 

bl 0 

plan 

7 87.5 

12.5 

bl 4.2 .14: IT trat ic PI n. 

10 90.9 

9.1 

9 90.0 

10.0 

3 

2 

60.0 

40.0 5 14.7 

To rfonn th ri k nat i there p nd nt were asked to rank the countermea ure in cti n B f the 

qu tionnair ppendi ll ). he e count rmeasure were u ed in the anal i to d t rmin the y tern 

I I of uln rabilit ri ed in e tion 5.3. The rna irnurn a ceptable ulnerabilit 

abo e Lhi indicate that the ulnerability level i high and the st rn i 

\iolation . 

J.l uln r iii nal 1. 

uril 

II areas of ulnerabilit that' re e aluated are shO\ n in Table 4.3. I bel ' . h ulnera ilitie that 

an teri k c d th maximum a c ptable le el. 
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bl 4 .. 1: ulnera iii 

tor gricultural ombincd 

el e el cl eel c el 

u eptibilit) to communi ation 6.0 5.6 6.2 6.8 .15 

to inter/intranetwork 4.6 3.9 4.1 7.2 4. 5 

r acti ity. 

u eptibilit. to hardware failure or 6.5 4.2 5.3 7.8* 5. 5 

en ironmental 5.5 3.9 4.6 7.0 .2 

e u ceptibility toke person 6.9 4.5 6. 6.8 6.05 

d p ndenc . 

f) u ceptibility to improper handling 5.9 4.6 4. 5.8 5.3 

of torag media. 
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I v I 

6.1 

mputcr e urit) i ue . 

tibilit) to unauthorized 6.9 3.7 s.o• 6._ 

ph. i ala ce 

I u eptibility to unauthorized 4.6 3.5 4.6 6.6 4.83 

) u . ptibili • t lo of data or 4. 3.5 3.5 5.2 4.20 

are file . 

epti ili t to unauthorized 4.9 4.9 6.0 7.8• 

infonnati n theft or d i lo ure. 

I u eptibility to failure and 6.6 3.7 4.9 6.0 5.30 

in tability of electrical pov er ource 

m u ceptibi lit to tire 6.4 4.4 5.8 7.8* 6.10 

n) u eptibility to u er operator 5.6 4.5 5.5 7.0 5.65 

rrors. 

0 u eptibilit)' to ofu are flaw or .3• 3.5 5.8 7.0 6.15 

in d qua ies. 

p u eptibilit)' to theft of tem 5.4 4.3 4.- 7.8* 5.5 

ur e . 
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nd IIi d r maj rity fth ulnerabilit) le el are a epta Je apart r m 

fh rc fla\ i • \ hi h ha a \ uln r it it~ le 

and lnv tment uln r bilit. I el rang from 3.5 t ~ nd ar cptabl 

"" th rna: imum a ptabl I el of7 .. 

llied ector all the ulnerabilit le el areal o ac epta I inc the 

eptabl le el of7.5. llO\\e er the le els are higher compared t tho in th · inan and 

r. and th range from 4. I to 6.5. 

Th Agricultural ector ha the highe t ulnerability levels compared to the other ector . here ar ix 

le el are abo e the rna imum acceptabl le el. he are: 

• ptibilit) to hardware failure or configuration change. 

• ptibility to lack of a arene of omputer i ue . 

• u cepti ilit t unauthorized phy ical acce s. 

• u ceptibi lit to unauthorized in~ rmation theft or disclosure. 

• u eptibi lit to fire. 

• u c ptibilit} to th ft of tern re ources. 

Thi th r fore mean that computer systems in the Agricultural ector are more su ptibl to ecurity 

\iolation and other harmful acti itie . 

H \\ever a ro s all th ctor the a erage ulnerability level are all acceptabl and rang fr m 4.20 l 

6.2 . 
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i . 

r rm d nth r ul of the ulnerabilit anal i . in e rh numb r f 

t larg all fth m \ ill treated as ariable a ho'"" in the abl .4 .1. r the 

nal. th a tual '' ight of th u d and n t the uln ra ilit I ,vel. 

bl 4.4. 1: Li t of ariabl . 

a) ommunicati n technology. 

u ceptibilit to inler/intran tv ork u er acti ity. 

) usceptibility to hard are failure or configuration change. 

d usceptibility l en ir nmental hazard . 

eptibility to ke 

eptibility to impr per handling of t rage media. 

pti ility to lack fa\: arene of computer ecurity i ue . 

h) us eptibility to unauthorized ph i al acce 

I) u eptibility to unauthorized programmati access. 

eptibility to I s of data or oftware files. 

ptibility to unauthorized information theft or disclosur . 

ptibilit} to failur and in tabilit of electrical po\ er source 

m) usceptibility to fire 

tibilit~ t u er operator errors. 

eptibilit) to oftwar Oaw or inad quacie . 

ptibilit to th ft of tern re our e . 
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2 

3 

4 

5 

6 

7 

8 

9 

10 

II 

12 

13 

14 

1-

16 

13.38 

12.41 

13. 6 

12.15 

12.8-

12. I 

12.09 

I .44 

14. 

12.35 

12. I 

12.2 

12.56 

12.0 

I . 12 

2.52 

2.72 

3. 

2.58 

1.7 

2.79 

3.41 

2.06 

1.39 

2.74 

2.45 

3. 4 

2.18 

.54 

.6 



Th orrelati n matri. f th aria I ab e i h wn in abl 4.4._. IO\ . 

able 4.4.2. orr la tion atri . 

Var I I 2 3 4 5 6 7 8 9 10 II 12 f3 14 15 

I r I I 
-

- . 37 I 

" .47 .6 3 I 

.2"' - .61 I . -
- .331 .so~ .776 . 30 1 

6 .187 .554 .253 .415 .2 2 I 

i .462 .5 2 .6 2 .657 .62 .434 I 

8 .179 .485 .531 .735 .476 .540 .713 I 

9 .183 .689 .453 .705 .482 .442 .535 .562 I 

10 .I 9 .673 .416 .6-9 .2 5 .561 .529 .522 .62- I 

II .494 .730 .630 .583 . 10 .546 .668 .625 .567 .429 I 

I_ .055 .456 .378 .654 .408 .502 .539 .692 .666 .541 .541 I 

13 .3 10 .417 .569 .7 .442 .353 .693 .814 .407 .463 .-63 .594 I 

1-t .493 .6 6 .748 . 53 .637 .229 .693 .580 .551 .4 19 .586 .366 .7 7 I 

I .390 .540 .727 .669 .702 .439 .744 .772 .464 .572 .650 .622 .729 .60 I 

16 .0 .445 .550 . 03 . 26 .309 .603 .628 .615 .526 .475 .602 .6 7 .6 7 .6 0 

I I 

The imple pair-.: i e c rrelation matri abo ere eal that: variabl I and 6 ar weakl orrelat d with th 

oth r ariable :varia le 8, 12. 13 and 15 were found to be highl c rrelated po iti ly: ariable 5. 7. 

14. and 15 w real o found to be highly corr lated po iti el . 

40 

1-6 

I 



in a prin ipal comp nen analy i gener te the re ult h \\ n on Tab I 4.4.3 b I ". that h " 
munaliti and th igen alue . 

Table 4.4.3 : Principal omp nent nat utput. 

ommunality %of % 

.866 9.149 

.881 2 1.561 9.8 

.852 3 1.214 7.6 74.5 

4 .855 4 .852 5.3 79.8 

5 .934 5 .658 4.1 84.0 

6 .822 6 .518 3.2 87.2 

7 .758 7 .401 2 .5 89.7 

8 .876 8 .350 2.2 91.9 

9 .839 9 .315 2.0 93.9 

10 .748 10 .253 1.6 95.5 

II .761 I l .228 1.4 96.9 

12 .766 12 .150 0.9 97.8 

13 .919 13 . 122 0 . 98.6 

14 .868 14 .106 0.7 .2 

IS .854 15 .071 .4 99.7 

16 .837 16 .051 0.3 I .0 

The ommunaliti for each ariabl indicate the prop rtion of the variance of the variable that i du t 

fa tor. for exampl 91.9% ofthe ariance in ariabl 13 i due to the fa tor . h igen alue e pre 

e \ariances e ·tracted by the factor fore ample factor I explain 57.2% of the t tal ariati n. 
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f 

rin ip I mp n nt an I t e tra t d 

lo • 

Tn I 4.4.4 : Initial Fact r ndin atri . 

\' ri ble Factor 1 Fact r 2 Fact r 3 Factor 4 

I .431 .669 .344 . 184 

2 .760 .059 .494 -.233 

.778 . 21 -.090 -.I -9 

4 .857 -. 189 -.-05 -.119 

5 .712 .339 -.137 -.202 

6 .573 -.348 .51 I .291 

7 .842 .137 -.031 .165 

8 .832 -.217 -.176 .324 

9 .750 -.274 .169 -.421 

10 .697 -.362 .266 -.163 

II .794 .139 .293 .149 

12 .724 -.452 -.059 .088 

13 .801 -.015 -.347 .317 

14 .797 .347 -.168 -.176 

I .8-6 .092 -.1 J 8 .228 

16 .774 -.187 -.374 -.22 1 

Fa t r 5 

.285 

.042 

-.1 8 

. I 6 

-.-02 

-.164 

.038 

- I 

.036 

.187 

-.047 

-. 158 

.238 

.22 

-.215 

. 11 



To r.ra t th prin ip I mp nent th initi I fi t r matri · \ nhog nail r tat d t rna imiz th 

e u in_ ·arima: · rotati n. he arimax r tated fa t r matri. i h \\n in Ta te .4 bel w. 

able .. .4.5: arima Rotated a tor atri . 

Factor 2 Factor 3 Factor 4 

.080 .018 .174 .0 5 

2 .076 .654 .308 .397 . 41 

3 .341 .254 .726 .049 . 7 

4 .6 6 .545 .251 .12- .0 7 

5 .240 . 179 .90 1 .125 . 12 

6 . 16_ .286 .038 .837 .Ill 

7 .580 .237 .368 .21 .38 1 

8 .770 . 188 .228 .437 .071 

9 .254 .803 .27 1 .235 .029 

10 .3_1 .699 .0 14 .381 . II 

II .322 .292 .352 .487 .459 

12 .548 .379 .217 .489 -.187 

13 .890 .132 .158 .149 .252 

I . 26 .397 .429 -.128 .483 

15 .602 .119 .530 .38 .2 15 

16 .6 7 .516 .30 -.037 -.046 

From lh final arimax r tated matrix abo e \! e can ee that: 

• ariabl 4. 7. 8, 12, 13. 14. 15.and 16load hea ilyon Factor I. 

• ariable 2. 9. and I 0 load hea ily on Factor 2 . 

• ariable 3 and 5 load hea it • on Factor 3 . 

• ariable 6 and II load hea ily on Factor 4 . 

• aria le I loads hea it on Factor 5 

43 



o and the uln rabilitie th r pr nt are ummariz d in abl -l.4. 

Tab! 4.4.6: uln rabiliti . 

nvironmental hazard . 

• to lack of a" arenes of omputer urit ue . 

• to unauthorized physi al a c 

• ptibilit failure and in tability of ele trical p \ cr urc 

• fir 

• u er op rator error . 

• u eptibilit ft are Oaws or inadequa ie . 

• u ceptibi lity t th ft of ystem resource . 

2 • ity . 

• u eptibilit to unauthorized programmati 

• to I of data or software file . 

3 • u c ptibility to hard ar failure or c 

• u epti ilit toke per on d penden 

4 • u c ptibility to improper handling of torage media 

• us cptibilit to unauthorize inti rmati n th ft r di cl ur . 

5 • 
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mbin d uln rabilit le el in Tabl 4.3 .1 w re th n u d L det rmine th mean uln rabilit) 1 

fir h of th fa tor hown in abl 4.4.7 . b to'> . 

Tabl 4.4.7: ulnerability e cl per Fact r. 

Factor Mean Vuln rability Le I 

J 5.8 

2 4.7 

3 6.0 

4 5.6 

5 6.2 

The table abo e indicat that factor 5 has the highest ulnerability level of6.2 this ish wever b I -.: the 

rna. imum ac cptable vulnerability level of7.5. 

4.-. Di criminant nat , i . 

Di riminant anal is\ as u ed to determine whether the ariable u ed in the ulnerabilit analy c uld 

u d to predict group/ ector memb r hip. 

Th mean ore and standard de iation on Table 4.3.2.1 abo e wer u ed for the anal i . 

Th anal · i proce generated three canonical discriminant function . hi i n i tent -.: ith the rule that 

that ·i f there ar more ariables than groups then the numb r of di criminant fun ti n will at m t 

equal to the number of group minu one . 
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Th tandar iz. d can ni I di riminant function coeffici nt arc ummariz d in a 1 4 .. I 1 "'. 

abl 4 .. 1: tand rdized aoooical o· crimioant uocti n ffi i nt 

Function l Fun ti n 2 

1 .107 -.644 

2 -.-12 -.24_ 

3 .582 1.052 

4 -.099 -.6 3 .4 9 

5 -.340 -. 80 -.539 

6 .8-6 -.158 .20 

7 -.638 .933 -.145 

8 -.15 1 -.003 -1. 87 

9 -.356 1.585 -.1 5 

10 .021 .011 .157 

I l -1.998 .060 -.346 

L 1.526 -.60 -.0 

13 -.9 8 .727 .610 

14 1.196 -.259 -.373 

15 1.812 .177 .004 

16 -.644 -.954 .19 

To ss the imp rtance of the ariable in di criminating between groups, the impl pairwi c 

correlation b tween th di criminating ariable and the canonical di criminant fun tion wa alcul at d 

and i ummarized in Table 4.5.2 b IO\ . he ariable are order d b ize of carr lation within functi n. 
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Table 4.5.2: Oi riminant Loading . 

o. Factor 1 F ct r 3 

.060 .142 

7 .055 .465 -.096 

8 .146 .425 -.182 

.154 .411 .195 

.283 .3 6 -.0"'2 

II -.544 .3T .04_ 

14 .064 .3 0 .067 

13 .091 .317 .046 

4 .087 .301 .207 

5 .160 .26 1 -.102 

12 .243 .257 .007 

6 .138 .160 .150 

.007 .L9 -.0 11 

10 .183 .r- .508 

2 .033 .40 .435 

16 .064 .16 .177 

Th loading ugge t that ariable 9 i the mo t important variable in di riminating between the fi ur 

wh n using function 2. imilarl when u ing function 3 ariablelO i the most important. From the 

I din we can also see that 13 out of th 16 ariables ha e the I rge t ab Jut correlation to fun tion 2. 

H n function 2 i the mo t uitab1e for Ia ifying there ponden into their r p cti e s tor . 

ing the can nica l function g neratcd ab e the mean di criminant ore for each se tor" a calculated 

and lh re ult ummarized it Tabl 4.5.3 bel \1 • This can be us d to clas if there pondent companie 
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ir ltV ategoriz d a rdin t h ' clo th ir di riminant 

rimin nt r oflh gr up. Fore ampl . u in fun ti a r p nd nl h a 

long to the inan e and In 

abl 4.5.3: an Di criminant c re . 

0.681 -0.342 .771 

1.43" -0.348 

-3.132 - .074 

The a ura y of u ing th di criminant functions to classify the respondent ' a aluat d u ing the 

onfu ion matri. of actual r u pr diet d group member hip ho\ n in Tab I 4.5.4. 

Table 4.5.4: onfu ion Matrix of ctual Ver u Predicted roup M mb r hip. 

Predicted Group/ 

ctual Group ommercial & 

ector) llied 

griculture 80.0% 20.0% 0.0% 0.0% 

10.0% 70.0% 20.0% 0.0% 

0.0% 18.2% 81. % 0.0% 

0.0% 0.0% 12.5% 7.5% 

The per entage of gr up d a e c rr ctl Ia ified i 7 .41% 

From the abo e tati ti it i ati to conclud that the di riminant function can b u d t pr di t 

sector/group m mber hip. 
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t . rc h d uri Ri k R lat d Problem . 

able 4.6.1 : P rc i d urity Ri k R I t d Pr bl m 

urit} Probl m 

I p 5. 6.4 9 6.- 5 6.4 6.2 

pie 

lm 

Hard\\are failur . .5 9 6.0 9 6.5 10 4.2 3 .I 

:1 oft\\are failur . 7.0 9 5.7 8 6.5 10 3.4 3 6. 

Communi ation .5 7 6. 1 7 6.3 5 4.0 2 6. 

5} tern fai lure. 

e)Ph} i at building 5.2 6 4.4 4.5 5 2.4 4.4 3 

·i!itie . 

0 Pea ti e and 6. 1 4.6 9 6.0 5 5.2 6 .6 

proc dure . 

La, and 5.5 9 4.9 3 3.8 _.2 4. 

lation. 

Th percei d urit ri J.. " re rank d n a cal of I to I 0 ' here the I ast ri k i ranked I and the 

hi t ri k i ranked 10. The analy i i a don the mean rank and the modal rank. 

averag majori t f the r p ndent indi ted moderate ri k ranked between 4.3 and 6.2 for the 

urit} relat d pr blem h 'v\n in abl 4.6.1 b e. The indu trial and all ied ctor had mean rank 
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fr m 5 .. t 7 .. h n ind i ating mod rate ri k from the e urit r ·l.ted pr I m . Th finan 

t r had m an rank ranging fr m 4.4 to 6.4, hen al indicatin m derate ri k fr m 

urit. relat d pr bl m . Th mmer ial and allied e tor had mean r nk r nging fr m 3. t 

6: tmilarl} indi ating m derat ri k fr m the curit related pr bl m . he agri ultural e t r had the 

lo\\ t m an ranks' ith mo t r nging from 2.4 to 4.2 h n e indi ating relati ly I ' r ri k fr m the 

uri!) r lat d pr lem . 

Ho' ver. r nn I r lat d probl m , ommuni ation tern failur . and pra ti e and pr ccdurc ha e 

a modal ore of 10 indi ating that man of there pond nt c n ider the pr blcm t p th hi he t 

risk to their computer · tern . 

ln th ommercial and allied tor the problem of hard\' are failure and ' arc f: ilur had am dal 

e of I 0. indicating that the e are p r i d as highe t ri k problem in thi e t r. 

Ac th e tor th problem of laws and regulation i con idered to be f le t ri k with a m d I 

re of I. 

4.5. omputer ecurity Pr blem ctuall . perienced By The Organization .1 

The respond nt indicat d that they ha c faced ariou computer related ecurit thr at , ' ith m t 

indi ating that the mo t common i iru atta k . These viru attack are u ually thr ugh the elc tr ni 

mail e-mail) y tern u cd b th in these organization . ince all the mpani indi atcd that 

they have ace to the Internet then th are equally e. po ed to the e threat. 

The 01her ecurity relat d pr bl m e. p rien ed in tude: 

• Theft of computer and computer parts. 

• Fraudulent manipulati n of financial tran ctions. 

• Lightening trikes 

• cidental darnag to c mput r quipmenl. 

• Poor communication links. 

• Limited incid nee ofhacking. 

• ofh are and databa e corruption. 

• PO\: ·er outage . 

• Password ted appli ations. 

• Improper egregation o dutie . 

• et\ ork failure. 
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Ho~ er me of there p nd nt indicated that they ha e ne'-er c. p ricnccd an) ,cri u · c mputer 

t. relat d probl m 
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h pter 

ummar and nclu 1 n . 

thi hapt r th conclusion arri ed at fr m th r ar h finding ar di u d in light f th ti 

fth tud . 

Th ud indicate that the companie qu t don th airobi to k x hange ha c b en u ing computer 

fi r mo than • ears with 76.4% ha ing u d computer for the pa t I 0 y ar . hi th re~ re m an that 

ha e comput r-bas d infl rmati n ha\e er tim built their 

n rit1 al application and h n e i a trategi as t that ha to b c ur d tall tim t en ure 

ontinuity f busine . 

Companie in the Industrial and Allied t r Finance and In e tment mm r ial and 

!lied ector indicated that they hav mainframe computer th i can b cxpl in d fr m th fact that 

m ~ority of the e companie i.e. 75.0% 54.5%, and 60.0% re pecti el ha had 

or more than 15 year . The companie al ha e the high u age f mini mput r . m aning that th y 

ould mo ing their operation fr m the mainframe-based en er to mini mput r-b ed erver . 

In t rms of in e tm nt in omputer ) t m 67.7% of the companie h e inve tm nt of more than h 

0 million. and 52. % indi ated th t they had an IT budget of m r th n I 0 milli n fl r the pre 

}ear. Thi indicate that th r i c ntinu d hea in e tment in infl rmati ) the e 

com an ie . The inane and lnv tm nt ct r ha the highe t I I fin e tm nt with 72.8% ofth 

omp ni ha ing more than I 0 million in mputer stem . 

!though mo t ofth mpanie ha e mad hea ) in estment in in~ rmati n t hn I gy it i urpri ing 

lhat the do not ha e a information te hnology profe sional at the • e uti ard le el sine 88.2% of 

lh pondent ompanie indicat d that th do not ha e the p t t r. 

II the re pondent compani ha e a ce to the Internet; thi mean th ) ar .·p ed to computer 1ru 

lha are spread throu h the Jnt m t e p iall through ele troni mail. 
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In :nn fp li > rmulati n m t ofth re pondent indicat th t th ) had a p li f1 r hard\ re and 

.2%). and mputer curil) lie. 7%). 

e en! ' ith 0/o • th r · 

17. 0/o ,andothersannuall) _9.4%). Thi mean hat7 . ~oh" d lined frcquen )' 

uri!.) po tur of their rganization . 

liw tly O\er half (55.9%) ofth companies indicated that they ha e annual e urity udg t . thi i lo 

toth p r entage(52.9Vo oftho ecompaniesthathavel budge ofo er h IOmillion. mparing 

lb . to furth r upports thi . In the lndu trial and llied ctor 62.5% f the c mpanie · ha an IT 

r K h I 0 million and 62.5% ha e ecurit budget : in the inance and In e tm nt 

compani ha e IT budgets of o er K hs 10 million and63.6% ha e urity budg t ; in the 

Commercial and IIi d ctor40.0%ofthe companie have an I budgetofo r K h I milli nand 

0.001o ha e urit budget . Therefore there appear to b a relation hip bet een th e that ha high IT 

bud I of o r h I 0 million and th who ha e securit budget . 

\1o ofth information y terns are u ed main! forTran action Proce s stem (I 0% and fl r 

Management ln[i rmation tern (76.5%). The u e of Decision upport t m 29.4% , ecutive 

lnfonnation tern 17.6%) tern (17.6%) and trat gic lnformati n y tern (_0.6% i 

quite low meaning the u e of p iali t informations stem i not widespread . 

. 2. onclu n on Ri k, Factor and Di criminaot naly i . 

Th finding of thi tud indicate that the inance and In e tmen ctor and the omm rcial and 

All1ed tor ha ince their ulnerability le els t the u ceptibilitie 

on ider d in thi tud) ar all a ceptable. 

Th A ricultural t r h th mo t in e ure y tern compared v ith th other ect r and i ·u eptibl t 

i. vulnerability area . 

Con id ring the ombin d vuln rabilit) lc I the high t su ceptibility area i unauth riz d phy ical 

to computer y tern . thi mean that ery fev of the informations stem manager do not con ider 

r tricted ac e to computer r m and ommunication acces point as well a the in tallati n of 

urit) monitor and alarm stem to b important. his explains wh some of there pond n ha e 

e perienced theft of computer and mputer part . 
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er hie-h -.:ulnerabilit)' ar m Jude: u ceptibility t c mmunication t hn 1 b'): u ptibilny t 

n p nd ncy: u eptibili to fire: and su ceptibility t ofh are na.... r inadequaci . J hi 

' h# orne f the pr blems experienced by the e organizati n in ludc: 

• Fraudul nt manipulati n of financial tran action . 

id ntal damage t computer quipment. 

P rcommuni ati n link . 

• l1mited inciden e f ha king. 

fh ar and databa e corruption. 

• Password iolations o a to ace restricted application . 

twork failure. 

Th fore if the e organization addre ed the e areas of susceptibility the incid nee r p rted hould 

lh refore be minimized. 

The factor analy i extracted five factors to represent the 16 ariable . 

The first factor (Fact r I i u ccptibility to human errors unauthorized phy ical a ce , natural hazard 

and failure of public utiliti . This factor is concerned' ith los of busine a et . 

The ond factor (·act r 2) i u c ptibilit to unauthorized logical a ce to computer r urce . Thi 

fa tori concerned with lo · of confidentiality and pri acy. 

The third factor (Factor 3) is u ceptibility to hard\ are failure and key per on dep ndency. Thi factor i 

con emed .. ith to of a ailability and reliabilit . 

The fourth factor Factor 4) i u ceptibilit to los and/or theft of organizational data and infl rmati n. 

This factor is concerned \\ ith to s of accurac and integrity. 

The fifth factor (Factor 5 i u ceptibility to communication technolog}. Thi fa t r i con erned v ith 

loss of a aHabili ty and r liabilit . 

From the anal sis all the factor ha c vulnerabilit levels below the acceptable le cl. Fact r I ha th 

highest vulnerabilit of 6.2, followed b Fa tor 3 .. ith a 'ulnerability le el of 6.0. Factor 2 ha the lowe t 

'Uinerability le el. Thi ther fore mean that there pendent organization n ed to put more effort on the 

countenneasure that addre s usceptibilities to human error unauthorized ph sical acce , natural 

hazards failure of public utilities and communication technology. 

54 



I., il i a manag m nt d ci i n a to wh ther or not th lev I· f uln r ilit. ar a epta le. 

·.in \- irtuall all e manag r \ ith the ecurit re p n i it it r a tern h v th auth rit t 

or reJ t the urr ntlev I f ulnerabilit) for · t m under th ir pur i " . 

The ults of di criminant analy i indicate that ariable u d in thi tud t determin th curit 

of the r pondent can c u d t pr d ict the ctor to wh i h a re p ndcnt bel ng , ith an 

ura . of79.41%. 

-J. onclu ion on Perc i d curi Ri k. 

In lh lndustrial and t r mo t of th r pendent indicat d that Lher ar thre ar where ther 

· high-percei ed e uri ri k these ar : hardware failure: software failure· and Ia\! and regulation . 

In lh Finance and In e tm n ect r mo t of there pendent indi ated that th r ar fl ur area ' here 

tb re i high-percei ed s curit ri k the e are: personnel related probl m ; hard\! ar failure; oftware 

failure: and practice and pr edur . 

ln the Commercial and IIi d t r mo t fth responden indicated that ther r • t\ oar a where there 

i high-perceived security ri k the ear : hardware failure and fh are failur . 

In th gri ultural e t r m t f th re p nd nt indi ated that there ar l\\ 

m erate percei ed 

From th abo e analysi it can b c nclud d that mo t ompanie agre that per nn I r lated pr I m 

hardware failure. and oft-. ar failur are p r i cd to po e the highest e urit ri k. H \ e\cr th 

com ined modal or h ws that mo t companie perc i ed that the highe t ri k re arc: er nnel 

relal! d problems· hardware failur · mmuni ation stems failure· and practice and pro cdur . Thi 

th r fore means that p onn I r lated pr Jem and hardware failures are the high t ri k t an 

infonnation s stem. 

In nclusion. ther i no imple an wer to the pr bl m of a hie ing o era II information • t m ecurity. 

It be ins \\ith the genu in a\ ar ne by top managem nt. go emmentleader , u er . end r and tern 

managers of the need to pro abl) ur information proce ing sy em . ntil that goal ha b n 
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h1 ed.' e" ill b un bl t fulfillth pr mi oftru t' rth) pen y t m ar hit <.:turc nd ur· 

" rldl\ ide network mputing. 

·A. Recommendation . 

Th grov ing d p nd nc on th rgani7.ati n on omputer-bas d y tern mean th t th data they h ld 

abilit) to pr ce the am on titut a major corporate as et. Ther fore anything that d nie the 

tinued acce to the e ets jeopardize th ir ability to conduct bu in in a tim ly and pr fitable 

mllUler. 

e urit) problem , pr ntion i the mo t effi cti e approach and can pr t t u fr m ut 

9()D'o of the problem ourc . 

There ear her would therefore pr the [i llowing m a ures in order to r duce the ri k and enhance 

control and therefl rea ailability of the organization computer · t m : 

• E amin the organization hort and long range strategic ne d and de elop p lici regarding th 

establishment of guid lines on the u e of computer system . 

• Top management must authorize th establishment ofth information tern 

it does n t e i t. and pro ide it with the nece sa.ry authority and re ourcc 

'" ith informati n ecurit procedures. 

urit functi n if 

• stabli h a apa it planning function toe aluate the ad quacy ofhardv are/ fh are in each 

informati n · tern p r ting en ironment from th per pe ti e of b th h rt and long t rm 

strategi planning. 

• De el pan erall Information e urit plan to i.n lud all in ormati n pr e ing ·y tern , from 

Personal omputer (P ' ) to mainframes. 

• D fine and 1 purch ing guideline regardingju tification and appr dure forth 

purcha of all computer ystem components. e.g., hard" ar ftware, c mmunication tc. 

• tabli h a pre-appro ed li t ofP y terns componen and ndor . tandardiLe on ne or t\ o 

company brand ; but ha e e eral ource of uppl . particul rly for hard\ are. 

• uideline mu t be pro ided regarding the connectivity of o al rea etv rks ( ' , Wide 

rea etw rk (WA hared databases and up/down lin loading v ilh the erver from an 

perati nat and curity per pecti e. 

• teart articulate that compliance' ith sofu are cop right law and licen in agreement mu t be 

adhered to b all. 
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• To minimiz ri k. an on- oing pr gr m of information y t m c urit} Ju ti n. training nd 

\\JI n · mu t c d vel p d a r all sta lin in the r ani1ati n. 

_· . Limit ti o f th tud . 

Th ud} had ertain limitation that h uld b taken into on id rati n v hen int rprcting th finding . 

Th ar : 

• Becau the nature of thi tud r quired divulging e urity related infl rmati n m of th 

memb r in the population f tud c nsidered the e ensiti e and d lin d t re p nd t the 

qu ti nnaire. Tho 

therefi re might ha 

,.._ho r p nded might ha e not pre nt d the true ecurit p iti n and 

biased the finding ofth stud . Thi i the main limitati n thi tudy. 

• Th tudy did not in orpor t th vi w of the end-u er ofth computer 

• Time was at o a c nstraining factor in this tudy. Due to the hort tim 

wa not po i le to guid all th r spondent through the que tionnair 

qu tions would ha e be nan w red hurriedly. 

5.6. ug e ti n t r urth r Re ar h. 

tudy it 

me of the 

This tud focu d on the manager in harg of information technology'" ithin th rganizati n . Thi 

ud) can be ext nd d to in Jude th end-u r o a to find out the a tual in-pia e unt rmea ur that 

have been im I men ted. 

in e all there pondent indicat d that they ha e acce to the Internet an ther area f tud ' ould bet 

Jndout the impact ofthe Intern ton th rganization 's e urity po ure. 

Th ope of this tudy c uld al e r ad ned b I oking at privat ly ov ned larg compani 

ccording to KlRDI 1 93 Ia ification in the Ken a Dir tory of Manufacturing lndu trie i.e. 5 0 

employees the finding can be u edt p rform a comparati e anal sis again t lho e companie quot d 

on the airobi tock xchange. 
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Tl 

CTJO 

I. ~ tis th ov ner hip fth ompany? (ti k one). 

\ holly foreign ov ned [ 
Who II locall O\\ n d ( 
Joint! owned [ 

-· \\'ben did your r ani.atti n fir t in tall omputer ? Ti k one . 

Les than 5 yr ag [ 1 
Less than I 0 but mor than S ago [ ] 
Less than 15 but more than I 0 yr ago [ ] 

ore than lS yr ago [ 1 

3. HO\ man. of the following do ou ha\ e? (tick in the appropriate 

Mainframe : 0 [ 1 I - 10 [ ] II - 20 [ ] 2 I - 30 [ ] MrthnO[] 

Minicomputer : 0 [ ] I - 10 [ ] I I -20 [ 21 -30 [ 1 Mor than 30 [ 

Desktop PC : 0 [ ] I - 10 [ ] II -20 [ 21 - 3o r ore than o r 1 

Laptop PC : 0 [ l I - 10 [ ] I I - -0 [ ] 2 I -30 [ ] I r th n [ J 
otebook : 0 [ 1 I - 10 [ 1 II -20 [ ] 21 -30 [ l More th n 0 [ 1 

. Do you ha e the p ition ofth IT Dire t r? 

Yes [ ] 
0 [ ] 

. If ··no" in questionS above\ hat i the title ofth overall in charge of c mput r 

and information services? 

1Litle -------------------------------------------------------

6. ppro imatel hov mu h (in h ) ha ou in e ted in our omput r y t m? (li k ne) 

L than 50 million [ ] 
e than 100 million but more than 0 million [ ] 
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than ISOmillionbutm rethan IOOmillion ) 
than _oo milli n but m r than ISO million J 
than 250 million but m re than 200 million [ ] 

~fore than 250 milli n [ ] 

7. at \\as the IT budget of our c mpany during the Ia t finan ial ear? 

Le thanK h I million 
Le s thanK h 5 million but more than Kshs I million . 
Le than Kshs I 0 million but m re than Kshs 5 million 
More thanK h I 0 million. 

. Does your organization ha e an acqui ition policy for hard\ are and 

Ye [ ] 
I 0 [ ] 

r 1 
r 1 
[ 1 
L l 

fh ar ? 

your organizati n ha e ace to the Internet and World \i id Web? 

Yes [ ] 
• 0 [ ] 

10. Does your institution have a written, formal computer security policy? 

Yes [ ] 
0 [ ] 

II. Ho-. frequently are your computer ecurity arrangements r ie\ ed ? 

Monthly 
Quarterly 
Bi-annual! 

nnuaJl} 
ny Other pecify) 

[ ) 
[ 1 
l ] 
[ 1 

L . re there any annual budget all cati n for the ecurity of our computer tern ? 

Yes [ ) 
0 [ ] 

13. HO\ \\Ould you rate the computer litera y level\ ithin our organization for the fi llo\ ing 
categories of staff? 
(Tick one) 

a) Management: Excellent [ ] Goo f ] Fair [ ] Poor [ ] 
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. plain your rating 

• • ••••• •••• 0 ................... .. 0 .................................. 0. 0 ....................... . 0 ................... .............. ... 0 ........ 0 • 

• ••••••• • 0. 0 ....... ........ 0 ••• 0 ....... 0 0 0. 0 ............. 0 ••••• 0 0 0 ......... 0 .... 0 0 0 •••• 0 ........... 0 ........... 0 ..... 0 ............................ 0 ••• 0 

••••••••• • ......... 0 .... 0 .. .. .. .... 0 0 0 0 ........ 0 0 ••••• 0 .... . 0 0 .. 0 .... 0 . . .. ..... ........................................................ 0 ............ . 

•••••••• 0 .......... 0 ..... ... . 0 .................... 0 ....................... 0 0 0 ....... ........ 0 ..... 0 ...... 0. 0 0 0 ................................ . 

on- tana ement: . c llent [ ] d [ ] Fair [ ] P r [ 

ni h ofthe foliO\ ing lnformati n 
ti kif pre ent) 

em I ) do you current! u \\ ithin ur rganization? 

a Transaction Proce ing [ ] 
b Management Information [ ] 
c) Decision up port y tern ( ) [ ] 
d E cuti e Information y tern ( - I ) [ ] 
e E pert ysterns (E ) [ ] 
0 trategic Information y tern ( I ) [ ] 

s }our organization ha e a formal trategic plan for Information Technology? 

Ye [ ] 
0 [ ] 

.......... .............................................................................................................. 
• • ••••••• •••• 0 ••• •••• 0 0 •• 0 0. 0 •••• 0 •••••••••• 0 •••••• • 0 •• 0 0 ••• 0 ••• 0 0 0 ••••••••••• 0 0 0. 0 ••••••• 0 •• 0 ••• 0 ••• 0 •••• 0 •••••• ••• • 0 ••• 

0 0 0
• 

0 

······ ········· ············· ··· ····································· ··· ··· ······· ······· ·· ·· ·································· 
••••••• •• 0 • ••• •• • 0. 0 •• 0. 0 •••••••••••••• 
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I B 

ery 
Imp rtant 

ount rme ur 

.\It mati e y tern mmunicati n path 
are available. 

poli on th r onal com ute [I r 
Communication e is 

( 

There are dedi ated ph n lin [I r y tern ) 
ommunication. 

rk configuration c ntr I ) 

A do umented pro 
remo ing network u 

e i ts [i r adding and 

The network pro ide 
authentication me hani m e.g. 
password) 

nd 

written hardv ar configuration ntrol 
procedure i a ailable. 

y em pre entati e maint nanc 
regular basi . 

d n on a 

Redundant r functi nail. equi al nt l m 
hardware i a ailable. 

0. The comput r r om i k pl lear f hazard u 
material. 

I. Change to th omput r r m n ir nm nt 
ning i contr lied e.g. heat and humidit 

-· Protection again t natural di a ter .g. n od 
and earthquake 

( ) 

( ) 

( ) 

( ) 

( 

( 

( 

( 

( 

( 

( 
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Imp rt nt 

) 

) ) 

( ) 

) 

) 

) ( ) ( ) 

( ) ( 

( 
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-train d in all 
ur 

rna nag m nt of m gn ti 

. You ore copie of b -up m dia parat I 
for the com put r. 

'· You remove data torag m dia fr m th 
\\h n it is not in u . 

I. tanagement i b th in orm d about c mput r 
urit and upporti 

) 

( 

( ) 

I. S} em computer curit offi ial i a ign ( ) 
in writing. 

I You ha e had ormal r informal c mput r 
urit)' training nd a'> ar in(! rm ti n 
urit)' rule and regulati n . 

room' hi h hou the mput r 
restricted ace 

urity monitor and alarm 
are installed in th c mput r r 

ha ·e a pr -authorized et of 
• em pri it g and mmand . 

( 

( 
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rm ur 

" 
-in to ftv.ar appli ati n 

id nti fi r. 

progr mm 

iaJ ba kup are don at I 
ada} and full ba kup of net" ork 
are done at lea t once "eek. 

Da alhat are riti at to the mi ion 
· tored off ite . 

. You 'tiru an all oftware befi rc 
loading into th tern. 

Log-in att mpt are limit d to a 
pecific numb r ~ r th n tw rk u er . 

. Vend r (logon id ntifi ati n ar 
remo ·ed from th network rver. 

Computer cr en are created a\\a 
from pa er b . 

P w r uppl ( p 

our tern. 

.g. battery or 

to Lh omput r fu or ircuit 
reaker pan I i contr lied. 

·. Criti at data i 

I. Fired t tion 

l. omputer r m i on tru ted u ing 
firepr f mat rial. 

el) l 
lmp n nt Imp nant Imp n nt 

( ) 

( ) ) 

( ( ( ) 

( ) ( ) ) 

( ) ( ) ) 

( ) ( ) ( ) ( ) 

( ) ( ) ( ) ( 

( ( ( ) ( ( ) 

( ) ) ( ) ( ) 

( ) ( ) 

( ) 

( ) ( ( 

( ( ) ( ) ( ) ( 
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\ I) l 
Imp rtant Imp n nt 

: .. unt rm ur 

( ) ( ) 
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I. f 1-1 pi e r nk lh e urit) r lalcd pro tern · in rdcr the d gr f ri k t< 

; ea lRi k= I.Hi h Ri k=l ). 

a . Pe nnel and th r pe pi robl m . 

b . Hard\\are failure. 

c). ft, are failure. 

d . ommuni , ti n t m failur . 

. Phy ic I building fa ilitic . 

f). Pr ticc and pr dur 

g . w and R gu lation . 

] 

[ 

2. an u plea e li l an eriou omputer e urit r lated problem our rgani/.ati n ha cxp 'ri n ed. 

················· ········ ··········· ································································································ 
································· ········································································ ········· ·········· ········ 

•••••••••••••• 0 0 ..... 0. 0 ••••• 0 ••• 0. 0 ••••••• 0 •• • •• 0. 0 ••••• 0 ••••••••• 0 0 ••• 0 ••• 0 ••• 0. 0. 0 0 0 0 •••••••• 0 •• 0 ••••••••• 0 •••• 0 0 0 •••••••••• 0 ••••• 

.................. ................................................................................................................ ... 

......... ................................................................................... , ....................................... . 

........ ............................................................................................................ ................ 
··············································· ····················································································· 
····· ··············································································································· ················ 
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Ill 

I. u epti iliti to ommuni ati n a ti it te hn logy. 

2. u eptibililie to inter/ intr n t\ ork u era ti ity. 

3. u ceptibilitie Lo hard\\are fai lure or configuration change. 

4. u ceptibilitie to en ir nmental hazards. 

ptibilitie to k p r n dependen y. 

6. u eptibilitie to improp r handling of storage media. 

7. ptibi l itie to ack f awarene by computer ecurity issue . 

8. l unauthorized physical access. 

9. u eptibilitie to unauthoriz d programmatic acce 

10. 

II. 

16. 

to I of data or oftware til s. 

to unauthorized information theft or di clo ure. 
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