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Abstract

Cloud computing offers a number of benefits buusé&g challenges has remained a big barrier
for its widespread applications As cloud computing moves the application softwarel
databases to be hosted by third parties, the marageof such data and services becomes
untrustworthy. The security challenges include dinatized access, reduced control over data,
over reliance on service providers and encryptieriggpmance degradation. This study sought to
explore security techniques in current researctksyadentify cloud security challenges amongst
users and cloud providers in Nairobi, Kenya; andettg and test an agent-based cloud security
model. Findings from different research works résgaencryption having performance
degradation issues, no real time data monitoriog ftr clients, and data residing in one storage
location and can easily be accessed upon intruSiample population from financial sector and
cloud service providers were used for the studymAlti-agent cloud security model was
developed, using the Prometheus multi-agent metbggo to provide a combined and
intelligent security solution. Research findingsealed concerns over cloud security and this
model provides the needed solution encompassitay aassification and separation, selective
encryption, access control, use of agents to seardhupdate massive volumes of data, and real-
real time monitoring. Data classification and sepian allows data to be kept at different
location thereby making data incomplete upon intrusvhereas selective encryption minimizes
the volume of data to be encrypted thereby redueingryption and decryption performance
degradation.
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CHAPTER ONE
INTRODUCTION

1.1 Background

National Institute of Standards and Technology (NI8efines cloud computing as "cloud
computing is a model for enabling ubiquitous, congrt, on-demand network access to a
shared pool of configurable computing resourceg.,(enetworks, servers, storage,
applications and services) that can be rapidly ispfoned and released with minimal
management effort or service provider interactio€loud promotes availability and
comprised of five key characteristics, three delivenodels and four deployment models.
The key characteristics of clouds are: on demailfdssevice, ubiquitous network access,
location independent resource pooling, rapid edagtand pay per use. A commonly agreed
framework describing cloud computing services gds the acronym "SPI"(Mather,
Kumaraswamy & Latif, 2008). Fig 1 shows SPI framekvo

< Application domains >

Software-as-a-service

Private

Public

Platform-as-a-service

/ Infrastructure-as-a-service

Paas,
Public, laas,
Hybrid,
Analytics

Service delivery models

Web

Figure 1: SPI Framework: Source (Mather et al, 2008

Cloud computing consist of cloud deployment andiserdelivery models (Ritesh, Swati &
Chatur, 2012; Pearson, 2012; Mather, Kumaraswamya8f 2008). The deployment and

service delivery models pose different securitylleinges.

Cloud Deployment Models and Challenges

12



This represents specific type of cloud environméing various deployment models have

different security issues (El-khameesy & Rahman,22@he four deployment models are:-

i) Public Clouds - Is based on massive scale offeritmgsthe general public. The
infrastructure is located on the premises of thavider, who also owns and manages the
cloud infrastructure. They offer greatest levelefficiency in shared resources however
they are more vulnerable.

i) Private clouds - The cloud infrastructure is owwedeased by a single organization and
is operated only for that organization. Offers ¢jneatest level of security and control but
still require the company to purchase and mairddithe software and infrastructure.

iii) Community clouds - Provide shared infrastructure dospecific community that has
shared concerns e.g. compliance issues.

iv) Hybrid clouds - Hybrid clouds are a combination mfblic, private, and community
clouds.

Cloud Service Delivery Models and Challenges

Entails how services are delivered via the cloutbu@ computing is used to sell hosted

services in the sense of application service prawisg that run client server software at a

remote location. End users access cloud-basedcapphis through a web browser, thin client

or mobile app while the business software and siskata are stored on servers at a remote
location. laaS is the foundation of all cloud seeg followed by PaaS then SaaS. Just as
capabilities are inherited, so are the informatsecurity issues and risks (Kavitha &

Subashini, 2010). Each service has its own secis#iyes (Kandukuri, Paturi & Rakshit,

2009). Such delivery models include:

i) Infrastructure-as-a-service (laaS) - The laaS service model is the lowestisern the
technologystack, offering infrastructure resources as a servsuch as data storage,
processing power and network capacity. The consucaer use laaS based service
offerings to deploy his own operating systems gpplieations, offering a wider variety
of deployment possibilities for a consumer thanSPaad SaaS. The consumer does not
manage or control the underlying cloud infrastruetyrovider is in complete control of
the infrastructure and what runs in it (Ritesh, &wWaChatur, 2012). laaS is prone to
various degrees of security issues based on thel dieployment used; Public cloud
poses the major risk. Examples include Amazon 32,

ii) Platform-as-a-service (PaaS) - The vendor offers a development environnte
application developers, who develop applicationd affer those services through the

provider's platform. The consumer does not manageontrol the underlying cloud

13



infrastructure including network, servers, opemtsystems or storage but has control
over deployed applications (Ritesh, Swati & Chaf{y12). PaaS is a variation of SaaS
whereby the development environment is offered asraice. Examples include Google
Aps, Force.com and Microsoft Azure.

iii) Software as a service (Saa$ - Traditional methods of purchasing software inea\the
customer loading the software onto his own hardwareturn for a license fe€apEx.
In laaS, customer does not purchase software abier rents it for use on a subscription
or pay-per-use modelOpEX. Typically, the purchased service is completemfra
hardware, software, and support perspective. Exesnfhlesforce CRM, GoogleDocs,
etc. The client has to depend on the provider fop@r security measures. The provider
must do the work to keep multiple users’ from sge@ach other’'s data; it becomes
difficult to the user to ensure that right secuntgasures are in place (Choudhary, 2007).
Fig 2. Shows the various cloud service deliverefay Fig 3. Shows what cloud provider

controls in different service delivery models (Keat, Kumaraswamy & Latif, 2008)

/ Endusers

A
1
'
1
[ Software asa service(Saal) ]

[ Platform asa service (PaaS)

—

e m—em =N

—

-_____-----____________)

[ Infrastructure asa service(laaS) ]

Figure 2: Cloud service delivery layers: SourceatBen, 2012)
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Service model

'Lnynr T Softwareas  Platform as " Infrastructure as
a servies a sefvien aservice

Facility 4 4 v

Metwork v v v

Hardwiare I " ¥ r

05 / 7 '

Middloware 7 g 7

Application 4

User

* Qudatlon marks (ndicate layers in which either the provider oF user could be in contiol.

Figure 3: Cloud service delivery layers: SourceafBen, 2012)

1.2 Problem Definition

Cloud computing provides a number of benefits haweloud security is always a hindrance

and a big barrier for its widespread applicatioAs cloud computing moves the application

software and databases to third party infrastrectilmle management of the data and services

becomes untrustworthy (El-khameesy & Rahman, 20Bath service has its own security

issues (Kandukuri et al., 2009.key problem in outsourcing the storage and prsiogsof

data is that parts of the data may be sensitive) a8 business secrets, credit card numbers,

or other personal informationStoring and processing sensitive data on infragire

provided by a third party increases the risk ofutharized disclosure if the infrastructure is

compromised by an adversary (who could be an ins$iden the third party provider).Some

of the security challenges are :-

i) Unauthorized access -compromising data integritya@mfidentiality(Pearson, 2012)

i) Lack of user control/loss of control over data {Bean, 2012)

iii) Over reliance on service providers (Choudhary, 2@0g. Data migration being carried
by Service provider, Violation of SLA

iv) Encryption performance degradation (Weis & Alvé®ss, 2011; Chen,2012)

v) Encryption key management problem (Balding,200&1€¢12012)
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1.3 Objectives

The aim of this project was to develop an agesttasecurity model for database

applications that combines different cloud securiigproaches together with add on

functionalities. The following were the objectivefsthe study:-

1. Explore existing cloud security techniques, methaats models in current research works

2. Identify cloud data security techniques being usgdampled Nairobi cloud providers
and sampled users within Financial Sector

3. Develop agent-based cloud data security modeldtabase applications

4. Test and validate the agent-based cloud data $gounidel

1.4 Research Questions

The following are the research questions that glitte study:-

1. What are the cloud security techniques in curres¢arch works?

2. What are cloud security techniques being used hgobliecloud providers?

3. Are ICT data custodians and managers within firgrsgctor like Pension, Banking and
Insurance industries aware of cloud computing? #ey aware of cloud computing
security?

4. Which method allows users to be in control of tidata and also makes data valueless
upon intrusion?

5. Is there a model that can combine the differentisigcapproaches?

6. Is agent-based cloud security model appropriate?

1.5 Scope of the Study

The study focused on cloud security model for dadabapplications covering security
challenges, access controls, data classificaticeta dnanipulations, events logs and
monitoring, selective encryption, security analyaml reporting. Cloud computing security
broadly falls under management, operations anchtdoby (Mitchell & Alcock, 2010). The
rest of technology class such as identity and kagagement, backup and restorations, audit
and compliance, physical security and network mtaia have been left out for now. The
model does not cover other cloud storage servigesiCloud, dropbox.The study was
limited to financial institutions since they arejordeaders in technology usage and they also

deal with large financial transactions that aresgamre and susceptible to fraud.
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1.6 Significance of the Study

Cloud computing opens up a new world of opportesitbut faces numerous security
challenges that need to be considered and addreHsisdproject explored the various cloud

computing security techniques so as to establistnmabined security model that protects data
and allow customers to have control over their dlagmeby increasing trust, confidence and
uptake of cloud services. Omwansa,Waema,Omwendgbd)2Aibserved that 50% of South

Africa’s medium and large businesses were usingdcBervices, compared to 48% in Kenya
and 36% in Nigeria, This means Kenya have alreddgtified the cloud computing potential

and this model will significantly increase cloudtaige.
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CHAPTER TWO
LITERATURE REVIEW

2.1 Introduction

Cloud Computing uptake in Kenya

Omwansa, Waema, Omwenga (2014) on their 2013 diaseline survey pointed out that
cloud usage in Kenya is at 48% however there isl hee- Enhance the awareness of cloud
technologies, Develop national cloud computingtegg, Enhance cyber security, Enhance
the relevant legal and regulatory frameworks. They findings on awareness showed low
awareness as majority of respondents (80%) wereamare of either policy or legal
frameworks, 75% of respondents indicated they wereaware of any cloud computing
standards. A survey done by Ovum in Kenya in 2@i#hd out that 47% of organizations
were already using cloud systems for corporate y§tesns. Kituku (2012) observed that
privacy and security had affected adoption of cloachputing by companies listed at Nairobi
Stock Exchange.

Cloud Computing uptake in Africa

Africa still lags behind in cloud uptake. As of 20lall countries surveyed indicated that
cloud computing was being considered. The studgetad all South Sahara African
countries. Twenty-five countries were surveyed. Hbedy revealed that in 68% of the
countries surveyed, the government administratioss vat the stage of studying the
introduction of cloud computing. 11% were piloting6% implementing while 5% were
already using (Omwansa, Waema, Omwenga, 2014).

African countries have introduced cloud computinglifferent levels according to a study
conducted by International Telecommunication Uni@iU) in 2012 however ITU
recommended: - a regulatory approach that caterseourity/confidentiality and personal
data protection, Network connection security, Datatection, Certification of CSPs amongst
others.

Cloud Computing security -world wide

A number of computing groups have announced tHfgrte to promote some facet of cloud
computing. Some of these groups are:- NIST,CSARBNKRIA,CCSW,SCC,DMTF,

Jericho Forum( an international information segutitought leadership association) among

18



many others. There has been significant researatk wo cloud computing and cloud
computing security over the years. Several groupd arganizations are interested in
developing security solution and standards forclbad. Cloud Security Alliance (CSA) is at
the forefront in gathering solution providers testier current and future best practices for
information assurance in the cloud.

IARIA held the fifth International Conference on oddd Computing, GRIDs and
Virtualization at Venice, Italy on May 25-29, 201@ne of the topics was cloud security
challenges and solution discussions on:-PrivacyadLdalancing, Agent-based cloud
computing amongst others.

CSA, ENISA and Fraunhofer-FOKUS joined forces aettiithe third edition of the Secure
Cloud conference at Amsterdam in April 2014 thatuled on legal issues, cryptography,
incident reporting, certification and compliance.

CSA organized fifth CSA Summit held at San Fraogiin February 2014 where key policy
makers and industry luminaries discussed indussgiinal issue (" can we trust global
cloud service providers to protect customers latateywhere in the world ?").

Cloud computing security workshop (CCSW) held atliBén November 2013 focused on
cloud centric security focusing on practical crygtphy for cloud security, secure cloud
resource virtualization based on access contrldagdaware web services security paradigm,
scalability of security in global size clouds amaw@rity for cloud programming models.
Secure Cloud Computing(SCC) held International ¥§bop on Secure Cloud Computing at
Xian, China in September 2013 which focused onstéwrurity infrastructure and framework
of cloud computing, Coding and cryptography foruseccloud, Distributed computation and
access control on encrypted data, Privacy presgtechnologies in cloud computing, Secure
data sharing, secure data replication and Secutaesgiachronization.

2.2 Limitations of existing Techniques, Models antlethods

2.2.1 Techniques

i) Encryption

Data security in the cloud is one of the biggest@s. To protect data, use of Advanced
Encryption Standard (AES) and Secure Socket Laypraposed (Darsi, Suresh, Jayakumar,
2012). AES is used to encrypt data in the cloud &8d is used to secure transfer of data
over the internet.

Encryption Key Management Problems

19



The common solution for data confidentiality is alancryption. Encryption brings key
management problem and performance degradation. Wghoresponsible for key
management? ldeally, it's the data owners. Bur@sgnt, because the users have not enough
expertise to manage the keys and lack of secuwigreness, they usually entrust the key
management to the cloud providers. As the cloudigers need to maintain keys for a large
number of users, key management becomes more comptedifficult (Chen, Zhao, 2012).
Since much of Cloud Computing is based on repbecatit is important to maintain the
distinctiveness of encryption and decryption kdyscently, Amazon faced a challenge with
this issue on their Cloud systems (Balding, C. 2008e main issues are: - General security
issues e.g. Keys being stolen, Keys being vulnereblattack or compromise. Management
of keys problem e.g. Single point of failure, Néedcale linearly to handle lots of keys
Encryption Performance Problem

Encryption seems like the perfect solution for emgudata security; however, it is not
without its drawbacks. Encryption takes considgrabbre computational power, and this is
multiplied by several factors in the case of dasaka(Weis & Alves-Foss, 2011).
Cryptography greatly affects database performaecadse each time a query is run, a large
amount of data must be decrypted; and since the w@gration on a database is running
gueries, the amount of decryption operations quidkécome excessive. As the cloud
computing environment involving large amounts ofad@ansmission, storage and handling
there is effect on processing speed and compuddtiefficiency. Encryption algorithms
consume a significant amount of computing resousigsh as CPU time, memory, and
battery power. For the static data used by clowkthapplications in PaaS or SaaS model,
data encryption in many cases is not feasible s=cdata encryption would prevent indexing
or searching of that data, the static data use@€lbyd-based applications is generally not
encrypted. Not only in cloud, but also in tradigbiT environment, the data being treated is
almost not encrypted for any program to deal wi{{Chen et al., 2012; Mather et al., 2008).

i) Homomaorphic Encryption

In June 2009, IBM developed a fully homomorphicrgption(FHE) scheme which allows
computation to be done on encrypted data withourygding data however it requires
immense computation effort. Gentry the IBM researabstimates that performing a simple
google search with encrypted keyword with this athon would increase amount of
computing time by about a trillion. Successful attwp of FHE for query processing is,
however, still a distant dream, and numerous chgéle have to be addressed. One challenge

is how to perform algebraic query processing ofrgmed data, where we produce encrypted
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intermediate results and operations on encryptéd dan be composed (Mani, Shah and
Gunda, 2013). Conceptually, an FHE scheme can atealany function, and hence can
process any query. However, applying FHE to queogegssing is not straightforward, and
several issues have to be addressed. The firstsdmaw to translate any query into a FHE
circuit that can be evaluated on encrypted data.
iii) Anonymization
Anonymization technologies such as K anonymous datd pre-processing methods faced
challenges when applied to large data (Mulero, 2009
2.2.2 Models
i) Three Level Defense Model
By analyzing HDFS, (Yuefa et al, 2009) developeduséy model anchored on three level
defense systems namely:-

a) The first layer- Responsible for user authenticgtidigital certificates issued by the

appropriate, manage user permissions.
b) The second layer-Responsible for user's data etenymnd protect the privacy of
users

c) The third layer: The user data for fast recovery.
With three-level structure, user authenticationded to ensure that data is not tampered with
though it does not provide data separation, seeeincryption and monitoring mechanisms
i) Two Phase Model
Darsi et al., (2013) proposed a two phase modettstred to provides security to the data in
the entire process of cloud computing, be in ttamisin cloud. The model divided into two
phases, First Phase deals with the data encrypdinth,secure transfer data over internet.
Second Phase deals with the data retrieval fromdglncludes the decryption process and
double authentication process, one by owner/compadyanother by cloud service provider.
This model is susceptible to encryption and pertoroe degradation and there is also key
management problem in which dishonest providersusarthe client data for financial gain.
iii) Jericho Model
Ritesh, Swati & Chatur (2012) Jericho Forum's Cldiube Model provides a figuration
description of security attribute information ingadiin the service and deployment models of
cloud computing and the location, manager and owsfecomputing resources. The
definitions of model parameters are as follows:
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a) Internal/External: a model parameter to definephgsical location of data storage. If the
physical location of data storage is inside of dla¢a owner's boundary, then the model
parameter value is internal. Contrariwise, the rhpdeameter value is external.

b) Proprietary/Open: a model parameter to define twaeoship of cloud's technology,
service and interface etc. This model parametecatels the degree of interoperability,
i.e. the portability of data and application betwg®oprietary system and other cloud
modalities, the ability of transforming data froneclaud modality to other cloud modality
without any constraint.

c) Perimeterised/De-perimeterised: a model parameterdéscribe the “architectural
mindset” of security protection, i.e. a customeafsplication is inside or outside of
traditional security boundary? Perimeterised mehasa customer's application operates
within traditional IT security boundary signaled finewall (Ritesh et al., 2012).

d) Insourced/Outsourced: a model parameter to deffieelth dimension that has two states
in each of the eight cloud forms: Per(IP,10,EP,E@y D-p(IP,I0,EP,EQ). Insourced
means that cloud service is presented by an orgiamies own employees, and
Outsourced means that cloud service is presented thyrd party. These two states
answer the question “who do you want to build onage your cloud service?” This is a
policy issue (i.e. a business but not a technicakchitectural decision).

Jericho model gives out mini framework to be cogrsd.

iv) Cloud Risk Accumulation

The cloud risk accumulation model is based on wtdeding of the layer dependency of

cloud service models in order to analyze the sgcusks of cloud computing. laaS is the

foundation layer of all cloud services, PaaS iddoupon laaS and SaaS is built upon PaaS,
so there is inherited relation between the senaapability of different layers in cloud
computing. Similar to the inheritance of cloud segvcapability, the security risks of cloud
computing is also inherited between different serlayers (Ritesh et al., 2012).This model
only explains the risk dependency between layers.

2.2.3 Methods

i) Security -As-a-[Cloud] Service Method

Just like software-as-a-service (SaaS), the busimesdel with security-as-a-service is

subscription-based. In addition, security-as-aiseris also sometimes referred to as “SaaS”.

With SaaS, there are two emerging provider typdee Tirst type comprises established

information security vendors who are changing tluglivery methods to include services

delivered through the cloud. The second type casepristart-up information security
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companies that provide security only as a cloudiser and do not provide traditional

client/server security products for networks, hpatsd/or applications (Mather et al., 2008).

Such service includes email filtering, web contéitering, vulnerability management,

identity management etc. Under this, cloud cliergtill under the mercy of the cloud security

provider.

i) Agent Methods

One key feature of software agents is the intalligethat can be embodied into them

according to some collective artificial intelligen@approach that needs cooperation among

several agents that can run on a parallel or Higgd computer to achieve the needed high
performance for solving large complex problems kegpxecution time low.

In large-scale data centers, agents can seairtdn, Guery and update the massive volumes of

data that are stored. We can envision a scenareyentioud agentsorking on our and

operating systems behalf, to provide intelligentadaccess services, monitoring services,
processor-to-application assignment strategies,eaedgy-efficient use of Cloud computing
infrastructures(Talia,2011).

A theoretical approach of security framework aslvasl a MAS architecture (Talib, 2010)

that could be implemented in cloud platform in orte facilitate security of CDS, on how

the MAS technology could be utilized in a cloudtfdam for serving the security that is
developed by using collaborative environment of EAD

The MAS composed of five types of agents User fater Agent (UIA), User Agent (UA),

DER Agent (DERA), Data Retrieval Agent (DRA) andt®®istribution Preparation Agent

(DDPA). The agent functions are as follows:-

i) UIA- Considered as the main and leader agent,afgent is acts as an effective bridge
between the user and the rest of the agents. Symfitsaactively assist a cloud user in
operating an interactive interface, recording tressages and data shared among agents
and also serves as a data access point for otbetsags well as cloud users.

i) DDPA - Used to tolerate multiple failures in distribute®® systems. In CDS, we rely
on this agent to disperse the data file redundatigss a set of distributed servers. The
main goal of this agent is to generate a corresteesurity policy to secure the CDS.

iii) DRA -: Used to enable the cloud user to reconstruct tiggnat data by downloading the
data vectors from the servers. The main goal afdlgent is to generate integrity security
policy to secure the CDS.

iv) UA - Act as a customer gateway that makes features d llécessible to cloud users. It

includes responsibility of providing cloud usersttwreal-time information of entities
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residing in the MAS. User agent also allows closgrs to control the status of loads
based on priority predefined by a cloud user. Tlanngoal of this agent is to generate
both confidentially and integrity security policiessecure the CDS.

v) DERA -: Responsible for storing associated DER informatidBR information to be
stored may include DER identification number, tyfoeal fuel availability, cost function
or price at which cloud users agree to sell, a$ ae=DER availability. The main goal of
this agent is to generate availability securityigpoto secure the CDS.

This agent method does not provide: - data clasgifin, access control, encryption, real-

time monitor and data manipulation operations ¢jkery, search, update etc.

Rasim & Fargana (2013) proposed use of agent bé&sderated identity management

comprising of Service providers, Identity providarsl Users. Idm comprises;-

i) Provisioning:the practice of provisioning of identities withim arganization addresses
the provisioning and deprovisioning of several g/pé user accounts (e.g. end user, the
application administrator, IT administrator, supgov, developer, etc).

i) Authentication the process of ensuring that the individual is Wkeaclaims to be, and is
identified through various mechanisms, such asilgmassword, biometrics, token, etc.

iii) Authorization a common need in security to provide different ascéevels (e.qg.
deny/allow) for different parts or operations witha computing system. This need is
called authorization.

iv) Federationa group of organizations or CSPs that establisicke ©f trust that allows the
sharing of information of user identities to eathen.

This agent method does not provide data classdicaencryption, real-time monitor and
data manipulation like search, updates.
iii) Data Classification and Separation
The challenges in privacy protection are sharing @éhile protecting personal information.
The ability to control what information to revealdawho can access that information over
the Internet has become a growing concern. Theseecos include whether personal
information can be stored or read by third parigthout consent, or whether third parties
can track the web sites someone has visited. Anathrecern is whether web sites which are
visited collect, store, and possibly share persoriarmation about users. The key to privacy
protection in the cloud environment is the strieparation of sensitive data from non-
sensitive data elements (Chen, 20This does not provide encryption, real-time moritgr

and access controls.
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iv) SLA specification

The security SLA specifications and objectivestezlao data locations, segregation and data
recovery has also been fronted (Kandukuri et &lQ92. This is prone to violations by the
Cloud Service providers.

v) Cloud Security focus

After analyzing the management process disciple@®ss the ITIL and ISO frameworks
(Mather et al.2008, p.133) identified the followinglevant processes as the recommended
security management focus areas for securing ssrwicthe cloud: Availability management
(ITIL), Access control (ISO/IEC 27002, ITIL), Vulngbility management (ISO/IEC 27002),
Patch management (ITIL),Configuration managemeifitLlincident response (ISO/IEC

27002). This method lacks data separation andtirealimonitoring.

2.3 Proposed Solution

Having explored the different research works, epiioyn and decryption have performance
degradation issue due to voluminous nature of ciatd thus there is need for a model that
provides selective encryption. It's also evidemit ttomplete data is kept in one place e.g. a
particular database kept in one server in one quéat place thus data is easily accessible
upon successful intrusion, there is need to separad store data in different locations. None
of the models/techniques/methods have addresseddhe of real-time data monitoring on
the client side. Cloud security calls for intellige and combination of different security
approaches. Cloud computing and multi-agent systmslistributed computing models thus
multi-agents can be easily be used to provide coetbiand intelligent solutions to cloud
environment. This project is a combined securitydetloand a further work and
implementation of data classification and sepamatiproposal(Chen,2012), Access
control(Yuefa et al,2009) ,Use of agents in cloedusity(Talib,2010) , Use of agents to
search, filter, query and update the massive vatuofielata (Talia, 2011)se ofencryption
(Darsi et al,2013)with addition of real time data monitoringrhe model minimizes volume
of data to be encrypted as it does selective etiorydt consists of:-

i) Data

i) Agents: handles user interface, Views, Data maatmis, Data classification,

Encryption, Anomaly monitoring, access controls aadurity analysis
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CHAPTER THREE
METHODOLOGY

3.1 Introduction

This chapter sets out the research methodologywthatadopted so as to meet the objectives
of outlined in section 1.3. The chapter coversrégsearch design, population sample, model
design methodology, data collection and analysis.

3.2 Research Design

The research design type adopted was survey anotype development. Survey was done
in order to find out cloud security challenges aggirthe stakeholders. Prototype was then
designed to offer solution to various security Erajes.

3.3 Population Sample

To identify respondents for the study, a stakeholgealysis was done that resulted in
categorization of stakeholders: Cloud Service Rend, Users-Managers (Those who can
influence cloud adoption), and Users-Custodians dVdle data custodians within clients’
companies). Cloud users were drawn from finaneat® population since they are major
leaders in technology usage and they also carge lAnancial transactions that are sensitive
and susceptible to intrusion. 10 user organizataons 3 cloud service provider organizations
were identified who could participate in the stu@®f.the 10 user companies, 35 managers
and 30 data custodians were targeted. Table 1 sétaksholder categorization and sample.

Table 1: Stakeholder Categorization and sample

Category Target users Target Number of companies
1. Cloud Service 3 3
Providers(CSP)
2. Users
Users-managers 35 10
Users (DBA, SA, System30 10
security administrators)

3.4 Data Collection
Questionnaires were used to collect primary daiffef@nt questionnaires were designed

based on stakeholder groupings. Secondary datecesouncluded journals, conference
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proceedings and policy papers. Primary data wdeatetl using a questionnaire with close

ended and open ended questions. The questionmegresadministered to the selected staff

of the target companies. All the 3 service providempanies responded, 32 out of 35

managers responded, 24 out of 30 and 7 out of &3'usompanies responded. Table 2 shows

the number of responden®dfer to Appendix 1 for different set of Questidmes

Table 2: Number of Respondents

Category Target Respondents Number of companies thg
population responded
1. Cloud Service 3 3 3 out of 3
Providers(CSP)
2. Users
Users-managers 35 32 7 out of 10
Users (DBA, SA, System30 24 7 out of 10

security administrators)

3.5 Data Analysis

The nature of questions and data collection methos#sd necessitated the use of both

gualitative and quantitative analysis methods. (Qatale analysis was done on open ended

guestionnaires which were later analyzed througintitative techniques and interpretation

given. Quantitative analysis entailed analysis afadn numerical form showing numerical

counts, percentages, charts and graphs. Analyssla@e at two levels: - i) Analysis based

on data collection tools - Analysis on data obtdifrem data collection from questionnaires.

i) Analysis on the model performance based onltesu

3.6 Multi-Agent Methodology

The model was developed using Prometheus methogoloerause it is detailed.

MAScommonKADS was used for Analysis, Developmerd &esting. JAVA language was

used for the development and Oracle VM was useddtiing up of virtual machines. Fig 4.

Shows Prometheus methodology
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Figure 4: Prometheus Methodology: Source (Padghéimikoff, 2004)
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CHAPTER FOUR
RESULTS AND DISCUSSIONS

4.1 Research Findings and Analysis
i) Findings from Cloud service providers

Figure 5 Shows security analysis by cloud servimviders Refer to Appendix for Cloud

Service providers' questionnaire analysis)

mC

mA

mB

00GQ 00aQ

data disposal dataleakage where are keys access control compliance  monitoring other
mechanisms  safeguard kept with stds systems protection

Figure 5: Key Security Analysis by Cloud servicevjders
Key findings
The following were specific findings: Encryption svéhe only protection mechanism, No

provision of monitoring systems, Low compliance twihdustry standards and CSP not
availing vital information to clients on issuesesfcryption key management

i) Key findings from Managers

Table 3 shows key findings from managers and Figur&hows security analysis by
Managers.
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Table 3: Findings from Managers

Key Question Respondents Total respondents%

Does not know about cloud 4 32 12.5
Security Concerns 25 32 78

No cloud in Org. strategy 28 32 87.5
Cloud as costly 3 32 9

No control over cloud data 19 32 59
Cloud data owned by provider 20 32 62.5
Does not know cloud compliance standards 23 32 71.8
No recovery plan 22 32 68.7
No assurance mechanisms 26 32 81.25

B Does not know about cloud

| Security Concerns

B Nocloud in Org. strategy

m Cloud as costly

B Nccontrol over cloud data

u Cloud data owned by provider
Does not know clouc compliance
standards

H Narecovery plan

Naassurance mechanisms

Figure 6: Security Analysis by Managers

Key findings

The following were specific findings:- 12.5% doest know about cloud, 78% had security
concerns over the cloud ,87.5% had not incorpdratloud in their organizational
strategy,81% had no assurance information from,@2%% believed their cloud data is
owned by CSP, 59.5% believed there was no coat®l cloud datd&fefer to Appendix for
managers' questionnaire analysis)

iii) Key findings from DBAs, SA, and System Securit Administrators
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Table 4 shows key findings from DBAs, SA, SystentiBiy Administrators and Fig. 7.
Security analysis by DBAs, SA, System Security Adistrators

Table 4: Key Findings from DBAs, System Administrabr, System Security
Administrators

Key Question Respondents %
Security concerns 22 91.6
Protection only by encryption 24 100
Monitoring as way of ensuring control 5 16.6
Data separation as a security option 0 0
Data migration done by cloud servicé7 70.8
provider
Respondents
30
25
20 1/
15
10 - 5
5 0 B Respondents
0 — . .
Security Protectiononly  Monitoringas Data separation Deta migration
concerns by encryption away of ensuring  as asecurity by CSP
control option

Figure 7: Security analysis by DBAs, SA, and Sys&suurity Administrators

Key findings

The following were specific findings:- 91.5% hadcarity concerns over cloud,100%
believed encryption was the only protection mecsal00% believed in having access
control so as to have control over their data,7G#owed cloud providers to carry data
migration for them

(Refer to Appendix 4 for DBAs, SA, and System Bgodministrators questionnaires'

analysig

4.2 Model Specification

Table 5 shows model action areas
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Table 5: Model action areas

Stake holder Problem Action Model
Cloud Users Reduced control/lack of control oyvBeal time Monitoring
user data

Security- Unauthorized access

Access control,

raang, data

separation, Security violation
prevention
Encryption as the only protectionData separation
mechanism(  encryption leads |[teEncryption on sensitive data
performance degradation)
Security- lack  of  vulnerability Analysis reports for decision making
assessments
SLA Violations Monitoring
CSPs Encryption as the only protectioData separation, Encryption on
mechanism sensitive data

Lack of monitoring system

Monitoring

Analysis of users’ problems revealed lack of ak#éenprotection mechanism apart from

encryption, unauthorized access upon intrusionk laic real-time monitor, low security

awareness, lack of security analysis reports. Talsleows Model Agents and Functions

Table 6: Model Agents and Functions

Agent Name Functions

Interface Provide interface where users can intevdh the system

Data Separation Performs data classification amre stata in different locations
Real-time monitor Keep logs of anomalies and previhl-time monitoring
Access control Agent Provide and enforce accessalen

Data manipulation agents Performs Updates, Indeeigtions, Search, Views

Analysis agents Provide vulnerability/security repo

Encryption Performs encryption only on sensitiveada

4.3 Model Design

Architectural and detailed designed was carried out
4.3.1 Architectural Design

The system overall structure was designed as sitoWwig. 8
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Figure 8: Architectural Design

4.3.2 Detailed Design
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4.3.2.1 Block Interaction Diagram
Fig. 9 below shows Model Interaction Diagram
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Figure 9: Model Interaction Diagram

4.3.2.2 Agents Use Case Diagram
Fig. 10 shows use case diagram for the model
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Figure 10: Use case diagram

4.3.2.3 Agents Communication Internals

i) User Interface Agent

This layer contains the application that allowsrside interact with the system. Its primary
role is to capture the user request and subjent tbeaccess control layer.

Interaction diagram for user interface

- - Access control agent Action agent
User interaction

through browser

Send request
Send request

Request reply

v

A

Request reply

i) Access Control Layer
This layer performs authentication and authorizatfeen carries a given action

Access control interaction agent
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Access control agen Respective action
agent

A 4

Request from browser

Request to action agent

Reply from Access Control

v

A

Request reply

iii) Data Separation Agent

The agent ensures database uploads or insert&aasffied so as to store data appropriately.
For migration of existing data, classification shibbe indicated on the schema i.e. Normal
or sensitive data

Data separation interaction agent

) ) Access control agent Data separation agent
User interaction

through browser

Send request
Grant data separation

Request reply

v

Store data

A 4

Request reply

iv) Real-time monitor
Agent is responsible for relaying the anomaliesreal-time basis. It sends the type of
anomaly to the database administrator

Interaction Diagram for Real time Alert Notificatio n Agent

Monitoring Agent Interface agent
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Error logs

&

»
L

Read and analyze error log

v) Update Agent

Send email alert/ >

Give security reports

Performs database updates requests

Access control agen

Update agent

Update data

\ 4

Request from browser

Reply from AC

Grant data update request

\ 4

v

Carry update

A

vi) Query Agent

Request reply

Agent that handles all the database queries

Access control agent

Query data agent

Request from browser

Grant and perform query

v
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Reply from AC

A

vii) Analysis Agent
Analyze the collected data in anomaly log datalaaskeperforms vulnerability predictions

Access control agen Analyzing agent

A 4

Request from browser
Grant analysis request

A

A 4

Reply from Access

control Run report
< Request reply
viii) Encryption agent
Performs encryption on sensitive data
Access control agen Encryption agent
Request from browser
< Grant encryption
Reply from AC
> Encrypt
/decrypt dat:
4.3.2.4 Infrastructure Design Request reply
The model is composed of one host ines for demonstration

purposes. A number of virtual machines can stilldoeled depending on the number of
storage servers. The host machine has Windows fatopg system whereas the two oracle
VM machines have windows XP operating software. hEa€t the machines has Mysql

database and Wampserver which acts as web sdfigeire 11 Shows the Oracle VM Setup.
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Figure 11: Oracle VM Setup

4.3.2.5 Database, Interface, Configuration, Main Meu Design
(Refer to Appendix 5 for database, Interface, Guration and Main Menu Design)

4.4  System Implementation

The infrastructure was implemented by using Or&®eVirtual Box and the application was
implemented using Java Enterprise Edition (JEEmé&awork with JADE, Oracle ADF
running on Oracle Web logic server which actedmdieation server, Java Mail API utility,
Gmail for SMTP as a mail server, MySQL 5.0.5 asBIMS$ and Wamp Server as a web
server.(Refer to Appendix 6 for Model Code)

4.5 Model Testing and Results

The model was tested using trial test cases thkattseto violations and non violations.
4.5.1 Sample Model Authorized Actions

i) Authorized separation of data to different servers

Figure 12 Shows login of user allowed carrying aord creation on different servers
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Figure 12: Authorized data separation screen

i) Authorized update

Fig 13 Shows authorized updates on Payments server
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Figure 13: Authorized updates on Payments server

4.5.2 Sample Model Un-Authorized Actions and Repost

Figure 14 shows anonymous login error and Figur8li&ws real time email alert

40



1 SYSTEM SECURITY

127.0.01:7

€« Pr

System Login

Username  [TEST
password |eessss

Login

| AGENT BASED SECURITY MODEL \
T ¢ T =

NTMO

@ Error B

You are about to access Agent Based Security Model.

| V1 SYSTEM SECURITY MESSA..

&) 4
Google

Gmail -

COMPOSE

I Inbox (39)
Starred
Important
Sent Mail
Drafts (10)

+ Circles

Mara =

@ kibbston

@ wanjiru mwangi
ckimiti
Felister Mwangi
guya
James McOmollo
James McOmollo

jamesmuteithia2

L] [}

SECURITY VIOLATION....

ok |

Ll B + & =

f/mail.google.com/rt

Click here to enable desktop for Gmail. Learn more Hide

- o ] [ - ¥ - Hore >
Change Management courses - www.picourseware_ca za - Certified training for leaders, employees and practitioners

SYSTEM SECURITY MESSAGE Inbox

I guyamourice@gmail.com

to me [+

Failed user TEST login operation

Change Management courses
Certified training for leaders, employees and practitioners
WWW. DICOUrSEWare.co.za

0.52 GB (3%) of 15 GB used
Manage

©2014 Google - Terms & Privacy

Figure 15: Anonymous real time email alert

+Mourice Share
10131 > Q-
Why this ad?
& B Ads @

1:18 PM (2 minutes aga) - -

Ads - Why this ad?

Last account activty: 2 minutes ago
Detais

Figure 16 Shows Inactivation of account upon 3 gosssful attempt

Cheap Japanese Used Cars
Buy low price used cars direct from
Japan view our stock, sign up now!
www_sbtjapan com

High Current Connectors
Powerlock Compatible

High Quality Power Connectors
www_p3connectors.com

.CO.KE Domains KES. 580/=
COM @ 1,000/= Register yours
Today 70% OFF Save Big. Call 0720
378739

wwaw_kenyawebexperts.com

DataFit Curve Fitting
Naonlinear curve fitting, 600+ built
in equations, or create your own
wunw. curvefitting com
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I Inbox (53) - quyamourice., % | AGENT BASED SECURITY MODEL % | =

[C="Taf >
& @ 127.0017101/AGEL ey 6.4 P B ¥ A& =

System Login
Usermame | JOMOLLO

Passnord [eseess
Login

@ Eror
You are about to access Agent Based Security Model,

@
SECURTTY VIOLATON. . .USER ACCOUNT DEACTIVATED. ..

o

Figure 16: Account Inactivation

Fig 17. Shows insufficient privileges error and Hi§. Shows

real time email alert on
insufficient privileges

] Tnbix (54) - guyamourice.. % | http://12700 LatetTstrtpud % | &

C=lel x|
€ @ 1270017101/AC JIODE ctrl-st y | 8- P YrE ¥ & =

AGENT BASED CLOUD SECURITY MODEL

Logged User: JOMOLLO

Last Login: 22-Jul-2014 14:28:33 [Logout]
Home RecordCreation ~ Record Update -  Monitoring Administration - Reports +
Payments @ Error ]

vew | [UARARY 3¢ Deste SECURITY VIOLATION, .. INSUFFICIENT PRIVILEGES. ..

view~ | B | EfiDetach Qe
Payment Reference [BankReference | Member Name |Amount | currency Bark |Branch |Account |PaymentMode  [Value Date |Processing Date  |Status
PMTDS25D1426689  FT2342944F556 OMOLLO JAMES OCH 6, 700,00 KES KEB. MOT AVENUE 1119443434 FUNDS TRANSFER  13-Jul-2014 133ul-2014 RECEIVED
PMTOCFBEEA4F42A FT2342949F67  OMOLLO JAMES OCH 3,500.00 KES CONSOLIDATED BANIMOI AVENUE 45236789 FUNDS TRANSFER  13-1ul-2014

13-1ul-2014 RECEIVED

T .

Rows Selected 1 Columns Hidden 2

Figure 17: Insufficient privilleges error
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/ M1 SYSTEM SECURITY MES!

€ P @ https//mail.google.com/mail/Zinbox/1475dddc

Go 8[@ “ +Mourice

Click here to enable desktop notif i for Gmail. Learn more Hide
Gmail - '~ [+ ] (] [ - % - More ~ 10148 ¢ > t o B2
@ simplesite.com - Make a Free Website - Make a free website in 3 minutes with blog, online store and your own personal domain. Try free Whytisad? [ ]
Inbox (53 < @
| nbona SYSTEM SECURITY MESSAGE o & i
Starred ) SIMPLESITE COM
Important ?uyamourlce@gmall.mm 2:28 PM (4 minutes aga) - - Vet aF
0 me v ake a Free
Sent Mail Website
The user JOMOLLO attempted to perfform UNAUTHORISED operation EDIT in the PAYMENTS module
a1y Make a free website in 3 minutes
wiSiicioe with blog, online store and yaur
ﬂ Click here ly or Forward own personal domain. Try free
Mnra =
= Facebook® Account Sign Up =
Cannect With Your Friends Online.
Jain the Facebook Community -
[ simplesite com - Make a Free Website Ads — Why this ad? _F’EE!
@ kibbston i 1 < facebook com
Make a free website in 3 minutes with blag. online stare and your own personal domain. Try free

© wanjiru mwangi

ckimiti

Felister Mwangi

guya

James McOmollo

James McOmollo

0.52 GB (3%} of 15 GB used 2014 Google - Terms & Privacy
jamesmuteithia2 Manse Last account activity: 4 minutes age =

Details

Figure 18: Insufficent privilleges email alert

Figure 19 Shows sample real time anomalies emails

| 1] Inbox (56) - guyamourice..

€ P & nttpsy//mail.google.com/mail/Zinbox

GO gle “ +Mourice

Click here to enable desktop noti ions for Gmail. Learn more Hide
Gmail ~ - C More ~ 1-500f151 ¢ > o B8

E
Py 14 new T
COMPOSE Q Fima 58 Socil % E'rumuhcns-

fonday Kenya - Job Alerts, B

I Inbox (56)

m

s J me SYSTEM SECURITY MESSAGE - The user MGUYA attempted to perform UNAUTHORISED operation READ in the MEMBERS 1 2:47 pm
tarre
Important me SYSTEM SECURITY MESSAGE - The user JOMOLLO attempted to perform UNAUTHORISED operation EDIT in the PAYMENTS 2:43 pm
Sent Mail o
me SYSTEM SECURITY MESSAGE - Failed user XX login operation 2:40 pm
Drafts (10)
, Circles me SYSTEM SECURITY MESSAGE - The user JOMOLLO attempted to perform UNAUTHORISED operation EDIT in the PAYMENTS 2:26 pm
Rt me SYSTEM SECURITY MESSAGE - The user UYA attempted to perform UNAUTHORISED operation EDIT in the PA NTS v 2:23 pm
L
me SYSTEM SECURITY MESSAGE - The user MGUYA attempted to perform UNAUTHORISED operation EDIT in the MEMBERS m 2:21 pm
; me SYSTEM SECURITY MESSAGE - Failed user ADMIN login operation 2:07 pm
@ kibbston
@ wanjiru mwangi me SYSTEM SECURITY MESSAGE - Failed user MGUYA login operation 201 pm
ckimiti
Felister Mwangi me SYSTEM SECURITY MESSAGE - Failed user MGUYA login operation 2:00 pm
quya e
me SYSTEM SECURITY MESSAGE - Failed user MGUYA login operation 2:00 pm
James McOmollo
James McOmollo me SYSTEM SECURITY MESSAGE - Failed user GUYA login operation 1:54 pm
jamesmuteithia2
me SYSTEM SECURITY MESSAGE - Failed user GUYA login operation 1:53 pm

Figure 19: Sample anomalies Emails

Figure 20 Below shows sample system logs
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11 Inbox [41) - i % | httpy//127.00.. <2818216151379 % | S

€ @1270017

Pl Ba 3+ A=

AGENT BASED CLOUD SECURITY MODEL

Logged User: MGUYA  Lastlogin: 22-Jul-2014 13:38:7 [Logout]
Home Record Creation -  Record Update -  Monitoring Administration ~ Reports -
~| Monitoring - Error Logs
Utiiies + View ~ | B | EfiDetach
Name |Desaiption [Type |Username |user Name |pate |
MEMBERS-READ MEMBERS-READ-INSUFFICIENT PRIVILEGE AUTHORISATION MGUYA MAURICE GUYA 2014-07-13 17:27:10.0 -
MEMBERS-UPDATE MEMBERS-UPDATE-INSUFFICIENT PRIVILEGE AUTHORISATION MGUYA MAURICE GUYA 2014-07-13 0.0
PAYMENTS-DELETE PAYMENTS-DELETE-INSUFFICIENT PRIVILEGE AUTHORISATION MGUYA MAURICE GUYA 2014-07-13 17:27:31.0
PAYMENTS-CREATE PAYMENTS-CREATE-INSUFFICIENT PRIVILEGE AUTHORISATION MGUYA MAURICE GUYA 2014-07-13 19:05:10.0
PAYMENTS-UPDATE PAYMENTS-JPDATE-INSUFFICIENT PRIVILEGE AUTHORISATION MGUYA MAURICE GUYA 2014-07-13 18 IE
MEMBERS-READ MEMBERS-READ-INSUFFICIENT PRIVILEGE AUTHORISATION MGUYA MAURICE GUYA 2014-07-13 19:05:55.0
MEMBERS-UPDATE MEMBERS-UPDATE-INSUFFICIENT PRIVILEGE AUTHORISATION MGUYA MAURICE GUYA 2014-07-13
FAILEDAOGIN USER FALLED LOGIN ATTEMPT AUTHENTICATION JOMOLLO JAMES OMOLLO 20140713
FAILED4 OGIN USER FAILED LOGIN ATTEMPT AUTHENTICATION JOMOLLO JAMES OMOLLO 2014-07-13 1 P
MEMBERS-READ MEMBERS-READ-INSUFFICIENT PRIVILEGE AUTHORISATION MEYA MAURICE GUYA 2014-07-13
MEMBERS-READ MEMBERS-READ-INSUFFICIENT PRIVILEGE AUTHORISATION MGUYA MAURICE GUYA 2014-07-13
MEMBERS-UPDATE MEMBERS-UPDATE-INSUFFICIENT PRIVILEGE AUTHORISATION MGUYA MAURICE GUYA 2014-07-13 19
PAYMENTS-READ PAYMENTS-READ-INSUFFICIENT FRIVILEGE AUTHORISATION MGUYA MAURICE GUYA 2014-07-13 20:
MEMBERS-UPDATE MEMBERS-UPDATE-INSUFFICIENT PRIVILEGE AUTHORISATION MGUYA MAURICE GUYA 2014-07-13 23
MEMBERS-UPDATE MEMBERS -UPDATE-INSUFFICIENT PRIVILEGE AUTHORISATION MGUYA MAURICE GUYA 2014-07-20 09!
FATIFN4 OGTN 1ISFR_ AT I L OGIN ATTEMPT A THENTIC ATION M va MaLRICE BLIVA 20140721 19-56-57.0
Columns Hidden 3

Figure 20: Sample System logs

Figure 21 Shows Servers Anomaly Ranking report

P Inbox (51 hittp://127.0.0...=4122431300602 > | 4= =Rl
& f.ctrl-stat e Plra $+ | =
AGENT BASED CLOUD SECURITY MODEL
Logged User: MGUYA  Last Login: 23-Jul-2014 14:7:56 [Logout]
Home  Record Creation ~  Record Update ~  Monitoring Administration ~ Reports ~
~| Reports
Members Payments All Anomalies Ranking By Server Violations Ranking By Error Type
vew - | A
Module |violation Count |
Loam »
MEMBERS 9
PAYMENTS 4
Columns Hidden 3

Figure 21 : Servers Anomalies Ranking report

Fig. 22 shows selective encryption
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¥ MySQL Query Browser - Connection: root@localhost:3306

Fle Edt View Query Soipt Tools Window Help

| @ Pl @ @ eoiin gy Compuns @ e A A A e e B |

.|| @ Resultset 1 | Schemata

s 1/SELECT + FROW agsntmodel . pavments p;

|AUTHORISER PMT_DATE PMT_CURR_NO PMT_CREDIT_CARD_NO PMT_CREDIT_CARD_EXPIRY_DATE
| 20140817 17.34:00 3
20140817 17:36:35 2
20140817 18:10:14 2 BOEGdIB wEl [t i
2014:07:27 13:2311 1
20140817 18:21:02 1 2+)500IDDFAS| 2405 MTIAINE
20140817 17.43:22 6 I AEEHINE {Bohll&"abIR<I?]
20140817 18:45:23 2 A AS_R BEAL LB OPIA
20140630 08.18:23 0
2014-07-22 14:4358 1
2014-07-27 19.38:31 1
201407-27 18.07:19 1
20140315 09:25:40 1 yD= IxicEE R4S, 1530 U0 IR

Syntax
Data Definition Statements
Data Manipulation Statemerits
MySQL Uy Statements
MySQL Transactional and Locking ...
n Stakeme

< |
12 rous Fetched in 0.00345 (0.00305) # Edit i B Lsst | P Seanch | |

Figure 22: Sample selective encryption

4.6 Discussion of Results

4.6.1 Research Findings

Research results revealed security challenges fagetthe stakeholders. Key findings on
managers’ revealed low strategic direction on cloachputing. 87.5% had not incorporated
cloud in their organizational strategy and 78% diot know about cloud computing
standards. 78% had security concern over cloudy Bélieved there was no control over
cloud data. Findings on low awareness on standad38% was almost in agreement with
(Omwansa, Waema, Omwenga, 2014) in which had 75%icasot know about cloud
computing standards. Low awareness was attribatéack of exposure on benefits of cloud
computing. The security challenges calls for r@akt monitoring system, access control,
selective encryption and data separation.

Findings on data custodians revealed 91.6% hadisecancerns, 100% believed encryption
was the only protection mechanism, 70.8% allowed dagration to be done by the provider
and 16.6% indicated monitoring as a way of ensudogtrol. Encryption has a number of
performance degradation challenges thus other gifotemechanisms are needed. Security
concerns needed a combined security model andhecelian providers on data migration was
attributed to lack of relevant expertise.

Findings on cloud providers revealed encryptiontl@s only protection mechanism, no
provision of real-monitoring systems, low complianavith industry standards and
withholding of vital information from clients in gards to key management. Key highlight

was low compliance with industry standards amotigstproviders and lack of monitoring
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systems. This pointed existence of high securityemabilities amongst the cloud service
providers.The need for a model that performs real-time monselective encryption and
separate data storage so as to make data lessamipopon intrusion was necessary to curb
the security challenges.

4.6.2 Model Findings

The model was able to perform the following: - Reés@e monitoring of cloud environment,
Data fragmentation across servers in differenttlona to enhance security, Encryption of
only sensitive data so as to minimize encryptiod decryption performance degradation,
Enforcement of access control on all cloud objeeisd subjects, Production of
security/vulnerability reports and database openatisuch as search, views, updates,
deletions, insertions.

With real-time monitor, any data operations acrdifferent cloud service providers' storage
are captured and this enhances control and trarspaamongst the cloud customers. Data
classification and separation allows data to bgnfranted across different cloud service
providers at different locations and this makesadatomplete upon successful intrusion.
With Selective encryption, non-sensitive informatidoesn’t need to be encrypted and this
minimizes the performance overheads associated \eitlcryption and decryption.
Vulnerability reports allow clients to rank differecloud service providers based on profiled
security anomalies and also to rank anomalies Ipe tgcross different cloud service
providers.

4.6.3 Literature Review Security Challenges and Maal solution

As captured in literature review, the two majacheiques fronted for cloud security were
access control, Encryption and SLA. Table 7 showslel security solution highlighting on

techniques and user problems, main challenges adelreolution.
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Table 7: Model solutions

o

o

Techniques and| Challenges Model solution and add ons

Issues problems

i) Techniques

Encryption -Brings performance degradation -Employs selective encryption
Weis,Alves- -Provides data classification
Foss(2011);Chen(2012)Cryptography Model offers data separation in whi
greatly affects database performancata is classified and stored at differ
because each time a query is run, a ladgeations. Part of data is encrypt
amount of data must be decrypted based on sensitivity.

Access control -Intrusion -Provides selective encryption
Intrusion can be done either by hackind’rovides real time monitoring
through the loop holes in the application|eProvides data separation
by injecting client code into the Saa®pon any successful intrusion by
system (Subashini and Kavitha, 2011). | hacker, the information is incomplete

SLA SLA Violations -Provides Real time monitor

i) User  Security

Challenges

Reduced control ovs
data

=

Access control and real-tim

monitoring

Un-authorized access

Access control, Data separation a
Encryption

SLA Violations Real-time Monitoring
Encryption Data separation and  selective
performance encryption
degradation
Multi-agents Properties
Negotiation: user agent ,access

control, data separation, encryptio
updates, Queries

=]

Autonomy: monitoring, access contro

Communication: all agents

Reactive: Inactivation after invalid

logins, email alerts

Proactive: prevent inactive accoun
from logging in

Intelligence : Security Analysis report

UJ
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4.6.4 Model Solution and Literature Review

The model has provided a combined solution on emgintation of data classification and
separation proposal(Chen,2012),Access control(Yuefa al,2009;Darsi et al,2013),
encryption(Darsi et al,2013) , use of agents indleecurity(Talib,2010) , usage of agents to
search, filter, query and update the massive vaduofedata that are stored (Talia, 2011)

with addition of real time data monitoring.

4.6.5 Model Results

As shown in section 4.5 Model Testing and Resutis, model is able to monitor and
perform real time alert notifications, performs alatassification and store data in different
servers, encrypt only sensitive data ,provide sgcamalysis reports and performs data

manipulation operations such as:- search ,upddééstion and insertions.
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CHAPTER FIVE

CONCLUSION

5.1 Achievements

The research objective of exploration of existingcigity techniques, finding security
challenges amongst cloud stakeholders and syst¢eotivle of development and testing of
agent-based security model for database applicatwas achieved. The combination of
major research works namely data classificationsapération proposal (Chen,2012), Access
control (Yuefa et al, 2009; Darsi et al, 2013), ust agents in cloud security
(Talib,2010;Talia), Encryption (Darsi et al, 20Mith addition of real time data monitoring
is a major achievement by this model. A numbeslofid users expressed their security fears
in regards to cloud applications more so on privaegiuced control and lack of transparency
in handling of their data by the cloud providershisl security fear has been effectively
handled by real-time data monitoring that senddatéd user actions to client database
administrators.

The model developed has explicitly shown that ipiactically possible to use agents to
classify data, store data in different locationshwdifferent cloud providers, encrypt only
sensitive data and perform data manipulation anchitmidng. The data separation and
selective encryption reduces volume of data to rierypted thereby decreasing encryption
and decryption performance degradation issue.

From the model tests, the following results welbéamed:- Real-time monitoring on cloud
database applications, Data classification andageorat different locations ,Selective
encryption of data, Access control, Security Analyseports, Database manipulations

allowing Search, Updates, Inserts and Deletions

5.2 Limitations

This model is purposely designed for organizatidr@sed database applications but can be
extended to cover other cloud applications stossgeices such as dropbox, icloud, google
drive. The model majorly brings selective encryptioeal-time events monitoring, data

classification and storage separation and will idegrated with other existing mechanisms
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such as identity management systems. Changes stingxiconventional databases are
unavoidable as different databases calls for rewzgdon and classification before being
moved to cloud. There is cost incurred during dsgparation and mapping at runtime
however this cost is negligible since there is moversion needed and fragmentation is
already a feature inherent in distributed systems,cost is lesser than the cost of encrypting

and decrypting all the data in database systems.

5.3 Research Contributions

The research focused on combining different faastssecurity approaches for cloud
applications so as to increase cloud usage by asel®rganizations as security has been a
major hindrance in cloud uptake, this project destiates that agent framework can be used
to combine various security approaches so as twigeomultifaceted security in cloud
computing arena. The model brings in data clasdibo, selective encryption as well as real-
time data monitoring in cloud environment. Datasslfication reduces the volume of data for
encryption so as to minimize encryption performadegradation and selective encryption
minimizes performance overhead associated withyption and decryption. This model

shows that agents framework can be used to contiénearious security approaches.

5.4  Future work
Future work will involve inclusion of agent-basestiérated identity management comprising
of Service providers, Identity providers and Us@®asim & Fargana, 2013) and Use of

mobile agents across network(Ali,Abdullah,Kazar 201
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Appendix 1: Questionnaires

i) Cloud providers Questionnaires
Your Name

Company

QUESTION

ANSWER

How do you safeguard data in the cloud(for database
applications)

Who manages encryption keys

Where are encryption keys kept

How do you safeguard data leakage on shared ressourc

Which industry standard do you comply with

Are mechanisms for identification, authorizatiord &ey
mngt

How is your data backup mechanism for cloud data

How do you destroy data when it’s no longer reqlire

List FIVE of your cloud customer clients
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i)Managers Questionnaires Cloud Computing Questionaire for Managers/Directors

Your Name Company
Name

QUESTION

ANSWER

Have you ever used Cloud computing services ?

Yes [ ] No_]

Do you intend to use cloud computing services ?

Yes [ ] No_]

What benefit do you get/expect to get from
Cloud computing?

What are your concerns about cloud computing?

Has cloud computing been formerly incorporated
into your Organization strategy?

Which operation in your Organization have you tatenloud
or are you planning to take to cloud?

Who owns your data in the cloud and who has th# tguse it?

How do you curb SLA(Service Level Agreement) Viaas

How do you provide governance and assurance beer t
services migrated to the cloud?

What continuity procedures are available in thenewé# failure
of cloud service?

Has the cloud provider availed audit and assurarfoemation?
e.g procedure documentation ,Certifications e.g ISO
27001,PCI,COBIT,BS 25999,Logging and monitoring
information

Tick if you have used any the following

Dropbox
Salesforce CRM
Office 365
Googledocs
Socious Microsoft Dynamics

Oracle Cloud

OO 0O o g d
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iiilData Custodian Questionnaires Cloud Computing Qiestionnaire for

DBA/SA/Security Administrators

Your Name Company
Name
NOTE: For check boxes, double click to check

QUESTION ANSWER

Have you ever used Cloud computing services

Yes [ ] No []

Do you intend to use cloud computing services

Yes [] No []

Which cloud computing service are you already
using or which you intend to use

What benefit do you get/expect to get from
cloud computing

What are your concerns about cloud computing ianesy
to moving your DB to the cloud

How do/will you ensure there is no intrusion to ydata

How will/do you ensure your cloud data is secure?

How will/do you ensure you have control over yoB
on the cloud

How will/did you migrate your data to the cloud?
(Consider that you can migrate the data yourselfser
the cloud provider to migrate the data for you)

Tick if you have used any the following

Dropbox
Salesforce CRM

Office 365

Socious Microsoft Dynamics

Oracle Cloud

Ll
Ll
[
Googledocs ]
[
[]
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Appendix 2: Analysis of Cloud Service Providers Qestionnaires

The companies nhames have been represented wétsl&it confidentiality purposes

RESEARCH RESPONDENTS
QUESTION
B C A COMMENTS
How do you safeguard data  Encryption andEncryption Encryption Only encryption being used

authentication

Is there any data protectio
mechanism apart from

encryption

il

No other protection mechanisnj

Are there monitoring

systems

Industry standard

ISO 27001

—

No monitoring

Recommended ISO
27017(Purely for
cloud),27002,27000,27001, PC
DSS,SSAE
16,HIPAA,Sarbanes-Oxley

Are users in control

Access control

Access contr

Who manages encryption

keys

Customer

oS

Access control minus

monitoring functionality

=

Where are encryption keys

kept

Customer

decides

Client

Not advisable for provider to

manage encryption keys

How do you safeguard dat

leakage

aIn SaaS ,each
customer has
virtual
environment, In
laaS VM is
mapped to
independent
VRF

How do you handle media
disposal /clearance of clien
data upon contract
termination? is degaussing

performed?

I

Customer defines and keeg

p Not advisabfgrovider to
keep keys

A more efficient form is fine

grained multi-tenancy, where a

resources are shared, except that

customer data and access
capabilities are segregated
within the application,

K-anonymity,DLP,Data Leak ag

a service

| Depends on ownership ang

Degaussing needed to remove

residual data
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Appendix 3: Analysis of Managers Questionnaires

QUESTION Total | Noresponse | Don't Know| Ambiguous/W | Average Correct/Answer given
rong
What benefit do you get/anticipate to 35 3 4 28 -Cost effective,shared resources,sitiffadblasticity,
get from -Ease of Access,High data processing speed, St&tagibjlity
Cloud computing?
Cost et o oo
Which operation in your Organization| 35 3 4 28
have you taken/plan to take to cloud?
L L 19
ver| S
hs
gance |8 [ § 23
ices (o]
§ ] 6
d




Appendix 4: Analysis of Data custodian Questionnags

QUESTION Total Average Correct
No Don't Ambiguou
response | Know s/Wrong
What benefit do you 24 24 -Cost effective
get/anticipate to get from -shared resources
Cloud computing? -scalability

-elasticity

-Ease of Access
-High data processing
speed

-Storage

-Flexibility

Bk

How will/do you enforce 24

disaster recovery plan? 24 IsLA
-Transparency
SLA (11) -Assurance on

Assurance(13) | restorations
-Backups mechanisms
-Replication
mechanisms




APPENDI X 5: Data base, I nterface, Configuration, Main menu Design

1) Data base Design

i) User Accounts Table ii) BIO Table
Field Name Type Key Field Name Type Key
USR_CODE INT(210) Primary MBR_CODE INT(20) Primary
USR_NAME VARCHAR(45) MBR_SURNAME VARCHAR(45)
USR_PASSWORD VARCHAR(45) MBR_OTHER_NAME$ VARCHAR(45)
USR_STATUS VARCHAR(45) MBR_EMAIL VARCHAR(45)
USR_LOGIN_ATTEMPTSINT(10) MBR_PHONE VARCHAR(45)
iiil) PAYMENTSTABLE MBR_DOB DATETIME
PMT_CODE VARCHAR(45) Primary MBR_STATUS VARCHAR(45)
PMT_REF VARCHAR(45 MBR_NOK_NAME VARCHAR(45)
PMT_AMOUNT VARCHAR(45) MBR_CUR_NO INT(20)
PMT_BMR_NO VARCHAR(45) iv) ERROR_LOG TABLE
PMT_BANK VARCHAR(45) Field Name Type Key
PMT_BRANCH VARCHAR(45) LOG_ID INT(20) Primary
PMT_ACCOUNT VARCHAR(45) LOG_NAME VARCHAR(45)
PMT_MODE VARCHAR(45) LOG_DESC VARCHAR(45)
PMT_STATUS VARCHAR(45) LOG_STATUS VARCHAR(45)
PMT_DATE DATETIME LOG_USER VARCHAR(45)
PMT_CURR_NO INT(10) LOG_DATE TIMESTAMP
V) USER ROLES TABLE LOG_TYPE VARCHAR(45)
Field Name Type Key LOG_MODULE VARCHAR(45)
ROLE_ID INT(10) Primary vi) MESSAGES TABLE
ROLE_USR_CODE INT(10) Field Name Type Key
ROLE_TABLE_NAME VARCHAR(45) MSG_CODE INT(20) Primary
ROLE_CREATE VARCHAR(45) MSG_TYPE VARCHAR(45)
ROLE_READ VARCHAR(45) MSG_DESCRIPTION | LONGTEXT
ROLE_UPDATE VARCHAR(45) MSG_SENDER VARCHAR(45)
ROLE_DELETE VARCHAR(45) MSG_RECEIVER VARCHAR(45)
ROLE_DATE TIMESTAMP MSG_STATUS VARCHAR(45)
ROLE_STATUS VARCHAR(45) MSG_DATE DATETIME
MSG_USR_CODE INT(20)
vii) AnomaliegError log Classification
Name Type
Insert Insert
Update Update
Delete Delete

Attempted login without account

Valid account
permission

attempting unauthorized

Valid account with wrong password




2) Interface Login Design

% | AGENT BASED SECURITY MODEL > |

@ Server Virtualization

NTMO! owMode—DE:_adf.ctrl

Username

Password

Login

You are sbout to access Agent Based Security Model

10:a7 M

014

3) Data Sources Configuration
i) 1P Address for host machine (127.0.0.1)

Settings for JDBC/AGENTMOD.

C=A"a x|
LlEa +$ &=

Weicome, weblogic ‘ Connected to: DefaultDomain

1270017

tasou

con: Lab

€
ORACLE weblLogic Server® Administration Console

@ Home Log Out Preferences

Change Center
IDEC/ MEMBERS

View changes and restarts IDBC/MEMBERS »Summary of IDEC Dsts
Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain,

Settings for JDBC/AGENTMODEL

C i Targets

Control

Moritoring Seaurity | Motes

Deiin-StyseHae General | Connection Pool | Transaction | Diagnostics | Identity Options

DefaultDomain
EH-Environment

| »
I

Save

gt
i @
[—

The connection pool within a JDBC data source contains 2 group of JDBC connections that applications reserve, use, and then return to the pool. The connection pool and the cannections within it are created when
the connection pool is registered, usually when starting up WebLogic Server or when deploying the data source to a new target.

Coherence Clusters Use this page to define the configuration for this data source's connection pool
achines

F-Work Managers

| “-Startup and shutdown Classes
i Deployments

45 ure:

The URL of the database to connect to, The format of the URL varies by JDBC

jdbe:mysql/127.0.0.1:3306/agentmodel
driver. More Info..,

E-Services
I a 5] Driver Class Name: com.mysqljdbc Driver The full package name of JDBC driver dass used to oreate the physical database
connections i the connection pacl. (Note that this driver dass must be in the
How do T dlasspath of any server towhich itis deployed.) More Info..

* Configure testing options for a JDBC data =
S (] Properties:

user—root

The list of properties passed to the JDBC driver that are used to create physical
database connections. For example: server=dbserver 1. List each proparty
pair on a separste line. More Info...

« Configure the statement cache for a JDBC
comnection pool

« Configure credential mapping for a JDBC data
source

System Status
Health of Running Servers

"~ Failed (0)

| " Critical (0)

System Properties: The list of System Properties names passed to the JDBC driver that are used ta
= physical datsbase connections. For exampie: server —dbserver L, List each

pair on a separate line. More Info.

OrRACLE webLogic S

chanae center

i, ek i cimlete famres i1 s S

@ Home Log Out Prefersnces Lasl Record Help

ES——

= Configure eredental mapping for o JDBC data

Symterm Status [
oty o R g Ser s

B,

i Criticat (03

Sellinus tor IDBEC/MEMBERS
= = Tersets | Momitoring | Contrel | Secority | Motes
Gurroral || Commection Pool || Tiormartion | Disunostics | Tdenbity Sptiors

The connection pes! within & JDEC data SourSs ContaIng & oroup of JDBC connecIoNa

Use iz page t define the configurston for this data SoUree’s connccuon ool
g uRes

] trerver € Enas mames com mysal idbe Driver

<hat applicatens reserve, Use, and then return o the Pool. The connecton pocl and the connectons within It ore craated when

JUbC iy sql/10.1 2 13.3306/ugcnimodeiZnuAceousTo

T T

AL of the datan:
Arver.  Merc info...

ta connect to. The format of the URL variss by J08C

sty ool airy st v Lo whuch Ui defoye ) More Trilo )

e R

are used ta




| P address for Virtual Machine Payments I nformation Server (10.1.2.11)

Settings for IDBC/PAVMENTS .. % LD ]
e Pl +$ | =

€ @127001

DataSourc

nsole/console.portal?_nfph=truesl_pag

ORACLE WeblLogic Server® Administration Cansole

Change Center 1@ Home Log Out Preferences Record Help
AT e St et MEMBERS >Summary of JDEC Data S IDBC/AGENTMODEL >Summ DEL >Sunm
~IDBC/PAVMENT!

Configuration editing is enabled. Future
changes will automatically be activated as you Settings for IDBC/PAVMENTS
modify, add or delets items in this domain.

< i Targets | Monitoring | Control | Security | Notes
Dommain Strachre. General | Connection Pool || Transaction | Diagnostics || Identity Options
Defaultomain -

EH-E

I

‘ Save

The connection pool within a JDBC data source contains 2 aroup of JDBC connections that applications reserve, use, and then return to the posl. The connection pool and the connections within it are created when
the connection pool is registered, usually when starting up WebLogic Server or when deploying the data source to a new target.

Use this page to define the configuration for this data source’s connection poal.

-Work Managers

 Stanasprar s &5 uRL: jdbe mysql/[10.1.2.11:3306/agentmodel?noAccessTc The URL of the databas: The format of the URL varies by JDBC L

driver. More Info...

L-Deployments

EF-Services

e 5] Driver Class Name: com.mysqljdbe Driver The full package name of JDBC driver dass used to create the physical database

connections in the connection pool. (Note that this driver dass must be in the

How do I classpath of any server to which itis deployed.) More Info..

= Eogfiuretesiy ppliorsfica: 6 ata ] Properties: Thc i oF e e e 3B i it o e e gl

s database Connectians, For example: aerver ~dbserver . List Sach property

« Configure the statement cache for a JDBC

pair on a separate fine.  More Info...
connaction poal

« Configure credential mapping for 2 JDBC data

System Status

Health of Running Servers System Properties:

m Properties names passed to the JDBC driver that are
hysical database connections. For example: server
pair on a separate line.  More Info.

ed to
dbserver1. List each

I Failed (0)
I ~ Critical (0)

4) Model Main Menu Design Screen

@: Server Virtualization

http://127.0.0...39495932494987  x \ + = ‘@ é
- 6 sl d & A=

€ @127001

t/faces/home jspx?_adf.ctrl-st

AGENT BASED CLOUD SECURITY MODEL

Logged User: MGUYA  Last Log

20-Jul-2014 22:52:49 [Logout]

Home  Record Creation ~  Record Update ~  Monitoring Administration ~ Reports ~

>| Home - My Messages




Appendix 6: Sample Model Code

Interface Agent

<?xml version="1.0" encoding="UTF-8'?>

<jsp:root xmins:jsp="http://java.sun.com/JSP/Pagersion="2.1"

xmins:f="http://java.sun.com/jsf/core" kra:h="http:/fjava.sun.com/jsf/html" xmIns:af=tpt//xmins.oracle.com/adf/faces/rich">

<jsp:directive.page contentType="text/html;ch&r&H F-8"/> <fview> <af:document id="d1" titt AGENT BASED SECURITY
MODEL">  <af:form id="f1" defaultCommand="cb1"><h:panelGrid columns="1" id="pg3" style="textem:center;">

</h:panelGrid> <af:separator id="s1"/> <h:panelGrid columns="1" id="pg5" style="teadign:center;">
<af:outputLabel value="System Login" id#4" inlineStyle="font-weight:bold; font-size:snkatolor:inherit;"/>
<h:panelGrid columns="1" id="pgl"> <hmelGrid columns="3"id="pg7"> <af.outputLabel vak"Username" id="ol1"/>
<afiinputText label="Label 1" id="Itsimple="true" binding="#{Authenticate.loginUseame}"/>
<af:outputLabel id="ol5"/> <af:outjuabel value="Password" id="ol2"/>
<af:iinputText label="Label 2" id="tBecret="true" simple="true" binding="#{Authendite.loginPassword}"/>

</h:panelGrid> <h:panelGrid columns=t="pg2"> <af:commandButton text="Login" id="tb
action="#{Authenticate.login}'/> </h:panelGrid> </h:panelGrid> </h:panelGrid> <af:separad="s2"/>

<h:panelGrid columns="1" id="pg4"> <aitputLabel value="You are about to access Agene8&ecurity Model."
id="0l3"/> </h:panelGrid</af:form> </af:document> </f:view></jsp:reot
/I Access Control Agent
package com.agent.auth; public class Authenticate {
} HttpSession session = (HttpSessiongB@ontext.getCurrentinstance().getExternalConteeti$ession(false);
private String loggedUser; private Date idgate;

/* This agent handles user login authenticatigaisst set Usernane and Password. It also chectharhthe user attempting to log in is a
registered or anonymous user. In case of anonymmers security violation error message is raiseaandlert sent to the system admin.

* |t also deactivate a user account on thrdeddogin attempts. All violations are also logdedreporting.
* A successful login lands the user on home hgene.jspx) ans sets the UserCode,username agelddag date sessions.
*/ public String login() { String usdameVal = GlobalCC.checkNullValues(loginUsernage&v/alue());

String passwordVal =  GlobalCC.checkNalives(loginPassword.getValue()); if (userNamexahull || passwordVal == null) {
GlobalCC.RaiseErrorMessage("Enter username anavpesy;

return null; } DBConnector dagdler = null; datahandler = new DBConnector(n@ection conn; conn =
datahandler.getDBConnection(); String value =;riiifing anonymous = null; BigDecimal userCodeu#;nCallableStatement cst = null;

String query = "{ CALL userAuthenticate(2,2,?,?) }"; try { cst = conn.prepareCall(qyergst.setString(1, userNameVal);
cst.setString(2, passwordVal); cst.registerOutPatar(B, Types.NUMERIC); cst.registerOutParameter{gpes.VARCHAR);
cst.registerOutParameter(5, Types.VARCHAR); csistegOutParameter(6, Types.NUMERIC); cst.executaerCode =
cst.getBigDecimal(3); value = cst.getString(4); myrmaous = cst.getString(5); BigDecimal attemptstgetBigDecimal(6);
System.out.printin(“userCode =" + userCode);yst&m.out.printin("Return Code =" + value); dsise(); conn.close();

if (value == null || value.equalsignBese("N")) { String from = GlobalCC.emailFromyifig to = GlobalCC.emailTo;
String subject = "SYSTEM SECURITYH8SAGE"; String messageText = "Failed user "erNameVal + " login operation ";

String messageType = "FAILED-LOGJNBIigDecimal userCodeVal =



(BigDecimal)session.getAttrid(ifiserCode"); if (attempts.compareTo(new Bigbed(3)) == 1 ||

attempts.compareTo(new BigDed{B)) == 0) { GlobalCC.RaiseErrorMessage("SECURIVYOLATON...USER ACCOUNT
DEACTIVATED..."); logAndSendViolationMessage(frorm, subject, messageText, messageType, userCqdeVal

} else { GlobalCC.RaiseErrorMessd4§& CURITY VIOLATION...."); } if (@onymous != null &&
anonymous.equalsignoreCase("Y")) { messageTypeNCONYMOUS-LOGIN"; messageText =

"Failed anonymous useruserNameVal + " login operation "; logAnd8i®fiolationMessage(from, to, subject,
messageText, messageType, userCodeVal); } return null;

}else { Date today = new Date();ssien.setAttribute("userName", userNameVal); isessetAttribute("userCode"”, userCode);

session.setAttribute("lastLogirdday); GlobalCC.redirect(*home.jspx"); Systemt.printin("userCode =" + userCode); } }
catch (Exception €) { e.printStackTrace(); I@GICC.RAISEEXCEPTION(conn, e);

} return null; } public stat®tring logAndSendViolationMessage(String fromjrgsrto,

String subject, String messageText, SmiegsageType, BigDecimal userCode) {

JavaMailer mailer = new JavaMailer(); ®grsentFlag = mailer.sendSimpleMail(from, to,jsah messageText);

String messageDesc = messageText; StrasgageSender = "SYSTEM"; String messageRecei@&wolalCC.emailTo; String
messageStatus = "SENT"; BigDecimal messageUsserCode; MessagesBean.updateMessages(messagag&gpageDesc, messageSender,
messageReceiver, messageStatus, messageUsei nidl; } public String loadUserPermissigné return null;  }

public String resetPassword() { //To be caifettie password expiry date is reached or if i®a nser.

return null; } public static Stringerd\uthenticate(String userNameVal, String passwaifl{y DBConnector datahandler = null;
datahandler = new DBConnector(); Connection coeonn = datahandler.getDBConnection(); Strinigea null; CallableStatement cst =
null;  String query = "{ CALL userAuthenticate®???) }";

try { cst = conn.prepareCall(query); astString(1, userNameVal); cst.setString(2, passiialy

cst.registerOutParameter(3, Types.VARBN cst.execute(); value = cst.getString(®pst.close();
conn.close(); }catch (Exceptio e) e.printStackTrace(); GlobalCC.RAISEEXCEPN(@onn, e); }

return value; } public String logouf() SessionBean sb = new SessionBean();

sh.invalidateVariables(); session.remowetfite("userName"); session.removeAttribute(YCsele");

session.removeAttribute("lastLogin"); oB&ICC.redirect("index.jspx"); return null;

} public void setLoginPassword(RichinputTdoginPassword) { this.loginPassword = loginPamsly

} public RichinputText getLoginPassword() { return loginPassword;

} public void setLoginUsername(RichinputTéoginUsername) { this.loginUsername = loginUsene;

} public RichinputText getLoginUsername(¥€turn loginUsername; }

public void setLoggedUser(String loggedUser) {this.loggedUser = (String)session.getAttrifuteerName");
} public String getLoggedUser() { wen (String)session.getAttribute("userName");

} public void setLoginDate(Date loginDate) this.loginDate = (Date)session.getAttribute tlagin®);

} public Date getLoginDate() {  returBdte)session.getAttribute("lastLogin"); }}



