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CHAPTER ONE

RESEARCH PROPOSAL

1.0 Introduction and Background to the Problem.

Computer programs refer to the digital instructidesigned to control a computer’s operations.
They comprise a set of instructions readable byomputer to enable it perform certain
functions' Computer software and programs are a form ofletlal property that serve both as
the expression of an idea and the idea itself wipietforms a technical functidnThey are
therefore protected under both Copyright and Padtaws.

The intellectual property rights in computer softevand programs are also protectable through
trade secrets and unfair competition laws. Theeehamwever, challenges in the applicability of

those regimes of the law to computer software ssudsed later in this paper.

Kenya’'s Copyright Actrecognizes computer software and programs as psogect matter of
copyright protectio. Prior to £' May 2002, Kenyan law then governing grant andqmtion of
patent expressly excluded computer programs fraenstiope of patent protectionChe 2001
statute does not include computer programs amormpgtantable inventiorfs.lt is therefore
arguable that computer programs and software akepnoper subject matter of patent protection
in Kenya subject to the patentable invention sghigf the statutory prerequisites for protection

which include novelty, inventive step and industaipplicability.

There are challenges to the copyright protectiortavhputer programs and software. Firstly,
copyright protection is confined to expression afidea and not the idea itself. It does not

protect copying of computer program’s functionalits reverse engineering and development of

! The Copyright Act 2001 (TCA 2001) s2.
2 B Sihanya, ‘Digital Copyright in Kenya’, (2012) Y&(1) The Law Society of Kenya Journal, 119, 124
3
TCA 2001.
* ibid s2.
® The Industrial Property Act 1990 (now repealed).
® The Industrial Property Act 2001 (TIPA 2001) s26.



another source code that does not infringe thélrsburce code’s copyrightFurther, fitting
computer programs within the copyright law requiesrinthat an idea be “fixed in any tangible”
medium can be problematic considering that a coergarogram is intangible since it constitutes
a series of magnetic spots on a magnetized®digie owner of copyright in computer program
could experience difficulties establishing thatadleged infringer had access to the object code
and that the alleged copy is substantially sintdathat copyrighted.

Studies have revealed that uptake of patents byd€enis low and that most patents registered
in Kenya are owned by foreign entitieé. question therefore emerges as to the causesofotiy

uptake of patents and its general impact on theldpment of computer software and programs
sector. Further, it leads one to question the affioof software patents in spurring development

in computer software industry in Kenya.

The patent application process takes time in viéwhe time-frames set out in the Industrial
Property Act and bureaucracy at the Kenya IndusBiaperty office’ It is therefore valid to
guestion the suitability of patents to computertwafe bearing in mind that the digital sector is

characterized with rapid technological changesiammtovements.

The United States of America, one of the leadingntes in software developments, allows for
software patents following its Supreme Court’s dieci in Diamond v Dieh! The same
position subsists in Australid.However, the European Union’s approach to softvpatent is
quite restrictive® A comparative study is important to determine t@asons informing

jurisdictions’ varying approach to patenting softeca

” MA Stoney and S Stoney ‘Dual Protection offere€Computer Programs - Why The Move Towards

. Patenting?’ (2003) 16 Logistic Information Managein@1.
ibid.

° P Kameri- Mbote ‘Intellectual Property ProtectionAfrica: An Assessment of the Status of Laws, étesh and
Policy Analysis on Intellectual Property RightsKenya' (2005-2) International Environmental Law Rasch
Centre Working Paper <http:www.ierc.org/content/@@%df> (12November 2013).

12 TIPA 2001, s 2 thereof establishes the Kenya lmilsProperty Institute, a body corporate whosatugory
functions include considering applications for @mdnting of industrial property rights.

1450 U.S 175, 185 1981.

25eeData Access Corporation v Power Flex Services Riyited [1996] 33 IPR 194.

13 Graham J H Smithnternet Law and Regulatior{d” edn, Sweet & Maxwell) 126.



There are also other issues that arise with regarahtellectual property rights (IPRs) on
computer program and software. These include apiateplegal response to the technological
protection measures and rights management infoomatncorporated in the product by
developers. Kenya’s laws do not adequately addiessnological protection measures and
digital rights management systems. The same aeegtigle circumvention or tampering. The
law ought to be applied to criminalize those ad¢tsfsingement.

Anecdotal data suggests that local start-up soévemvelopers seldom utilize the patent law
system to protect their inventions and that appnately 67% of such developers had not sought
to register their works with the copyright bodfdrurther, most reported litigation relating to

software IPRs involve multinational developers tigatarly Microsoft.

This study looks at Kenya's legal regime governowmputer software and programs and
interrogates its efficacy in protecting intelledtyaroperty rights of local developers and

encouraging technology transfer and developmetitarsector.

1.1 Statement of the Problem.

Kenya's start-up software developers are not utifjzhe existing IPRs regime embodied in the
Copyright Act and the Industrial Property Act tetact their innovations. There is a disconnect
between the said IPRs regimes and the practicairssgents of the local software developers.
This study seeks to explore why and propose maesldf bridging the gap and making the

regime more suitable and useable by the innovators.

1.2 Theoretical Framework.

This study is underpinned by the labour theory vehoentral thesis is that a person is entitled to
the fruits of his labour. An individual who appliess mind and effort to curve out something
from what is availed by nature (the commons) isitledt to own the product. The early

4 H Moraa and Others ‘iHub Research IntellectuapRrty in Technological Innovations, Perceptionsifriech
Start-ups in Kenya ICT Hubg&inal Report November 2012
<http://research.ihub.co.ke/uploads/2012/novemb8&rd035437 819 126.pef(21 May 2014).




proponents of this theory include John Locke whosw was that a person owns his body and is
consequently entitled to the product of his bodsfferts (labour):> To Locke, it is this human

labour that results in creation of objects of value

Locke further posited that one owns the prodfiti®labour on two conditions. Firstly, as long
as his doing so does not result in loss to othedsseecondly that the property owner does not
take more than he needs and thus create waStagese conditions help set boundary for

property ownership.

Though Locke utilized his labour theory in justéton of tangible property ownership, it has

been adopted in justifying IPRs which are prodotthe mind.

The labour theory has been criticized for exampk it does not explain why mixing one’s
labour with the commons should entitle him to thedoict. However, it will be informative to

this study particularly in providing a theoretigastification for protection of IPRs and further,
the Lockean conditions provide a framework for halag the IPRs vis a vis general society’s

well-being.

This study will also be premised on the economentlg that justifies protection of IPRs based
on their economic benefif. Conferring IPRs on inventions and creations giveividuals the
impetus to commit resources in Research and Denedap (R&D) as they are certain to recoup
their investment costs and make profit. Without $RRs unlikely that individuals would invest
in R&D seeing that the products of their labour Idobe appropriated by free-riders at the

innovator's expense.

There is the utilitarian element to the econommotly. It is argued that by providing incentive
for R&D, IPRs ensure availability of quality goodad services in the market to the benefit of

the entire society.

!> Edwin C. Hettinger ‘Justifying Intellectual Propgr(winter 1989) 18 Philosophy and Public Affaitsurnal,

144,

'®ibid 44.

7 JA Otieno Odek ‘Normative Framework For Patent @®ldnt Breeders’ Protection: Trade Theory and
Development Policy’ (2005) 3 issue 9 UniversityN&irobi Law Journal, 1.



The other limb of economic rationalization argubattlPRs encourage public disclosure of
knowledge. Basically, IPRs regimes (particularlytepds) offer the innovators ownership in
exchange for disclosure of the secrets of the iations. Theoretically therefore, the ideas
behind the innovation become available for use blyers in furtherance of science and

development.

The disclosure arising from IPRs system can bengéiveloping countries by enabling

technology transfer where such countries granegtmn to IPRs of foreign entities.

The theory can however be criticized for failing teke into account the technological gap
scientific expertise between developed and devetppountries and the latter’s limitation which
hinders technology transfer and limits utilizatimirthe disclosed technology in the patent issuing

country.

1.3 Literature Review.

Mark Stoney and Susan Stoney addressed the dutdcpom of computer programs under
copyright and patent laws in Austffa.They observe that computer programs are granted
copyright protection in Australia as literary wor&ad highlight amendments to the country’s
Copyright Act® governing computer programs technological provecéind rights management
information measures. Australian copyright law btk both circumvention of the
technological protection measures and tamperindy &ty rights management information

installed by a copyright owné?.

The paper argues that copyright does not offer @ategprotection for computer program since it
only protects expression of ideas leaving the Uguigy idea itself vulnerable to appropriation.

With respect to computer programs therefore, ome icathe absence of additional protection,
adopt the idea and utilize it without infringingpgeight embodied in the program. An argument

is proffered for additional protection of computerograms under patents whose strengths

3\VIA Stoney and S Stoney ‘Dual protection offeredCmmputer Programs-why the move towards Patenting?’
(2003) 16 Logistic Information Management (2003) 81

19 Australian Copyright Act 1968 (ACA 1968).

%9 ACA 1968, S116A.



include ability to protect the idea behind a progrdt also points out weaknesses of patent law
regime in its application to software including tlepensive and time- consuming application

process.

Stoney and Stoney only addressed protection of atenprograms by copyright and patent law
regimes. They do not examine utilization of tradersts laws in furtherance of IPRs embodied

in computer software. Further, they address Auatrdhw, leaving room for a local study.

William A. White’s paper points out that there wascertainty in the United Kingdom on
copyright protection of computer programs until @ngent of the Copyright Computer Software
Amendment Act 1985 and subsequently the Copyrighsign and Patents Act 1988. The latter
statute expressly defines computer programs aarnjtevorks which must be recorded in writing
or otherwis€* The definition is wide enough to incorporate bt object and source codes. He
then distinguishes between literal and non-literapying and demonstrates the problems in
establishing non-literal copying by comparing trexidions inWhelan Associates Inc v Jaslow
Dental Laboratory In®? and Computer Associates Inc v Altai fAavhich both agree that non
literal copying amounts to infringement but devetbfferent tests for establishing the same. In
the first case, the court had to distinguish betwekea and expression thereof in relation to
software. He points out the judge’s observation thaleciding non-literal copying the court’s
interest is to protect the structure and logic lé program which the owner has incurred

expenses to develop.

The court in the second decision rejected the ¢ttine and logic” argument and developed a
three-stage test for establishing infringement:thdadion, Filtration and Comparison. The judge
then observed that the aim of copyright protectbsoftware is to prevent infringement (literal

and non-literal copying) and enable the developen &om his invention.

ZLWA White ‘Copyright in Computer Software: More wig than right?’ (2003)
<www.law.berkeley.edu/.../white.pdf> ( 22 July 2014

22479 U.S. 1031 (1987).

#3982 F.2d 693 (2d Cir. 1992).



White then identifies software piracy as an evereasing challenge on software copyright,
which considerably reduces the profit margins dfveare developers. This is particularly so
with the ease in circumvention of protection desiemd the use of the internet. He also points
out the threat on proprietary software by non-pedpry variants. He however concludes that
despite its numerous challenges software copyrigHikely to endure in view of computer
software’s economic importance. Despite piracy,tveafe developers continue to earn

significant amounts from the products.

The study however is specific to the United Kingddtrdoes not address the institutional and

regulatory framework governing computer software.

Alan Story categorizes software patents into tweopppetary one on one hand and
Free/Liberal/Open Source software (described by @ab®nym FLOSS) on the oth&r.He

analyses the two types of software and their régmesocio-economic impacts to developing
countries (which he refers to as countries in thetly). The study highlights the importance of
computer and computer software to development asitgpthat the debate on which type of
software to adopt (proprietary or FLOSS) is so ingoat that government of the concerned

countries must participate and shape policies awd thereon from positions of knowledge.

From the international treaties’ perspective, tliedy highlights the fact that developing
countries members of GATT are mandated by the TRi§®ement to afford intellectual
property law protection to computer software uneth copyright and trade secretes regimes.
He also posits that there is no specific requirdmenTRIPs to grant patent protection for
computer software. Story argues that intellectwapprty law regimes have a negative impact on
developing countries computer software sectorshit fproprietary softwares, among other
reasons, are expensive, prevent technology transtfde competition and encourage software
piracy. The study therefore encourages developiogntties to adopt a legal and policy

framework favouring adoption and use of FLOSS qreprietary software.

2 A Story ‘Intellectual Property and Computer SofteiaA Battle of Competing Use and Access Visions fo
Countries of the South (2004) Issue paper No. NCITAD-ICTSD Project on Intellectual Property.



Allan Story’s research is insightful to this stuéHowever, it approaches the software ownership
debate from a North-South dichotomy and deals gdlgerith developing countries. It does not
address Kenya's legal framework. There is room ni@riogate Alan Story’s findings and

conclusions in their applicability to Kenya.

David S. Evans and Ann Layne-Fafradiscuss arguments advanced by Open-Source software
proponents against software patents. They defiren@ource as a mode of distributing software
that does not hide the source code but leavesaime swvailable to the licensee to modify the
software and distribute the resultant product, Igdar a controlled or limited cost. The paper
traces the historical and incremental developmérgoftware patents in the United States of
America (USA) fromDiamond v Diehf® to Re Alappat’ and finally inState Street v Signature
Financiaf®. It highlights arguments by open-source proponegtinst software patent in the
USA including inadequacies at the US Patent andiéimark Office which result in grant of
software patents for obvious and trivial patent tfo not constitute an inventive step or fail to
satisfy the requirement for non-obviousness. Th&p argue that software patents stifle
development as they lead to patent thicketing whigirease R&D costs thus discouraging

innovation.

However, the writers conclude that protecting safev by copyright and trade secrets is
inadequate and that doing away with software pateauld stifle innovation in the sector by
reducing investments in R & D. Further, the papgues for reforms in software patents by
improving investigation capacity at the patent adfi developing strategies that reduce or
minimize the risk for patent thicketing. These ud# utilization of cross licensing and patent

pools as avenues for technology sharing that woatdffect developers’ proprietary interests.

However, the study is local to the USA giving rofon a similar study of the situation in Kenya
to establish whether the arguments advanced angrbgosals generated are applicable to

Kenya’s software legal regime.

DS Evans and A Layne-Farrah ‘Software Patents gmehCSource: The Battle Over Intellectual Propelighi’
(Summer 2004) University of Virginia Vol. No.10Virga Journal of Law and Technology, 1.

%450 US 175, 185 (1981).

%’ Re Alappat 33 F.3d, 1526 1537 (Fed Courts (1981).

“state Street v Signature Finangiak9, F. 3d 1368, 1370 (Fed. Court (1998)).



In 2005, Prof. Patricia Kameri-Mbote published apgra analyzing the legislative and
institutional framework (domestic, regional andemmational) governing intellectual property
rights in Keny&® The paper talks of Kenya having legislation prowd IPRs in patents,
copyright, trademarks, seeds and plant varietidsva@ntions amendments that had been effected
or were then on the verge of being effected, tgnalhose laws with TRIPs provisions. The study
also looks at the regional and international ietelial property treaties and the impact thereof on

Kenya’s IP law. Various institutions governing IPR¥Kenya are also identified.

Prof. Mbote highlights the deficiencies and neatkntified in the IPRs legal framework and
makes recommendations on how they can be addredseerestingly, one of the
recommendations is capacity building for both tbgal practitioners and judicial officers on

matters pertaining to intellectual property.

Though the study addresses IPRs generally, it gesva framework for adoption in analyzing
the status of IP laws specifically governing congpusoftware and patents. Further, Prof.
Kameri-Mbote did not address Kenya’s position rdgay application of trade secrets law to
enhancement of IPRs particularly for computer safenand programs.

Bessen questions software patents utility to starcompanies’ He looks at various studies

conducted between 1960’s and 1990's which reve#thed most computer manufacturing

companies and software developers in United Stitésnerica were then opposed to the grant
of software patents. The paper indicates that thahgre was a marked increase of software
patents within the study period, most such patemi® acquired by corporations manufacturing
machineries with software enabled components. UWptakpatents by software development
firms particularly nascent corporations was rekdindow. Contrary to Evans and Layne-Farrah’s
thesis, Bessen argues that non-patenting by mtistase development firms and innovators had
not affected innovation in the industry. Softwarent litigation had increased, attributable to

the patent thickets developed by the few large @@tons acquiring patents in the sector.

29 Kameri-Mbote (n9).
30 J Bessen ‘A Generation of Software Patents’ (2@idston School of Law, Working Paper
<http://ggrn.com/abstract=186897810 December 2013).




Bessen’s study was also based in the United Stdtésmerica. It is important to establish
whether a similar trend subsists in Kenya wheréwsok patents are owned by a few large
corporations and if so, the impact thereof on irmimn, technology transfers and software

industry growth.

Professor Sihanya points out that computer software and programs guemted copyright
protection under both Kenya’s Copyright Act and PRI He discusses the internet’s impact on
digital copyrights which include wider market accesd ease of widespread infringement. The

challenge with the digital copyright is to addredsingement.

Sihanya mentions the technological measures takesofiware developers to protect their
intellectual property rights, including digital htg management and technological protection
measures and observes the need for policies thdrenbalance protection of intellectual
property embodied in the technologies while encgiag utilization of the protected works to
promote information access and advancement ineledf software development. However, the
paper does not address Kenya’s legal framewoinf) guiding such digital rights management

and technological protection systems.

Though Sihanya states that over 1,794 works had begistered by Kenya Copyright Board
(KECOBO), majority of which are reportedly literavyorks, it is important for this study to
establish the percentage thereof comprised of sofvand programs and determine nationality
of the registered owners. It is however noteworthgt the court cases he cites as having
developed jurisprudence on software copyright mgement all involve Microsoft, a
multinational. Further, Sihanya does not addresseption of computer software and programs

via patents, contracts and trade secrets.

The researcher has also examined Richard StoBlpeiper which analyses software licences and
agreements for online software based services.ofiisiders the nature of online licence

agreements and points out how users may indicatpgance and enter into binding contracts by

31 B Sihanya ‘Digital Copyright in Kenya,’ (2012) Vid(1) The Law Society of Kenya Journal, 119.
%2R Stobbe ‘Click and Copy: Breach of Online Liceageements and Copyright Infringement’ (2012) Ghaa
Intellectual Property Review www.fieldlaw.com/lawyer _publications.asp?lawyerl¥52>(25 October 2014).

10



clicking on the “I accept” button with respect thetonline licence terms. The paper then
highlights various decisions on such contractshw&gard to licensing terms, Stobbe points out
the distinction between infringement and breaclicgince and posits that not every breach of
licence condition amounts to infringement of copiitias defined by statute. Stobbe’s paper is

limited in scope and premised on Canadian Law.

The lacunae identified from the above literature #rat none of the articles address Kenya'’s
IPRs regime governing computer software and prograsetting out the law, identifying
emerging policy issues and existing inadequacidspamposing suitable changes. That is the gap
sought to be addressed by this study.

1.4 Justification of the Study.

History reveals that technological revolutions ofteave an impact on the economic, political
and social spheres of a sociély.Computer and computer software technologies leanmlly

caused remarkable transformation in industrial patidn, financial and commercial operations,
government and other spheres of fifelndeed, science and knowledge based industries ha

overtaken energy intensive sectors as the primeemsaf the world econont).

It has been argued that the socio-economic devedoprexperienced by countries in the
European Union, Japan and USA is attributable &ir ttieliberate emphasis on protection and
promotion of intellectual property and innovatiin.The government of Kenya has committed
itself to developing a knowledge-led economy arehtdied Information and Communication
Technology (ICT) as the foundation of that growtHComputer software and programs are
crucial to the ICT sector. The study is therefonportant as it seeks to create a basis for further

33RL williams and WR Bukowitz ‘The Yin and Yang of thllectual Capital Management: The impact of
Ownership on Realizing Value from Intellectual Gapi(2001) 2 Journal of Intellectual capital, @8096) 33 IPR
194

34 Ben Sihanya, ‘Intellectual Property for Innovatiamd Industrialization in Kenya’ (2008) Vol. 4 NdJournal of
the section on Intellectual Property, Communicatiand Technology of International Bar AssociatibBb.

% James A Otieno-Odek, ‘Normative framework for Ratand Plan Breeders’ Protection: Trade theory and
development policy’, (2005) 3 University of Nairdbaw Journal, 2.

% Sihanya (n3) 185.

37 Kenya Vision 2030 Sector Medium Term Plan (20137)0rransforming Kenya; Pathway to Devolution, $eci
Economic Development , Equality and National Urityww.vision2030.go.ke/cms/veg4 April 2014).

11



study and discussions on the need for clear anggmansive legal regime governing IPRs in
computer software and programs. Further, it aimsotdribute to the reform of the legal regime
by identifying the ambiguities and gaps and propgsuitable amendments and improvements

thereon.

1.5 Objectives of the Study.

The objectives of the study are firstly, to asgshssextent to which Kenya’s intellectual property
law regime protects the rights of computer softwarel programs owners and developers.
Secondly, the study seeks to assess whether tthéegai regime offers adequate protection that
promotes technology transfer, knowledge-sharing apdrs growth in the local computer

software development sector.

1.6 Hypotheses.

This study proceeds on the following hypotheses:

- Kenya’'s legal and regulatory regime does not prevatlequate protection for the

intellectual property rights of computer softwarelgrogram developers.

- The said regime is unavailable for use in protectd IPRs of local start-up software

developers.

- Kenya needs to enastii generislegislation governing IPRs in computer software and

programs that would address the unique aspectstoiage.

1.7 Research Questions Sought to be Answered.

This study intends to answer the following quesion
1. Whether Kenya'’s legal regime embodied in the CayhyriAct, Industrial Property Act
and Common law principles of Trade Secrets adetyuptetects the intellectual property
rights of computer software and programs ownersckavelopers.

12



2. Whether there is need to develos generislegislation to address unique concerns

raised in protecting the IPRs of software develsper

3. Whether the legal regime advances the utilitariaimcgples of spurring knowledge
sharing and development in computer programs aftda®@ development sector.

1.8 Research Methodology.

This study will basically be qualitative and libyaoriented. Both Primary and Secondary
sources of information shall be used. They incltigerelevant statutes, text books and journal

articles.

The researcher proposes to access material andfrdatastatutory bodies and specialized
institutions such as KIPI and KECOBO, National Caumf Science and Technology, The
African Centre for Technology Studies and relevgoternment ministries. Registries of the
Superior Courts of record will also be visited tbtan copies of unreported rulings and
judgments.

1.9 Chapter Breakdown.

Chapter One: Research Proposal .

This Chapter will be introductory. It will contathe background and statement of the problem,
lay out the objectives of the research, the hyma#be the research methods to be used,
justification for the research, theoretical framekvand literature review.

Chapter two: Historical Legislative Development oflPRs on Computer Software
Protection.

This chapter will define some key computing consegtd terms, lay out a brief history on
development of computer and computer software ptiote by IPRs and set out jurisprudential

13



justification for software protection by IPRs, amtllme Kenya's legislative history on computer

software protection.

Chapter Three: Copyright: Protecting the Expressionof Ideas in Computer Programs And
Software.

This chapter will set out the law on copyright gaiton of computer software and programs,
examine the established institutional and reguwat@mework, undertake a comparison with a
framework in the United States of America and ea#uthe adequacy of Kenyan law in

guaranteeing rights of the IP owner.

Chapter Four: Protecting the Idea Embodied in Compter Programs and Software: Trade
Secrets, Patents and Technovations Regimes.

This chapter will look at the arguments advancedupport of additional protection of software
over and above copyright regime, set out Kenyajglland regulatory framework protecting
computer software’s functionality via trade secretents and technovations regimes, highlight
the systems’ adequacy, strengths and weaknesgeaianteeing the IPRs of computer software

developers.

Chapter Five: Conclusions.

This chapter will contain the conclusions and mpkgposals on how the law in Kenya can be
reformed to provide adequate legal and regulatoaynéwork governing IPRs in computer
programs that protects the interest of innovatohslevalso encouraging knowledge sharing,
utilization of the protected ideas and sectoralettgyment. It will also suggest policy changes

that ought to be effected by the government.
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CHAPTER TWO

HISTORICAL AND LEGISLATIVE DEVELOPMENT OF IPRsIN C OMPUTER
SOFTWARE PROTECTION.

This chapter establishes a foundation for the stoglydefining key computing concepts and
terms in addition to outlining the jurisprudentjaktification for IPRs in computer software.
Further, the chapter briefly sets out the historyptecting computer programs in the USA
firstly by common law trade secrets regime and shbsequent adoption thereof into IPRs
regimes beginning with copyright then patent lakisally the chapter traces Kenya’s software
protection history via trade secrets and highligthis various amendments to the country’s

copyright and patent statutes that incrementalbyidled IPR protection for computer software.

2.0 Background Information.

A computer is basically a machine capable of cotidgcalculations and storing the results of
such calculation®® They function via a series of electronic impulsdsch designate the proper
responses to a series of operations submittedetoniéichine by the operatSrA computer is
made up of two parts, the hardware and the softwHne former refers to physical tangible
computer while the latter refers to the instrumehtt cause a computer to operate or act in a

given way.

At inception, computer hardware comprised very hogehines which in the 1960’s occupied
large rooms and were operated by a team of spasi&li Hardware design underwent
metamorphosis. Technological advancements ledvelolement of faster and smaller computer
hardware culminating in the launch of personal coters in the late 1970’s and subsequently in
manufacture of even smaller machines includingolagt and various hand-held devices that are
currently available in the market. As computer &k got smaller, their prices reduced

dramatically making the machines presence pervasive

3B Munnelly and P HolderiThe Computer Course book for Microsoft Office’fearson Prentiss Hall.
39 P Nycum ‘Law and Computers: Overview update 197975) 68 No. 3 Law Library Journal, 234.
0 Munnelly and Holden (n38) 3.
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The computer hardware cannot however function witlsoftware. A computer is programmable
via the installable software. Software can be diass into two: systems software and
application software. The system software (alsoknas the operating system) controls how the
machine itself operates. It acts as the intermgdlz@tween computer hardware and the
application program. An example of system softwarklicrosoft Windows. On the other hand,
application softwares perform specific tasks ondabputer. They offer specific functionality to
the user and determine what a computer can do.xample of application software is a word

processor.

Hardware development is a fairly expensive exen@s@iring substantial initial capital outlay to
set up the industrial manufacturing pl&hBecause of this, the industry has basically beértd
large corporations who can afford those high erdogts. In contrast however, software
development requires relatively less initial capitatlay*? An individual with the requisite skills
can easily and successfully engage in software lderent. The dynamics in the software

development industry differ from those subsistimghie hardware industry.

Development of computer software is a specializeld frequiring expertise of system analysts
and programmer¥ The analysts identify the needs of computer usieas require solutions
while programmers develop instructions that dirde computer on how to accomplish the
specific tasks. The developed software is theneslin a programming language. The first
language in which the software is rendered is knas/ithe object code. This refers to the actual
instructions understood and directly executablehgycomputer’s central processing unit (CPU)
and is rendered in binary digits.The object code is usually difficult to understaamtl use.
Therefore, programmers often translate the sameaitiuman readable form that is referred to as
the source cod®. Both the object and source codes comprise theesubjatter of IPRs in

computer software.

L G Philipson ‘A Short History of Software’ (2004www.philipson.info> (15 May 2014).
42 5
ibid.
3. Computer Software < httphww.wiley.com/college/turban/0471073806¢k64.pdf > ( 21 May 2014).
* Sihanya (n2) 134.
**ibid.
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Computers have been adopted in all conceivableorsecf human undertakings. That fact
coupled by computers’ availability caused the ermecg of computer software as commercially
viable item, forced a reconsideration of IPRs tkeybody and brought to the fore legal issues
arising there from including IPRs, software licemsiregimes and criminal law sanctions for

defined infringements.

There has been a debate on whether or not to dP®Reg (particularly patents) for computer
software and if so, the nature and extent of suokeption. On one hand are the proponents of
proprietary software who support IPRs to proteftveare development. At the opposite side are
those who either oppose IPRs on software or chamimoited scope of such rights. In this
category belong proponents of free software, lihbespen source software (described by the

acronym FLOSS). Those divergent software IPRs @shaill be discussed later in this paper.

2.1 Jurisprudential Justification of IPRs in Computer Software.

Intellectual Property laws concern themselves wpitbtecting products of the human intell&tt.
Development of computer software can be an expermnd time-consuming exercise. Unlike
computer hardware which can be manufactured innaatied assembly lines, software has to be
developed by individual programméfsOnce developed, the software requires updates to
improve in functionality and usability. This incesms R&D costs particularly on human
resources. It has been estimated that softwardafguent companies commit up to 80% of their
Information Technology (IT) personnel to softwareaintenance teams leaving only 20%
available to develop new applicatiofidt has been argued most corporations spend moneyno
on software than hardware. The more complex a sofiwthe larger R&D budget as many
experts are deployed in development. Further, qosist be incurred to test such programs and

deal with the ever present risk of computer bugs.

Going by the labour theory therefore, software tgyers require IPRs to enable them enjoy the
fruits of their labour and recoup their R&D coStsSuch protection also facilitates public

6 RJ SmithProperty Law(Sixth Edition, Pearson Longman 2010) 5.

“" Philipson (n41) 2.

8 __(n43) 92.

“9 D BainbridgelLegal Protection of Computer Softwgr€ifth Edith Tottel Publishing 2008) 4.
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disclosure of ideas and provides innovators wittemive to commit more resources on R&D.
The result is increased development of softwarerege@aowards offering more computing
solutions. Software IPRs therefore can provide agereplatform between the developer’'s
economic interest and the utilitarian goals of axwag the interest of the larger number in
society. Aside from the economic interest, thevgaffe developer possesses moral rights as the
inventor of the product to have the works assodiatigh him exclusively.

Compared to countries in the west, per capita ceen@vailability and use in Kenya is still low.
However, there has been a marked increase in thergts computerization since early 1980s
which is expected to improve further with the impéntation of vision 2030 one of whose
pillars is enhancement of the ICT Sector. Compsibdiwares and programs cannot therefore be

ignored.

The nature of computer software makes them pronquiok and widespread infringement
especially via the internet. They also undergo daghange and development. Further, most
proprietary computer softwares in Kenya belongatgé corporations from the developed world,
particularly Microsoft! Protection of such corporations’ IPRs is mandatorger TRIPS. There

is a danger of such corporations turning into matiep and stifling competitions in the sector.
Finally, a software IPRs regime ought to offer gubcotection in view of the nature of software.
It should also be inexpensive and accessible tonmtajof the startup software developers who

are likely to be individuals.

An appropriate IPRs regimes on computer softwaghbto take to account those aspects. The
protection offered should not be so strong thanpedes utilization of the idea. It should also
not be too weak as to deny the innovator an oppitytio benefit from his investment. This

study seeks to gauge Kenyan law on those parameters

0 Sihanya (n2) 132
*ibid.
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2.2 Historical Development of Legal Protection of PRs in Computer Software and

Programs.

At the initial stages of computer technology depetent, computer software was not considered
an item of property capable of independent comrakrekploitation’but as business and

industrial tools. Most software then were organaraspecific, developed to tackle the unique
processes of the customer and installed into thrdweae at the point of manufacture. As

computer hardware technology metamorphosed, sdadtveanerged as a distinct component
capable of ownership severable from the hardwateoduction of personal computers effected a
dramatic change in the industry by making compotenership pervasive. Computer software
thus developed as a commercially viable propeeyitieserving of protection under ambit of IP.

Further, PC’s provided the basic tool for any skilperson to become a software developer.

Initially, software developers relied on contramivlto protect the property in the software. This
was achieved via clauses in the license agreerbenigen the software owners and their clients
which required confidentiality and non-disclostitén addition to contract law, tort law concepts
of trade secrets and misappropriation were adogtedutilized by courts in the USA to protect
computer softward® Trade Secret has been defined as any formulagrpatdevice or
compilation of information which is used in one'gsiness and which gives him an opportunity
to obtain an advantage over competitors who ddnotv or use it> On the other hand, the tort
of misappropriation prohibits appropriation of amquetitor’s skill, expenditure and labour.

For protection to subsist under trade secrets,idbha or information must be secret and not
something in the knowledge either of the publicpersons in the trade or businé&grade
secrets developed into the primary mode of pratgctiomputer software in the USA prior to

incorporation of software within the IPRs regiffe.

*2 Bainbridge (n49).
>3 HK Szabo, ‘International Protection of Computeft®are: The Need fosui generid_egislation’ (1986) 8
Loyola of Los Angeles International and Comparatiesv Review 511, 526.
54
ibid 521.
**ibid 526.
*%ibid.
*"ibid.
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The United States Congress created the Nationaln@ssion on New Technological Uses of
Copyrighted Works whose report in 1978 recommengiedection of computer software by
copyright®® This culminated in amendment of the USA Copyridttt in 1980 to define

‘computer program’ as ‘a set of statements or ut$ions to be used directly or indirectly in a

computer in order to bring about a certain resglt.’

In the USA therefore, computer programs first reegilPRs protection as copyright. That was
similarly the case in the European Unf8nBy adopting a liberal interpretation of existing
copyright laws, UK tribunal irGates v Swift brought computer programs within the scope of
copyright law by issuing an injunction to seizes&te tapes containing computer programs in
object code form that were said to infringe exigtoopyright. Further, ilsega Enterprises Ltd v
Richard$? interlocutory orders were issued against infringena copyright that existed in the
assembly code (software) of a video game. The Alistr federal court was called upon to
consider protection of computer programs’ objedecty copyright inApple Computer Inc. v
Computer Edge (Pt§) The court of first instance ruled that object catié not qualify as
literary works under copyright. On appeal it wasdhbat object codes were adaptations of the

source code thus protectable under copyright.

Additional IP protection under patent was howevdatar development. In the USA, patent
protection of computer programs was achieved agsaltr of incremental Court decisions
culminating inDiamond v Dieht*. Computer programs were ultimately accepted and tadogs

proper subject of patent. The European Union hatekier not been so accepting of computer
software patents with the European Patent Converigressly excluding computer programs

from the list of patentable inventions.

Adoption of IP laws in Kenya is a heritage of coédism. The 1897 East African Order in
Council introduced copyright to Kenya by extendagplication of the 1982 English Copyright

8 pub L. No. 93-573, Title 11, 88 stat 1873.

Zj The United States Copyright Act 1980 (TUSCA 1980)1.
Ibid.

611982 R.P.C 3309.

621983 F.S.R 75.

63[1984] FSR 246.

4450 U.S 175 (1981).
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Act and the 1844 International Copyright AttAn amended Copyright Act was enacted in
England in 1956 and extended to Kenya vide the I3i&r in Council. It continued as Kenya'’s
statute on copyright until enactment in 1966 of @Guwpyright Act, Chapter 130 of the Laws of
Kenya. Kenya’s copyright law underwent reviews dalating in the Copyright Act, 200°f.The
review was driven by the need to align Kenya'’s laith the International treaties (Including
TRIPS) on intellectual property to which Kenya vaagarty. It is that 2001 review which, for the
first time, made computer programs subject of cigpymprotection in Kenya and classified them

as literary workg’

Prior to 1989, Kenya did not have an independetdamaegistration system. The statute then in
force was the Patent Registration Act which mepebvided for registration in Kenya of patents
issued in the UK® That position subsisted until 1989 when the IndaisProperty Act® was
enacted to repeal the Patent Registration Act. TB89 statute provided for independent
registration of patents in Kenya. However, it spieally excluded computer programs from the
scope of patent protection. The current Industfedperty Act came into force in 2001. Its
significant change with respect to this study wesdeletion of computer programs from the list

of unpatentable inventions, creating room for patersoftware.

Development of Kenya’s IP law particularly with pest to protection of computer programs has
basically been statute-driven. The researcher bagaome across any court decisions asserting

IPRs on computer programs prior to the enactmetiteofelevant statute.

The Constitution of Kenya 2010 is a milestone ifRR$Pprotection considering its provisions
mandatorily requiring the state to promote the sdmk study of computer software IPRs

regime therefore assumes constitutional relevamtker justifying this study.

85 Kameri-Mbote (n9) 5.

%8 ibid.

" TCA 2001 s2.

% Section 54 Patent Registration Act.

% Chapter 509 of the Laws of Kenya (now repealed).
0 Article 11 (i)(I) and Avrticle 40(5).
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CHAPTER THREE

COPYRIGHT: PROTECTING THE EXPRESSION OF IDEAS IN CO MPUTER
PROGRAMS AND SOFTWARE

This chapter examines Kenya'’s legal and regulabl@mework governing software copyrights
and assesses the adequacy thereof in guarantesweippers rights. The legal framework is
primarily in the Copyright Act and the treaties armhventions to which Kenya is a signatory. A
comparison thereof with the USA copyright law isalundertaken. The various software

regulatory bodies are also identified and theiesaliscussed.

3.0Introduction.

Harmonization of intellectual property rights imationally has impacted Kenya's law via
domestication of the IP treaties to which it isignatory including the Berne Convention for
Protection of Literary and Artistic Works (The BeriConvention) and the Agreement on
Trade—Related Aspects of Intellectual PropéftyThis chapter considers Kenya's legal
provisions on software copyrights, identifies th&tablished institutions governing software
copyright and assesses the framework’s adequagyaranteeing IPRs of software innovators.
The institutions discussed include the Kenya CaphyrBoard (KECOBOY? Executive Director
KECOBO™ and Collective Management Organizatiéns.

Kenya's previous Copyright A& did not adequately address computer programsetely
defined “author” to include the person by whom ag@ment for the making of a computer

program was undertak€nbut failed to define computer programs or spegifiere they fell in

" The Berne Convention for Protection of Literargartistic Works ( amended 28 September 1979).e8sion
by the Republic of Kenya was on 11 March 1993.

2 Agreement on Trade-related Aspects of IntellecRraperty Rights (TRIPs) signed in Marrakesh, Momon
15" April 1994,

3 A body corporate established under section 3 oA 2G01.

" An office established under section 11 of TCA 2001

5 Section 46 of TCA 2001 provides for registratidrcopyright collecting societies.

® The Copyright Act 1966 Chapter 130 Laws of Kenyav( repealed).

"ibid s 2(i).
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categorization of works eligible for copyright. Thoairrent copyright statut® domesticates
Kenya's treaty obligations and deals with compstatware and programs more extensively. It
defines computer program as a set of instructioppsessed in words, codes, schemes or in any
other form, which is capable, when incorporatedaimedium that a computer can read, of
causing a computer to perform or achieve a pastictaisk or result® That definition is wide
enough to cover both the object and source cotlks. statute also classifies computer programs
as literary works and protects them as sli®alient provisions of the statute impacting sofava

are discussed hereunder.

3.1 Eligibility to Copyright Protection of Software and the Nature of Rights Conferred.

In conformity with the territoriality of IP lawshe Kenya’s Copyright statute confers copyright
to eligible works whose author(s) or any of thehau$ (in the case of joint authorship) is a
citizen of Kenya or is domiciled or ordinarily rdent in Kenya. A body corporate can also
receive copyright protection for eligible works lasg as it is incorporated in or in accordance
with Kenya’'s Laws. Additionally, eligible literarworks first published in Kenya are protected

under section 24 of the country’s copyright statute

With respect to literary works, copyright protectiis conferred to the person who first makes or
creates the work. The author must demonstratiyfitgat sufficient effort has been expended in
making the work to give it an original charactedaecondly that his work has been written

down, recorded or otherwise reduced to materiah for

At the international level, the Berne Conventioguiees member countries to protect the rights
of authors in their artistic and literary woksThe TRIPs Agreement provides that the object
and source codes of computer programs are protectédr the Berne Convention as literary

works® Further, the WIPO Copyright Treaty also guaranfeesection of computer programs

8 TCA 2001.
TCA 2001 s2.
8ibid.

8. TCA2001 s 22(3).
8 ibid

8 TRIPS Art. 10.
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as literary works under the Berne Convention andades that such protection applies to
computer programs whatever may be the mode or édrimeir expressiorf?

The Berne Convention provides for the principle national treatment that requires each
contracting state to protect works originating frother contracting states in the same way it
protects works of its national3.The national treatment principle is also embodie@RIPs®®
Kenya, being a signatory to the above treatiesoisd to offer copyright protection to computer
programs and software emanating from other contigacountries. Further, TRIPs also imposes
the most-favoured-nation treatment which requitest any advantages accorded to a WTO
member to nationals of any other country must beomed to the nationals of all WTO
memberg’ Kenya reviewed her Copyright Act in 2001 to reflégs obligations under the said
treaties by for example protecting computer prograas literary worl and extending

copyright protection to works of foreign nation&ls.

A feature in the US Copyright Act absent in Kenyaguivalent statute is the provision for
voluntary notification and publication of a workfsotected status by placing a notice to that
effect on publicly distributed copi€SSuch notice is required to bear specified detadkiding
owner’s name, year of first publication and the bgh®© or abbreviation ‘copr.’. The notice is to
be placed in such manner and location as to giasoreble notice of the copyright claim. In
infringement proceedings involving works bearinglswnotices, the defendant cannot raise a
defence of innocent infringemetit.The absence of similar provisions in Kenya’s caghyr
statute impacts negatively on copyright owners \Wwave to contend with a wider innocent

infringement defence.

With respect to the nature of rights conferred lopyight, the Berne Convention requires

contracting states to grant authors of literaryksazertain minimum economic rights including

8 The WIPO Copyright Treaty (adopted 20 December) 8864.

8 The Berne Convention art 5 (3).

8 The General Agreement on Tariffs and Trade (edter® force 1 January 1948) Art. lll.
S GATT Art. 1:1.

% TCA 2001 s 26.

89TCA 2001 s 23(1) and 24 (1).

TUSCA 1976, s401.

%ibid.
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right to make adaptation and arrangement of wdrk$tanslate and make reproduction in any
means or formi? The WIPO Copyright Treaty grants authors of litgrevorks right to control
distribution of work® to the public but allows for negotiations on cdiudis for exhaustion of
the said rights. It further grants authors of cotepyprograms the exclusive right to authorize

commercial rental to the public of the originalslaopies of their works

Those exclusive economic rights are enjoyed by mder programs authors in  Kenya's
Copyright Act including right to control the reggluction, translation, adaptation, distribution to
the public of the work by way of sale, rental, kedsire, loan or importatiof. They however do
not extend over acts by way of fair dealing, a legan used to distinguish authorized utilization
of copyrighted works from infringement. The statudefines fair dealing with respect to
computer programs differently from other literarpnks. For example copying of copyrighted
work for purposes of scientific research, criticisnreview is considered fair use with respect to
other literary work¥ but prohibited for computer softwatélt however amounts to fair dealing
for a computer program’s licensee to make copigh@program to the extent required to correct
errors, as a back-up, test the program’s suitgldoit the licensee’s use and for any other purpose
not prohibited under license or agreent@rthose exceptions are in line with the ‘free uses

limitations allowed under the Berne Convention.

In addition to the economic rights described abaghors of computer programs also enjoy
moral rights to their works. These include rightsctaim authorship, object to any distortion,
mutilation or modification of the work prejudiciab his honour or reputatiofi® Analysis of

their nature is outside the scope of this study.

%2 The Berne Convention art 9.

% WIPO Copyright Treaty art 6.
*ibid Art. 7

% TCA 2001 s 26.

% TCA 2001 s 26 (1) (a).

ibid s 26 (3).

% ibid s26 (4).

% The Berne Convention, Art 9(2).
10TCA 2001 s32(1).
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The Berne Convention requires minimum protectiocagyrights for the life of the author plus
fifty years after his death® Kenya's copyright statute adopts that period sipibtection term.
During that time the author enjoys exclusive rigtitscontrol the reproduction in any material
form, distribution to the public and importation tife work. In the US however, copyright
subsist for a longer term of author's life plus y@ars his deatlf? This study shall later
interrogate the appropriateness of that protedgam to computer software.

The above analysis demonstrates that the quantunglas offered to software developers by
Kenya’'s copyright law accords with the provisionslar the treaties mentioned above. Kenya
can however borrow from aspects of the USA copyrigiv such as that providing for voluntary

notification and publication of copyright and thesulting impact on the innocent infringement

defense.

3.2 Infringement of Software Copyright.

Infringement of Copyright basically constitutes mpianything within such owner’s exclusive
rights granted by the statute without first obtagnihis consent. It includes unauthorized
reproduction, translation, adaptation, distributiorthe public and importation of the protected
work. In the case dPositive Attitude Safety System Inc. v Albian S&rdsgyinc. the Court
stated:

Consequently, proof of copyright infringement regsiproof of lack of consent. It is therefore
illogical to conclude that there has been infringatmsubject to the effect of a purported licence.
It may be that a party has done something whichthbyterms of the Copyright Act ... only the
owner of the copyright may do. But, before thedwunt can be defined as infringement, the judge

must find that the owner of the copyright did nohsent to that conducf®

One of the central exclusive ownership rights coefi by copyright is that of reproduction in a
material form. Copying software without authoriaatgenerally constitutes infringement under

the Kenyan Copyright Act. However the statutevadi@ licensee to make a copy of copyrighted

101 The Berne Convention art 7.
192 TYUSCA 1976 s302.
19312006] 2 FCR 50.
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software without the author’s permission for pugm®f correcting errors, as back-up, testing
purposes, decompiling the program and for any qibgooses not prohibited under licert¢e.

Infringement of computer software copyright by cioyyis prevalent. The clearest aspect thereof
is literal copying where the defendant reproduaesxact replica of the author's work without
the latter's consent. The term ‘software piracy’ mormally applied to such direct
copying’®These include acts such as illegal reproductiosafware on CD-ROM, loading
unauthorized software onto hard disks, distribusiaiware through the internet and end user
piracy where software is loaded to more computeas futhorized in the licence agreentéht.
The effect of direct copying is that the infringeasses off his product as that of the copyright
holder. This is prevalent particularly with propagy software of well-known global entities like

Microsoft1°’

Software piracy basically comprises the manufactaade, importation and or distribution of
unauthorized and infringing copies of copyrightedtware. The Business Software Alliance
(BSA) estimates that as at the year 2009 Africafsasre piracy rate was at 60 per cEftwhile
Kenya’s stood at 79 per céfit 19 per cent higher than the African averagee figh piracy
rate in Kenya and Africa generally has been atteduo the relatively high costs of acquiring
software in relation to the per capita income dregroprietary software sector's domination by
a few software multinational corporations. For epanMicrosoft Operating system Windows 7
Home-basic costs 240 US dollars (approximately Ks3,640 based on exchange rates
applicable in July 2014).

The BSA’s arguments against software piracy arddido Firstly, it is contended they stifle

growth of local software businesses who find thdwese unable to compete with pirated

194TCA 2001 s26(4).

195 A, White, ‘Copyright in Computer Software, moreomy than right' (2003).
<www.law.berkeley.edu/.../white.pdf (22 July 2014).

1%\ Maema ‘Protection of Computer Programs undenjéeriaw’ (2003) 1 The University of Nairobi Law
Journal, 99

197 Tony Bradley ‘Microsoft plagued by Software Pira(3012).
<www.pcworld.com/article/256318/microsoft plagued bgftware piracy.htn# (4 September 2014).

1%« \www.balancingact-africa.com/news/en/issue-no-38fmating/business-software-al/en (7 July 2014).
109 __ < www.cio.co.kel.../softwarepiracy/kenya(7 July 2014).
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software sold at below market rates. Secondlyat@d software is vulnerable to computer

viruses malware and hacking thus harmful to thesaorer*°

Domination of the computer software sector by malionals particularly Microsoft is
evidenced by the company pioneering software cgpyiitigation in Kenya from the 1990's.
The law suits variously sought injunctive reliefgamst infringement and or damages for direct
infringement. The first case wadicrosoft v Micro Skills'* where the Plaintiff sought
injunctive reliefs stopping the Defendant (a Kenganporation) from infringing the Plaintiffs’
software copyright. Anton Piller Orders had presly issued leading to a seizure of infringing
material that was tendered in evidence. The @alrt found for the Plaintiff and awarded Kshs.

25 Million as damages.

In Microsoft Corporation vs. Mitsumi Computer GaragedaMitsuminet (Kenya) L,
Microsoft sued Mitsumi Computer Garage for softwampyright infringement and obtained
Anton Piller Orders allowing it to enter the lattepremises and seize and inspect all computers
and materials containing infringing software. Howee the order was purportedly executed at
the premises of a different entity Mitsuminet (Kahy.td which was not even a party to the suit
at the time the Anton Piller Orders were issueche Plaintiff contended that it entered the
premises of Mitsuminet Kenya under the honest amstaken belief that the said premises
belonged to Mitsumi Garage against whom the orthenge been issued. On application by
Mitsuminet, the Anton Piller Order was set asidd #me Plaintiff directed to return all seized

equipment and materials.

Microsoft was a pace setter in software copyrigigdtion in Kenya and is credited for bringing
Anton Piller Orders to Kenya. The same were subeaty codified in Section 37 of the
Copyright Act, 2001. The section allows a copyrighiner to move to court ex parte and obtain
preservatory orders if he can demonstrate primee fdat he has a cause of action against
another person who has in his possession documifitisiging copies or other things of

evidentiary value and that he has real and welhdi®ad apprehension that the same may be

H0jhid.
M1 Nbi Milimani HCCC No 833 of 1999 ( unreported).
H212001] 1 EA 127.
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hidden, destroyed or rendered inaccessible befsoowkery can be done in the usual manner. In
that event, the court may make appropriate ordersecure preservation of the subject

documents, copies or things.

Apart from direct copying, infringement can occuinem the defendant copies a portion of the
author's software. That is referred to as nonditecopying'*® Establishing non-literal
infringement of computer software is a technicakteequiring expert evidenc¢& The question
arising is how to determine whether the defendasdfsware infringes the plaintiff’'s copyright.
The researcher has not come across any Kenyan @euaision on the issue. I®@xford
University Press (E.A.) Limited v Longhorn Publish¢K) Limited and 4 Othet%, a book
copyright dispute, the court granted an injunct@nthe basis that the defendant’s work had
‘substantial similarities’ with the plaintiff's budlid not define what exactly it meant thereby.
However the evidence before the court was thaethare ‘picture resemblances and definition

resemblances which vary from 9% to 26%’.

The following USA and UK decisions may be persuasiv charting Kenya’s position on non-
literal computer software copying. Bomputer Associates Internationc. v Altat'® a US
court was called upon to determine whether therdisfiet's computer program which contained
portions of the Plaintiffs program was substantialmilar to the Plaintiffs software as to amount
to infringement. The Appellate court agreed wikie ttrial Judge that copyright protection
extends beyond the strict textual form to non-diteromponents. It observed that infringement
would be found where ‘the fundamental essenceroctsire of one work is duplicate in another.’
The court also developed a three- step procedudetirmine whether a program structure was

substantively similar to another; Abstraction, failion and Comparison.

Abstraction refers to separating idea from expogssiThe court is to dissect the allegedly
copied programs structure and isolate each levabsfraction contained within it. This process

begins with the code and ends with an articulatibtine program’s ultimate function.” Filtration

13 william Maema, ‘Protection of Computer ProgramslenKenyan Law’ (2003) Vol 1 The University of Neli
Law Journal 99.

14 White (n21).

MNairobi Milimani HCCC 729 of 2009 (unreported).

18 2d Cir. [1992] 982 f.2d 693.
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is the second step. It entails defining the scopéhe Plaintiffs copyright by separating the
protectable expression from the non-protectableern@tincluding elements taken from the
public domain. The third step is to compare the and determine whether the Defendant’s work
copied any aspect of the protected expression masdsessment of the relating importance of the

copied portion to the Plaintiffs program.

The UK court in theCantor Fitzgerald International & Another vs Traidih (UK) Limited and
Others™ did not adopt the USA Courts decision in the CotepiAssociates Case. Instead the
Judge established that a copyright infringemene ¢adested as follows: Identification of the
work in which the Plaintiffs claims copyright; esishment of originality thereof; establishing
the said work was copied. If there was copyindeeining whether a substantial part of the

work has reproduced. The Judge proceeded tohuge t

So in my judgment the substantiality of what isetalhas to be judged against the collection of
modules viewed as a whole. Substantiality is tguidged in the light of the skill and labour in
design coding which went into the piece of codechhis alleged to be copied. It is not
determined by whether the system would work withitngt code, or by the amount of use the

system makes of the code.

Problems could arise in establishidg minimiscopying as evident from the decisions of
Dolmage v Ersking® and Veritas Operating Corp. v Microsoft Cotp’ In Dolmage a

Canadian Court found that copying of 5 percenthef driginal text was not reproduction of a
substantial part of the whole. Weritas however a court in the USA found that copying only

0.03 percent of a software code could be considefadging.

In instances where software is legitimately in @giation, further distribution of the legitimate
copies by third parties does not amount to infimget as the doctrine of exhaustion of rights

comes into play. The copyright holder’s right tabpa performance or display will be deemed

172000]R.P.C. 95.
1182003 CanLIl 8350 (ONSC).
19 No. 06-073, 208 U.S Dist. Lexis 8166 (W.D Wash Be 2008.
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infringed in circumstances where the program’s ldigps made accessible to a number of

persons simultaneoust’

With respect to the author’s right to hire, wasdhiel the Microsoft v Mitsuminet Garagease
that operating a cyber café constitute offering potar software for hire to the public and as

such one would be guilty of infringement if thetsedre used is pirated.

The above discussion reveals a gap in Kenya’s lavwwbat constitutes non literal software
copyright infringement. The copyright Act does mdfer guidance in that regard and Kenya’s
courts are yet to authoritatively rule thereon. ld@er, some guidance emerges Rarity
Information Systems Limited v Vista Solutions lémhiand two Othefé' a pending software
infringement dispute where it is averred that teéeddant’s infringing software is substantially
similar to the plaintiffs product. The court detening the interlocutory injunctive relief

application stated thus;

There are similarities in the programme wordingoasveen the two exhibits which do
require further explanation/examination, once oms kaken out the statements and
variables in the public domain referred to in “JW6'believe that such will be better
canvassed at the hearing of this suit in due cowilk expert and technological

assistance as necessary.

The court appears to be alluding to the second (&bptraction) of the three- step procedure
developed inComputer Associates international Inc. v Altase discussed above. Its final

judgment could establish way forward in determiniog literal software infringement.

3.3 Remedies against infringement; civil and crimial.
The civil law reliefs available for copyright infrgement under Kenyan law include issuance of

Anton Piller Orders, (at the preliminary stage)junttions, award of damages, order for

120 Bainbridge (n 49) 59.
121 parity Information Systems limited v Vista Solusidimited[2012] eKLR ( High Court of Kenya at Nairobi
Milimani, 18 May 2012) < http:// kenyalaw.org/caesel> (26 October 2014).
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accounts, delivery to the Plaintiff of any infrimgi copy or an article used or intended to be used
in making such infringing copies and award of rtigal in lieu of damage$? The Microsoft

cases referred to above demonstrate applicatioadhe

Similar remedies are available to a plaintiff unts$ copyright law** Additionally however,
US law provides for statutory damages availablewmers of registered copyrighted works.
These range between $750 and $30,000 for each thatkwas infringed. The rationale for
statutory damages is to provide compensation itamtes where it may be difficult to compute
actual loss?® In Alternate Media Limited v Safaricom Limitéd the plaintiff was able to prove
infringement of copyright in some artistic work datled to adduce adequate evidence to enable
assessment appropriate damages payable or inquixy @counts of profit. The court awarded
nominal damages assessed at Kshs 100,000 in adtbtiojuncting the Defendant from further
infringement and ordering destruction of all infiing copies. TheAlternate Mediacase
illustrates the need for statutory damages folinggment akin to those awardable under USA
copyright law. The plaintiff therein would have ledited there from instead of only receiving

nominal damages.

In addition to compensating the plaintiff, damagesrded for infringement also play a deterrent
role*’ This is illustrated irMicrosoft v Micro Skillswhere an award of Kshs. 25 million was

made for software copyright infringemént.

The USA copyright statute sets the limitation périor filing civil copyright infringement
actions at three years after the claim accrdétiowever, Kenya’s copyright does not prescribe

a limitation period for filing civil infringementlaims. One must therefore look at the Limitation

122TCA 2001 s35 (4).

123 The US Copyright Act 1976 ,Title 17(TUSCA1976) $s6502, 503 and 509.

*4ipid s 504.

125 A Hollaar ‘Legal Protection of Digital Informativ (2002) <digital-law-online.info/lpdi1.0/treati$é.html> (4
September 2014).

126 plternate Media limited v Safaricom Limit§2005] eKLR. (High Court of Kenya at Nairobi, 4 ©ber 2005)
http://kenyalaw.org/casela28 October 2014).

2"Maema (n 113).

128 Microsoft v Micro Skill{ the High Court of Kenya at Nairobi Milimani, HQ833 of 1999 ).

Y TUSCA 1976 s507.

32



of Actions Act which fixes the limitation period #iree years for torts claims and six years for
actions for which no other period of limitationgsovided by the act or any other written I&%.

Apart from the highlighted civil law remedies, imgement of copyright also attracts criminal
sanctions with respect to offences set out in 8ec88 of Kenya’'s Copyright Act. It is an
offence for one to do any of the following actshwiespect to an infringing copy; make for sale
or hire, sell or let for hire, distribute, possesiserwise than for private and domestic use, import
or make or have in his possession any contrivarssa dor purposes of making infringing
copies'® A person found with two or more infringing copies presumed by law to be in
possession thereof otherwise than for his private domestic use and thus liable to be charged

for infringement:*?

Software developers often load into their produeshnical measures designed to prevent
infringement. These comprise devices, productgoonponents incorporated into the software
which either limit access to the product or contt®lcopying. Kenya’'s Copyright Act protects
those technical protection measures. Circumventd any effective technical measure

designed to protect a work amounts to infringent&ht.

The statute also prohibits the manufacture oritigiion of devices which a primarily designed
or produced for purposes of circumventing technicabsure$** Determining whether a devise
is ‘primarily’ designed or produced for purposexwEumvention can be problematic. However
the USA decision irBony Corp. of America v Universal City Studidgrovides a guide. The
court was called upon to decide whether sale ototiglpe which could be used to make
infringing copies of motion pictures, constituteohtributory infringement by a seller. It was
held that it did not since the devise could beizagd for substantial non-infringing uses. A
similar test could be adopted in determining whethdevise is primarily designed or produced
for purposes of circumventing technical protectiveasure.

130 The Limitation of Actions Act 1967(TLAA 1967) Chip 22 Laws of Kenya, s4.
13ITCA 2001 s38(1).

132ibid s 38(3).

133TCA s35 (3)(a).

134 TCA s35 (3)(b).

1351084, 46 4 US 417.
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The electronic rights management information comdion software are also protected from
removal or alteration. These refer to informatignright-holders which identify the wot® and
could also indicate the terms and conditions umdgch the program is to be utilized. Removal

or alteration of such information is considerediimgement:*’

Penalties prescribed for infringement in Kenya @rean extent graduated based on both the
extent and nature of infringement. For example, tharescribed criminal penalties for
infringement by way of making for sale, distribigimfringing copies, importing and making
any contrivance used or intended for use in makifringing copies is a fine of not exceeding
four hundred thousand shillings or imprisonmentdaerm not exceeding ten years or bgth.
However, infringement by way of selling or lettifgr hire and possessing otherwise than for
private and domestic use attracts a less severaltpesf a fine not exceeding one hundred
thousand shillings or imprisonment for a term nateeding two years or both imprisonment and

or fines*®

A similar position subsists in the USA whose CoglgtiAct also provides graduated penalties.
However the USA law is more deliberate in addregsixtent of infringement and also pegs the
severity of meted punishment on the value of thmdpcts infringed. For example, a person
guilty of reproducing or distributing of at leashtcopies of one or more copyrighted work with
a retail value of more than $2,500 is liable to impnment for not more than five yeaf§|f the
total retail value is more than $1,000 the jaihtes set at a maximum of one yé&rKenya
could borrow from those provisions to factor thedurct’s value in punishing infringement.

In Kenya, the court hearing a criminal infringemeaise has power to, upon convicting the
infringer, order destruction or delivery to the goght owner of any infringing copy or article
used in making infringing cop¥/? Half of the fine imposed and recovered is to &l fnto the

16 TCA s2(1).

137 TCA s35(3)(c).

138 TCA 2001 s38 (4).

139TCA 20001 s38(5).

140 The US Copyright Act s 506.
1L ibid.

142TCA 2001 s38(8).
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revenues of KECOB®*® Statistics on such collected fines and their distnent are not
available. It is therefore difficult to undertaka assessment of that avenue’s potential as an

alternative source of funds for KECOBO.

Prosecutions for infringement must be undertakehiwithree years immediately following the
date of the alleged offenc& The USA law however fixes the prosecution limitatiperiod at
five years meaning the infringer is liable to prm#@n for a longer period than his counterpart

in Kenya.

It is evident from the above that though Kenya hasegime providing civil and criminal
remedies against software copyright infringememére are inadequacies requiring addressing
including introduction of statutory damages andtdeng in the infringed products value in

determining the punishment for infringement.

3.4Institutions Regulating Software Copyright in Kenya

The institutions that regulate software copyrightskenya are the Kenya Copyright Board
(KECOBO), the Executive Director KECOBO and the tewvhich arbitrate civil and criminal
software copyright disputes. Another institutiofl@mework that can be utilized in managing

software copyrights are collective management siesit"

KECOBO is a body corporate established under thpyfight Act whose functions include

licensing and supervision of collective managensatieties, undertake public education on
copyright issues, propose legislative changes pyroght law maintain a data bank on authors
and their works and administer all matters of cightr'*® The board is comprised of members
appointed from several interest groups includinghamber nominated by registered software
associations*’ The Copyright Act mandates KECOBO to appoint imspes charged with

ensuring the statute’s provisions are not contrest&ff The inspectors have powers to sieze and

143TCA 2001 s38(10).

144 TCA 2001 s38(9)(a).

145 Section 46(1) provides for registration of coptigollecting societies by KECOBO.
146TCA 2001 s5.

147TCA 2001 s6(1).

18 TCA 2001 s39.
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detain suspected infringing articlé§® and arrest suspectS. The statute also allows the
Attorney- General to appoint public prosecutorsdffences created under the Copyright A¢t.

The creation and existence of KECOBO has beercatritn furthering the rights of software
developers. It has played a key role in fightingyayht infringement generally. Data availed
indicates that the body has made modest gainsdseputing indeterminate number of persons
for software infringement and seizing infringingieles including pirated softwares, computers
and duplicators. Further it is indicated that appnately 5,400 cases had been filed in court for
infringement>> However the number has not been broken downdicate how many of those

cases involve software copyrights and the conwictade thereof.

As a specialized entity, KECOBO offers hope for enorformed investigation and prosecution
of infringement than would have been the case wWerenvestigations to be undertaken directly
by the Police department. KECOBO also engagegweldping training programs for agencies
such as the Criminal Investigation Department & Kenya Police on copyright issues. This
enhances capacity. The Board also engages in padhlication and sensitization on copyright

issues with the intention of developing IP Protiulture™?

However the Board faces challenges that impedeeXeecise of its mandate and negatively
impacts advancement of copyrights. Firstly the Bdarunderstaffed and underfund®8d For
example the board had only eleven Police officecosded to it as at September 26°P3That
number is inadequate to police the entire coumtid/tackle infringement. KECOBO is also not
decentralized. Its activities are all undertaked apordinated from its Nairobi offices. That

impedes its ability to deal with copyright infringent across the country.

19TCA 2001 s41(2).
0 TCA 2001 s42.
151 TCA 2001 s43(1).
152 www.kenyacopyrightboard.co.kg22 July 2014).
153 i1
ibid.
**ibid.
1%H Koki ‘The Role of The Kenya Copyright Board'{ger presented at University of Nairobi to the LLM
(Intellectual Property) Copyright law seminar 8 &epber 2013).
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Day to day management of KECOBO is undertaken li/ BExecutive Director appointed by the
Minister on the recommendation of the Bo&itl. His responsibilities are basically
administrative and include maintenance of the tegief works (the Copyright Register) and

deciding applications for registration of works.

Civil and criminal software infringement dispute® aetermined in the ordinary court system.

That differs from the position subsisting for sadine patents where civil disputes are determined
by specialized tribunal on the basis that patesputes are complex requiring establishment of
specialized resolution mechanisms apart from tlknary courts. However, software copyright

infringement disputes can equally be complex asetéek J observed?®’ A case could therefore

be made for establishment of similar special trddua arbitrate software copyright disputes.

3.5 Collective Management Organizations and Protectionf Software Copyright.

A copyright holder is required to exercise vigilaria ensuring and enforcing his rights. That
can be a heavy burden to authors who have to epsliceng within the country’s territory to

secure his rights. The problem is compounded vadpect to computer software taking into
account the networked nature of digital technolegidndividuals and or start up developers
without adequate financial and or other resourcay not be able to effectively secure their

rights. It is against this back drop that colleetmanagement organizations are reviewed.

The copyright Act allows for collective adminisiat of copyrights through copyright collecting
societies required to be non-profit making limitedility companies whose principal objectives
are the collection and distribution of royaltieslansuring that the interests of its members are
adequately protected. The law allows for registratof only one collecting society for every
class of rights and category of work&. KECOBO is charged with the responsibility of
licensing and supervising the collecting societigsich however remain private entities

governed by their respective memoranda of assoniati

156 TCA 2001 s11(1).

157 See Parity information Systems Limited vVista Solutibimited and 2 OthergHigh Court of Kenya in
Nairobi,18 May 2012)

18 TCA 2001 s46(5).
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By pooling together into collecting societies authenhance their ability to reap benefits from
their work. Such collecting societies are ablemndorce payment of royalties on behalf of their
members by requiring licenses from corporate iastihs and individuals for use of copyrighted
works. Collecting societies can extend their retachther countries via reciprocal enforcement

agreement$>® They also reduce the costs attendant to enforceiimenugh economics of scale.

To date, there are four registered collecting smsenamely; The Reproduction Rights Society
of Kenya (KOPIKEN), the Music Copyright Society &enya (MCSK), Performers Rights
Society of Kenya (PRiSK) and Kenya Association afdi¢ Producers (KAMBS®. None of the
registered collecting societies are concerned thighrights of computer software and programs
developers. Though KOPIKEN deals with literary warks scope is limited to print and digital
books, journals or magazines and online publicatittriicenses copying, distribution, extraction
of those works thus eliminating the chances of eeqt@al licensee arguing that he could not
reach the copyright holder to secure authorizatioutilize the protected work! This enhances
protection and increases the revenue as the pre@edlistributed to members. KOPIKEN has
also entered into bilateral agreements with likeoamtions in Norway, The United Kingdom,
Korea, Tanzania, Uganda, Singapore, India, New afekl and Jamaica for licensing of its
members works in those foreign jurisdictidf’s. An argument can be advanced in favour of
registering a collecting society to cater for thghts of individual and or start-up software

developers.

3.6 Copyright Registration Regime and its Impact on Sdfvare Author’s Rights.

The Berne Convention prohibits imposition of foriies as precondition to copyright

protection'®® Copyright thus subsists automatically and redistnadoes not confer IP rights.

However, many member countries, Kenya includedelmwvisions in their respective copyright

1394 Koki ‘The Role of the Kenya Copyright Board’ (ger presented at the University of Nairobi in LLM
Intellectual Property seminarLecture given to theM (Intellectual Property) copyright class 2 Sapber 2013).
180 \www.kenyacopyrightboard.co.lacessed 22 July 2014

%< www.Kopiken.org > accessed 25 July 2014.

%2 ihid.

153 The Berne Convention, Art. 5(2).
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laws for voluntary national registration of copyrig’®* Registration of copyrights has several

advantages. It provides a data base and informabance on copyrights valuable for legal and
economic policy formulatioh®® Registration also serves to publicize the authdglst and plays

an evidentiary role in copyright litigation. In Kyan for example the Register constitutes prima
facie evidence of the particulars therein and fedtiextracts therefrom are admissible in

166

court="” The register also acts to delimit the public domay helping to identify works whose

protection has ceased and thus available for atitin without the author’s authorizatioH.

One of the functions of the Kenya Copyright BoakECOBO) is to maintain an effective data
bank on authors and their worl. In pursuance thereof, the Copyright Regulati®2@04
mandate the Executive Director, KECOBO (The Exemuirector) to open and maintain a
copyright register (The Register) containing thenea and other specified details of authors who
elect to register their works. Upon receipt of gisgration application, the Executive Director is
required to make such enquiries ‘as he may deeffi’fliefore effecting registration. However
neither the Act nor the Regulations spell out tloatent and scope of that inquiry. The
Executive Director has discretion to amend thestegiby correcting any errors either relating to
the name or other particulars of the applicanttbeoerror arising by accidental slip or omission.
At the instance of the Executive Director or otlaggrieved person, the Board can order
rectification of the register by making any entrgomgly omitted to be in the Register, expunge
any entry wrongly made in, or remaining on the st&gi or correct any error or defect in the

register.

Kenya’'s copyright register was established in 20@formation availed to the researcHér
reveals that only three literary works were regedebetween 2002 and 2006. The following
year witnessed registration of 47 literary workéiefle was a gradual increase in registration

since then culminating in 2013 with registration4®@7 works. In 2014, 282 literary works had

*\Wipo, Copyright Registration and Documentatiomyw.wipo.int/copyright/en/activities/copyright_resiation/
accessed 8 September 2014.

'%3pid.

16 The Copyrights Regulations, 2004( TCR 2004) n(1

57 Wipo (n136).

188 TCA 2001 s5(f).

%9ibid Rule 8(8)

170 Email from Helen Koki, Deputy Chief Legal Counganya Copyright Board, to author (22 July 2014).
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been registered by the month of July. Only 2,21&rdry works have been registered in the
country since inception of the Copyright Regisidne total number of registered works across
the various classes is 6,244 which figure remainws ih absolute terms. However, KECOBO

was not able to furnish the researcher with a lteak of the registered literary works to enable

him ascertain the percentage thereof comprisedmpater software and programs.

The foregoing appear to corroborate iHub’s stitlio the effect that 67% of start-up software
developers do not seek registration of their wavith KECOBO for diverse reasons including;
not having considered that option (50%); intentiondevelop works on open source platform
without proprietary rights (20%); and complexitydapyright registration process (13%.

The US Copyright Act equally provides for regiswatof copyrights.’® That registration regime
is more consequential than Kenya'’s since it isexqguisite to obtaining certain infringement
remedies such as statutory damages and attorreeg { The registration can be effected by the
work’s author and or her authorized agent. The stegfion process is simple requiring
completion of a form which can even be done onéind deposit of one complete copy of the
work. Searches relating to registered copyrights alao be undertaken online at the copyright

office’s websitet”®

The inadequacy of copyright registration provisiavith regard to software was brought to the
fore in the case oParity Information System Limited v Vista Solutidmsited & 2 Others™®
The Plaintiff and the First Defendant claimed auth@ of some computer programs. They both
produced in evidence Certificates of Registratissued by the Board. Those produced by the
Plaintiff were registered between™&nd 28" October 2010 while that to the Defendant was
issued days earlier o'@®ctober 2010. Apart from the Certificates of Rémition, the Plaintiff
led evidence showing that it owned the softwarelispute before registration and that as far

back as the year 2006/7 had installed the samadther entity. The court (erroneously in the

" Moraa ( n14)
2 ibid
13 The US Copyright Act 1976 (USCA 1976), s412.
174 31
ibid.
175 <http//www.copyright.gov/> (7 September 2014).
178 parity information System Limited v Vista Solutidimited and 2 Other2012]eKLR (High Court of Kenya at
Mairobi, 18 May 2012) <http:#Mww.kenyalaw.org/caselaw/>.{29 October 2014).
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researcher’s view) dismissed the Plaintiffs claondopyright subsisting prior to registration and
indicated that no authority had been availed wnithat point. It proceeded to rule against the
Plaintiff partly on the fact that the Defendant®€r@ficates of Registration were issued earlier in

time.

The fact that Registration Certificates similar eveseparately issued to different persons with
respect to similar computer software programs withays of each other raises doubt as to what
the Executive Director’'s considered in fulfillintsimandate. Did the Executive Director search
the register before registering the Plaintiffs ®thgent application? Was the Executive Director
required to conduct any such search? Is the nafiutiee Register and the information therein
such that it can enable one to compare one computgram from the other to establish
substantial similarities? Those issues would neateharisen had the law specifically spelt out
what the Executive Director should consider betagistering computer software and spelling
out what he/she ought to do should substantiallaiimes be established between two source

codes or object codes presented for registration.

3.7 Adequacy of Copyright Law and Institutions in giaranteeing IP Rights of Computer
Programs Developers.

Copyright protection of computer programs and safevhas several advantages. Firstly, the
protection is easy to obtain since that it subs@itomatically without formalities. This is
distinguished from other forms of IP (Patents amad€& Marks) where protection is dependent
upon registration and grant of such rights. Theeabs of formalities and its automatic
subsistence makes copyright suitable and adoptaldemputer software and programs, a form
of technology characterized by rapid change. Tiesns whenever the software undergoes an
upgrade, the object and source codes of such vggyi@ae automatically copyrighted subject to
meeting the minimum requirements for copyright getion. This is unlike other forms of IP like
patent which would require fresh applications faotpction of such upgraded software.
Secondly, it is relatively easy for one to sati8fg copyright protection threshold of originality

and reduction to material form.
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The material fixation of a computer program’s seucode and supporting written materials is
easily ascertainable and their copyrightabilityafintforward. However, a problem arises with
regard to the machine-readable object code, whichpcises a series of magnetic spots on a
magnetized disk. Copyrightability of object codesswinitially questioned based on the
intangible nature of magnetic spots that arguablyot meet the requirement for materiafity.
However, courts have liberally interpreted copytidgdws in the past to accommodate new
technologies. An example was the extension of kghly to untraditional writing like
phonograph records and cassette tapes, which arpenceptible, save via specially designed
machines.”® The fact that object codes require machinesad,ri¢ was argued, should bar their
copyrightability. The argument is however mootHKenya’'s circumstances seeing that the
definition of copyrightable software is wide enoughencompass the object code. Indeed, the
WIPO copyright treaty requires copyright protectmnsoftware whatever may be the mode or

form of their expression.

KECOBO's existence has had a positive impact ithining copyright enforcement generally.
It enjoys wide powers on copyright issues from @plpublic information, proposing copyright
law reform, seizure of infringing articles, arrest infringement suspects and driving
prosecutions via specially appointed prosecutoiSC&BO thus has potential to enhance the
rights of software developers. However, its humesource and funding challenges ought to be
addressed to improve its effectiveness and reasholld enabled to recruit additional personnel

and decentralized to ensure its effective presanness the country.

There is also a problem in formulation of clear gmwment policy on IP. This arises from the
fact that the various government institutions degplivith IP are administratively under different
Government Ministries whose policies are not neardys coordinated. There is need to

uniformity in policy by merging the various IP defmaents under one Government Ministry.

Copyright does not protect ideas, only the expoesshereof. The danger therefrom is that

copyright leaves computer software liable to adtjars via non-infringing copying. Kenya’s

Y7 White (n76).
178 Howard K. Szabo,’ Intellectual Protection of Qmuter Software: The need fSui Generidegislation’ Loyola
of Los Angeles International and Comparative LawiBw 511, 517.
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Copyright Act allows a person who is in lawful pession of a computer program to, without the
consent of the owner, make copies of the computegram in circumstances enumerated above.
Further, the licensee does not require the hglder’s authorization to decompile the program,
convert it into a version expressed in differenbggamming language, code, notation for
purposes of obtaining information needed to entiiBgorogram operate with other prograiis.

A licensee with requisite technical know-how cagitienately access the products’ object code
and understand its operation. By a process ofrsevengineering, such licensee can learn the
idea behind the software, reproduce its functidtpahen write the same in a different source

code that does not infringe the initial authorgdwaght.

Reverse engineering a computer program requiresicdenable skill and effort especially when
the software in question is complex. It is neveleks achievabf® The end product would be
software similar in functionality with the first buvhich does not infringe the copyright. It is
noted that software licensing agreements usuallytaio clauses prohibiting reverse
engineering® However such prohibition must be distinguishednfr statutory copyright
protection. The author can sue for such reverggnearing under breach of contract, not

copyright infringement.

Copyright’s inability to protect the latter jusg8 additional protection via patent laws.

Most computer software become obsolete within tevary of development? In the

circumstances, the copyright protection periodliterary works that extends for the life of the
author and fifty years after his demise seems exees The import thereof is that software’s
object and source codes continue receiving prateatven after its commercial viability has
ceased. The labour theory justification for IPloeger holds for such copyright protection. The
balance between protecting the authors, rightsaalvdncing knowledge in society is no longer

maintained.

9TCA 2001 s26(5).

180 White(n11) 12.

181 See for example Apple Inc.’s MAC SDK and XCODE ABIRVIENT Clause 2¢ which prohibits decompiling
reverse engineering or attempt by the licenceetivel the source code of the product.

182H. Ward Classen, ‘Fundamentals of software liaemsiThe Journal of law and Technology
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It is evident therefore that though Kenya's legall aregulatory copyright regime protects
software, there are challenges thereon that oughibet addressed so as to better protect

developers rights particularly startups.
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CHAPTER FOUR

PROTECTING THE IDEA EMBODIED IN COMPUTER PROGRAMS A ND
SOFTWARE: TRADE SECRETS, PATENTS AND TECHNOVATIONS REGIMES.

The last chapter revealed copyright’s inabilityptotect ideas embodied in particular software.
Trade secrets law and patent systems offer leghlr@gulatory regimes that can be utilized in
protecting ideas underlying particular computergoams and software. This Chapter considers
the two, sets out their respective legal provisiand regulatory frameworks and assesses their
suitability in protecting IPRs of Kenya’s start apftware developers. Additionally, the chapter
also considers technovations, an IPRs regime tetatpatents based on the employer/ employee
relationship. It's content, regulation mechanisnd ampact on software protection is also

discussed.

4.0 Trade Secrets and Computer Software Protection.

Trade secrets are a common law concept referrimgydormula, pattern, device or compilation
of information which provides an enterprise a cotitipe edge over its competitors who do not
know or use the samé& The developer of useful commercial informatioattis kept secret has
a remedy in the law of tort against anyone who gfolty obtains and uses the same. The
rationale for trade secrets protection is to infaggcs in commerce and encourage invention.

Trade secrets can be considered a type of IP aadwategy in protecting f5°

The prerequisites for trade secrets protectionthat there must be some information; that
information should not be known to the public; anshould be of economic significance to the
proprietor'®® In the course of business however a proprietor h@e to share the trade secret

say with employees, vendors and licensees. Inawant, such proprietor should endeavour to

183 Szabo (N53 ) 526.

184 Kewanee Oil Corp vs Bicron Corpl16 U.S 470, 481 [1973].

185 <www.ipaustralia. gov.au/get-the-right |P/othgpes-of-IP/confidentiality-trade-secrets>acceskkd
August 2014.

18 Thomas Duston and Thomas Ross Marshall, ‘Intelidroperty Protection For Trade Secrets and khow'

< www.ipo.org/.../ip_protection-for-trade-secret§10 September 2014).
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protect his information from disclosure by ensurgxgecution of confidentiality and or non-
disclosure agreements. The remedies lie in actfonsbreach of contract and breach of
confidence which may result in award of damagesissuance of injunctions barring disclosure
of the informationt®” Coco v A N Clark (Engineers) limité established that a plaintiff in a
breach of confidence case needs to establish timegs: does the information have the
necessary quality of confidence; was the infornmatiaobject to an obligation of confidence; and
has the information been misused by the recipi@hbse conditions were reiterated with
approval by Kenya’s High Court ikilimani Junior Academy Limited v S. M. Nzioki T&ioki
Tax Consultant§®a case that sought injunction against disclosureonfidential information

released pursuant to a fiduciary relationship.

However trade secrets laws do not confer the petpriexclusive rights to the information in
issue. He is only protected from improper acquisithereof. A person who independently
develops an identical or similar idea to that prted is free to work the same. Indeed trade

secrets may not protect the owner from appropnatia reverse engineerifd’

Common law protected trade secrets without any ireopent for registration or other
formalities. The regime offers broad protectioratttextends to ideas, not merely their

expression. Cundiff V.A., quoted by Alan Storygtsed thus;

Rather than focusing solely on expression or deingndovelty as a prerequisite to

protection, the law of trade secrets will protdat tdeas underlying particular software —
including the software’s structure or architectared organization and various features
routines and processes within the software, novelod— so long as those ideas are not
generally known or readily ascertainable from trerkated software and give or has the
potential to give, a competitive advantage byuwarof the fact that others do not know

them?1®?

187 \www.ipo.gov.uk/types/patents/p-about/p-need-sedrets > (10 September 2014).

18311968] FSR 415.

18912012] eKLR.

10 puston and Marshall (n186).

1 Allan Story, ‘Intellectual Property, and Compu®oftware: A battle of competing use and acces#oNssof
Countries of the South (2004) issue Paper No 100UMD-ICTSD Project on Intellectual Property.
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4.1 Application of trade secrets to protect computesoftware in the USA; from common
law to codification.

In the USA, computer software and programs west firotected via common law trade secrets
regime before their adoption into the purview opyaght and patent laws. Indeed, it has been

argued that trade secrets remain the primary mbderoputer software protectidr?

The need for uniformity on trade secrets laws acthe states of the union led to establishment
of The United States Conference of Commissionerdmiform States Laws which developed a
draft Uniform Trade Secrets Act (UTSA) in 1978, that formed the basis for trade secrets
legislation subsequently enacted in most stateth@funion. It defines trade secret to mean
‘information including a formula, pattern, compit@at, program device, method technique or
process** The UTSA retains common law’s conception of aéraecret as comprising secret
information deriving its economic value from notirige generally known and not being readily
ascertainable by other persons who can utilizeatmomic potential and whose proprietor has
made reasonable efforts to keep it setfethe conception of trade secret under UTSA is broad
enough to encompass valuable information from atiegperspective. For example, results of a
lengthy and expensive research establishing thatedain process will not work are
protectable®®

UTSA does not limit protection to any knowledgeardormation. It includes computer software.
Acts such as limiting access to trade secretsmeed-to-know-basis, use of security systems and
guards, use of computer passwords would sufficepa®f of trade secrets proprietor’s
reasonable efforts to maintain secréty.

Under common law, liability for misappropriation tfade secrets would arise where it was

established that acquisition was by improper conduainfair means and the information was

19 |bid.

193\IE Babirak ‘The Virginia Uniform Trade Secrets Aét:Critical Summary of the Act and Case Law (fa0i0D)
Virginia Journal of Law and Technology <http://wyolt.nt 1522> ( 14 August 2014).

19 The Uniform Trade Secrets Act 1985 (UTSA 19851 (

1S UTSA 1985 s 1(4).

1% TSA 1985 s 1 in-text comments.

¥ ibid.
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used to the proprietor’'s detriment. However theéSl8s definition of misappropriation does not
require proof of us€®® Misappropriation is defined in two ways. Firsilyis the acquisition of
the trade secret by a person who knows or oughit@ known its protected status. Secondly
misappropriation also refers to unauthorized dmale of a trade secret by one who acquires it
either via improper means or under circumstancésgiise to a duty to maintain its secrecy.
Improper means of trade secrets acquisition incthe#, bribery, misrepresentation, breach or
inducement of breach of duty to maintain secreayespionage via electronic or other means. In
Atari Games Corp. v Nintendo of Ameri¥athe federal circuit court found in favour of the
respondent whose trade secret and copyright wétiagad byAtari’s unauthorized acquisition

of protected source code to a computer software.

UTSA does not bar acquisition of trade secrets topgr means including discovery by either
independent invention, under a license from owbgryreverse engineering, observation of an
item in public use and obtaining the trade seamfpublished literaturé* With respect to
reverse engineering for exampleAgua Connection Inc. v Code Rebel, E¥4G federal court
held that software reverse engineering did not arhéo misappropriation of software trade

secret.

As regards remedies UTSA provides for injunctivdiefeagainst actual or threatened
misappropriatioff*, award of damages for actual loss caused and eeg@f unjust enrichment
arising from misappropriation. Where it is estdidid that the misappropriation was willful or
actuated by malice, the plaintiff may recover exkmpdamages pegged at a maximum of
double the actual damages aw&ttThe injunctive orders are generally issued toflasas long

as the trade secret subsists but may be extendedldnger period to eliminate any commercial

advantage the defender may otherwise derive frenmiisappropriatioR®>

198 YTSA 1985 s1(2).

9bid.

20975 F.2d 832. Fed. Cir. 1992.

201 Restatement of Torts, Section 757.

22 pocket Number 11-cv-05764 Judge Ronald S W 1 Feepra012
203YTSA 1985 s 2

24 JTSA 1985 s 3(b).

25 JTSA 1985 s 2(a).
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The UTSA requires that actions for misappropriatimn lodged within three years after the
misappropriation is discovered or reasonably shdwaide been discoveré®. It also displaces
tort and other provisions of law providing civilmedies for trade secret misappropriafith.
Such displacement does not however affect crimiaaiedies that may be spelt out in any

written law based on a trade secret misappropnatio

4.2 Application of the trade secrets regime to comyter software in Kenya.

The substance of the common law (including tradeete law) and doctrines of equity were
applied to Kenya in beginning 188% Giella v Cassman Brown & Co. Il is better known as
the case that outlined the principles to be comedien determining injunction applications.
However it demonstrates application of common leadé secrets to Kenya. The court therein
observed that an employer was entitled to proteabiohis trade secrets. Applicability of trade
secrets to guarantee IP in Kenya has been recagbizeommentators® Indeed, breach of
confidentiality was one of the issues for deterrmamain Parity Information Systems Limited v
Vista Solutions & Othef$® case with the Plaintiff contending that the Defems (who were
previously its employees) had misappropriated clenfiial information relating to the Plaintiffs’

software and utilized the same to develop allegediynging copies.

Unlike the USA, Kenya does not have a statute gongrtrade secrets. Common law remains
its reference point in determining the nature axigrg of rights available thereunder. However,
the Paris Convention requires protection againdaiurcompetition and prohibits acts of
competition contrary to honest practices in indaktr commercial matters? TRIPs give effect
thereto by specifically requiring members to proteadisclosed information (trade secrets) as a
way of acting against unfair competition. Thedatreaty codifies common law’s trade secrets

prerequisites that the information must be sechett (s, not generally known among, or readily

2% UTSA 1985 s 6.

27 UTSA 19855 7.

28 The 1897 East African Order in Council.

20911973] EA 358.

#10Ben Sihanya, * Intellectual Property, Quality Asmce and ISO in Kenyan Universities’ (2008) vol. 4

No 1. The Law Society of Kenya Journal 35, 52.

Zparity Information Systems Limitd V Vista Solutoasd Others [2012] eKLR (High Court of Kenya at Méir
18 May 2012) <http://kenyalaw.org/caselaw/=.(29 October 2014).

%2 The Paris Convention for the Protection of Indasf®roperty, Art 10.
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accessible to, circles that normally deal with Kired of information in question); must have
commercial value because it is secret; and has babject to reasonable steps under the
circumstances by the persons lawfully in controkéep it secret® It can be argued therefore

that Kenya should enact a trade secrets legislatioonformity with her treaty obligation.

There is no specialized system for resolving treelerets disputes and affected persons have to

lodge their claims in the ordinary courts.

4.3 The suitability of Kenya'’s trade secrets regimén protecting software IPRs.

Common law trade secrets regime has strengthsaragteeing software developers rights. The
fact that it subsists without formalities thus oifg immediate protection with no initial
attendant costs makes it available for use byugiasbftware developefs? A proprietor need
not seek protection or registration of his workec@ndly, trade secrets owner is not required to
reveal his information. That contrasts with a patesider who has to make public his invention
in exchange for limited exclusive use thereof. réhis also no specified protection term with
regard to trade secrets. Trade secrets can thereéoprotected perpetually as long as its secrecy

is maintained.

However, application of common law trade secreggme to protecting computer software poses
challenges. First of all trade secrets are diffiand expensive to maintain over time. There is
no statutory body charged with the responsibilityrade secrets protection. The responsibility
rests upon the trade secret owner who must engeitton of confidentiality agreements by its

employees, contractors, licensees or other permsbnsaccess the protected information. He also
must individually undertake policing to ensure sanance of his rights and commence civil

proceedings for misappropriation thereof. The gutidn costs borne by the proprietor are

substantial.

Trade secrets regime does not grant exclusivesighthe idea. A person who independently

develops a similar idea or acquires the trade sadtieout misappropriation is free to exploit the

3 The Trade Related Aspects of Intellectual PropRights Agreement Art 39 (2).
214\WIPO, ‘How are Trade Secrets ProtectedWww.wipo.int/sme/en/ip_business/trade-secrets/gtime.htm>
(10 September 2014).
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same. Acquisition of a software trade secret byemrsy engineering does not amount to
misappropriation. In effect therefore software depers who protect their works via trade secret

are more exposed to non- actionable acquisitioretie¢han those protected by patents.

Codification of trade secrets regime is advantageas it allows introduction of additional
improved and specific remedies in relation to cotapsoftware and provides an opportunity to
criminalize acts of trade secrets misappropriatianalogous to those for copyright
infringement?*® Examples are evident in the provisions of UTSAhhighted above which allow
for award of additional damages including exemplagmages and recovery of unjust
enrichment proceeds and provide for injunctiveefslithat extend even after the information’s
secrecy has ceased. Codification could also prdadestablishment of a statutory body akin to
KECOBO with a mandate to enhance public knowledgéssues pertaining to trade secrets and

enhance protection thereof.

From a policy perspective trade secrets law vasgnfiPRs regime in that the latter (copyrights
and patents) encourage information disclosure hadrgy of ideas whereas trade secrets protect
confidentiality in relation thereto. Application a@fade secrets regime by dominant software
developers like Microsoft could hinder startup w@ite developers in Kenya and other
developing countries from accessing the technokighodied in the former’'s software with the

result that local software sectors lag behind.

Tension can arise between patents and trade satithisir application to software based on the
two regimes differing perspectives on informatioisctbsure. This can be demonstrated by
Maggbury Pty Ltd v Hafele Australia Pty Etl The facts were that the Plaintiff had disclosed
certain trade secrets to the Defendant pursuaatcnfidentiality agreement. Subsequently the
subject secret information was disclosed by thenitain a patent application. Parties then

disagreed and the Defendant attempted to sell ptedmade utilizing the revealed secrets
arguing that publication of the information via th&tent application had brought it to the public

domain thus defeating the trade secrets claim. cthet however found for the Plaintiff and

2% Codifying Trade secrets Protection will Deter Wgnloers’ (2014) svww.penningtons.co.uk/news-
publications/latest-news/codifying-trade-secretstgetion-will-deter-wrongdoers/ (10 September 2014).
41%(2001) 210 CLR 181.
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held that the agreements confidentiality obligatcmmtinued despite public disclosure vide the
patent application.

4.4 Patents and computer software protection.

Kenya’'s Industrial Property Act (TIPA) deals withdustrial property rights comprising of
patents, utility models, industrial designs anchitexwations. Patents are issued for qualifying
inventions. The related rights (utility models ustrial design and technovations) protect non
patentable creations or improvements deemed degemi specified intellectual property

rights*’

Computer programs were previously expressly excudam patent protection in Kenya. That
prohibition was removed in the current stattifeTRIPs allows for software patents by providing
that patents shall be available for any inventidmetlhier processes or products in all fields of
technology save for certain exceptions (which dd mwlude computer programs and
219

software) As a matter of law therefore, protection of gater programs by the patent law

regime is available in Kenya.

4.5 Institutions regulating software patents in Keya.

Kenya’'s Industrial Property Act establishes a freumek regulating patents comprising the
Kenya Industrial Property Institute (KIPl) and fanaging Director, the Industrial Property
Tribunal and The High Court.

KIPI is a body corporate charged with consideripglizations for grant of industrial property
rights, screening technology transfer agreements lmenses, providing industrial property
information and promoting inventiveness and innimrain Kenya®?° It is governed by a Board
of Directors, which appoints the Managing Direcamd other staff. The institution is funded
from the exchequer and via donations, loans andagsets that may accrue or vest in it in the

course of performing its functions under the laWIPI has a workforce of 89 persons, 59 of

27 TIPA 2001 s2.

“8ipid s 21 (1).

29 The Trade Aspects of Intellectual Property Agreemart 27.
29TIPA 2001 s5.
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whom are engaged in administration while only 36 @chnical staff*! Its human resource
capacity is limited.

At the organization’s helm is the Managing Direct@ho exercises powers on behalf of the KIPI
and makes decisions including assessment of focorapliance and grant or refusal of patent
applications.

The statute creates an Industrial Property Trib(tha tribunal) comprising of a Chairman and
four members appointed by the minist&ér. The Chairman should be a person who has been a
High Court Judge or is qualified for appointment agh. Two of the members must be
Advocates while the other two should have expeitsmdustrial, scientific and technological

fields. The latter category is wide enough toune software experts.

Industrial property issues and disputes, partitplaglating to patents, can be complex and
technical. The law’s response has been to infosie legal and scientific expertise in tribunal’s
composition. However, apart from merely specifyihg minimum qualifications required of the
tribunal’'s members, the law fails to provide guidets on how such appointments are to be
undertaken. Instead, it vests discretion on thaistar to appoint the tribunal’'s chair and
members. The process is thus prone to politidalfierence as demonstrated by the dispute that
played out in Public in 2010 relating to appointineha Managing Director, Kenya Bureau of
Standard$?®

The tribunal’s members hold office for a periodthfee years. That period is short when
reckoned against the average period for procegsatgnt applications. There is danger of
particular disputed not getting resolved withirriunal’s term exposing litigants to significant

costs of repeat litigatio**

221 Kenya Industrial Property InstitutAnnual Report (2011/1)ndustrial Property (2013) 23.

22 jpid s113.

22 By a Gazette Notice No11901 of 5 October 2010tliee Minister in- charge appointed one Joseph étimkto
the position only for that appointment to be revibkg the succeeding Minister who then appointeidfardnt
person to the position vide Gazette Notice No. 564f723 December 2011.

“2NR Ombija ‘Case Study of Kenya’s Specialized lieietual Property Rights Courts Regime’ (2011) In&ional
Intellectual Property Institutewww.kenyalaw.orgklr/index,phplel = 787> (20 May 2012).
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The tribunal has jurisdiction to determine appéalm decisions of the Managing Directtton
issues including grant or refusal of patents, r@ftis register contractual licenses and decisions
on compulsory licenses. It also has jurisdictiondetermine applications for revocation of
patents and issue injunctions against actual aratened patent infringemefit. It can also
award a plaintiff damages or any other remedy pitesd by law. Additionally, the tribunal
issues directions on points of law or unusuallyang@nt or complex matters referred to it by the
Managing Directof?’ However, the High Court's decision BNG Kenya Limited v Magnate
Ventures Limitet® creates confusion with regard to the tribunalissiction. The defendant
argued (correctly in the researcher’s view) thatghoper forum to determine the dispute was the
tribunal. The Judge dismissed the objection andtduinthe tribunal’s jurisdiction in the

following manner;

With greatest respect to the counsel for the defieidhe said submission was misleading. The
tribunal set up under section 112 of the Act presidn avenue for a person dissatisfied with the
decision of the managing director of KIPI to apptalsuch tribunal. In the present case, the
managing director of KIPI has not made any decisiat may be challenged before the tribunal.
What the plaintiff is seeking before this courtti® protection of its industrial design that is

pending registration by KIPI. The plaintiff is tieéore properly before the court.

A different finding was reached @hristopher Xallion Ondieki v Safaricom limitédwhere the
Judge held that the High Court had no originalsgiGtion to determine disputes arising under

the Industrial Property Act 2001, the proper forbemng the tribunal.

4.6 Qualification for Patent Protection of Computersoftware.

An invention is deemed patentable in Kenya if itnesw, involves an inventive step and is

industrially applicable or is a new u&8. Similar prerequisites subsist in the USA whosempa

25T|PA 2001 s112.

*2%ibid s106.

227 ibid s113.

2ENG V Magnate Ventures LimitédHigh Court of Kenya at Nairobi, 29 January 2(06).
22Christopher Xallion Ondieki v Safaricom [2012] eKI(Righ Court of Kenya in Nairobi, 20 April 2012)
<http://kenyalaw/cases/cases/view7957@0 October 2012).

#9TIPA 2001 s22.
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statute refers to novelty, non-obviousness and sim@l applicability respectivel§®* An
invention is deemed new if it is not anticipated foyor art. Prior art is defined to include
everything made available to the public anywherehim world either in writing, orally or by
other non-written means. Such disclosure must bacarred before the filing of the application
or priority date where applicable. A disclosurel&emed to comprise prior art if made not later

than twelve months before the filing of the appima or priority date.

An invention constitutes an inventive step if dwld not be obvious to a person skilled in the art
to which the invention pertains on the date of egaplon or priority date whichever is applicable.

In PLG Research v Ardon Internationaihe English Court of Appeal observed that the
‘philosophy behind the doctrine of obviousnesshest the public should not be prevented from
doing anything which is merely an obvious extensiomorkshop variation of what was already

known at the priority daté>? The test is objective and premised on the notianarage person

skilled in the art.

Industrial applicability refers to whether the imtien is capable of application in any kind of

industry.

Computer programs are said to ‘occupy a strangédvibmtween mathematical ideas and applied
engineering®*® That nature posed a problem in the USA and, éretlrlier days, courts rejected
software patent applications on grounds that thesnprised non patentable mathematical
algorithms®** Most patents attorneys resorted to framing #mgliage of their applications to
describe the software as though it were a hardwiaséce®*® With Diamond v Dieh?*®
however, the Supreme Court opened the door to aoftwatents. The challenge that developed
was assessment of the software patent applicatoastablish whether they meet the statutory

requirements for novelty, non-obviousness andtytilDetermining non-obviousness proved to

%1 The US Patent Act 1952 (TUPA 1952) s 3.

23211999] FSR 116, 136.

233 Simon L. Garfinkel, ‘Patently Absurd.’

http://www.wired.com/wired/archive/2.07/patents.ht(®26 January 2014).

#4see Gottschalk v Bensd@9 US. 63 1972 where Supreme Court denied Patensystem for converting
binary coded-decimal numbers into the decimal numbe

2% Garfinkel (n17).

230450 U.S. 175 [1981].
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be the most challenging aspect in assessing phtiytd>’ The United States Patents and Trade
Marks Office (USPTO has received criticism for gnag patent for obvious and trivial software.

Glynn Lunney observed thus;

If courts fail to enforce the non-obviousness regment and allow an individual to obtain a
patent for simply implementing existing methodsdoing business through a computer, even
where only trivial technical difficulties are preged, entire emarkets might be handed over to

patent holders with no concomitant public berféfit.

Several reasons have been advanced to explain whyolwious patent applications pass
through USPTO. First of all patents applications many compared to the limited number of
patent examiners. This leads to below optimumtsgrby the overwhelmed examiners. It has
also been argued there is a challenge in detergiwimat is comprised in prior art since many
software innovations are not published in jourmalsther accessible mediuifi. The USA is a

technological advanced country than Kenya. KIPIlikely to face the same challenges as

USPTO, perhaps more intensely.

4.7 The Role of Patent Agents in the Patent Registtion Process.

Patent agents play a key role in the patent registr process. A patent application must, by law,
be presented by an agent admitted to practice é&ft?l. Admission to practice as an agent is
open to citizens of Kenya who are either Advocg@t@sticing in Kenya or possess a University
Degree in science or a technical field and are emant with industrial property mattéfs.
There is however no requirement for special trginom examinations as a precondition for
admission s a patent agent. The position in th& Wdfarors that in Kenya to the extent that
patent applications must also be presented by reiflaent attorneys or patents agents,
distinguished by training** The former have a background in law (attorneysjlenthe latter
refer to non-attorneys. Unlike the Kenyan positloowever, both patent agents and patent

%37 Evans and Layne — Farrah (n25) II.

28 Glynn S Lunney, “E-obviousness,’ (2001) Mich Telgun and Tech.L.Rev. 363, 366

29 Evans and Layne-Farrar (n 25 ) 11.

240 The Industrial Property Regulations, 2002 (TIPR2Xr 63.

241 JR Kuester and AK Moceyunas ‘Patents for SoftvRetated Inventions’ (2003) Inerations
An Interdisciplicary Journal of Software Hisgod, 3.
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attorneys in the USA are required to sit and padsrn bar exams before admission to practice
with the USPTG#

Data from KIPI reveals that 332 patent agents wegistered as at 20£48 The number is
however not broken down to facilitate identificatioof Advocates and non-Advocates
respectively. However majority of the listed age(®89 to be precise) designate offices of law
firms as their physical addresses suggesting tiegt are Advocates” The number of patent
agents in Kenya is low compared with USA which hsl52 and 31,911 active patent agents
and attorneys respectively? Lack of skilled patent application drafters hai identified as
one of the challenges facing software patents iny&*® This can be attributed both to the
relatively low number of registered patent agemid he absence of modalities for establishing

applicant’s expertise in patent law and practideteeadmission as patent agents.

Both the statute and the statutory regulations mtmeeunde?’ detail the registration
formalities and prescribe the fees payable. Fanmpte, the application is required to contained
a request, description one or more claims, one orendrawings where necessary and an
abstract. It must also contain the prescribed datghe applicant, the inventor and the agent.
The description is required to disclose the invanin ‘full, clear concise and exact terms as to
enable any person having ordinary skills in thet@rnake use and to evaluate the inventiéh.’

The same requirement for disclosure exists in tBePdtent Statut&’

4.8 Patent Application Process.

The date an application is received by the ManaBimgctor shall be accorded as the filing date
as long as the application meets formal requirem@hiat is, contains applicant’'s name, what

242 The United States Patent and Trademark Office t&ebs

23 KIPI < www.uspto.gov/ip/board/oed/exam/grbpage.Jsp7(14 August 2014).

244 spto <https://oedci.uspto.gov/ OEDCI/> (20 AugR@14).

>5TIPA 2001 s.

246 H Mutai ‘To Patent or Not to patent? How We Caatect IP in ICT.(paper presented at Strathmorévehsity
Intellectual Property Conference, August 2012).

*"TIPA 2001 and the TIPR 2002.

28 s patent Act 1952 (USPA 1952) s35.

29 JR Kusler and AK Moceyonas (n241) 3.
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appears to be a description and what on the fapeaap to be clainff’ In the event of
noncompliance with any of the formal requiremerts®e applicant will be asked to file a
correction, in which case the date of receipt @hstorrection will be accorded as the filing date.
The filing date is important as it determines ptjodate in determining patent rights in the event
of competing claims, the first person to file wolble entitled to the patent as provided for in the
Paris Convention. However the position in the USAignificantly different in that priority is

determined, not on the basis of the first to filg first to invent>?

231 patent applications were submitted to KIPI leemvJuly 2011 and July 2012, 51 percent of
which were by Kenyan residerft€. In the same period, 31 examination requests pesented
and only 9 patents grantéf. The availed numbers are not broken down to rewbather any
software patents applications and grants are ceexgbrinerein. There is however activity in
Kenya’s software patents sector. A perusal ofitlaeistrial Property Journals issues for January
to July 2014 reveal publication of two patents aaplon whose descriptions indicate they are
software-baset®* In the same period, three seemingly softwareteelgpatent grants were
published?® These figures are quite low compared with the tigosiin USA where 609,052
patents applications were filed in the year 2018 802,948 patents granted in the same
period?*®

4.9 Processing software patent applications and gligte resolution mechanism

Upon receipt of an application, the Managing Dioects required to publish prescribed

particulars thereof either in the Kenya Gazettaroindustrial Property Journal. The purpose of
the publication is to notify the public of the ajgption and invite objections (if any). A request
for substantive examination on patentability mungnt be submitted within three years of the

filing date and upon receipt of the Managing Diogst confirmation of the application’s

Z0TIPA 2001 s 41(1).
2:; Kenya Industrial Property InstitutAnnual Report 2011/1dustrial Property (2013).

ibid 6
253 ppplication No KE/P/2012/001524(22) filed by Njg® Geoffrey Kariuki in Journal No 2014/1 dated 2141
and Application No KE/P/2012/001692(22) Inventodddye Mackenzie in Journal No 2014/05 dated 31/5/14
24 Application No KE 646(45) in Journal No 2014/0@pécation No. AP/P/2010/005207922) in Journal No
2014/05 dated 31-5-14 and application No AP 264Bimrnal No 2014/03 dated 31-3-14.
2% http://www.uspto.gov/web/offices/ac/ido/oeip/taf/\$tat.htm> (20 August 2014).
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compliance. The statute however fails to spetig/pgeriod within which the Managing Director

should inform the applicant of such compliance.

On receipt of a substantive examination applicatibe Managing Director causes the patent
application to be examined by an examiner who themes a report on patentability. Should the
examiner’s findings be against patent grant, theddang Director is required to get submissions
from the Applicant before rejecting such applicatiorhe statute does not specify the period to

be taken in substantive examination or decidingutiss that may arise there from.
Processing software patents applications can bananving and a time-consuming. Several

parties play a role including the Managing Direcimaitent examiner, the tribunal and the High

Court. The following charts illustrate patent apalions movements;

59



A

CHART ILLUSTRATING PATENTS REGISTRATION
PROCESS WHEN NO DISPUTES ARISE

APPLICATION FOR REGISTRATION
(Establishes priority date)

!

EXAMINATION BY MANAGING DIRECTOR
AS TO FORM
(Time not specified)

'

PUBLICATION OF APPLICATION
(Effected by Managing Director after expiry of
18 months from filing date/priority date)

!

EXAMINATION AS TO SUBSTANCE
(To be applied for within 3 years of filing date.
However period taken in examination is not sped)fie

l

GRANT AND REGISTRATION OF PATENT

PUBLICATION OF PATENT
(Statute says as it be done as soon
as reasonably practical)
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CHART ILLUSTRATING PATENT REGISTRATION
PROCESS WHEN DISPUTES ARISE

APPLICATION FOR REGISTRATION
(Establishes priority date)

|

EXAMINATION BY MANAGING
DIRECTOR AS TO FORM
Time not specified. However if minor deficiencere
found, applicant required to amend. Major omissior]
will result in rejection of application.

l

PUBLICATION OF APPLICATION
After expiry of 18 months from filing date/priorityate.

|

EXAMINATION AS TO SUBSTANCE

To be applied for within 3 years of filing date.owever
period to be taken on examination is not specifiéd.
examiner report is against patent grant, the Matagi

Director is required to hear the Applicant befoeeiding
on rejection. Time for such hearing is not spedifi

l

APPEAL TO TRIBUNAL

Applicant may appeal any decision of the Managin
Director within 90 days of decision. Period in whic
appeal is to be determined is not specified.

'

FURTHER APPEAL TO HIGH COURT

Any party to proceedings before the Tribunal mayesb
to the High Court period taken to determine the églp
is not specified.
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4.10 Nature of Rights Conferred by a Software Patdn

Kenya’'s patent statute grants inventor three rigihdsnely; to be granted the patent for a
qualifying application; to preclude others from Bipng the patented invention and; to conclude
licence contracts with respect to the protectecerition. 2>’ The first right subsists before
registration while the other two accrue after patgant. The second right is negative. It does
not confer upon the patentee right to use the ithwerbut instead enables him to exclude others
from utilizing the invention in exchange for fulisdlosure of the invention. For a product
patent, the owner is granted the right to excluithers from exploiting the invention by making
importing offering for sale, selling and using t@duct or stocking such product for purposes
of offering it for sale, selling or using the prat{® As regards the process patent inventor has
right to patent to preclude others from using thecess and dealing with products made from
the process by for example selling, using or staghhe same. Unlike trade secrets therefore,
patents can offer protection from reverse engingesf a computer software as the patent holder
has right to prevent unauthorized working of higeinmtion. The third right licensing is discussed

below. The scope of protection is however deterthimgthe claims presented for registration.

The rights conferred are subject to limitationpasthe terms of the paténtand set out in law.
They extend only to acts done for industrial or ocoercial purposes and do not prohibit acts
done for scientific researéf’ They also do not apply to articles imported to y@by the patent

holder or his licensee which are subject to exhansif rights doctriné®*

A patent owner can enforce his rights by filing ggedings seeking injunctive relief and or
damages against anyone who knowingly infringespident®* A question however arises on
whether a patent applicant enjoys any rights ondaa for the period between lodging the patent
application and grant of patent. 8anitam Services (E.A) Ltd v Rentokil (K) Ltd arhtdiners

Z7TTIPA 2001 s53(1).
Z8ibid s 54(1).
29ibid s 58(1).

20 ibid s 58(1).

%1 pid s 58 (2).

22 TIPA 2001 s565.
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(K) Ltd®®® Kenya’s Court of Appeal analyzed the position wigspect to the then subsisting
Industrial Property Act 1989 (now repealed) andestahus;

Could it be said there was protection of a patedmerwnone was granted four years after
the application or not granted at all? We thinwauld be a strained construction of the
section to so find and we reject the contention tha unpublicised application made to
KIPO was sufficient to protect the appellant. Tket®n in our view affords protection to

the owner of a patent after grant. Consequentlgetbeuld not have been an infringement

of a patent at that period in time either.

That lacunae appears to have remedied by the ¢uimdnstrial property Act 2001 which
specifically grants the owner of a patent right daim compensation from anyone who
performed any of the inventions claimed in the @mit@dd application as if a patent had been
granted for the same subject to the plaintiff dsthing either that the defendant had actual
knowledge that the invention was the subject otilliphed application or had received written
notice of the invention’s said stattf. In ENG Kenya Limited v Magnate Ventures Limft&d
the High Court granted the plaintiff injunctive isflagainst infringement of an industrial design
despite the defendant’s objection that the pldistdpplication for registration with respect to
the industrial design in question was still pendilghile granting the prayer for temporary

injunction against the defendant, Judge Kimarwestas follows;

Section 85(2) of the Industrial Property Act praseibe rights of a creator of an industrial design
in a similar manner to that of an inventor or tloddier of a patent. In the present application, the
defendant argued that the suburban sign of thatgfaivas not of such a unique design that it is
capable of being registered as an industrial dedigis court is not in a position to determine the
veracity of the allegation made by the defendarthist interlocutory stage of the proceedings.
What is however clear is that KIPI in its own wistlo. has determined that the suburban design

of the plaintiff was an industrial design capalideing accepted for registration. | therefore hold

#33anitam Services E.A Itd v Rentokil (K) Ltd and Alner [2006] eKLR (Court of Appeal of Kenya, 28 J@§06)
< http:/kenyalaw.org/caselaw/.../> (29 October 2014).

24 TIPA 2001 s55(c).

2ENG Kenya Limited v Magnate Ventures Limif€te High Court of Kenya at Nairobi, 29 Januar@@0[9].
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that the plaintiff has established, on a balancgrobabilities, that it has an industrial design

capable of being protected.

The ruling does not set out the Judge’s rationttimaof section 55 which limits the pre-
registration remedy to recovery of ‘compensation*the owner of a patent’. It is not clear how
the Judge extended the said provisions to granhative relief to an unregistered industrial
design applicant.

Patents are protected for twenty years from thegfitlate of the applicatiofi® However the
patent holder is required to pay annual fees fergatent failing which the application is either

deemed to have been withdrawn or the patent laps@¢he invention ceases to be proteétéd.

4.11Contractual and Compulsory Licensing of Softwae Patents.

The law allows a patent holder to license thirdtiparto exercise any of the acts within his
authority. Such license agreements must be iringriand signed by parties therétd. They

subsist as long as the patent itself remains valittense contracts are also required to be
registered by KIPI at the instance of any partythte contract. The Managing Director has
discretion to consider the application for registia of patent licenses. He must however notify

the petitioner and hear the parties before refuginmggister any license application.

The Managing Director may refuse to register ansgecontract imposing unjustified restricting
whose consequences are harmful to Kenya econontérests. These include contracts
containing restrictions on research or technoldgileaelopment by the licensee, prohibiting or
restricting the use by the licensee of any tectmolather than the technology in connection to
which the contracts relates.

Contractual licensing is a tool Kenyan sofwvatevelopers can utilize to access useful

software innovations even from other jurisdictioms Amarco Kenya Ltd —Vs- The Minister for

26 TIPA 2001 s60.
%67 ihid s61.
28 ihid s64.
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Finance and othef§® for example the Applicant via license procuredhtigto deal in Kenya
with a software belonging to a UK organization.eTApplicant then utilized the licensed

software as a platform to develop another usefdipet software it could sell.

Aside from contractual licensing relating to paserthe law permits the Industrial Property
Tribunal (the tribunal) to issue compulsory licensghat can be either due to non-working of the
patent or where there is interdependence of patemdsa patented invention cannot be worked
without infringing the rights derived from an earlipatent. To qualify for a compulsory license,
the applicant must establish that he attemptegrdagure a contractual license and the patent
owner failed to confer the same on reasonable aneial terms and within a reasonable period.
Secondly, the applicant must offer sufficient guméea to work the invention and remedy the

deficiency or satisfy the requirements that gase to his request.

Compulsory licenses are nonexclusive, limitedaape and duration. They must also provide
for payment of equitable remuneration in the patetler. Further, a compulsory license does
not entitle the licensee to grant further licens@thout the patent holders’ consent. The

compulsory license regime thus recognizes the dwnights and ensures he is compensated for

the same

However a Minister exercising powers under the Cetitipn Act can however affect Software
IPRs as demonstrated iAmarco Kenya Ltd —Vs- The Minister for Finance ambe
Commissioner, Monopolies and Prices Commissidnin exercise of powers under Section
18(1) and (2) of the Restrictive Trade Practiceginbpolies and Price Control Act, (now
repealed) the Minister then in charge of Finansaead a ministerial order vide a Gazette Notice
requiring the applicant to supply to Inspac Tedbgies Ltd (INSPAC) and others the data
bases of a proprietary software. The facts ofctse were that applicant was the proprietor by
license of a particular software initialed CQCS.dénthe terms of the license, the applicant was
permitted to license third parties to access CQCEhe applicant then developed another

software known as AIMS 2000 which operated on tH@CS platform. Another entity

2912008] eKLR.
270 Amarco Kenya Itd v The Minister for Finance ander [2008]eKLR (High Court of Kenya at Nairobi, 16
July 2008) < http:/kenyalaw.org/caselaw />
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(INSPAC) developed rival software that could alstyaun on the applicant's CQCS platform.
INSPAC’'S software was developed after it gainedutinarized access to CQCS database.
INSPAC then sold its infringing software to a difat entity which then sought to purchase a
CQSC platform to enable it run the infringing sadte@. The applicant declined to sell CQCS
platform to the third party prompting INSPAC to gmla complaint with the Commissioner of
Restrictive Trade Practices Commission. The Comiongr condemned the applicant unheard
resulting in issuance of the ministerial order diirgg the applicant to supply the CQSC database
to INSPAC and others for a reasonable price. He dilected the applicant to further desist from
the practice of refusal to supply the CQCS datalbad¢SPAC and others. The Applicant then
moved to court to seekingter alia an order of certiorari quashing the Gazette Naticground
that it was issued arbitrarily, capriciously anddisregard of the law and principles of natural

justice.

The application was determined on a technicalityy &pplicant’s failure to file an affidavit
together with the application. However, it highligd conflict that may arise in application of
power under the competition statute on IPRs of adempsoftware proprietors. It is not clear
from the ruling whether the applicant was assertiogyright or patent rights on the software.
However the fact is the minister issued orders ttipg the applicants IPRs. The minister’s act
amounted to issuance of order similar to compul$ognses but outside the scope of the patent
statute law. There is need to clearly define tbendlaries of both to avoid directions by the

Minister that impacts IPRs outside the frameworkaof.

4.11 Technovations and Software.

A technovation is defined in Kenya IP laws as ‘&uson to a specific problem in the field of
technology, proposed by an employee of an enterpnigKenya for use by that enterprise and
which relates to the activities of the enterprisg Wwhich, on the date of the proposal, has not
been actively considered for use by that enterpfiselechnovations are conceived within the
purview of employer/employee relationships. An emype seeking recognition of his

technovation lodges a written request for a teehtions certificate with the enterprise which

211 TIPA 2001 s94.
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then has three months to either issue a technovagdificate or notify the employee of the
refusal (with reasons).

Technovator is entitled to remuneration determieiditer via collective bargaining agreement or
by mutual agreement. Disputes arising from théwrtegation applications are resolved by

arbitration?’? An appeal lies against the arbitral board’s, sieai to the tribunal.

Technovation are available for computer softwareddenced inrSamson Ngengi -Vs- Kenya

Revenue Authority/2 The Plaintiff was an employee of Kenya Revenuéharity. He claimed

to have developed a software described the Geadabpatvenue Collection Information System

(GEOCRIS) which maps property location, identifyiriige owners and their tax status.

Apparently KRA advertised bids for development loé software. Plaintiff moved to court and

obtained interim orders barring KRA for dealingGiEOCRIS or developing any similar system
pending determination of the suit. The suit wasseqguently referred to arbitration as required
by statute.

Technovations are advantageous in granting IP giioteto start up software innovations. They
protect innovations that may not meet the stringetent requirements for novelty, inventive

step and industrial applicability. A technovateed only establish that the idea offers a solution
to a specific technological problem which the gmtise had hitherto not adopted. Secondly the
application process is relatively simple, fast andt-effective compared with that subsisting for
patents.

However there are challenges in the technovatiegsmes particularly in its application to
computer software. Firstly the imposition of arkiton as the mode of dispute resolution poses a
problem when there is need to urgently secure theowvators interest in the interim.
Appointment of arbitrators can be slow particulasigen the counterpart adopts dilatory tactics.
Samson Ngendiad to resort to filing suit at the high courtdbtain interim injunctive orders

despite the express statutory provisions on diss@ution by arbitration.

272 :
Ibid s101.
23 samsorNgengi v Kenya Revenue Authofitligh Court of Kenya at Nairobi, November 2008).
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The other challenge lies in the fact that existesicB’Rs rights on the claimed technovations is
decided upon, not by an independent entity, buntarested party (the enterprise) who is also

the expected consumer of the product.

Finally, the prevailing structure does not adeqygteotect the technovator from the publication
of his idea to others who may adopt and utilizegame without compensating the technovator.
The law only provides a remedy for communicatioredeby the enterprise to a third party. It
does not offer protection in instances where tartevation is revealed to third parties by other
persons such as employees of the enterprise wiesset the same. Unlike a patent holder, the
technovator does not enjoy exclusive rights toafshe technovation. Person who acquires the
idea from source other than the enterprise woulftdeeto exploit the same without recourse to

the technovator.

4.13 The Suitability of Kenya’s Patent and Technov#gons Regimes to Protecting IPRs
Software in Kenya.

Unlike copyright, the patent regime is capable wit@cting the idea behind computer software.
Patent holder can prohibit exploitation of his idgethird parties whether the same were arrived
at independently or via copying. Consequently patenan provide a guard against

misappropriation of the idea behind software byersg engineering.

Despite that, statistics reveal that utilizatiorpatent system by software developers in Kenya is
low compared with the rate of computerization amalrgh of the software sector. That trend is
attributed to several reasons. Firstly, the pateagistration process is involving and complex.
Unskilled person will experience difficulties pr@seng an application in person. He may need
to engage a skilled drafters or legal practiticened pay fees plus attendant prescribed processing
charges including application fees, internatioresdreh fees (where applicable) final inspection
fees, fees for grant of patent and annual feesosdltosts make patents inaccessible to startup
software developers.

Even having engaged a patent agent, the softwarelaper would still have to wait for a

considerable period before his application is pseed at KIPI. Bureaucratic and logistical
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challenges, coupled with the set statutory timslisdow down the process thus exposing
software developers to the risk of their produ@sdming obsolete before protection is granted.
Having obtained a patent, a software developer regyire protection for its upgrade. In that
event, such developer would have to start fresteption proceedings for the upgrade, a task
that may prove daunting considering that reguladpct upgrade is the norm in the software

industry.

As a precondition to grant of patents, patent hoiderequired to disclose his invention in

sufficient detail such that it can be worked by exspn skilled in the field. This helps in

knowledge exchange and advancement. The patestbglise requirement provides an avenue
vide which a developing country like Kenya can asceoftware technology from its more

developed counterparts and develop its local soéveactor. However the low registration of
software patents even by foreign entities meansy&e&poftware Developers are not benefiting
from the technology disclosure effected by patents.

However there are challenges in applying computdtware to patents. First of all, the
protection term (twenty years), though considerabigrter than that applicable under copyright,
is still longer than the average life span of cotepwsoftware and programs. The problems
highlighted with regard to continuing to offer pgotion to commercially unviable software

copyright will also apply to patent.

Secondly, studies in the USA have revealed thanpah the USA do not in fact spur software
innovations and that most startups do not patesit ffroducts. To the contrary it has been
argued that software patents actually hinder inilomaas they result in patent thicketing, a
situation where large corporations acquire numesmftvare patents to stifle competition and
act as a buffer in disputes between themselvess iStbest illustrated by the various patent suits
between the phone manufactures Samsung and Apigie. thicketing scenarios has led Alan
Story to question software patents impact on intiomain developing countries, considering

their negative effects in a more technologicallyatted country’

274 Story (n24).
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Another experience with software patents in the Ufa& been USPTO'’s challenge of assessing
whether software patent applications meet the rimeosness criteria, resulting in grant of
patents for undeserving software inventions anccerkating the patent thickets. Considering
that Kenya predominantly relies on software owngdMicrosoft and other multinationals,
caution needs to be exercised in issuance of gatenprevent development of patent thickets
that would completely shift software developmenthe countries.

Institutionally there are challenges at KIPI widspect to management of computer software and
patent. Bureaucracy that is slowing patent apitinaneeds to be addressed. Secondly, it is
doubtful whether the KIPI has adequate expertisasgess software patent applications and
determine whether they meet the statutory requingsnéor patents protection. Funding and

institutional capacity is also limited.

With respect to the tribunal, the manner of appoga chairman and members lends itself to
misuse and political interference which may notdeinappointment of the most qualified and

negatively impact decision making in the tribunal.

There is need to enhance publication of the tribsirdecision by establishing a law reporting
system to develop jurisprudence on software pat@misother industrial property issues. That
may call for increase of funding. Additionally tiwbunal’s decisions appealed against to the

High Court risk getting caught up in the backlogréat slowing decision making even further.

There is need for harmonized government policy tpsiwith the respect to IP on computer
software issues especially in light of the VisiddB@'s highlighting of ICT as one of its central
pillars in spurning economic development. CurrerfligCOBO is under the office of the
Attorney General while KIPI operates under the [gliryi responsible for industrialization. A
proposal to merge IP regulating agencies (KECORIPI and the Anti- Counterfeit Agency)
and form one entity was presented to the Presfelienya by the special task force appointed

to streamline operations of state corporations adastatalé’> That would then fall under one

275/ Nzomo ‘Proposed Parastatal Merger of The Copyrigpard, the Industrial Property Institute an Anti
Counterfeiting Agency’ ( Centrelntellectual Progesihd Information Technology law Blog, 7 Octobed 2D
<http:cipitlawstrath.wordpress.com/../ > (30 Octob@l4).

70



government Ministry under one Government MinisBych merger would help in harmonization
of IP policy considerations, a move that would B#neomputer software which requires

protection under more than one IP regime.

In concluding this chapter, it is observed that y@&@s trade secrets, patents and related
technovations regimes can be applied to protectpoten software in Kenya. However,
utilization thereof by software innovators gensrafind startups in particular is low. The
challenges in applying those regimes to computitwace in Kenya have been highlighted. The
next chapter therefore addresses how the saidecigalland those identified with respect to

copyright can be tackled with a view to enhancidB$ of software developers.
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CHAPTER FIVE

CONCLUSIONS

Protecting IPRs aid in development. The USA angadaare mentioned as examples of
countries whose development is credit to strongsIP&jimes’® Kenya's goal of achieving

industrialization via ICT will to an extent be detened by its legal and institutional framework
guaranteeing IPRs of software develoféfs. Under-utilization of IPRs by Kenya's startup
software innovators thus negatively impacts groatld development of the ICT Sector. The
challenge arising is on how to enhance Kenya'swsof IPRs legal and regulatory regime to

ensure suitability and adequacy in protecting iratiawn by startup software developers.

The nature of computer software is such that theyuire simultaneous protection under
copyright, patent and trade secrets regimes. Theareh paper set out to determine whether
Kenya's legal and regulatory regime embodied inGoeyright Act, Industrial Property Act and
common law trade secrets adequately protect IRRgplarly of startup computer software and
program owners and developers. It further sotgluletermine the necessity of developsug

generislegislation to protect computer software.

The study proceeded on two hypotheses; firstly thatregime does not adequately protect to
IPRs in computer software and secondly that there need fosui generidegislation protecting

computer software in Kenya. This study has oudilegal and regulatory inadequacies of those
regimes in application to software and affirmed hiypotheses. The following changes can be

effected to tackle the inadequacies.

278 B Sjhanya ‘Intellectual Property for innovationdaimdustrialization in Kenya’, (2008) Convergencel ¥ No 2
185.

2’7 B Sjhanya ‘Infotainment and Cyber law in Africaedulatory Benchmarks for the Third Millennium’ (20010
Transnational Law and Contemporary Problems 583.
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5.0Proposed Changes to the Software Copyright Legal @Regulatory Regimes.

Though copyright law offers software immediate pobion without formalities, such protection
is limited to expression of ideas fixated in thétware’s source and object codes. Copyright
does not prevent non-infringing acquisition of cangy software’s underlying idea via processes
such as reverse engineering. That justifies auditiprotection of the underlying ideas by patent
and trade secrets regimes.

Protection of computer programs object and souatkeg as literary works for the life of the
author plus 50 years is not beneficial considetting relative short life span of computer
software. A case can be made for shorter coptypgstection term of say 10 years. However it
would be challenging for Kenya to legislate suclortdr protection term considering its
obligations under Berne Convention which requiresimmum copyright protection for life plus
50 years term. However copyright's confinemenekpression of ideas lessens the problem
posed by that long protection period since thatidieas behind it are available for utilization by

others.

Further there is need for clarity of the law onedetination of indirect software copyright
infringement and particularly application of tle minimisprinciple to software copyright
infringement. The law ought to be amended to @efimat constitute indirect infringement.
Utilization of copyright registration is low, meag startup software developers are not availing
to themselves registration benefits. The legaVigrons on registration also require amendments
to set out what must be established before KECO8gisters a software copyright to avoid
registration of similar copyrights. KECOBO alsoeds to consider enabling searches on its
software Copyright Register to be undertaken onlingéenya can also borrow from USA
copyright law by introducing statutory infringemeeimedies available to authors of registered
software copyrights. Another aspect of USA Law ni@ can borrow is to introduce a
requirement for identification of copyrighted sofine with a mark © or “copy” and limit or
eliminating defence of innocent infringement aabié under Section 38 of Kenya’s Copyright

Act with regard to computer software’s codes bepsuch marks.
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On the regulatory front KECOBQO’s capacity should ésghanced. Its presence ought to be
devolved across the country to improve policing antbrcement. The organization is currently
based in Nairobi and with limited staff. It canredequately exercise its statutory mandate
across the country. A case can be made for inededsnding towards KECOBO'’s

reorganization and recruitment of extra personnel.

One of the functions of KECOBO is to organize amhduct training relating to copyright
matters at all level§® It is apparent from the relatively low copyrigegistration numbers that

education and sensitization of startup softwarestibgers on copyrights copyright is required.

The experience with collecting societies is thaytkenable members to benefit more from their
works. A case can therefore be made for registnaif one catering for the interest of software

developers, particularly the individual or starugiety.

Copyright disputes are determined in the ordinayrts which are plagued by case back logs
that hinder expeditious resolution of disputes. e Tasulting delays could negatively impact

software in view of its nature. Further, aspectscopyright software disputes such as

ascertaining non-direct software copyright infringgnt can be a technical exercise. One can
therefore argue for establishment of specializézutals for software copyright disputes that

could require a technical perspective in resolubbthe disputes. Software patent disputes are
determined by a specialized tribunal. By parityre&soning, a similar system ought to be

effected with regard to software copyright disputes

Training of judicial officers on software copyrigigsues and IP law generally ought to be
promoted taking into account that teaching of \¢ & a course in Kenya'’s oldest law school is
a relatively recent development meaning seniorcjatliofficers may not have studied that
branch of law at undergraduate level.

The Government should also consider adopting @digieared at reducing market prices of

proprietory software. These may include reductbriaxes on software to make them more

28 TCA s 5(a).
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affordable and reduce incidences of software pithay are to an extent, influenced by the
relatively high per capita prices of proprietortsaire.

5.1Proposed Changes to the Trade Secrets Legal anelgulatory regime in its application
to software.

Trade secrets are, like copyright, protected withegistration. However there are instances
when a trade secret owner may require the executibrconfidentiality agreements by
employees, licensees or other persons to whomettretsis revealed in fiduciary circumstances.
Trade secrets offer protection for ideas embodiecbmputer software but restrict exchange and
advancement of knowledge. However they do notr adkelusive use of the idea and just like
copyright, trade secrets cannot prevent acquisitibthe software idea by non-infringing acts

such as reverse engineering.

The fact that Kenya's trade secrets law is premm@cdommon law limits its application and
scope. Caodification of the trade secrets law inPAU& the UTSA provides a more equitable
system that allows the owner to recover damagesailable under common law including

proceeds of unjust enrichment. Further though comlaw restricts remedies to the information
secrecy period, codification via UTSA enables amewto prevent a misapproprietor from
enjoying any commercial benefit from his act bywaiing for extension of protection even after
the information secrecy. UTSA further enhancestqmtton by removing common law’s

requirement to prove use to one succeed in a gackets infringement suit.

Kenya ought to develop a trade secrets legislataodify the law, introduce clarity and provide
additional remedies. Such a statute could congid®mriding trade secrets regulatory framework
by for example establishing a statutory body toammle trade secrets and reduce the policing
burden hitherto borne exclusively by owners. Ttause could also criminalize certain acts of

software misappropriation thus enhance protectrateuthat regime.
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5.2Proposed Changes to the Software Patents Legal aReégulatory Regime.

The patent law regime offers protection for ideagarlying particular computer software and
programs. Unlike the trade secrets law, patergsne provide proprietors with legal authority
to exclude others from exploiting the patented idelmwever patent protection is not automatic
but subject to registration formalities. The s@fterinnovator must apply for patent and satisfy
the patentability test the software will then béjeated to. The patent application process is
technical and expensive rendering it unavailableuttization by startup software developers
with limited finances to procure legal experts tmaftl the patent applications and pursue
registration. Additionally patent registration s¢ow and may hinder utilization of software
patent. The patent application system need torbglified and made more affordable to startup

software innovators.

Based on the USA experience, there is need fargent application of the patentability criteria
to guard against patenting of non-qualifying sofevanventions whose effects would be to
create patent thickets. KIPI ought to enhance npadgamination capacity to prevent such
patents. Further the requirement for disclosuredseto be enforced. KIPI should ensure

adequate disclosure that would enable a skilledgreunderstand the idea.

Patent drafting and processing is a specializedhnieal field. A case can be made of
enhancement training and qualifications for pateggnts. The current minimum qualifications
for registration as patent agents do not requipesdise in patent matters. The law needs to be
amended to introduce a requirement for patent ctenpe examinations before registration as
patent agents.

Just like with copyright, patents protect softevdor longer than may be necessary. The
consequences of such extended patent protectiomane noticeable than copyright in view of

patents exclusivity regime. The software pateptgmtion term needs to be shortened to reflect
software’s nature. The subsisting protection t@mevents incorporation of patented software
into the public domain even when such protectionagonger economically viable to the patent

holder. That prevents utilization thereof by stprtievelopers.
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There may also be need to amend The IndustrialeP@ct by fixing timelines within which
both formal compliance and substantive assessméptgent applications should be undertaken.
That is aimed at reducing the patent processingg&o ensure software patent are available for

exploitation as soon as possible and eliminate.

The three institutions that regulate software pataiso require reforms. KIPI should streamline
its software patent application process to elinenbtireaucracy and reduce the time taken
processing software patent applications. The aito ensure software patents are processed and,
where deserving, granted as soon as possible. dCght to computerize its system and provide
a platform for online searches of patents and didegnent of software patent.

As already pointed out a challenge identified i@ USA is in delimiting the public domain with
respect to computer software. This arises fromabhsence of forum for software innovation
publication and developers reluctance to commuaitia® same fearing acquisition thereof by
others. In pursuance of its functions of providindustrial property information to the public
and promotion of inventiveness and innovation imya& KIPI should establish a such forum
and help demarcate what is already in the publioain to prevent patenting of non-qualifying

software innovations.

With limited technical staff, KIPI's lacks capacitio handle increased software patents
applications. Increased utilization of the patgygtem by local startup developers could cause
KIPI to experience challenges in processing theeseasulting in further delays in processing
patent applications. Further the overwhelmed pgag@aminers could compromise assessment
vigilance and allow patents for obvious inventioAs. software innovators are encouraged to
utilize the patent system, KIPI should employ mégehnical staff to handle the increased
applications. The institution should also restmoetand computerize to facilitate undertaking of

activities of such a software patent searches enlin
The tribunal also requires reforms. The mannerpgioatment of its Chairman and members

should be reviewed to eliminate political interfeze and provide merit-based criteria geared at
constituting the tribunal with persons competeninsiustrial property issues. Additionally, the
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terms of office for the tribunal should be madegdento avoid disruptions and facilitate
conclusion of proceedings within the tribunal’snterThat will minimize delay in dispute

resolution and reduce repeat litigation costs aooasl by personnel change at the tribunal.
There is need to enhance publication of the triludacisions by establishing a law reporting
system to develop jurisprudence on software patemisother industrial property issues. This

may call for increased funding.

As the court with appellate jurisdiction over thiédnals’ decisions, the High Court also requires
reform in relation to software patent dispute regoh. The already identified challenges of case
backlog and enhancing judicial staff capacity onmBtters needs to be addressed. Another
approach to improving service delivery could bealelisshment of a specialized division of the

High Court to handle IP matters including appeadsfthe tribunal.

5.3 A case for Development adui generis Software Protection Legislation.

Legal changes effected to progressively incorpacateputer software into the purview of IPRs
first under copyright then subsequently patent |lswese driven by the realization that not one
protection regime could offer adequate protection domputer software. The result was
amendments to the Copyright Act and Industrial BriypAct respectively to introduce software
protection provisions. This has resulted in cartastances to the statutes providing criteria for
software different from that applicable to traditah subject matter thereof. For example, though
Kenya’'s copyright Act classifies computer softwae literary works, it defines fair use in
relation to software differently from conceptionetaof for traditional literary works. Such
software specific provisions could also create wgsinin on traditional subject matter of
copyright and patent. Further, some changes penpas this study to the copyright, trade
secrets and patent law regimes directed at enhgueoimputer programs protection may not be
appropriate or required for other traditional sebjmatter of those regimes. Indeed some of the
proposals, such as that for reduction of computegnams protection terms under patents and
copyrights, could negatively impact the traditiosabject matter of those IP regimes.

The fact that software is protectable under vari@gsmes, sometimes simultaneously, leads to

absurdities. A case in point is the different digpresolution mechanisms provided for
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copyrights and patents. The Copyright Act vestsgliction on the ordinary courts which in the
event of software infringement dispute, could laled upon to consider different object or
source codes of two computer programs and decawiteal issues on whether the defendants
copy is infringing. On the other hand, the IndiastProperty Act creates a specialized tribunal
to determine software patent disputes that are ddechnical. It is difficult to justify the
different treatment for the same category of work.

To address the shortcomings and offer protectionoofiputer software under one law, this is
study proposes development ofsai generisframework for protecting IPRs in computer
programs. Such statute could borrow from the WNKAGQel Provisions on the Protection of
Computer Software, the draft US Computer Softwamdetion Act and WIPO organized Draft
Treaty would deal specifically with software, adslats unique status and be adaptable to its
rapid changing nature. It could also address Kaenlaral situation and be geared towards
protection startup software innovators. The pribacoffered would be a hybrid of both patent
and copyright regimes. It would address the curdsficiencies by protecting software for a
shorter term of say 10 years, define the subjedtemprotected and set out the exclusive rights
of the proprietor, define software infringementinclude acts that are uniquely software based
like utilization thereof in a computer, provide fi@gistration of software and publication of the
innovation. The statute could also provide a simplegistration procedure guaranteeing
developers faster protection of their ideas. Tdress the current shortcomings in dispute
resolutions the statute could provide for establisht of a specialized tribunal constituted
competitively and whose term is adequate for reswiwf disputes.

The statute could also provide for protection oftwgare innovations which though not
necessarily satisfying the patent protection thosparticularly the non- obviousness criteria),
are innovative and offer technological solution§Such rights would be analogous to the
technovations regime available to employees uniderindustrial Property Act. They would

increase the reach of IPRs for local startup intarga
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5.4 Non Legal Reforms and Policy Considerations

The low utilization of IPRs particularly by startugoftware developers in Kenya is partly
attributable to their lack of information. That cdre addressed by implementation of
programmes towards educating software developetseomarious IP regimes they can utilize to
protect their innovations. Both KECOBO and KIPI bastatutory obligations to educate the
public on matters pertaining to copyrights and pateespectively. In exercise of that mandate,
the two bodies should organize fora to educatetugtasoftware developers on IPRs and
encourage utilization thereof to protect softwamgovation. The bodies can also develop policies

and programs towards sensitizing the public to bgva culture of respect for IP.

The proposal for establishment of one regulatorgybto oversee all IPRs is welcome,
particularly with computer software that are préabbe under various IP regimes. Such body
would operate under a single government ministrgit@ation that would ensure uniformity of
computer software policy. This would facilitate ation of uniform strategies on harnessing IP
towards achieving Vision 2030. The government oughadopt that recommendation and draft

legislation giving it effect.

It has been argued that software piracy is toxa@ene attributable to the relatively high prices of
software particularly in developing countries. Bglmeasures can be taken to make software
more affordable and thus reduce incidences of tbe. Whese could include reduction and or

elimination of taxes and levies on computer sofewar
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