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ABSTRACT

In the recent past, the Payment Card Industry e biiddled with
cases of fraud. To counter this, or reduce theufraqy of such
occurrences, a worldwide accepted standard callagmBnt Card
Industry Data Security Standard (PClI DSS) was thteed into the
market. This study will establish the extent to ethipayment card
companies have implemented PCI DSS compliance atdndetermine
the challenges of implementing PCI DSS Complianu@ @stablish the
relationship between PCI DSS compliance and cacdr#g concerns
for Payment Card companies. Whereas some compareesompliant,
some aren’t because of varied reasons as explwirieitt the challenges
aspect of this study. It notable to add that this PCI DSS has been a
challenge for many institutions to implement, and those who have
been able to implement, find it had to maintaindbgtification. Some of
the challenges mentioned are lack of full stakedwoldupport, the
business teams not being fully aware of the rodg thlay in cards data
security, the PCI DSS conditions seemingly lookivgrwhelming for
most IT security practitioners, the implementatio@ing seen as an
expensive endeavour, and also the fact that aeswiglation of any of
the conditions may lead an organization to beirggssified as non-
compliance. Additionally, the study discusses takationship between
PCI DSS and card security where the findings shioat the level of
education of the organisation’s staff is critiaathe security of card data
in the Payment Card Company. Nonetheless, thesdewnpes are
surmountable, and Payment Card companies are hegidguraged to

have card security as part of their organizatictrategy.
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CHAPTER ONE: INTRODUCTION

1.1 Background

There is a paradigm shift towards the frequent ofseards for payments
instead of cash, and a lot of technological chargegaking place to change
the way the payment card industry operates. Histay also demonstrated
that everything is dynamic, and that nothing isviteble in this industry
because even costs involved in implementationshthag innovation can, and
would be recouped at any point. There have bedmtdogical developments
involving online transactions, mobile transactiomsreless communications,
industry specific software and analytics that haaken place within the
industry that have allowed for patterns to be draerthat relevant products
that provide delightful customer experiences argeltped (Schmalensee,
2009). Consequently customers’ data needs to eqgtea technologically as
well, and this is where the payment card industatadsecurity standard (PCI

DSS) comes in.

The payment card industry operates by use of cadiusse are cards that are
issued to an interested customer for use of puecbfsither goods or services
from retailers. These cards are usually plastichessed and conform to
ISO/IEC 7812 standard of numbering in the paymamndtl ndustry. The card
number on the face of the card is usually linkedh® customer’s account
number and their respective financial institutiomBich could either be a
deposit or a credit account (Westpac Banking Carpam, 2011). Payment
cards are differentiated by the features associaitdeach type of card. There
are, debit cards, credit cards, prepaid cards €hese cards are used
electronically. The technologies commonly used @nuofacture these cards
are magnetic stripe cards, proximity cards or srt@rp) cards. It was noted
that more than 1.2 billion credit cards are in @seund the world, and
accepted at more than 23 million locations. In 2a08dit cards were used in
nearly 25 billion transactions totalling more th@f.3 trillion (MasterCard
Worldwide, 2005). Therefore, the ecosystem withimich these cards operate

needs to be protected (see Appendix I).



Some of the challenges of implementing PCI DSS Jiewned to be ensuring
there is an organisation wide education and appmicaof security around
payment cards. Finding security loop holes in ajapion systems before
hackers exploit them was also another issue toeocdntvith (McAfee for
Business, 2015). Evaluating payment processingicgtigns and products to
meet the PCI DSS requirements of protecting cad#itallata in transmission
and at rest, and building a cost effective infoipratsecurity management
system in the organization were also other chaflerigr organisations to have
to deal with. Surmounting all these challenges, rrgnathers could sometimes
prove to be very costly for some organisations rtgplement (First Data
Corporation, 2009).

1.1.1 Payment Card Industry Data Security Standard (PCI C5S)

PCI DSS is the Payment Card Industry Data Sec&téndard, and this is a
worldwide standard that was set up to help busesepsocess card payments
securely and reduce card fraud. The way it doesishihrough tight controls
surrounding the storage, transmission and proagssircardholder data that
businesses handle. Initially, card companies d@esldheir own policies (Xia,
2011). PCI DSS is intended to protect sensitivellvalder data (PCI Security
Standards Council, 2010). The Payment Card Indiata Security Standard
(PCI DSS) is a widely accepted set of policies anacedures intended to
optimize the security of credit, debit and cashdc@ansactions and protect
cardholders against misuse of their personal indtion. The PCl DSS (see
Appendix Il) was created jointly in 2004 by four jmacredit-card companies:
Visa, MasterCard, Discover and American Express uftix, 2015).
However, PCI DSS compliance doesn’t mean a syssetompletely immune
from risk (E-Path, 2015).

When implementing PCI DSS for the first time, th@gges in an organisation
are major as it is an organisation wide standard,this essentially means that
capital expenditure is involved, usually high atstnbmes. Also, often times,
companies treat PCI DSS purely as compliance, astdas an on-going
activity which leaves room for card security brezghAdditionally, companies
appeared to have particular problems with PCI megueénts in protecting data
at rest (Vijayan, 2014).



1.1.2 Data Security

Data security refers to all the measures appliezhsure that databases are not
accessed by unauthorised people (Techopedia, 204&%e measures that are
applied could be like data encryption techniquestadmasking and data
scrambling. Data security is also about ensuringe thvailability,
confidentiality and integrity of the data (Himma)@®). When the contrary
occurs to personal data, and the data is comprdptisis action is then called
a breach which could lead to either a loss or uraiged disclosure (Paul De
Hert, 2010).

Fraud has been experienced in one way or anotheéhdanpayment card
industry, and this could be either with the caroway of a skimmed card or
by way of intercepting and re-routing transactiovtsle they are in transit.

This then means that payment card ecosystem nedus fool proof so as to
protect the consumer against fraud (Rouse, 200@) tas is the concern that
this paper was based on.

Security matters are extremely important. It wamfbthat the IT department
is responsible for the processing of data, butulienate responsibility for

application systems rested with the user deparsrsanved by them (French,
1996). French went on to say that a complete ITcpohust be evolved and
applied and that it could only be fully exploiteg¢ people who have the

requisite knowledge and experience.

Protecting card holder data is very critical foryatompany because the
repercussions of not doing so are very grave. Paycerd data remains very
lucrative because of its ease of conversion to,casth thus PCl DSS becomes
the standard by which the payment card industrgoigerned by to protect

itself. (Verizon, 2014).

1.1.3 Payment Card Companies

In Kenya, we have two payment card companies. ThaPaynet Ltd and
Kenswitch Ltd. Launched in 2003, Paynet curren#yvies customers in
Kenya, Uganda, Tanzania and Rwanda and it is aicakfrbased organisation.
Paynet Group comprises of three strong East Afritceands, Paynet,

PesaPoint and Electronic Financial TechnologiesTJER he Group is a
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mature and respected provider of E-Banking servened solutions to the
financial sector within the region and prides itsel delivering value added
products and services to its customers throughiramusly innovating and

providing solutions that enhance efficiencies (Raynd, 2014).

Kenswitch is a registered limited company that weisup by a consortium of
banks under the National Payments Systems modgeamsand reform process
of the Central Bank of Kenya. Its terms of refeeeace to allow participating
financial institutions to share payment infrastunet like Automated Teller
Machines (ATMs) and Point of Sale (POS) terminadsas to avoid the

duplication of scarce resources (Kenswitch Ltd,401

1.1.4 Statement of the Problem
In the recent past, there has been increasinglye meports on card systems

being hacked into, accounts being hacked and fgipi®oned, cards being
skimmed and huge losses and frustrations are noetdbth the company and
the customer. Protecting the cardholder informatiom its raw state; all the
way to the final transaction posting stage is caitifor an organisation to
survive in this competitive world. The organizatitirat can mitigate against
this risk gets a competitive edge. This is becéahsefear of possible fraud

drives customers and potential customers away @ar2D07).

According to a study by Verizon (2009), in the casedy of the US based
company called Target Group, 81% of the companiesewfound not
compliant with PClI DSS or had never been auditetlis Tstatus was
determined by the victims’ attestations or Quatifieecurity Assessors (QSA).
In 66% of the cases, the breaches involved datathigaorganization didn’t
even they know they had (Verizon, 2009). Additibpafraudulent use of
stolen card data was confirmed in 83% of Verizotéses and 91% of all
compromised records were linked to organized crngroups. A survey by
Gartner (2008), it was discovered that the impldat@on and ongoing
maintenance of the needed technology measures wpsnsve, and it
continues to grow more expensive with time (Gartr#908). In the same
report, it was also reported that some retailgoented spending an average of

$2.7 million on PCI compliance, excluding the cosfs PCl assessment
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services. Further, PClI DSS compliance is supposedbd maintained

continuously.

In November 2014, Paynet Ltd reported to havingngai PClI DSS

certification, and becoming one of the first comipanin East Africa to

achieve this compliance standard. Their company (E&Pnard Mathewman,
is reported to having welcomed other players inghgment card industry in
the East Africa region to join their network sintteey have already been
certified. He described the compliance project asd very complex and
rigorous because it required new versions of hardwsoftware and tools at
every stage, alongside about 350 new processespartddures (Paynet,
2014). This goes to show that PClI DSS compliancendeed possible to
achieve. For any business that comes into contiletoard data, PCI DSS is
the standard that is most comprehensive for cardrige (Jefwa, 2015). 3G
Direct Pay Ltd is another company that operatebiwithe East Africa region
that has managed to achieve PCI DSS compliance. Aerchant, for a large
part of compliance they had to show evidence otatitrols implemented in
order for them to be certified. All merchants slibuérify that their payment
service provider and their payment gateways are [P&$ compliant, and in
cases when they are not, they should be put tottagjve the timelines to
becoming compliant which takes roughly 18 monthgigérous effort else

theirs become a risky platform for card consumensse (Jefwa, 2015).

With the incredible growth towards globalisation oéconomies,
standardisation through compliance certificatiomsnss to be the new normal
as this becomes the benchmark upon which orgamisatire marked with the
most popular certification in Kenya being the ISO0® certification for
Quality Management Systems (Omukhweso, 2012).Thest muotable
information security management system (ISMS)ddah is ISO 27001:2013
or the 27000-series which checks adequately sgcurintrols and is
internationally recognised (Kenya Bureau of Stadda2014) used in all kinds
of organisations in all sectors. However, thisas @nough for an organisation
that deals with card data, and thus and organisatiould have to also

incorporate PCI DSS to become more fool proof amdegt their customers.
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They are compatible (27001 Academy, 2014).Thishes dap left out in the
scope by ISO 27000 series and it is best filledhWCl DSS. In as much as
PCI DSS wasn’t meant to match ISO 27000 serietedrly is not set far apart

in terms of its security concern (IT Governanc€)22015).

1.2 Objective of the Study

a)

b)
c)

Establish the extent to which payment card comgahnée implemented PCI
DSS compliance standard

Determine the challenges of implementing PCI DS&fl@ance

Establish the relationship between PCI DSS compéaand card security

concerns for Payment Card companies

1.3 Value of the Study

This study will offer value to financial institutie in that they will get to
understand what PCI DSS can accomplish for an @aton and use it to
their advantage as a competitive edge when thegtaiaitheir commitment to
it. Maintaining a state of continuous compliancquiees focused effort and
coordination, thus organizations accustomed tatica@l approaches to PCI
DSS compliance that focus primarily on annual \&lwh may find it difficult
to build in the people, processes, and technologgessary to support
sustained compliance. Executive sponsorship igalitf organizations want
to be successful in implementing ongoing PCI DS@p@ance programs (PCI
Security Standards Council, 2014).

Policy developers will be able to use this studybtold framework around
payment card security. Also, there are numerouseig@ance frameworks
available that can be used to complement PCl DSfirale to enhance the
overall effectiveness of an organization’s cardboldata security program
(PCI Security Standards Council, 2014). Additiopathis paper can also be
used for academic purposes as it contributes to résearch body of
knowledge that already exists.



CHAPTER TWO: LITERATURE REVIEW

2.1 Introduction

This chapter will be offering more information oard data security in the
Payment Card Industry. It will also discuss carthdsecurity, as well as offer
more understanding on the implementation of the PE$ standard and the
challenges that accompany its implementation. Aaithily, some empirical

studies already done will be discussed as wehagheoretical foundations of
the study.

2.2 Payment Card Industry

PCI DSS standards came about in 2004, along w&hPtbl Security Council.
The payment card industry is rapidly changing, lagelby technological
advances in software, systems and hardware. Alathgtiis growth has come
a surge in technological crimes, leading to mor&tsand more complex
standards for anyone who stores, transmits, orgssss payment card data to
adhere to. The primary goal of PCI is aimed at catuthe risk of transaction
and raising awareness of key aspects of data se¢Xia, 2011). High-profile
data losses have led to the development of the @aty@ard Industry Data
Security Standard (PCI DSS), originally created ¥isa, MasterCard,
Discover and American Express, to protect cardhidldermation and reduce
data theft. The PCI DSS certification consistsexfusity requirements for any
organization that comes in contact with paymentdcdata. The payment
brands (Visa, MasterCard, Discover, American Exprasd JCB) enforce
compliance with the PCI DSS for member banks, neerth and service
providers they partner with. Transaction informatitat is maintained must
be safeguarded according to stringent guidelings.bBcoming PClI DSS
compliant, merchants protect customers from losialyable card data and
insulate themselves from possible legal action eedain fines from the
payment brands like Visa and MasterCard’s chardeb@chiu, 2011).



2.3 Card Data Security

PCI Security Standards Council (PCl SSC) (2010)estdhat the Payment
Card Industry (PCIl) Data Security Standard (DSS)s waeveloped to
encourage and enhance cardholder data securityit dadilitates the broad
adoption of consistent data security measures tholaeross all payment card
companies. PClI DSS provides a baseline of technécad operational
requirements designed to protect cardholder da@d. PSS applies to all
entities involved in payment card processing —thilis including merchants,
processors, acquirers, issuers, and service pmsyidges well as all other
entities that store, process or transmit cardhaldéas (MasterCard Worldwide,
2005).

For any installed applications running along withihne payment card
company’s ecosystem, there exists compliance ak Rehning of software
applications must adhere to the spin off that igniRent Application Data
Security Standards (PA DSS). The PA DSS was deedlby the PCI SSC to
ensure that software vendors and others who devglapment card
applications that store, process and/or transnatsiholder data allow the
environment in which it is implemented to be corapti to the PClI DSS
(Westpac Banking Corporation, 2011).

The PCI Security Standards Council contends thatrcimaat-based
vulnerabilities may appear almost anywhere in @ @rocessing ecosystem.
This includes automatic teller machines (ATM), pafisale (POS) devices,
personal computers or servers, wireless hot spitsb-based shopping
applications, storage systems and the unsecuredntiasion of cardholder
data to service providers. Susceptibilities also eatend to outside systems
operated by service providers and acquirers. Thesgerabilities can, and
often do, lead to the exposure or theft of sersitardholder data, especially
at the merchant level. The Verizon business riskmteeports that payment
card breaches were at the top of the list of glbried data breaches in 2008,
which even outnumbered other data-type breacheditifally, fraudulent
use of stolen card data was confirmed in 83% ohiteach cases investigated

by the Verizon team (Verizon, 2009).



2.4 Implementation of PCI DSS Standard

Bendigo and Adelaide reported that by minimisinge thisk of data
compromise, implementation of PCI DSS assists lessies to protect against
potential financial liabilities, investigative cesand the risk of invasive media
attention (Bendigo and Adelaide Bank, 2006).

There are 12 requirements in PCI DSS (see Appdi)dand they are grouped
into 5 key areas to ensure transaction and cardhaldta is secured. These
are; building and maintaining a secure network umement 1 — 4),
maintaining a vulnerability management programnegyirements 5 — 6),
implementing strong access control measures (reapeints 7 — 9), regularly
monitoring and testing networks, (requirements 101} and maintaining an

information security policy (requirement 12) (Dinsgin Data, 2011).

As the first step, it is very important to builds&rategy to determine your
existing status and future goals; because the nements on the different
merchants and payment card companies and prowdefs| will affect your

approach to the project.

The second step is to assess performance and figkeoorganisation.
Organisations need to conduct a thorough assessofemthere personal
account data is held. They need to understand wthere weaknesses exist,
and how they need to be addressed. Without comdudhis assessment,
virtually all payment card companies will be reaetiin their data security

practice.

Thirdly, once assessments have taken place, oegamis need to build an
architecture that supports the overall IT secuahd compliance roadmap.
This often includes re-architecting the existingwagk and security controls

to create architecture that can address chandbe 2 requirements outlined.

Fourth, an organisation is advised to not storetvil@y do not need as the
golden rule for data security avoidance. When theneeed to store data, an
organisation is advised to develop appropriateag®@yr retrieval and disposal

processes. Additionally, businesses need to beaoore systematic in the



destruction of transactional data once the busipagsose for keeping it has
passed.

Fifth, intrusion detection tests and audit traite @aramount in protection of
the security perimeter of the organisation. Orgatioes are advised to
proactively monitor and manage the network. Whalgyér organisations seem
to be more focused on ensuring that sensitive iaieins secure throughout
the life cycle of business applications, businesded| sizes find tracking and
monitoring a major business challenge. This camibgated by enacting clear

policies of network administration.

2.4.1 Challenges of Implementing PCI DSS

While adoption of PCI DSS has improved steadilyroWe years, industry
reports highlight the challenge of ongoing maintex@aof PCI DSS controls as
part of a daily business process, with organizatiofien viewing PCI DSS
compliance as an annual event and unaware thatlizoro@ needs to have an
all year round continuous focus. Building a cultofecontinuous security and
vigilance is vital to meet the intent of the PCI £)Swhich is safeguarding
payment card data at all times (PCI Security Stadsd@ouncil, 2010).

In his article, O’Neill (O'neill, 2015) says thaivgn the evolution of security
threats, network penetration testing is more ingurthan ever. He said that
the difficulty was in the details. These penetmatiests must comply with
recognized industry standard testing methodologid® tests continuously

look out for intrusions into cardholder environment

PCI DSS Compliance is very expensive. Accordingat®008 survey by
Gartner Inc., Level 1 (see Appendix Ill) retaileeported spending an average
of $2.7 million on PCI compliance, excluding thestof PCl assessment
services. That number compares with an average568,800 reported by
Level 1 merchants in a 2006 Gartner survey. Siigildrevel 2 merchants
reported spending $1.1 million on PCI complianceppposed to an average
spending of $267,000 reported in 2006. Altogetherel 1 and Level 2 U.S.
merchants’ spending to protect cardholder data lzewbme PCI compliant
increased nearly fivefold within a short time, Iséitcording to the Gartner

report. Despite the expenditures, many Level 1 laenEl 2 companies are
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still struggling with PCI and are coming to realigat the cost of PCI

compliance is much underestimated.

Although the DSS is clearly structured, there isdoubt that organisations
may find it challenging to interpret how they mattieir overall security
roadmap and also previous investments in technadoglyprocesses. A single
violation of any of the requirements can trigger @rerall non-compliant
status resulting in fines, suspension and revocatd card processing

privileges (Pennington, 2011).

2.5 Empirical Studies on Card Payments and Data Sedty

Addressing security concerns around current andgngepayments systems
isn’t the job of a single company or stakeholdesn@mon Institute, 2009).
Payment card companies have a lot of personalalataents that need to be
protected. Throughout their study, they found thatarge percentage of
companies are likely to keep moving forward withpldgment of new

technologies despite concerns about security.

Only 16 % of their respondents felt companies weesey effective in
responding to breaches, thus there is a lot of rémmimprovement in that
area. On security, 69% of the respondents said higdly publicized data
breaches did increase their awareness about sgdbeir payment processes
and systems. However, 50% of respondents mentidnedthey were not
confident in the security of emerging payment systeAn interesting element
worth mentioning is that the greatest vulnerabilstyn online purchases. 34%
of respondents confirmed this. 25% was reportedbfiith points of sale and
mobile payments. 47% of respondents rate theirrgggoiosture in dealing
with these risks as only somewhat effective, 25 Paespondents or not

effective (Ponemon Institute, 2009).

Another important factor to consider is checking ttustomer convenience
versus security in the new payment ecosystem; & tikely innovations to
increase the risk of a data breach are virtualeowwies, mobile payments and
near field communications. 66% strongly agreed aadreed that

authentication risks made it difficult to implemergw payment methods and
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68% say the pressure to migrate to new paymenemgstan exacerbate the

security risk (Ponemon Institute, 2009).

On the risk of data breach in the new payment Byst&5% of respondents
said the company that loses customer informatiooulshdo the most to
protect lost customer information. Banks that issube payment cards
involved in the breach should also be involved. ¢kding to 69% of

respondents only 35% of respondents say they arBdeat that customers
have the tools and resources to protect themséblesving a data breach
event that resulted in the loss or theft of tharspnal information (Ponemon
Institute, 2009).

In November and December of 2013, cybercriminalsabined the data
security of Target, one of the largest U.S. rath#ins, stealing the personal
and financial information of millions of customeiidis was the largest breach
in the history of United States. To date, Target feported data breach costs
of $248 million. Loss of customers, fines from otfieancial institutions were
not even included in that amount. The industry agree on one thing, that

there is a need for action in matters related td data security (Miller, 2015).

2.6 Theoretical Foundation of the Study

Theories help us put things into perspective. Rstance, Chaos theory studies
seek to identify patterns in behaviour over theglterm and it is a part of the
complexity theories. This theory can be definedttas qualitative study of
unstable periodic behaviour in deterministic noreéir dynamical systems
(Kellert, 1993). It deals with systems whose bebasal patterns are not
predictable or always repeatable. Chaotic systerasdaterministic in that,
given the initial conditions; there is one uniqunel @oint or goal of the system
that can be mathematically derived. Small changethé initial conditions
may generate very different end points. Nonetheldsserministic doesn’t
imply total predictability (Tsoukas, 1998). The pagnt card systems may be
fully installed and configured initially, but thesenfigurations will definitely
have to be fool proof and go through necessary gdmnand this dynamism
due to system threats or occurrences, causes #tensy in payment card

companies to be complex. In many systems, the eoatplis magnified as
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there is constant intervention involving new coiutis and environmental
change. Such a level of complexity may be imposstbl fully explain and
predict with limited human understanding, and satiohs would be

impossible to build, given the limits of computectinology (Kellert, 1993).

Another theory, Systems theory, is an interdisogoly theory about every
system in nature, in society and in many scientifamains as well as a
framework with which we can investigate phenomeirth @& holistic approach
(Capra, 1997). Systems thinking comes from thet shifattention from the
part to the whole (Checkland, 1997), considering dbserved reality as an
integrated and interacting collectioof phenomena where the individual
properties of the single parts become indistindtisTis to confirm that a
payment card’s transactions’ card system doesiist @x isolation but as part
of a system, and thus increases its complexitgims of operations and also
add on the human perspective of handling systerhas,Tsystems have to
work in a harmonious relationship towards a commgoal. The PCI DSS
compliance embraces this theory to the extent tmhwh puts checks in all

systems that are involved in card holder data enwient.

Technology acceptance model (TAM) provides a bag@n which one traces
how external variables influence belief, attitudad intention to use (Davis,
1989). According to technology acceptance modede ed use and perceived
usefulness are the most important determinantstobhsystem use. Directly
applying this theory to this research topic, i fierfectly. PCl DSS deals with
organisation change and this change needs to leptaccin equal measure by

all for it to be a success.

2.7 Summary of Literature Review

The ecosystem of the payment card industry is ggnamic due technological
advancement that seems to be moving rapidly. Toereéll matters regarding
the security needs to advance at an equal pacer fre PCI council, it is
noted that the PCI DSS requirements have a tremsndopact on the
information technology systems utilized by everymgany in the card

processing ecosystem.
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Compliance efforts have forced merchants to upexisting systems and
implement new hardware and software in order torssg networks, install
firewalls, deploy data encryption technologies, lienpent data access controls,
track and monitor access to data and networksparmch more. In as much as
this implementation of PCI DSS is necessary, isdoeme with challenges. As
reported within the Payment Card Industry, the dmnpe areas are
overwhelmingly many and thus the costs associatiéldl implementing PCI
DSS is very high, especially more that it needbdaontinuously maintained
by an organisation as opposed to it being an anactality. Moreover, the
users within the ecosystem need to be trainedlithal details that go into

compliance.

The empirical studies reveal that addressing sigctoncerns is not the job of
a single stakeholder, but rather an industry widgeavour. This is because a
single point of failure affects many within the Rasnt Card Industry
ecosystem; therefore all are encouraged to get kambwith PCI DSS. The
theoretical foundations were also explained. Fds tstudy, one of the
associated theories is the Chaos theory whereekpkined that complexity is
magnified when there is a lot of exposure to dymsami Another theory
mentioned was the Systems theory which impresses tipe need to view
systems holistically as opposed to individual unitast but not least, the
Technology Acceptance Theory was explained whese e&use for any new

technological advancement made is incredibly ingydrtor its success.

In conclusion, it is critical that Payment Card qmanies maintain an
ecosystem that is compliant with PCI DSS globahd#éad going forward, and
should also make it a top priority to reduce dateabh occurrences.
Additionally, it is notable that there is a paradighift towards consumers
opting to use cards to do more transactions in niseances due to the
convenience that cards offer, hence making thesrigfated to card data

breach potentially go higher in future. The threatsreal.
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2.8 Conceptual Framework
Security concerns depend on compliance with the BGCIS standards.
However, personal characteristics of the employe@salso have an effect on

security concerns and are therefore termed as tiderating variable.

Figure 2.8  Conceptual Framework

INDEPENDENT VARIABLE DEPENDENT
VARIAR STANDARD SECURITY CONCERNS
PCI DSS COMPLIANCE 1. Card skimming

2. Re-routing of transactions

3. Loss of business revenue

4. Penalties Levied

MODERATING VARIABLE

PERSONAL CHARACTERISTICS

1. Level of education

2. Gender

3. Level of IT education

Source: Own contribution (2015)
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CHAPTER THREE: RESEARCH METHODOLOGY

3.1 Introduction
This chapter will describe the methods and procesithat will be used to
conduct the study in order to achieve the objestiViewill provide details on

the research design, study population, data calleeind data analysis.

3.2 Research Design
A census survey was conducted for the study. Isu®isurvey research, the

researcher collects responses from the entire pbpal

3.3 Study Population
The target population was all the payment card @mgs in Kenya for this
study, the researcher collected responses frothalbayment card companies

operating in Kenya.

3.4 Data Collection

The study collected primary data from the respotglérhe target respondents
were the technical and operations department tedhis. was because they
have the experience and knowledge on PCI DSS cangdiand interact with
the ecosystem on a regular basis and relate Thig. formed the sample of 40
respondents who formed the sample respondentshierstudy. This study
adopted stratified sampling technique to identifie trespondents from the
payment card companies in Kenya. This is whergdpailation is divided into
different groups called strata that more homogenausn alone than when it
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is the total population (Kothari, 2004). This wascause the results were to be

more accurate and reliable.

Questionnaires were used to collect the data, aeg tvere administered
electronically. The questionnaire comprised of ree objectives. Objective
(a) and (b) which was covered under section A an@liective (b) which was

covered in section C, while objective (c) was cedeunder section D.

3.5 Data Analysis
Data related to objectives (a) and (b) was analys#ly descriptive statistics
which summarised the set of data (Kothari, 2004hjlevdata related to

objective (c) was analysed using the following esgion model:

Y=ap +ayX; +apXote
Whereby;
Y=security concerns
x=PCI DSS Compliance
Xo=Personal characteristics
2, &1, & are the parameters to be estimated or regressiomwefficients

e is the error term
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CHAPTER FOUR: DATA ANALYSIS, RESJLTS AND
DISCUSSION

4.1 Introduction
This chapter covers statistical data analysis uSIR§S software, results and

discussions of the research. Data was summarisethdpns of statistical
averages and presented in the form of tables. O4@ questionnaires, 34 were
completed and returned, thus representing a respats of 85% which was

considered satisfactory for analysis.

4.2 Distribution of Respondents by their Level of Bucation and Gender
The respondents were asked general questions omgiaphics, and the

results are as shown in the table below. The tsiivbavs the characteristics of
respondents by their level of education and gerieterm the table, majority of
the respondents have university bachelor's degnesd bf education at 88.2 %
of the total respondents, with male respondentsgoeiajority with bachelor’s
degree at 61.8 % of the total respondents. Thisvetiothat majority of
respondents have better education to understamdvibek environment very

well.

Table 4.2 General Demographics

Gender of
Respondent Total
Male Female
College
» 2(5.9%) 0(0.0%) 2(5.9%)
certificate
The Level of
. College
Education of the . 1(2.9%) 1(2.9%) 2(5.9%)
Diploma
Respondent
Bachelor
21(61.8%) 9(26.5%) 30(88. %)
Degree
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Total Total 24(70.6%) 10(29.4) 34(100%)

Source: Research Data (2015)

4.3 The Extent of PCI DSS Compliance in Payment CdrCompanies in
Kenya
The extent to which payment card companies havdemmnted PClI DSS

compliance standard was measured by use of vesatiiat required a
respondent to rate their perception on PCl DSS ptiamce on 9 variables by
‘Strongly agreeing’ ‘Agree’ Neutral’ ‘Disagree’ ‘Bingly disagree’. Tables
and analysis that follow below show descriptionhomv the respondents rated
their perception on PCI DSS compliance in their pames. Responses were
coded and given numerical values as follo&songly Agreed=5; Agreed=4;

Neutral=3; Disagreed=2; Strongly Disagreed=1

4.3.1 Analysis to Establish the Extent to which Pagent Card Companies

have Implemented PCI DSS Compliance Standard
In this analysis | usegercentages or proportionsmean and standard
deviationsas parameters for descriptive statistics. Froent#ible, we could
see that 50 percent of the respondents eithengyalisagreed ‘or ‘disagreed’
that PCI DSS is too hard to implement. We could akse that the mean value
of responses was 2.69 and a standard deviatiorD46With a mean value of
2.69 and standard deviation of 0.946 it shows tihatresponses tended more
towards heutral on a Likert scale and dispersion of responses) ftile mean
was within agreeable limit respectively i.e. théadis well spread towards the
mean as parameter to measure the respondents ji@maapwhether PCI DSS

is hard to implement.

These results indicate that the respondents ddimibtPClI DSS compliance
hard to implement as 44.1 % disagreed with thestant that PCI DSS is too
hard to implement.

Table 4.3.1 Distribution of Respondents by whethelPCl DSS is too hard

Type of ) Cumulative
Frequency Percent Valid Percent
response Percent
Stron
. o 2 5.9 5.9 5.9
Disagree
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Disagree 15 44.1 44.1 50
Neutral 10 29.4 29.4 79.4
Agree 6 17.6 17.6 97.1
strongly 1 2.9 2.9 100
Agree

Total 34 100 100

Mean =2.69, Standard deviation=0.946, n=34, SolResearch Data (2015)

4.3.2 Analysis of whether PCI DSS is Unreasonabl@@requires too much

time
The table below describes the perception of respatsdon whether PCI DSS
IS unreasonable and requires too much time to im@ie. From the table
82.2% of the respondents either ‘Strongly disagreeddisagreed’ that PCI
DSS is unreasonable and requires too much timenfement. The mean
value of responses was 1.94 and a standard deviati®.866.With a mean
value of 1.94 and standard deviation of 0.866 iwsh that the responses
tended more toward®isagree on a Likert scale and dispersion of responses
from the mean was within agreeable limit respebfivee. the data is well
spread towards the mean as parameter to measuresii@ndents perception
on whether PCI DSS is unreasonable and requires ntoch time to

implement.

A total of 11.8% respondents agreed that PCI D$§8ired too much time to
implement, whereas a total of 58% disagreed. Tsslts go to show that with
proper planning for this compliance the time conednin doing it is not

viewed as too much by a majority.

Table 4.3.2 Distribution of Respondents by whetherPClI DSS is
unreasonable and requires too much time

Type of Cumulative
Response Frequency Percent Valid Percent Percent
Strongly 10 29.4 29.4 29.4
Disagree

Disagree 20 58.8 58.8 88.2
Agree 4 11.8 11.8 100.0
Total 34 100.0 100.0

Mean =1.94, Standard deviation=0.866, n=34, SolResearch Data (2015)
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4.3.3 Distribution of Respondents by Quantity of Ced Transactions for

one to be Compliant
The table below describes the perception of respatsdon quantity of card
transactions to be compliant. From the table, 82.df the respondents either
‘Strongly disagreedor ‘Disagreed’ that their companies do not have a lot of
card transactions to be compliant. The mean vdluesponses was 1.79 and a
standard deviation of 0.880.With a mean value @9 land standard deviation
of 0.88 it shows that the responses tended morartts\Disagreé on a Likert
scale and dispersion of responses from the meanwiths agreeable limit
respectively i.e. the data is well spread towatus mean as parameter to
measure the respondents perception that their ausgpado not have a lot of

card transactions to be compliant.

The data 44.1% below depicts the fact that it doesatter the quantity of
card data a Payment Card Company hosts, PClI DS$liemte is necessary

for all Payment Card Companies.

Table 4.3.3 Distribution of Respondents by Quantityf Card Transactions

for one to be Compliant

Type of Valid

response

Frequency

Percent

Percent

Cumulative Percent

Strongly

Disagree

15

441

441

441

Disagree

13

38.2

38.2

82.4

Neutral

4

11.8

11.8

94.1

Agree

5.9

5.9

100.0

Total

34

100.0

100.0

Mean =1.79, Standard deviation=0.880, n=34, SolResearch Data (2015)

4.3.4 Distribution of Respondents by whether PCI DS makes

Organizations Store Card Data
The table describes the perception of respondentshether PCl DSS makes
organizations store card data. From the table he2®v% of the respondents
‘Strongly disagreed’, 17.6% ‘disagreed’, 14.7% hautral’ perception.
Cumulatively at 61.8 percent of the respondentseeitstrongly disagreed’,
‘Disagreed’ or had ‘neutral’ perception towards wiee PCI DSS makes

organizations store data. The mean value of reggonas 2.82 and a standard
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deviation of 0.1.55.With a mean value of 2.82 aashdard deviation of 1.55 it
shows that the responses tended more towards deaoir a Likert scale and
dispersion of responses from the mean was withiaeadple limit respectively

i.e. the data is well spread towards the mean.

The research results from the respondents 47% réisagvith the statement
that PClI DSS makes organisations store card ddwa.fact that also 14.7%
were neutral also tends to show that data storgd®agment Card Companies
cannot be avoided, a thus stringent security measwged to be implemented,

by the use of PCI DSS compliance.

Table 4.3.4 Distribution of Respondents by whethePCl DSS makes
Organizations Store Card Data

Type of Valid
response Frequency Percent Percent Cumulative Percent
Strongly 10 29.4 29.4 29.4
Disagree
Disagree 6 17.6 17.6 47.1
Neutral 5 14.7 14.7 61.8
Agree 6 17.6 17.6 79.4
Strongly 7 20.6 20.6 100.0
Agree
Total 34 100.0 100.0
Mean =2.82, Standard deviation=1.55, n=34, SolResearch Data (2015)

4.3.5 Distribution of Respondents by whether PCI DS makes their

Companies more Secure
The table below describes the perception of resgpraisdon whether PCI DSS
makes whether PClI DSS makes companies secure. Han malue of
responses was 3.94 and a standard deviation of Ti#6mean value of 3.94
and standard deviation of 1.36 shows that the resgtended more towards
‘Agreed’ on a Likert scale, and dispersion of resms from the mean was
within agreeable limit respectively i.e. the dasawell spread towards the

mean.

From the table 47.1% of the respondents eitherorfsly Agreed’, 32.4%

‘Agreed’ with the perception that PClI DSS makes panies secure.
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Essentially, this is to prove that PCI DSS compl@&rms a necessity to any

Payment Card Company.

Table 4.3.5 Distribution of Respondents by whethePCI DSS makes their

Companies more Secure

Type of Valid Cumulative
response Frequency Percent Percent Percent
Strongly 4 11.8 11.8 11.8
Disagree

Disagree 2 5.9 59 17.6
Neutral 1 2.9 2.9 20.6
Agree 11 324 324 52.9
Strongly 16 47.1 47.1 100.0
Agree

Total 34 100.0 100.0

Mean =3.94, Standard deviation=1.36, n=34, SolResearch Data (2015)

4.3.6 Distribution of Respondents by whether PCI DS Compliance is an IT
Project

The table below describes the perception of respaisdon whether PCI DSS

compliance is an IT project or not. From the tablEnmutatively 50% of the

respondents either ‘Strongly Disagreed’ or  ‘[giged’ with the perception
that whether PCI DSS compliance is an IT projedie Tmean value of
responses was 2.85 and a standard deviation of T&6mean value of 2.86
and standard deviation of 1.46 shows that the resggotended more towards
‘Neutral’ on a Likert scale and dispersion of respes from the mean was
within agreeable limit respectively i.e. the dasawell spread towards the

mean.

As noted below, 29.4% agree that PCI DSS compliascend IT project.
However, 23% tend to strongly differ with the stagmt. These are the

respondents who believe the compliance is an azgton wide affair because
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in as much the technology around PCI DSS will belemented, there will

have to be people who operate within its confines.

Table 4.3.6 Distribution of Respondents by whethePCl DSS Compliance
is an IT Project

Type of Valid

response Frequency Percent Percent Cumulative Percent
Strongly 8 235 235 235

Disagree

Disagree 9 26.5 26.5 50.0

Neutral 2 5.9 5.9 55.9

Agree 10 29.4 29.4 85.3

Strongly 5 14.7 14.7 100.0

Agree

Total 34 100.0 100.0

Mean =2.85, Standard deviation=1.46, n=34, SolResearch Data (2015)

4.3.7 Distribution of Respondents by whether one \felor can make an
Organization PCI DSS compliant

The table below describes the perception of respaisdon whether one
vendor can make an organizations PCI DSS compliBram the table,
commutatively 61.8% of the respondents either 18jtp Disagreed’ or
‘Disagreed’ with the perception that one vendor caake an organizations
PCI DSS compliant. The mean value of responses2i&® and a standard
deviation of 1.21. The mean value of 2.50 and steshdieviation of 1.21
shows that the responses tended more towards eair a Likert scale and
dispersion of responses from the mean was withiaeadple limit respectively
i.e. the data is well spread towards the mean.

Additionally, from the research results, 17.6 % ddd1% of the respondents
strongly disagreed and disagreed, respectively,rtbhone vendor can make
an organization PCI DSS compliant.
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Table 4.3.7 Distribution of Respondents by whetheone Vendor can make

an Organization PCI DSS compliant

Type of Valid

Response Frequency Percent Percent Cumulative Percent
Strongly

Disagree 6 17.6 17.6 17.6

Disagree 15 44.1 44.1 61.8

Neutral 7 20.6 20.6 82.4

Agree 2 5.9 59 88.2

Strongly

Agree 4 11.8 11.8 100

Total 34 100 100

Mean =2.50, Standard deviation=1.21, n=34, SolResearch Data (2015)

4.3.8 Distribution of Respondents by whether Outsaging Card Processing

makes an Organization PCI DSS Compliant
The table below describes the perception of respatsd on whether
outsourcing card processing makes an organizaf@nb3S compliant. From
the table, commutatively 64.7% of the respondeititee‘Strongly Disagreed’
or ‘Disagreed’ with the perception that one vendan make an organizations
PCI DSS compliant. The mean value of responses2ns3 and a standard
deviation of 1.21. The mean value of 2.24 and siethdleviation of 1.07
shows that the responses tended more towards ‘[@sagn a Likert scale and
dispersion of responses from the mean was withieegdple limit respectively

i.e. the data is well spread towards the mean.

From the respondents’ responses, it was found2®dt% strongly disagreed,
and 35.3% disagreed with the statement that outsaurcard processing can
make an organization PClI DSS compliant. This is thecause, for all

transactions that take place, there will either daga at rest, or data in
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transmission states, and thus data protection ¢doeneholly handed over to a

third party to manage it security. Security remgiasamount to all Payment

Card Companies.

Table 4.3.8 Distribution of Respondents by whetheOutsourcing Card

Processing makes an Organization PCI DSS Compliant

Type of Cumulative
Response Frequency Percent Valid Percent Percent
Strongly 10 29.4 29.4 294
Disagree

Disagree 12 35.3 35.3 64.7
Neutral 6 17.6 17.6 82.4
Agree 6 17.6 17.6 100.0
Total 34 100.0 100.0

Mean =2.24, Standard deviation=1.07, n=34, SolResearch Data (2015)

4.3.9 Distribution of Respondents by whether a Conipted Self-assessment

Questionnaire (SAQ) makes one PCI DSS Compliant
The table below describes the perception of respaisdon whether completed
a self-assessment questionnaire (SAQ) makes tlenpanies PCI DSS
compliant. From the table, commutatively 76.5% loé respondents either
‘Strongly Disagreed’ or ‘Disagreed’ with the pertiep that completed a self-
assessment questionnaire (SAQ) makes their comp&@¢ DSS compliant.
The mean value of responses was 2.50 and a staddwaiation of 1.21. The
mean value of 2.06 and standard deviation of Ohlivs that the responses
tended more towards ‘Disagree’ on a Likert scale dispersion of responses
from the mean was within agreeable limit respebtivee. the data is well

spread towards the mean.

Just because an organization was able to completselfaassessment
guestionnaire on PCI DSS compliance doesn’'t magmtRCI DSS compliant.
The results from the table clearly indicate that20 strongly disagreed with
that statement, whereas 55.9% disagreed with it.
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Table 4.3.9 Distribution of Respondents by whethea Completed Self-

assessment Questionnaire (SAQ) makes one PCl DSSnijdiant

Type of Valid Cumulative
Response Frequency Percent Percent Percent
Strongly 7 20.6 20.6 20.6
Disagree

Disagree 19 55.9 55.9 76.5
Neutral 7 20.6 20.6 97.1
Agree 1 2.9 2.9 100.0
Total 34 100.0 100.0

Mean =2.06, Standard deviation=0.74, n=34, SolResearch Data (2015)

4.4 Analysis on how Organizations have ImplementedCI DSS
Compliance
Respondents were further asked to respond on a etdl-5 on the extent to

which organizations have implemented PCI DSS.A$iezaglucidated in this
report, the approach for analysis would be to lngkatmeanand standard

deviationas parameters for measuring the extent to whigarezations have
implemented PCI DSS. The variables that respondemse required to
respond to were ‘Build and Maintains a Secure NétiydProtects Cardholder
Data’, ‘Maintains a Vulnerability Management Pramra * Implemented

Strong Access Control Measures’, ‘Regularly Morstand Tests Networks’

and ‘Maintains an Information Security Policy’.

The table below describes the average ratingsspioredents on their view on
the analysis of their organizations have implemg@®€l DSS. From the table,
‘protects card holder’ had the highest mean 4.4bewimaintains vulnerability

management program’ had the lowest mean 3.76 ¢itendard deviation are
within accepted range of not more than 3 showirg dhta is well spread

around the mean.
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Table 4.4 Analysis of how Organizations have Impleented PCI DSS

Compliance

Variable N Mean Mode Std. Deviatior
Name

Build and 34 4.18 5 796
Maintains a
Secure

Network

Protects 34 4.46 5 .700
cardholder

data

Maintains a 34 3.76 4 1.045
vulnerability
management

program

Implemented 34 4.18 5 .904
Strong
Access
Control

Measures

Regularly 34 3.85 4 1.077
Monitors and
Tests

Networks

Maintains an 34 3.91 5 1.190
Information
Security
Policy

Source: Research Data (2015)

4.5 Analysis of Challenges Experienced in Implemeinig PCI DSS
Compliance
The challenges of implementing PCI DSS complianas measured by use of

variables that required a respondent to rate {eiception on challenges in
implementing PCI DSS compliance on 10 variables ‘Byrongly agreeing’
‘Agree’ Neutral’ ‘Disagree’ ‘Strongly disagree’. €h tables will show

description on how the respondents rated theirgmi@n on challenges of
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implementing PCI DSS compliance in their compani@sgenerate thmeans
andstandard deviationsesponses were coded and given numerical values as
follows: Strongly Agreed=5; Agreed=4; Neutral=3; Disagreed=3trongly
Disagreed=1

4.5.1 Distribution of Respondents by whether PCI DS Compliance is
Effective
The table below describes the perception of respaisdon a challenge of
whether PCI DSS compliance is effective or not. fean value of responses
was 4.18 and a standard deviation of 0.76.The nvaére showed that the
responses tended more towardgreeé and dispersion of responses from the

mean was within tolerable limit i.e. the data idlwpread around the mean.

From the results in the table, a large percentdgespondents, 64.7% agree
that the PCl DSS is effective. The percentage spordents that either
disagreed or agreed was a paltry 5.4%.

Table 4.5.1 Distribution of Respondents by whethePCl DSS Compliance
is Effective

of

Type Valid Cumulative
Response Frequency Percent Percent Percent
Strongly 1 2.9 2.9 2.9
Disagree

Neutral 1 2.9 2.9 5.9

Agree 22 64.7 64.7 70.6
Strongly 10 29.4 29.4 100.0
Agree

Total 34 100.0 100.0

Mean =4.18, Standard deviation=0.76, n=34, SolResearch Data (2015)

4.5.2 Distribution of Respondents by whether PCI DS is very Costly to
Implement

The table below describes the perception of respatsdon a challenge of
whether PCI DSS is very costly to implement. Frdm table, commutatively
a large percentage of respondents either agreed)(®0 strongly agreed
(23.5%) that PCl DSS is very costly to implementeTpercentage of
respondents that disagreed was a paltry 2.9%. Téenmalue of responses
was 3.94 and a standard deviation of 0.78.The nvaére showed that the
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responses tended more towardgree and dispersion of responses from the

mean was within tolerable limit i.e. the data idlwpread around the mean.

Additionally, it will be critical to note that thercannot be compliance without

the involvement of costs, at least they need tqubgfied which in this case,
the PCl DSS standard clearly advises what is reduiprior to the

implementation.

Table 4.5.2 Distribution of Respondents by whethelPCl DSS is very

Costly to Implement

Type of Valid

Response Frequency Percent Percent Cumulative Percent
Disagree 1 2.9 2.9 2.9

Neutral 8 23.5 235 26.5

Agree 17 50.0 50.0 76.5

Strongly 8 235 235 100.0

Agree

Total 34 100.0 100.0

Mean =3.94, Standard deviation=0.78, n=34, SolResearch Data (2015)

4.5.3 Distribution of Respondents by whether PCI DS Certification is

Difficult to Maintain
The table below describes the perception of respatsdon a challenge of
whether PCI DSS certification is difficult to maam. From the table, the
distribution of respondents were larger around @nsa (23.5%), Neutral
(26.5) and Agree (35.3%). This was reflected algh mean value of 3.18 that
showed that responses tended towards ‘neutral’oressp The standard
deviation of 1.09 from the mean was within toleealiinit i.e. the data is well

spread around the mean.

According to the study, 35.3% of the respondents feat PClI DSS
certification is difficult to maintain. This maybepartly due to
operationalization of what the compliance dictadeshe cost of compliance,
and most times it is both, more so when PCI DS8igsved as an annual
exercise as opposed to it being a continuous effoeixistence for a Payment

Card Company.
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Table 4.5.3. Distribution of Respondents by whetherPClI DSS
Certification is Difficult to Maintain

Type of Valid Cumulative
Response Frequency Percent Percent Percent
Strongly 2 5.9 5.9 5.9
Disagree

Disagree 8 235 235 29.4
Neutral 9 26.5 26.5 55.9
Agree 12 35.3 35.3 91.2
Strongly 3 8.8 8.8 100.0
Agree

Total 34 100.0 100.0

Mean =3.18 Standard deviation=1.09, n=34, SoureseRrch Data (2015)

4.5.4 Distribution of Respondents by whether Busires Teams don't

understand the Intricate Mechanics of Card Transacdbns

The table below describes the perception of respatisdon a challenge of

whether business teams don't understand the imriogechanics of card

transactions. From the table, there was no clegorityaof respondents of
either agreeing or disagreeing with the challefigethat end, it was noted that

29.4% agree with the statement that the businessstelo not understand the

intricate mechanics of card transactions.

This was also reflected with mean value of 3.23 #ieowed that responses

tended towards ‘neutral’ response. The standarthtien of 1.19 also showed

that data was well spread around the mean.

Table 4.5.4 Distribution of Respondents by whetheBusiness Teams don't

understand the Intricate Mechanics of Card Transadbns

Type of Cumulative
Response Frequency Percent Valid Percent Percent
Strongly 2 5.9 5.9 5.9
Disagree

Disagree 8 235 235 29.4
Neutral 8 235 235 52.9
Agree 10 29.4 29.4 82.4
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Strongly 6 17.6 17.6 100.0
Agree

Total 34 100.0 100.0

Mean =3.29 Standard deviation=1.19, n=34; SoureseRrch Data (2015)

4.5.5 Distribution of Respondents by whether the Idividual PCI DSS

Requirements are overwhelmingly many
The table below describes the perception of respaisdon a challenge of
whether individual PCI DSS requirements are ovehmirggly many. From
the table, the distribution of respondents wergdaaround Disagree (20.6%),
Neutral (29.2) and Agree (41.2%). This was reflécbso with mean value of
3.15 that showed that responses tended towardgratiemesponse. The
standard deviation of 0.98 from the mean was witbierable limit i.e. the

data is well spread around the mean.

From the study, 41.2% agreed that the individu@l BSS requirements are
overwhelmingly many. This is understandably so tyadtue to the inherent
nature of data, it just has to be secured, angyatems handling data need to
be foo proof hence the stringent requirements by BSS compliance

standard.

Table 4.5.5 Distribution of Respondents by whethethe Individual PCI

DSS Requirements are overwhelmingly many

Type of Valid

Response Frequency Percent Percent Cumulative Percent
Strongly 2 5.9 5.9 5.9

Disagree

Disagree 7 20.6 20.6 26.5

Neutral 10 29.4 29.4 55.9

Agree 14 41.2 41.2 97.1

Strongly 1 2.9 2.9 100.0

Agree

Total 34 100.0 100.0

Mean =3.15 Standard deviation=0.98, n=34, SoureseRrch Data (2015)

4.5.6 Distribution of Respondents by whether therés always the Lack of
Management's Full Approval of Compliance Exercise
The table below describes the perception of respatisdon a challenge of
whetherthere is always the lack of management's full apgdrof compliance
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exercise. From the table, the distribution of resfsmts were larger around
Disagree (23.5%), Neutral (29.5) and Agree (20.6Ph)s was reflected also
with mean value of 2.97 that showed that respoteseded towards ‘neutral’
response. The standard deviation of 1.29 from tkamwas within tolerable

limit i.e. the data is well spread around the mean.

From the study, the respondents were very muchdelivion this one.
However, it is important to note that 20.6% agré®t there was always the
lack of management’s full approval. Essentiallys theans that without all the
stakeholders’ approval, PCI DSS compliance will et to impossible to

achieve.

Table 4.5.6 Distribution of Respondents by whethethere is always the
Lack of Management's Full Approval of Compliance Exrcise

Type of Valid Cumulative
Response Frequency Percent Percent Percent
Strongly 5 14.7 14.7 14.7
Disagree

Disagree 8 235 235 38.2
Neutral 9 26.5 26.5 64.7
Agree 7 20.6 20.6 85.3
Strongly 5 14.7 14.7 100.0
Agree

Total 34 100.0 100.0

Mean =2.97 Standard deviation=1.29, n=34, SoureseRrch Data (2015)

4.5.7 Distribution of Respondents by whether many anizations have
Legacy Systems thus making Compliance a Difficult dsk
The table below describes the perception of respatsdon a challenge of
many organizations have legacy systems thus mataongpliance a difficult
task. From the table, commutatively a large peamgmtof respondents either
agreed (38.2%) or strongly agreed (20.6%) that marganizations have
legacy systems thus making compliance a diffiagkt But the mean value of

responses was 3.94showed responses tended towaudsal’.

Notably, there 38% of the respondents in the stutlp felt that the use of
legacy systems make PCI DSS compliance a diffiadk. This is because

technology has evolved so much that componentsmotpe compatible with
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each other when not fully updated to current versiorhis goes to both
software and hardware elements of a system. Thetaipgrades are essential
for a smooth transition towards a Payment Card Gomecoming PCI DSS
certified.

Table 4.5.7 Distribution of Respondents by whethemany Organizations

have Legacy Systems thus making Compliance a Diftitt Task

Type of Valid Cumulative
Response Frequency Percent Percent Percent
Strongly 3 8.8 8.8 8.8
Disagree

Disagree 6 17.6 17.6 26.5
Neutral 5 14.7 14.7 41.2
Agree 13 38.2 38.2 79.4
Strongly 7 20.6 20.6 100.0
Agree

Total 34 100.0 100.0

Mean =2.97 Standard deviation=1.29, n=34, SoureseRrch Data (2015)

4.5.8 Distribution of Respondents by whether manyT Practitioners’ Level

of Comprehension to PCI DSS Compliance mostly hasaps
The table below describes the perception of respaisdon the challenge of
many IT practitioners level of comprehension to BES compliance mostly
have gaps. From the table, commutatively a largeepg¢age of respondents
either agreed (44.1%) or strongly agreed (20.6%f) oh many IT practitioners
level of comprehension to PClI DSS compliance moktye gaps. But the

mean value of responses was 3.71 showed respemsksittowards ‘agree’.

44% of the respondents in this study agreed with ¢hallenge. This goes to
show why there is a general feeling in the Paynt@amd Industry that PCI
DSS compliance is difficult to implement. It is lesled that when the
workforce is enlightened about PCI DSS, could kbeeithrough training

and/or workshops, this challenge may be eliminated.
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Table 4.5.8 Distribution of Respondents by whethermany IT

Practitioners’ Level of Comprehension to PCI DSS Capliance mostly

has Gaps
Type of Valid Cumulative
Response Frequency Percent Percent Percent
Strongly 1 29 2.9 2.9
Disagree
Disagree 3 8.8 8.8 11.8
Neutral 8 235 235 35.3
Agree 15 44.1 44.1 79.4
Strongly 7 20.6 20.6 100.0
Agree
Total 34 100.0 100.0

Mean =3.71 Standard deviation=1.00, n=34, SoureseRrch Data (2015)

4.5.9 Distribution of Respondents by whether QSA Rsonnel are needed

The table below describes the perception of respatsdon a challenge of
whether QSA personnel are not needed. From the,tabinmutatively a large
percentage of respondents either disagreed (50%iramgly agreed (29.4%)
that QSA personnel are not needed. The mean vdluesponses was 1.94

showed responses tended towards ‘disagree’.

From the study, 50 % of the respondents agreeatl@BA is necessary when
an organization needs to get PCI DSS certified. Q8 is the person who
will offer professional guidance with regards t@ tbompliance. This person

also makes the journey towards being complianeeaasnd faster.

Table 4.5.9 Distribution of Respondents by whethe@QSA Personnel are

needed
Type of Valid Cumulative
Response Frequency Percent Percent Percent
Strongly 10 294 29.4 29.4
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Disagree

Disagree 17 50 50 79.4
Neutral 6 17.6 17.6 97.1
Agree 1 29 29 100
Total 34 100 100

Mean =1.94, Standard deviation=0.766, n=34, SolResearch Data (2015)

4.5.10 Distribution of Respondents by whether the &rger the Cardholder

Environment, the more Difficult it is to fully meet PCI DSS Compliance
The table below describes the perception of respisdon a challenge of the
larger the cardholder environment the more difficulis to fully meet PCI
DSS compliance. From the table, there was no ahegority of respondents of
either agreeing or disagreeing with the challefignes was reflected also with
mean value of 3.06 that showed that responses detmeards ‘neutral’
response. The standard deviation of 1.23 also sthéinat data was well spread

around the mean.

From this study, majority of the respondents 11.8%@ 26.5% strongly
disagree and agree, respectively, with the statenieat the larger the
cardholder environment ,the more difficult it is fally meet PCI DSS
compliance. This also depicts the fact that it ddesatter the quantity of card
data a Payment Card Company hosts, PCI DSS compliamecessary for all

Payment Card Companies.

Table 4.5.10 Distribution of Respondents by whethethe Larger the
Cardholder Environment, the more Difficult it is to fully meet PCI DSS

Compliance
Type of Valid Cumulative
Response Frequency Percent Percent Percent
Strongly 4 11.8 11.8 11.8
Disagree
Disagree 9 26.5 26.5 38.2
Neutral 5 14.7 14.7 52.9
Agree 13 38.2 38.2 91.2
Strongly 3 8.8 8.8 100.0
Agree
Total 34 100.0 100.0

Mean =3.06,

Standard deviation=1.23, n=34, SoWResearch Data (2015)
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4.6 Ranking of Challenges in Implementing PCI DSS @npliance
Respondents were further asked to respond on @ stat5 on the challenges

on implementing PCl DSS.As earlier elucidated inmeosections of this
report, the approached for analysis would be td labmeanand standard
deviation as parameters for measuring for ranking challenggsgementing
PCI DSS.

From the table high cost implications (mean=4.2@swanked as the biggest
challenge in implementing PCI DSS compliance wRi& DSS being seen as
an annual activity(mean =3.32) was ranked as lg@stenging. The standard
deviations from the mean for all variables werehiaittolerable limits of 3

points implying the data was well spread arounchtieans.

Table 4.6. Ranking of Challenges in Implementing PCDSS Compliance

Variable N Mean Std. Rank
Name( Challenge) Deviation
34 4.26 .790 1

High Cost Implication

Time consuming 34 4.12 913 2

implementation

34 4.03 1.029 3

Resource intensive

PCI DSS being seen as 34 3.32 1.364 5

an annual activity

34 3.62 1.045 4

Lack of training

Source: Research Data (2015)

4.7 Regression Analysis of Security Concerns in Payent Card Companies
In this study, from the conceptual framework’s degent variable (Security

concerns) was measured by four variables namelgt €kimming, Re-routing

of transactions, Loss of business revenue and fendlevied; independent
variables were educational level of respondentsR@ODSS compliance that
was measured by nine variables as mentioned inegieg sections of this
report. The data was transformed from categoralumerical by assigning a

numerical value to responses. Then linear regnessas run using SPSS.
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Model Summary

Table 4.7 Regression Analysis

[Model R R Square Adjusted R Std. Error of
Square the Estimate

45 2 A .515

! 42 06 55 52

a. Predictors: (Constant), PCI COMPLIANCE, LeveEafucation of
Respondent

b. Dependent Variable: SECURITY CONCERNS

Source: Research Data (2015)

R-Square - This is the proportion of variance i@ ttependent variable which
can be explained by the independent variables)s i§han overall measure of
the strength of association and does not refleet éktent to which any
particular independent variable is associated thithdependent variable. From
the model summary output only 15.5 percent of tlepeddent variable
(Security Concern) was explained by the PCI DSSpdiamce and level of
education of respondents. The overall measure sufcéegion also looks weak

as the R- squared is small value.
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Coefficients

Table 4.7.1 Effects on Security Measures

Model Unstandardized Standardized t Sig.
Coefficients Coefficients
B [Std. Beta
Error

(Constant) 2.064 .563 3.668 .001
Level of
Education of .499 A77 463 2.823 .008
Respondent
PCI DSS
Compliance -.054 145 -.061 -.370 714

Dependent Variable: Security Concerns, Source: &ekdData (2015)

From the Table significance are larger (PCl DSS mgl@ance= Sig.0.714) and
lower for Level of Education of respondents (Sig8®8) both than alpha 0.05
showing the variables education level had highedigtive power on Security
concern and PCI DSS compliance had a lower predigibwer on security

concerns.

Level of education of the respondents had an infteeon surmounting
security concerns and that PCI DSS did not havegmfisant influence on
addressing security concerns of card holder ddta.l@vel of education has a
great impact on surmounting the card security corg;eand this is shown by
t=2.823, which is greater than 1.96.This is becawlsen one has been exposed
to greater knowledge, they have the power to eitieeethical and do good by
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securing card data or be unethical and commit fraitiol the information they
have access to. On the other hand, PCI DSS coroplidid not prove, from
the research, that it has significant power origrfice, other than the fact that
it is a global industry wide standard of governafice the payment card
industry. Even with PCI DSS compliance, the levéleducation of the

implementers needs to be of a higher degree of kaune.

CHAPTER FIVE: SUMMARY, CONCLUSIONS AND
RECOMMENDATIONS

5.1 Introduction
This chapter will discuss the aim of the reseascimmary, recommendations
and conclusions of the findings of the researchitations of the research and

suggestions for further research have also beegredvn this chapter.

5.2 Summary
This study was carried out to reveal the challeribasare experienced during
the implementation of the PCI DSS standard, and tesurmount those23

challenges and maintain being PCI DSS certified.

From the study, it has been revealed that regardiethe size of the Payment
Card Company, PCI DSS compliance is a necessibistt doesn’'t mean that
PCI DSS is all inclusive as a security standardl an emphasis should be
made to ensure all security measures are put ge [ga safe guard cardholder
data, whether it is stationary or in transmissiddditionally, it is not enough

to just achieve compliance, it is very necessamp&intain it and this must be
an ongoing exercise in the organisation as opptsedthve it as an annual

activity.

In as much as it is important for an organisationntaintain PCl DSS
compliance, fraud may still happen. Unfortunatéftys is because nothing can
stop an errant employee from inappropriately hawgditardholder data. For
this reason. The study has revealed that some dTOgerations personnel do
not have a clear understanding of their role iradsgcurity and PCI DSS
compliance. This goes to reveal that awareness tamding sessions are

crucial for PCI DSS certification maintenance. Tiaguires periodic training,
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and holding of employees, contractors and vendespansible for their
exposure to the chain of custody of PCl data. Meeeo for the
aforementioned to be successful, all the stakehelaethe organisation need
to fully, and positively support the PCI DSS endaav

Also, revealed from the study that a payment cagamisation must know its
infrastructure well so as to implement securitytools effectively. From the
study, it was also noted that Payment Card Comparged to also implement
security programs, in addition to PCI DSS. It is leis reason that employing
the services of a qualified security assessor (QSAjportant. This person’s
role will be to ensure the systems in the orgaitsadre reasonably secure at

all time. He is an ally to the organisation, antlathreat.

5.3 Conclusions

The PCI DSS standard has been in existence folyreeaecade, and it is here
to stay. Card service providers from around theldvbave adopted it. That is,

from merchants, service providers and Payment €amtpanies have adopted
the compliance standard. PCI DSS is designed twlatdize and assess how

Payment Card companies are protecting the cardiueyshold from threats.

PCI DSS is not an end in itself as a security steshdhonetheless, it sure does
reduce incidences in card data fraud. So it is algbaccepted and
acknowledged as the Payment Card Industry stanthaitdthe questions that
still lingers are; is it effective? Is it possilile achieve it? The research study
suggests that the level of education of the respaisdhad an influence on
surmounting security concerns and that PClI DSSndidhave a significant
influence on addressing security concerns of calden data. The level of
education has a great impact on surmounting the acurity concerns. This
is because when one has been exposed to greawwtekige, they have the
power to either be ethical and do good by securengl data or be unethical
and commit fraud with the information they haveesscto. On the other hand,
PCI DSS compliance did not prove, from the reseatttdtt it has significant
power or influence, other than the fact that & iglobal industry wide standard

of governance for the payment card industry. Evéh RCI DSS compliance,
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the level of education of the implementers needset@f a higher degree of

knowledge.

5.4 Recommendations

The effort required for the implantation of PCI DS$ould not be
underestimated. PCI DSS compliance needs a loesmurces; money, time
and executive buy-in and sponsorship. It requires caganisation wide
attention where everyone is involved and are mad®ae of the role that they
play in data security; system developers, systemiradtrators, executives,

customer service staff and not just the IT secueam.

The organisation must make compliance sustaindlhlere are so many tasks
that an organization must complete throughout tharyto stay PCI DSS
compliant. For this to be sustainable, complianeeds to be embedded in the

daily operations of an organisation as an ongonoggss.

When properly implemented, PCI DSS drive procegsavements, generate
additional revenue and cut costs, and identify ojmities to consolidate
infrastructure. For instance, storing less datafemwer systems in the
organisation can cut costs and free up back upuress for other critical
organisational needs. The organisation should é&ePCl DSS compliance

as an opportunity and not view it as burdensome.

Any Payment Card Company should have a strategycdompliance. The
organisation should think of compliance in a widentext and incorporate it
in their strategic placement. This makes it faitasy for PClI DSS

maintenance.

5.5 Limitations

The research was conducted successfully and teandsobjectives were met.
However, there were some limitations. First, timeetidedicated to the project
was not enough due to work and school demands eadlides, respectively.
This made it hard to distribute and collect thesglo@naires. Secondly, access
to the information was not very easy as some redgmas were not willing to
complete the questionnaire since they were susmodd the intentions of the

study, and did not feel it was safe to share ehergtthey knew.
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5.6 Suggestions for future research
This research was designed to specifically look imbw an organisation can
surmount the challenges of complying with the Payim@ard Industry data
security standard (PCI DSS). It is recommend thethér research on this be
carried out in the East Africa region, because thsgearch was done for only
Kenya. This will provide a much broader perspectimehe subject. Follow up

research can also be done to enhance the bodywfdaige.
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APPENDICES

Appendix I: Related Parties within PCI DSS

@L and/or VISA

isa memy |s a member of
Acquirer

Issuer
may or may not
provides be the same as
processing lsspes cards to
services to 2
és )
Merchant S g & Cardholder

uses card to
buy from

Source: (Xia, 2011)
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Appendix II: The Objectives and Requirements of PCIDSS
Below are the six objectives and twelve requireméot PCl DSS

Compliance.

Build and Maintain a Secure Network
Requirement 1:Install and maintain a firewall configuration taopect

cardholder data
Requirement 2: Do not use vendor-supplied defaults for systempasis

and other security parameters

Protect Cardholder Data
Requirement 3: Protect stored cardholder data

Requirement 4: Encrypt transmission of cardholder data across ,qmeniic

networks

Maintain a Vulnerability Management Program

Requirement 5:Use and regularly update anti-virus software

Requirement 6: Develop and maintain secure systems and application

Implement Strong Access Control Measures
Requirement 7: Restrict access to cardholder data by businesstodatbw

Requirement 8: Assign a unique ID to each person with computeessc

Requirement 9: Restrict physical access to cardholder data
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Regularly Monitor and Test Networks
= Requirement 10: Track and monitor all access to network resources a

cardholder data

» Requirement 11:Regularly test security systems and processes

Maintain an Information Security Policy
» Requirement 12:Maintain a policy that addresses information seguri
Source: "A Brief Description of the 12 PCI DSS Riegments” NDB Advisory. 5 June
2011.
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Appendix Ill: Merchant and Service Provider Levelsand Validation

Requirements

MERCHANTS

Level 1

Any merchant - regardless of acceptance
channel - processing over 6,000,000 transactions
per year.

Any merchant that has suffered a breach that
resulted in an account data compromise.

Any merchant that card network provider, “at its
sole discretion,” determines should meet the
Level 1 merchant requirements to minimize risk
to their respective system.

Required Annually

Required Quarterly

Level 2

Any merchant - regardless of acceptance
channel - processing 1,000,000 to 6,000,000
transactions per year.

Required Annually

Required Quarterly

Level 3
Any merchant processing 20,000 to 1,000,000
e-commerce transactions per year.

Required Annually

Required Quarterly

Level 4

Any merchant processing fewer than 20,000
e-commerce transactions per year, and all other
merchants - regardless of acceptance channel -
not in Levels 1, 2, or 3.

Level 1
All processors and all payment gateways.

Required Annually

Required Annually

Required Quarterly

SERVICE PROVIDERS

Required Quarterly

Level 2

Any service provider that is not in Level 1 and
stores, processes, or transmits more than
1,000,000 accounts or transactions annually.

Required Annually

Required Quarterly

Level 3

Any service provider that is not in Level 1 and
stores, processes, or transmits fewer than
1,000,000 accounts or transactions annually.

Required Annually

Required Quarterly

Source: (Xia, 2011)
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Appendix IV: Questionnaire

This questionnaire seeks to collect data on thengxtb which the Payment Card companies
in Kenya are PCI DSS compliant. Kindly note all arthation provided will be kept
confidential and will be used for academic reseapciposes only. Please answer all
questions.

Section A: General Demographics
. What is your gender?
MalelJ Femal¢_J

. What is the name of the company you work for?

3. Which department do you belong to?

. What is your level of education?
University Bachelor's degre—l  College Diplo—h College certificate—

. Do you have additional IT related certificates?

Yes —  NoJ

. Do you know what PCI DSS standard is?
Yes - No

. Is your organization PC| DSS certified?
Yes ] No—J

. How concerned are you about card related crimes?
Extremely concernec—
Very concerned ]
Neutral -
Slightly concerned

Not concerned at all —J

Please write additional comments below.
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Section B: Extent of PCI DSS compliance
1. Please indicate the extent to which you agree sagiee with the following perception

statements regarding PCI DSS compliance in orgtoira

Strongly | Agree | Neutral| Disagree Strongly

Agree Disagree

1.PCI DSS is too hard

2.PCI DSS is unreasonable and requ

=

es

too much

3.We dont have a Ilot of card

transactions to be compliant

4.PCl DSS makes organizations stopre

card data

5.PCI DSS will make us secure

6.PCI DSS compliance is an IT project

7.0ne vendor can make an organization
PCI DSS compliant

8.0utsourcing card processing makes an

organization PCI DSS compliant

9.We completed a self-assessment
guestionnaire (SAQ), so we are PBCI

DSS compliant

Please write additional comments below.

2. From the below questions, please indicate the extenwhich your organization has

implemented PCI DSS. Kindly tick only one box peestion.
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Key: The Likert scale has 5 as the highest score dri as the lowest score

1 2 3 4 5

Build and Maintains a Secure Network

Protects Cardholder Data

Maintains a Vulnerability Management Program

Implemented Strong Access Control Measures

Regularly Monitors and Tests Networks

o g AW N e

Maintains an Information Security Policy

Please write additional comments below.

Section C: Challenges in implementing PCI DSS comipince

. Please indicate the extent to which you agree sagiee with the following statements

regarding challenges in implementing PCI DSS coamge in organizations.

Strongly | Agree | Neutral| DisagregStrongly

Agree Disagree

1.PCI DSS compliance is effective

2.PClI DSS is very costly tp

implement

3.PCI DSS certification is difficult

to maintain

4 Business teams do not understand
the intricate mechanics of card

transactions

5.The individual PClI DS$
requirements are overwhelmingly

many

6.There is always the lack of
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Management's full approval of the

compliance exercise

7.Many organisations have legacy
systems thus making compliance a
difficult task

8.Many IT practitioners level df
comprehension to PClI DSS

compliance mostly has gaps

9.QSA personnel are not needed

10.The larger the cardholder
environment, the more difficult it is

to fully meet PCI DSS compliance

Please write additional comments below.

. How would you rank the following challenges in iraplenting PCI DSS compliance? Kindly
tick only one box per question.

Key: The Likert scale has 5 as the highest score drl as the lowest score

1. High cost implications

2. Time consuming implementation

3. Resource intensive

4.PCI DSS being seen as an annual activity

5.Lack of training

6.Use of legacy systems in the organisation toesehi

compliance

Please write additional comments below.
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Section D: Security concerns in Payment Card Compaes
Kindly tick only one answer per question.
1. How many card skimming incidents have you exgrexéd in the last 6 months?

a) Between 1 and 50
b) Between 50 and 100
c) 100 and over
2. How many transaction routing incidents have youegigmced in the last 6 months?
a) Between 1 and 50
b) Between 50 and 100
c) 100 and over
3. What is the value of the revenue lost in the lastofiths?
a) Between KES 100,000 and 500, 000
b) Between KES 100,000 and 500, 000
¢) KES 1000,000 and over
4. What is the value of penalties levied against yoampany by institutions within the
Payments Industry?
a) Between KES 100,000 and 500, 000
b) Between KES 100,000 and 500, 000
c) KES 1,000,000 and over

Please write additional comments below.
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