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ABSTRACT

Cyberspace anarchy is emerging as a threat to proper utilization of internet despite of
numerous benefits it offers. Security has been a contentious issue in the cyberspace because
of dominance of non-state actors. Despite security threats creeping into Mobile money
services, citizens’ reliance on this front is gaining ground since it is driving financial
inclusion. Gaps highlighted include: Mobile money service apps had SMS flaws and weak
cryptography that allowed spoofing and eavesdropping respectively, in 46 Android Mobile
money service apps used by 246 Mobile money providers the apps failed reliable security
testing. Despite the deployment of measures to minimize the threat, cyber criminals have
been utilizing various security flaws within deployed systems to carry out their crimes on
Mobile money services. These flaws inform the basis of this research, which is to determine
why the number of cyber-attacks directed at Mobile money services increase with increase in
users. Qualitative method especially descriptive techniques as well as quantitative tools were
used to adequately analyze data and threats. The research found that Mobile money services
like deposits, withdrawals among others were disrupted by the various forms of cyberspace
threats. Similarly, the research concluded that perceiving cyberspace anarchy in the lenses of
game theory, the security and insecurity nexus within Mobile money services would increase
and decrease in pursuit of balance that unfold infinitely, that only requires containment.
Therefore, containment measures would include: threats driven solutions and legislations, the

creation of multilateral regimes among others.



CHAPTER ONE
INTRODUCTION

1.1 Background of the Study

Cyberspace is a boundary-less ecosystem, where no strict lines are defined or enforced, hence,
some countries are capable of crossing them thus violating the cyber sovereignty of others
(Waldemar, 2017). Similarly, Deibert (2013) defines cyberspace as global communications
and data system which is entrenched in all aspects of society, with security of the sphere
becoming greatly disputed among countries, the private sector and non-state actors. From the
above definitions, Deibert and Waldemar looks at the global nature of shared cyberspace and
its contested nature, Waldemar goes further to highlight its borderless aspect.

Waltz (1979) define anarchy as lack of overarching authority to police the international
system, which instills a sense of distrust among states, implying, therefore, that the
international system is a devolved rivalry among sovereign equals. Similarly, Robert and
Jervis (2015) looked at anarchy as the lack of absolute authority within the globe to make
laws and settle disputes. From the above authors, the relations of states should be perceived
through anarchic lenses. Therefore, the marriage of the two concepts creates cyberspace
anarchy, which can be defined as perpetual pursuit of interests online by states or non-state
actors with little or no accountability which yields competition and conflict. Although realism
as a school of thought emphasizes the competitive and conflictual side of international
relations (Sandrina & Isabel, 2017), it fell short to give prescriptions on how to tackle
cyberspace threats because it is a new domain of warfare.

Nye (2011) observed that cyber-attacks have low impact, but a successful one on key
infrastructure, can have substantial effects ranging from crippling national security to the
livelihood and safety of individual citizens, adding that if a country discovers weakness in
another state’s information system and only uses it to snoop on classified data of that country,
it is espionage that is acknowledged by states as a fair game. Gueldry, Gokcek and Hebron
(2019) observed that despite traditional state-centered threats remain of a concern, with
espionage, territorial challenges and persistent regional tensions among others being key; the
new threats like: climate change, disease and food insecurity among others combine and

interact to create intertwining puzzles to state security. A cyber-attack arise when a



vulnerability that is yet unknown is exploited. Cybersecurity is not about attaining ideal
security but is about curtailing vulnerabilities (Alexander, Seychelle & Alan, 2015).
According to Arnold Wolfers, security in objective sense, measures the absence threats to
acquired values, in subjective sense, absence of fear that such values would be attacked
(Wolfers, 1962). Similarly, Ullman (1983) observes that we may not understand what security
is or how important it is until we are endangered with losing it. Thus, cyber security is a

loosely idea which is perceived when lost through fraud on Mobile money services.

The extensive adoption of mobile phones in contrast to computers has led to a new age of
data exchange (Feizollah, Anuar, Salleh & Wahab, 2015). Kearns (2016) observed that the
use of mobile phones in business has been growing as employees use them for
communications, creating and editing documents, storage and retrieval of files, and browsing
the internet. Despite, the usefulness of mobile phones in carrying out Mobile money services
among others, they have created new attack fronts. For instance, Karim, et al. (2015) state
that the mobile botnet attacks have been discovered through various malicious activities, like:
distributed denial of service (DDoS), theft of corporate data, phishing and designing mobile
phones for the illegal transmission of data. Similarly, Cheng (2007) points that the more the
functionalities a mobile handset has, the greater vulnerable the mobile handsets becomes to
the same types of risks that plague laptops and computers. From the above perspectives, the
authors agree on the vulnerability of Mobile money service to attacks which they link to the
flaws within Android operating system. In addition, the anarchic nature of cyberspace has
enabled threats to evolve unchecked, becoming key tools of settling differences within the

international system, hence, this therefore has created insecurity within Mobile money system.

In summary, therefore, emphasizing security at the expense of freedom can suppress
innovative potential, since freedom in cyberspace domain without appreciating of cyber
threats lead to unacceptable threats to national security. This is because, freedom of the
internet and cyber threats arise together in an endless continuum, one cannot exist without the
other. Thus, despite its weakness, the cyber domain is a centre for innovation with Mobile
money service being one of its outcrops, hence, how can cyberspace anarchy as emerging

threats be minimized while at the same time its usefulness being enjoyed.



1.2 Research Problem

Mobile money service transactions have grown due to ease of use and limited banking
services to a majority of people. The unbanked populace cites high fees associated with
opening bank accounts, compared to nil charges for opening or maintaining mobile accounts,
in addition to its availability in inaccessible regions (ITU, 2013). Similarly, Xan (2007)
observed that the M-Pesa is in much demand due to the number of Kenyans supporting
relatives in rural areas. Elsewhere, Buku and Mazer (2017) observed that Mobile money
services like M-Pesa in Kenya and Tanzania have developed into main payments systems that
are moving billions of dollars yearly, adding that despite its increasing usage this has also
been a channel for fraud and criminality. Therefore, looking at the above perceptive, the
authors agree that Mobile money service has been critical in not only facilitating inclusion of
the poor into financial system but also it is enabling social support, Buku and Mazer go

further to show that criminals have used the same platform for ulterior motives.

Frankline (2019) observed that in Kenya and Niger, Airtel Money service lost KShs. 670
million and KShs. 67 million respectively through insider breaches of Mobile money system
which was attributed to technical and administrative weaknesses in Airtel money payment
systems, in similar incident, according to Byrone (2019) a Kisumu businessman lost KShs.
229,894 to bank and Mobile phone fraudsters, after making four successive withdrawals via
M-Pesa after sending several codes to his Mobile Money phone. Elsewhere, Banzi (2017)
pointed that Tanzania government through media outlets has urged its citizens to beware of
fraudsters targeting Mobile Money services like Airtel, Tigo, M-Pesa among others, adding
that Police are investigating a number of cases across the Country. Looking at the above
observations, whie Frankline and Byrone give the dark side of insider breaches, where
employees use company weaknesses to perpetuate fraud; Banzi, on the other hand highlight
the threats disregard of territoriality. Therefore, the growth of cyberspace threats has
increased integrity issues due to challenges of identification and verification of Mobile

money users, thus, this research is geared towards minimizing fraud.

Deibert (2013) argued that cyberspace is a complex environment, which becomes more
intricate with each passing day. This complexity is attributed to cyberspace anarchy, which is
the lawlessness that encourages misuse of virtual resources with no authority to hold actors to

account, hence, cyber threats have become form of tools to perpetuate anarchy online.



Kozuch (2018) observed that there has been a twenty four percent rise in banking Trojan
infections from mobile apps like the Android/Marcher malware that use automatic installation
susceptibilities in Android devices by mimicking genuine applications by issuing fake
updates or targeted email/SMS phishing. Similarly, Symantec (2018) argued that risks in the
mobile space continue with new malware increasing by 54% in 2017, as compared to 2016,
which is worsened by the sustained use of older operating system. From the above outlook,
while Deibert highlight the complex nature of cyberspace, Kozuch and Symantec on their
part agree on the rising cyberspace threats which they attribute to the design flaws found on

applications, hence, attest to uncertainty of security within this domain.

Thus, in view of the challenges above, the dependency levels of Mobile money services by
individuals, corporations and e-government services would continue to be a gap that can be
exploited by criminals to disrupt, including stealing from customers. Therefore, the aim of the
study is to understand the effects of cyberspace threats on security of Mobile money services
before proposing on how to minimize such threats through incorporation of security during

the design and development of Mobile money applications in order to reduce fraud online.

1.3 Objectives of the Study
The key objective of the research was to determine whether the number of cyber-attacks
directed at Mobile money services increase with increase in the number of Mobile money
service users. The specific objectives of this research include:

i. To establish what are the forms of threats used to perpetuate cyberspace anarchy

within Mobile money service in Kenya.
ii. To analyze the impact of fraud on Mobile money services among users in Kenya.
iii. To establish whether cyber-attacks directed at Mobile money services increase with

the increase of Mobile money service users in Kenya.

1.4 Research Questions
i.  What are the different forms of threats used to perpetuate cyberspace anarchy within
Mobile money service in Kenya?
ii. What is the impact of fraud on Mobile money services among users in Kenya?
iii. Does cyber-attacks directed at Mobile money services increase with the increase of

Mobile money service users in Kenya?



1.5 Hypothesis of the Research

In order to achieve research objective, it was hypothesized that due to cyberspace anarchy
does the number of cyber-attacks directed at Mobile money services increases with the
increase in the number of Mobile money service users. Thus, are cyber threats directed to

Mobile money services a function of the number of customers using it?

1.6 Justification of the Research Problem

Mobile phones penetration especially in developing countries has been rising rapidly in
comparison to landline phone usage. The entry of Mobile money service has been a game
changer for the poor, enabling financial inclusion in developing countries (ITU, 2013). The
cyberspace anarchy has been a hindrance to the fully realization of Mobile money service
potential in Kenya. Various cyber threats have been used to perpetuate anarchic conditions
within cyberspace, for instance, according to Trend Micro (2015) in the previous years, cyber
criminals have used ransomware to trick online customers, but with rising trend, attacks have
been targeting victim’s psyche to make each attack ‘personal’, either for user or an enterprise,
adding that the users’ behaviour malware growth is projected to reach 20 Million mark by the
end of 2016. This is because the entire cyberspace is envisioned as borderless and states are
no longer able to adapt to the so-called Westphalian state system to this domain (Nocetti,
2015). Therefore, this research aims at establishing the various forms of cyber threats used to

unleash cyberspace anarchy within Mobile money services within Kenya.

Similarly, the study seeks to understand the extent and nature of challenges affecting Mobile
money transfer services, on one hand, and the nexus between the impacts of the cyber threats
on these services in Kenya, on the other. Using game theory, proposed countermeasures
would be highlighted in order to help in enhancing cyber security. This is because cyber
threats and solutions arise together in an endless continuum; one cannot exist without the
other. Thus, cyberspace vulnerabilities create a need to patch the software, which give
assurance of security until a new vulnerability is discovered. Therefore, forming a chain of
security and insecurity, that shows the mutual interdependence of cyber threats and solutions,
hence, creating a cyberspace security circle which unfolds infinitely within cyberspace
domain. The findings of this research would contribute to the debates in this area as well as

adding to the existing literature.



1.7 Theoretical Foundation

This research was approached from the lenses of game theory as espoused by scholars like
John Von Neumann and Oscar Morgenstern. John Von Neumann introduced game theory in
1928 for the first time as a mathematical tool, used to define and solve games (Neumann,
1928). Similarly, Neumann and Morgenstern defined a game as a circumstance where two or
more participants are in pursuit of certain conflicting objectives (Neumann & Morgenstern,
1953). Thus, the conflicting objectives are induced by the frustration brought about by
anarchy within the international system, which encourages state’s self-interests in total
disregards of others. Therefore, to the authors, if such frustrations are sufficiently felt, states
or non-state actors are likely to express their anger using any method including cyberspace

threats.

Game theory according to Neumann and Morgenstern (1953) is whereby every player acts in
sensible way to resolve a conflicting situation in his own favour. It is thus, the gap between
what an actor perceives they are entitled to and that which they are capable of getting, that
breeds cyberspace anarchy, which is becoming a challenge for states. Moreover, as
Thucydides (1972) argued that in an international politics, the strong do what they can and
the weak suffer what they must. Thus, such is the current situation of the cyberspace. For
instance, states or individual want to have a secure cyberspace where communications and
Mobile money service transactions go without any challenges, but when a cyber-attack occurs
it disrupt the ecosystem causing severe damages to those concerned, but in game theory such

need to be perceived as a game.

Denis (n.d.) observed that despite aiding in perceiving some game like circumstances and to
guide in coming up with strategies for making real decisions, it also clarify why some actions
happen in some situations. Similarly, Mihai (2016) argued that in a tactical situation the
actions of numerous agents are interdependent. Thus, each agent’s outcome hinge on not
simply on his actions, but also on the actions of other agents. Elsewhere, Dipak, Prajakta and
Yogesh (2016) state that hackers activities have been increasing, thus need for developing
detection mechanisms but also ability to prevent it. This theory, therefore, can be used to
examine possible scenarios, before taking the best action; thus, aiding in the decision process
of the players (Kandethody & Zheni, 2016). This is due to the theory ability to depicts the

multi-agent decision situations as games where a player is considered as an entity which take



a move with best possible benefit for self (Sheila, Jeff, David, Cristina & Radu, n.d.). Thus,
the theory illustrates scenarios by considering it as game which consists of players, where

self-interests is key, therefore, as a consequence, anarchy prevails.

Neumann and Morgenstern’s theory rests on the following assumptions: finite number of
players, players acts rationally and intelligently, every actor has a specific plan of action, the
interests are conflicting among the players and the rules of game are known by the actors,
which if questioned collapses. There in lays the Achilles’ heel of the theory since while states
may cause cyberspace anarchy at a times due to conflicting interests, some of the cyberspace
threats can also be attributed to non-state actors who might not have the enthusiasm to
operate as a rational state. For instance, if a non-state actor causes a cyberspace attack due
differences in a state policy causing disruption of critical services within another state, it may
be hard to identify and prosecute if the targeted state is not in good relation with the country
of attack origin. In addition, if there is increase in the number of actors’ as in an actual
cyberspace, the theory falls apart; similarly, it simply offers a common rule of logic but not
the winning strategy. Similarly, uncertainty within cyberspace being an actual field of

contention makes the theory fall apart.

In spite of the shortcomings inherent in Neumann and Morgenstern’s theory, it provides the
most useful guidelines to examine the impacts of cyberspace anarchy on Mobile money
service through a qualitative and quantitative methodology in order to achieve the best
approach in conflictual domain such as the case of cyberspace. This is because theory can be
used to explain cyberspace conflict when it involves strategic interactions among rational
actors, just like a play, relations among states through trade agreements, electoral campaigns,
Mobile money service, cyber threats among others, can be viewed as a game. In addition, it
offers a scheme for player’s responses to another player’s actions and is a tool for making
reasonable decisions. This would explain for instance why incidences of cyberspace anarchy
on Mobile money service are usually preceded by loss of huge sums of money by
clients/mobile banks. Therefore, looking from the above view, everything is a game. Thus,
the theory is useful in helping in understanding interactions within the international system in

which tactics are established by one side to counter the actions and tactics of others.



In conclusion, a game implies interactions among contesting parties with each looking for
rewards for actions within an anarchic world. Therefore, this provides a measure by which
policies are looked according to their ability to aid in the maximization of one's interests,

hence, reinforcing the application of anarchy within the cyberspace domain.

1.8 Definition of Significant Terms

Operational definition of anarchy — Is the number of disruptions on Mobile money services
attributed to cyberspace threat(s) with an aim to cause harm, defraud or alter behavior. This
definition has been chosen despite realist outlook; to guide this research in understanding the
drivers of actions of countries and non-state players within cyberspace domain since the
pursuit of interests sometimes becomes conflictual especially where interests of other actors
come into play within this space.

Operational definition of cyberspace threats — Is measure(s) deployed to alter the proper
functioning of Mobile money service by criminals, non-state actors or states with intent to
harm.

Malware — Applications programmed to gain access to and impair a computer without the
customers consent (BullGuard, 2018).

Mobile money service transfer - Is whereby client’s mobile phone is used for transmission
of money by electronic means from one individual to another (Janine, 2009).

Mobile banking - Is whereby phones using text messages transfer funds to other mobile
devices within and outside their network (Janine, 2009).

Ransomware — It is a malware that stops or restricts clients from using their systems, either

by locking the system's screen or clients' files unless a payment is made (Trend Micro, 2017).



CHAPTER TWO
LITERATURE REVIEW

2.1 Introduction

The study used a combination of thematic and author approaches in reviewing the literature
and is divided into nine sections. The first section delves into the traditional and the rise of
new security threats, while the second section looks at conceptualization of cyberspace
anarchy. Similarly, the third section discusses security of Mobile money services. In addition,
the fourth section looked at Mobile money transfer services in Kenya, while the fifth section
traces the origin of the concept of anarchy within the international system before examining
the reasons behind its use by states. On the other hand, the sixth section entails forms of
cyber threats contributing to cyberspace anarchy and its threat to Mobile money service
system. Moreover, the seventh section illustrates cyberspace anarchy as an emerging threat to
Mobile money services. Furthermore, the eighth section gives a summary of the empirical

review and finally, the ninth section proposes a conceptual framework.

2.2 Traditional and the Rise of New Security Threats

Security is a contested concept with no universally accepted meaning. Security being a
contested concept can be looked at from three major different perspectives, which are:
realism or traditional, liberalism and Copenhagen school. Realism focuses on the state as the
most important and referent object of security, while others sees security going beyond the
state. Walt (2002) looks at security from military power standpoint being of central focus.
Similarly, Booth (2007) looks at security as ability to pursue cherished political and social
values, with freedom from life threats. Elsewhere, Lippmann (1943) argued that a nation has
security when it does not have to sacrifice its legitimate interests to avoid war, and is able, if
challenged, to maintain them by war. Therefore, while Booth, perceived security from threats
to values and freedoms, Walt and Lippmann on the other hand looked at security from the
standpoint of analysis of threat and the application of military tactics to diminish it. Thus,
despite being different in outlook, they are various strands of realism with one underlying

theme that ties them all together that is state-centric view of security.

Gueldry, Gokcek and Hebron (2019) observes that despite traditional state-centered threats
remain of a concern, with espionage, territorial challenges and persistent regional tensions

among others being key; the new threats like: climate change, disease and food insecurity



among others combine and interact to create intertwining puzzles to state security. Similarly,
Liberalism theory emphasis that: human nature is good and capable of collaboration, evil
people are a product of evil institutions and structural arrangements that motivate people to
be selfish, war can be reduced by eradicating anarchy that encourage it and war requires
collective effort to eliminate it (Keohane, 1988). Therefore, authors look at collaboration and
cooperation as tools for addressing anarchy within the international system, since it is the one

driving states and individual to be selfish especially when interests intertwine.

Copenhagen school of security proposed by Buzan, Waever and Jaap (1991) challenged the
realist state-centric view of security by advocating for its widening, where they looked at
security as a particular type of politics applicable to a wide range of issues, with emphasis on
how to identify, what is and what is not a security issue. The authors’ perceived security
depending upon prevailing practices, with a basic idea being a social category that arises out
of, and is constituted in, political practice, which is constructivism view, since they believed
that social relations make or construct people into the kind of beings they are. Similarly,
Wendt (1995) being the main proponent of constructivism theory looked at it as a cognitive,
intersubjective process in which identities and interests are endogenous to interaction, rather
than a rationalist-behavioural one in which they are exogenous. Thus, while Buzan, Waever
and Jaap took a constructivist lens to understand the securitization of threats, Wendt, on the

other hand, viewed it as relation between what actors do and what they are.

Although liberalism and Copenhagen school of security look as if they are different, they
appreciate that security can better be conceptualized if it is widened to include more actors
and referent objects, that is security should embrace people outlook. In a nutshell, therefore,
looking at the three conceptualization of security attest to its contested nature, hence, framing
it to the emerging cyberspace threats being in a new domain of warfare creates even more
confusion because of its disregard of territoriality and the dominance of non-state actors,

since territoriality was the key premise of state formation in Westphalia model.

2.3 Cyberspace Anarchy

In understanding the cyber risks, it is critical to remember how cyberspace anarchy is. The
internet initial conceptualization was not built for security, because its design and architecture

was meant to be free and open for all the humanity. Therefore, the conceptualization and
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design of the internet and by extension cyberspace did not factor assumption of realism
theory that is: the world is anarchic where moralities are not considered and each state is
anarchic and thus would protect its self-interest over those around them (Morgenthau, 1985).
Realism according to Morgenthau’s perception is where state’s actions are directed towards
keeping, increasing and demonstrating power, which in the era of cyberspace falls short
because of its borderless nature. Thus, failure to incorporate man’s and societal inherent
nature to be selfish in the design creates vulnerabilities which threatens utilization of
cyberspace through Mobile money services, hence, despite original assurances and benefits
that come with cyberspace, there are those who utilize such trust to advance their interests
which are harmful to the greater public using cyberspace threats. Therefore, the use of
cyberspace to achieve ulterior motives because of man’s inherent nature to be selfish causes

insecurity which hinders users’ utilization of this domain.

According to Industrial Control Systems (2017) cyber threats are people who attempts illegal
access to a control system device or network using an information infrastructure pathway,
while Kenya Cyber Security Bill (2016) defines cybersecurity threat as an illegal effort to
harmfully impact the security, availability, confidentiality, or integrity of data that is stored on,
processed by, or transiting a data system. Similarly, Waldemar (2017) argues that cyberspace
has become a boundary-less ecosystem, where no strict lines are defined or enforced, hence,
some countries are capable of crossing them thus violating the cyber sovereignty of others.
Therefore, from the above definitions’, while Alessandro is emphasizing on lack of order, the
Cyber Security Bill and Industrial Control, on the other hand agree on the issue of
unauthorized access to confidential data, with Industrial Control going further to specify on

the intruder to be a person.

Meanwhile, Alessandro (2017) observed that cyberspace is an immaterial realm, where
geography and laws do not matter, adding that it is only an extension of telecommunication
networks, a matter for inter-governmental fora. Elsewhere, Deibert (2013) defines cyberspace
as global communications and data system which is intensely entrenched in all aspects of
society, with security of the sphere becoming greatly disputed among countries, the private
sector and non-state actors, therefore, clashes with Barry Buzan thought who observed
security as the pursuit of freedom from threat and the ability of states and societies to

maintain their independent identity and their functional integrity against forces of change
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which they see as hostile (Buzan, 1991). From the above definitions, cyberspace usefulness is
not in question, what is contested is framing it for securitization. While Deibert and
Waldemar looks at the global nature of shared cyberspace and its contested nature,
Alessandro and Waldemar, on the other hand, agree on its borderless aspect, which is against
the perception by Buzan which is based on Westphalian model which is realist in outlook,
thus, takes territoriality as key, hence, any challenge to security should be from states and not
non-state actors. Thus, cybersecurity, just like other concepts in social sciences, is still

contentious term, lacking universally accepted definition.

The concept of anarchy as coined by Thomas Hobbes, some centuries ago, has been utilized
by realists in explaining the various actions of states (Waltz, 1979). The author goes to define
anarchy as lack of overarching authority to police the international system, which instills a
sense of distrust among states, implying, therefore, that the international system is a devolved
rivalry among sovereign equals. Similarly, Robert and Jervis (2015) looks at anarchy as the
lack of absolute authority within the globe to make laws and settle disputes, while, Arthur
Stein looks at anarchy as a trait of global politics where relationships amongst sovereign
states are aimed at own self-preservation, with ability to use force if required (Stein, 1982).
From the above perspectives, Waltz, Stein, Roberts and Jervis looks at anarchy from the point
of lack of international body to make actors accountable in their pursuits and therefore no one

to police external coercion.

Elsewhere, Grieco (1988) defines anarchy as the principle power determining the motives
and actions of countries, with main focus being power and security, hence, conflictual, even
where shared interests are concerned. On the other hand, Powell (1994) looks at anarchy as
implying certain behavior where power tends to form in system whether it is made up of
tribes, nations, companies or criminal gangs, on the other hand, Helen Milner, for example,
asserts that anarchy is a vague concept and that dangers exist since it is an essential fact of
world politics (Milner, 1991). While Grieco and Powell, points to factors that shape behavior
of the actors within any setting where humans are involved, on the other hand, Milner brings
the ambiguity of anarchy in world politics, hence, showing how it is contentious concept.
From the above authors, the conception of international politics should be perceived through
anarchic lenses, hence, the application of game theory, since states pursue interests in

disregard of others. Therefore, the marriage of the two concepts creates cyberspace anarchy;,
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which can be defined as perpetual pursuit of interests online by states or non-state actors with
little or no accountability which yields competition and conflict. Although realism as a school
of thought emphasizes the competitive and conflictual side of international relations
(Sandrina & Isabel, 2017), it fell short to give prescriptions on how to tackle cyberspace

threats because it is a new domain of warfare.

The continually developing cyber domain and the increasing connection of devices within
different aspects of life have increased threat vectors to users. This is because of the anarchic
nature of cyberspace, which has enabled threats to evolve unchecked, becoming key faces of
anarchy within the international system. Therefore, due to lack of measures to contain threats,
cyberspace risks becoming a Hobbesian state of nature in which those targeted engage in self-
help and cyber vigilantism (Alexandra, 2017). Similarly, cyberspace creates the sense that it
has become an anarchic playground where users can compete for power over its use with no
restraints (Waldemar, 2017). Meanwhile, Elizabeth (2017) observes that Cyber threats have
become recognized as global security issues, emanating within a lawless, anarchic cyberspace,
adding that cyberspace has challenged the concept of territoriality and given non-state actors
dominance. Elsewhere, Myriam (2008) argues that cyberspace is now accepted as a fifth
domain of warfare and cyber threats are seen to be of national security concern by states.
Therefore, these threats affect the delivery of basic services including Mobile money service,
thus, impacting on national security. From the above observations, Alexandra, Waldemar,
Elizabeth and Myriam agree on threats emanating from the contested domain of cyberspace,
however, Elizabeth goes further to illustrate the challenge to territoriality as conceived in the

Westphalian model of the state as well as civil society dominance.

In a nutshell, therefore, the inconvertibility of interests would remain the key factor
encouraging states or non-state actors to rely on anarchy as a principle applicable to
cyberspace. Therefore, game theory comes handy whereby contesting actors would be
looking for rewards for their actions at the expense of other players. Thus, in essence game
theory perceives players from the lenses of realism theory, but the theory fall short to specify
who the players are?, while on the other hand, realism theory look at competitive and conflict
nature of national interest from states perspective. This is because the peeling off of the

cyberspace is when you relies its underlying complexity, which is behind the mistrust states
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or non-state actors have on this new domain. This mistrust emanate from the mutual

coexistence of security and insecurity within cyberspace domain with no authority to police it.

2.4 Security of Mobile money Services

Mobile money services have been a key tool in reducing financial exclusion of the majority.
According to Claire, Arunjay, Jennifer, Alix and Nika (2014) about two and half billion
people globally lack access to recognized financial services, with Mobile money services
now offered in 61% of the developing states, with Sub-Saharan Africa accounting for 53%
globally, mobile devices are used to: make payments, transfers and savings, hence, devices
have aided unbanked. The less developed countries have seen an increasing use of mobile
phones more quickly than any other technology in human history (Bossi, 2014). Nielsen
(2016) observe that Worldwide, 38% of survey respondents used a mobile application to
purchase a product or service online within the past half a year, with Asia-Pacific having the
highest rates of mobile purchasing, whereby fifty percent of Chinese, forty nine percent of
Indians, forty seven percent of South Koreans and forty six percent of Vietnamese
interviewed disclosed that they purchased online within the past six months. Elsewhere,
GSMA (2016) affirm that in 2015, 46% of the people in Africa had mobile services,
equivalent to more than half a billion people, in 2018 there were 272 Mobile money services
distributed in 90 states with a recorded Mobile money accounts rising to 866 million an
increase of 20% from 2017, with Mobile money services moving US$ 1.3 billion daily
(GSMA, 2019). For instance, Mobile money in Uganda has increased payments and money
transfer, with over 30% of the population actively using it and over 200,000 jobs created
directly (GSMA, 2019). From the above observations, it can be concluded that the demand
for Mobile money service is on upward trajectory, thus, enabling financial inclusivity.
However, despite high reception by customers of Mobile money services, the cyberspace
threats normally found within laptops and desktop computers would eventually shift to the

mobile front.

The benefits of Mobile money service do not end with money transfers. GSMA (2016)
observe that in 2015, mobile technologies generated 6.7% of GDP in Africa, an input equally
around $150 billion, adding that by 2020, it is expected to generate 7.6% of African GDP
amounting to about US$ 210 billion due to expanded usage of mobile services. Similarly,

Nielsen (2016) observe that mobile to banking services, for instance: gain access to account
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data and bills payments, were done with mobile, adding that 47% of global respondents
surveyed said they accessed their account balances, among other services through their
mobile phones. Therefore, from the above scenarios, although mobile phones come with
benefits to states and regions, there are also inherent threats that come with such
advancements. For instance, Australian Computer Society (ACS) observes that ten million
Android devices have seemingly been infected by Chinese malware (ACS, 2016). Similarly,
Buku and Mazer (2017) points that Mobile money service have traits that make them easy to
use thus making them to be favoured in developing states, therefore same elements, for
instance in carrying out: payments, mobile savings, cross-border and international money
transfer services among others make it a favoured conduit for easily perpetrated fraud and
scam. From the above outlook, while Buku and Mazer highlight easiness of transacting using
Mobile money service, the same traits are what fraudsters utilize in achieving their desired
goal, ACS, on the other hand, point to design flaws that come with Android phones especially

since most mobile phones used in developing world run on this operating system.

Despite the benefits brought about by Mobile money services, criminals have also exploited
some weaknesses within this domain to perpetrate fraud, for instance, Buku and Mazer (2017)
have observed that Mobile money has numerous forms of fraud that like: consumer-facing
scam perpetrated by agents and scam executed against agents, adding that occurrences of
internal scam have led to substantial financial loss to Mobile money providers and users.
Elsewhere, Mahlangu (2018) has pointed that MTN warned of SIM swap fraud, urging its
customers that they should not to share their security credentials like passwords to anyone in
order to process a SIM swap request, adding that one customer so far has lost funds from
Mobile money account after fraudulent agents asked for her personal information. Six ex-
employees of MTN were charged by Anti-Corruption Court in Kampala for Mobile money
fraud where the company lost US$ 3.4 million (Morawcznski, 2015). Similarly, in Rwanda,
Tigo lost over US$ 170,000 through an insider breach which utilized a weak Mobile money
system. Elsewhere, Communication Authority of Kenya (CA) observed that the National
Cybersecurity Centre (NCC) detected cyber threats ranging from denial-of-service (DOS),
brute force attacks, malware including phishing attacks; online abuse including fraud and
system misconfigurations among others, adding that in the quarter ending September 2018,
the NCC detected over 3.8 million cyber threats which was an increase of about 3,789,448
threats from the last quarter (CA, 2018). From the above authors, while Buku and Mazer
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looked at the two angles in which fraud happens in Mobile money, Mahlangu and
Morawcznski, on the other hand, pointed to insider breaches and customer-facing fraud as
where money was lost. Similarly, CA highlighted the different forms of cyberspace threats

that were employed to perpetuate anarchy and fraud online. The table 2-1 below illustrates.

Table 2-1: Cyber Threats Detected (Communications Authority of Kenya, 2018)

Cyber Threats Detected | Cyber Attack Vector Jul -Sep 18 Apr-Jun 18
No.

1. Malware attacks 1,844,897 1,665,961

2. Web application attacks 1,064,971 771,518

3. Botnet/DDOS 911,298 1,023,388

4, System Misconfiguration 2,548 932

5. Online Abuse 158 647

6. Online Impersonation 196 34
Total Cyber Threats 3,824,068 3,462,480

Elsewhere, Serianu (2017) observed that in 2017, Kaspersky blocked 51 million attempts to
open a phishing page, with over 20% of these attacks targeted banks among other financial
organizations, adding that with the evolution of phishing, basic awareness training may not be
sufficient to safeguard your organization. The author goes to point that in March, 2017 a man
was charged with hacking Kenya Revenue Authority (KRA) system and causing a loss of
KShs. 4 billion, in addition, the man was suspected of hacking into Safaricom’s systems.
Similarly, Akomea, Andoh, Frimpong and Dwomoh (2019) in their study Control of Fraud on
Mobile Money Services in Ghana, found that in Mobile money services fraud is caused by:
weak internal controls and systems, lack of sophisticated technology tools to detect the
menace, inadequate education and training and the poor remuneration of employees, thus,
proposed legal code and internal fraud policy to be used by Mobile money service providers
and partner banks. Elsewhere, in 2017, 86% of all vulnerabilities had a patch available on the
day of disclosure that is slightly higher compared to 81% in 2016 (GSMA, 2019). From the
observations above, while Serianu highlight how cyberspace threats can be used to defraud
companies, Akomea, et al. on their part points to common weaknesses encouraging fraud
within Mobile money services, despite GSMA pointing out that such challenges are

addressed as they are discovered.
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According to ITU (2013) Mobile money service transfers require client to give the money to
a remittance centre on a fee, and then centre transmits the money through the phone service
provider network to the receiver’s mobile. In addition, mobile banking is whereby phones
using text messages transfer funds to other mobile devices within and outside their network.
Interoperability is seen as the capacity aimed at transferring money between different Mobile
money service accounts and across different Mobile money service providers and as well as
from and to banks accounts (Marc & Steffen, 2016). Looking at the above perspective,

mobile has been a critical element in the growth of economies around the globe.

In addition, therefore, the growing calls for interoperability by Mobile money service
providers have caught banks off guard due to stringent measures associated with banking
institution. Thus, Mobile money services have been a technological gift to the
underprivileged that were left out of recognized financial systems. However, despite its
enormous possibility of offering financial inclusion through the mobile front, cyberspace
anarchy continuous to emerge as a threat to Mobile money services through shared
technology vulnerabilities since it widens attack space, giving criminals a broader attack
vector for launching cyber-attacks.

2.5 Mobile money Transfer Service Providers in Kenya

William and Claudia (2017) observed that there are about seven Mobile money service
transfer systems in Kenya, which include: M-Pesa, Airtel Money, Equitel, Mobi Cash,
Orange Money, M-Coop Cash and Yu Cash. Similarly, Alliance for Financial Inclusion (2010)
note that the M-Pesa Mobile money service transfer was conceptualized in 2005 by
Safaricom and started operations in March, 2007. Despite, being the first in Kenya, Xan
(2007) point that Globe Telecom and Smart communications have been transferring money in
the Philippines since 2005. William and Claudia (2017) goes to state that Safaricom has
partnered with some banks to allow clients access their accounts, in addition to making
transactions, citing that M-Shwari, a platform for saving and borrowing money as an outcrop
of such partnership. In addition, Airtel Money has strived to increase its client base by
offering cheaper rates. Similarly, Equitel transfer service was launched by Equity Bank with
key intent of serving more Kenyans who are tired of the idea of waiting in line in banks to
access their cash (William & Claudia, 2016). On the other hand, Mobi Cash is a transfer
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service offered by Kenya Commercial Bank, with various agents across the country to enable
its clients get the services that they need. M-Coop is a money transfer service operated by
Co-Operative Bank using Safaricom network. Elsewhere, Orange Money and Yu Cash
despite their affordability rates to Kenyans, they closed their services after Orange pulled out
of their partnership with Telkom Kenya and Yu was sold. The table 1 below illustrates Mobile

money service transfer services showing key indicators.

Table 2-2: Mobile money Transfer Services per Operator (Communications Authority of
Kenya, 2017)

July — September, 2017
Service | Agents | Subscriptio | Number of Value of Mobile Value of Person to
ns transactions | transactions commerce | mobile Person
(Kshs) transactio | commerce transfers
n (Kshs) (Kshs)
M-Pesa | 148,10 | 22,790,752 428,766,641 1,334,737,016,67 | 295,298,83 | 478,403,156, | 448,148,241,30
7 4 9 750 0
Airtel 14,038 | 1,632,580 2,468,625 1,151,036,654 2,572,199 2,283,774,33 | 862,755,908
7
Money
Equitel |- 1,908,083 104,794,588 322,416,284,883 | 54,552,342 | 233,627,382, | 94,380,691,295
789
Money
Mobik | 16,749 | 1,772,696 815,881 127,032,829 6,430 9,227,168 22,876,608
ash*
Mobile | 5.643 88,883 397,080 1,458,055,912 - - 767,174,277
Pay
Total 184,53 | 28,192,994 537,242,815 1,659,889,426,95 | 352,429,81 | 714,323,541, | 544,181,739,38
7 2 0 044 8

Looking at the above data M-Pesa with 22.8 million subscribers, or 80 per cent market share,
with a total of 428.8 million transactions (sending and withdrawals) valued at KShs. 1.33
trillion. Equitel, run by Equity Bank’s Finserve has 6.8 per cent share (1.9 million), while
Mobikash has a 6.3 per cent share (1.77 million). Airtel money has dropped to a share of 5.8
per cent as of September, with 1.6 million customers. Telkom Kenya has just introduced it’s
T-cash which is yet to shape the Mobile money service market. Thus, from the above
observations, the continued growth of Mobile money service is closely linked to allowing
interoperability as well as a good formal financial system, hence, bank branches are a critical
part of the Mobile money service ecosystem.

In summary, Mobile money service interoperability if implemented successful will enhance
financial inclusivity since monopoly of Mobile money services will cease to exist. Therefore,

Mobile money service transfer progress in Kenya, as in the continent, has been notable, even
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amongst the rural poor, since financial inclusion has always been a mirage for most

households, despite being majority of the population

2.6 Origin of Anarchy within International System

Flint (2017) observes that starting in the 17th century, anarchy begun to get the attention of
philosophers. They talked about anarchy, what it was and what it meant. Thomas Hobbes
understanding of it as human's natural state where each man could pursue its interest in
disregard of others, including taking of other human being's life (Flint, 2017). Thus, total
chaos, therefore, the interpretation is still a general view of anarchy to date. Similarly, Waltz
(1979) observes that in a state of anarchy within an international system, defining feature is a
self-help system: as a last resort, a state has to rely on itself to promote its security and
welfare. From the above view of anarchy, therefore, states had no choice but to constitute and
enforce some order, which is famously understood as Westphalia order. Despite this order,
game theory came into play in each action by states, whereby actors within the international
system resolved conflicting situations in their own favour as stipulated by Neumann and
Morgenstern (1953).

In order to best understand factors that fuel use of anarchy by states, the conceptualization of
state formation during Westphalia treaty is critical. The Peace of Westphalia treaty had ended
the thirty years’ (1618-1648) war in Europe (Flint, 2017). The author goes to state that the
first treaty was an accord among the Roman Emperor and the King of France signed in
Munster city; while the second, involved the Emperor and the King of Sweden signed in
Osnabriick city. Thus, Westphalia treaties aim was to cure the problem of anarchy brought by
the conflicts over religion, hence, became the first diplomatic discourse which initiated a new
order in central Europe based on state sovereignty. The sovereignty conceived at Westphalia
is based on: territoriality and the elimination of external actors from internal control of a state.
Therefore, this sovereignty was conceived from realist dimension, in which the state is key
entity, thus, would perceive the international relations from anarchic lenses, hence, would
protect its self-interest over those of other states (Morgenthau, 1985). Consequently, the
principle of treaty, of non-intervention in the national affairs of a state is being challenged by
cyberspace anarchy. This is because, cyberspace domain not only disregards territoriality but

also its control is beyond the state since its continued growth is initiated more by individuals
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and non-state actors than by states, thus, in such scenario of conflicting interests by states,
non-state actors and individuals, game theory is best placed to explain the actions of actors.

Although Westphalia brought some form of order among people within states, anarchy
continued to be exploited by states. This is because, states’ pursuit of their national interests
at the expense of others, make international system very conflictual, due to lack of an
overarching authority to make states comply with what is agreed. Eriksson and Giacomello
(2006) define state sovereignty as adequate control of the national territory and of the
population living within it. Similarly, Scott (2014) argues that state sovereignty should be
conceived not as an application of state control but of state authority. These two different
interpretations of state sovereignty show the distinctness in the focus of the two major
schools of thought in international relations and thus, embody the intricacy of the debate. As
Waltz (1979) argue that the idea of anarchy within the international system forces states to
arm themselves and seek allies, in readiness to thwart threats instead of collaboration. Thus,
in a state of anarchy within global affairs, commitment to cooperate is not guaranteed.
Therefore, while the liberalists put emphasis on the aspect of state control as indicator of state
sovereignty, realists focus on the aspect of state authority. Thus, from the two schools of
thought, the view of state sovereignty becomes conflicting, therefore, making interstate
relations to be based on anarchy which is present within the cyberspace domain. Although
elite theory can also explain dominance of elites in a state, such theory envisioned only elites
and masses, hence, falls short of envisioning elites in terms of cyberspace domain, therefore,
game theory comes at handy.

2.7 Forms of Cyber Threats Contributing to Cyberspace Anarchy

Mobile phones are becoming key within a firm since they deliver incredible business value
through effectiveness and improved communications (Kearns, 2016). Similarly, Feizollah, et
al. (2015) observe that the pervasiveness of mobile phones is proven since they have ushered
new possibilities in people’s life, adding that, the current mobile phones are more powerful
than computers used a decade ago. Thus, with increase of mobile phones usage so is the
increase in threats directed at them. According to Secureworks (2017) the major security
problem is understanding, since the risks businesses consider they face are frequently very
different than the risks that pose extreme threat, saying that, occasionally firms call for the

deployment of public key infrastructure (PKI) or an enterprise-wide intrusion detection
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system though what is needed is better patching. Thus, while Kearns and Feizollah, et al.
agree on the benefits of mobile revolution, Secureworks , on the other hand, identify lack of
clarity on cyber threats by companies to be a big challenge. Therefore, as Wolfers (1962)
observed security in an objective sense measures the absence of threats to acquired values, in
a subjective sense, the absence of fear that such values would be attacked. In this sense
therefore, the presence of cyberspace threats curtailing the smooth usage of Mobile money

service is a challenge to states.

Despite various cyber threats, this research would discuss seven types: distributed denial of
service (DDOS), ransomware, socially engineered malware, password phishing attacks,

unpatched software, social media threats and Advanced Persistent Threats (APT).

2.7.1 Distributed Denial of Service attacks (DDOS)

It is whereby devices send enormous amount of packets beyond network capacity and
causing congestion and losses, thus disrupting genuine traffic (Geva, Herzberg & Yehoshua,
2014). Similarly, Australian Computer Society (ACS) points out that DDOS attack took down
United States Congress website for three days (ACS, 2016). The author went further to state
that in August, 2016 the world witnessed the largest DDOS attack which knocked down OVH,
French Internet Service Provider, suffering an attack that transmitted a record of 1 Thps,
enough to disrupt businesses anywhere globally. Thus, looking at the above perspectives,
Geva, et al. highlight the attack aim of exhausting the resources (CPU power, memory and
bandwidth) of the target, in order to deny legitimate clients access, ACS on their part gives

instances where such attacks have been demonstrated successfully.

2.7.2 Ransomware

It is where resources are locked by denying clients’ access. Symantec (2015) observe that two
forms of ransomware circulating are: crypto and locker, adding that, crypto purpose is to
encrypt data and files; while locker is intended to lock a computer, inhibiting users from
using it. According to Kaspersky they protected 35,413 Android clients from mobile
ransomware in April 2014 to March 2015, adding that, a year later it increased to 136,532
users (Kaspersky, 2016). Similarly, Skybox Security (2018) points out that traditionally,
malware have fallen into distinct categories: ransomware, banking Trojans, worms among

others, but now those divisions are disappearing and attacks are using multiple elements to
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evade detection, spread and to reach their goal, giving an example were both WannaCry and
NotPetya started ransomware attacks before graduating to worms. Therefore, from the above
discussion, Symantec gives the common forms of ransomware in circulation, Kaspersky on
their part highlight the number of customers that have been targeted by ransomware in a year,
while Skybox security looks at evolution of ransomware until now there is a blurring
distinction between worms, Trojan horses and ransomware and its capacity to evade

detections.

2.7.3 Socially Engineered Malware

It is software that urges the customer to install some application in order to have access to site,
run bogus antivirus application, or run some “critical” program that is mischievous
(Secureworks , 2017). Skybox security (2018) observes that in 2017 social engineering have
risen with spear phishing being the favoured method, where communication is tailored to
each victim: for instance, human resource professionals may receive a malicious file that
appears like a resume. Thus, while Secureworks gives what socially engineered malware can
do, Skybox security on their part points to how such malware have risen and have become

client specific.

2.7.4 Password phishing attacks

It is sending emails to many people requesting for sensitive information (like bank details) or
encouraging them to visit a bogus website (National Cyber Security Centre, 2015). Australian
Computer Society (ACS) observe that 63% of breaches are caused by weak, default, or stolen
passwords (ACS, 2016). While National Cyber Security centre looks at definition, ACS on

their part observes how the attacks have been perpetuated.

2.7.5 Unpatched software

A flaw is unintended functionality (Cert-UK, 2015). Similarly, National Cyber Security
Centre (2015) observes that a flaw is unforeseen functionality, this may either be a result of
poor design or through errors made during implementation. The author goes further to state
that in the last one year nearly 8000 unique and confirmed program vulnerabilities were

revealed in the United States National vulnerability database.
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Similarly, Secunia (2015) observes that 2014 saw a dramatic increase in the number of
discovered zero-day vulnerabilities, 25 zero-day vulnerabilities in all products, compared to
14 the year before. Zero-day vulnerability is a vulnerability that is being actively exploited by
hackers before it is publicly known. Therefore, Cert-UK and National Cyber Security Centre
agree on the definition of the unpatched software, Secunia on their part points to the drastic
increase of zero-day vulnerabilities and subsequent exploitation by criminals.

2.7.6 Social media threats

This happens through a rogue friend or program that set up request, thus, enabling the rogue
friend more access to your social account than you wanted (Secureworks , 2017). ACS (2016)
points out that even the most hardened system can be breached through social engineering,
the ‘hacking’ of people. The author goes to state that no amount of secure network topologies
and firewalls or security software can withstand a user innocently clicking on an email link.
While, Secureworks highlight how clients end up being persuaded through social media, ACS

on the other hand, points to the client being the weakest link within cyberspace domain.

2.7.7 Advanced Persistent Threats

This happens after a successful socially engineered Trojans or phishing attacks (Secureworks ,
2017). The author further observes that a common means is when a Trojan attachment in the
email is opened, its execution aid infection of the first computer, enabling the infection of all

of the devices within that network.

Despite, the constant evolution of cyber threats, the source of the threats remains the human
element. This is because either somebody has a motive of attacking a system while another

falls to his/her tricks.

2.8 Cyberspace Anarchy, an Emerging Threat to Mobile money service

Cyberspace has political, legal and social dimensions and implications. Despite, the various
dimensions, Arunesh, et al. (2015) assert that security is a key concern around the globe since
protecting cyber domain from threats by other nation-states and criminals like terrorists is of
essence. Similarly, Joubert (2010) notes that cyber-attacks are emerging as new type of
threats which nations would face going forward, adding that conflicts within cyber domain

are becoming part of more traditional battles, and thus, nations require strategies to protect
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their networks against growing cyber threat. On the other hand, World Economic Forum
(2016) observed that cyber risks remain difficult to measure in spite of over a decade of effort
to know and craft suitable response to them, adding that the threat actors vary as do their
motives, making it a challenge to predict and quantify the effects of these threats that are
getting stealthier and more continuous. This trend is also observed by Sassen (1998) who
asserts that the internet is a medium for non-elites to link, support each other’s fights and
form insider groups at levels going from local to global. From the above outlook, Arunesh et
al and Joubert points to the emerging security implications brought about by the persistent
cyberspace threats, Sassen, on the other hand, points to the borderless nature of the domain to
be key advantage utilized by non-state actors. Similarly, World Economic Forum looks at the
difficulty of crafting an adequate response to cyberspace threats. Therefore, perceiving the
cyberspace threats from the outlook of the game theory as Neumann and Morgenstern (1953)

envisioned, the self-interest is key. Thus, as a consequence anarchy is likely to prevail.

Castle, Pervaiz, Weld, Roesner and Anderson (2016) in their study looked at 197 Android
apps and 71 products to assess specific organizational practices to examine security
challenges facing Mobile money services, in which they concluded that although attack
vectors are present in many apps, service providers were making intentional, security-
conscious design decisions. Similarly, the authors argued that an in-depth analysis of Mobile
money service apps uncovered the most alarming threats include Short Message Service
(SMS) spoofing, SMS interceptions on the network, man-in-the-middle (MITM) attacks and
external libraries, which track users within a context where privacy, perceptions are not well
understood, adding that other concerns were unauthorized access from stolen devices. The
authors went to state that the vulnerabilities may arise due to unique regional factors, that is
the servers and specifications may be managed by multiple stakeholders with different
requirements, resulting in restricted coverage of the threat model. While the study revealed
that the developers of the applications had limited threat model since they only considered
protecting the organization from fraud rather than protecting the customers, the study fails to
address security threats from client perspective side since they are the most affected in case of
a breach. Thus, this research, however, makes the customer key center of Mobile money
service security provisions, hence, it looks at how online fraud can be minimized if not

completely eliminated.
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Butler (2017) looked at Security and Privacy Challenges for Mobile money service
Applications uncovered significant security problems like eavesdropping and weak
cryptography on mobile phones and 2G cellular networks, arguing that the movement to
modern data networks and smartphones offer tremendous opportunities for improvement. The
author goes to observe that in an automated analysis they performed almost 50% of apps had
a critical Transport Layer Security (TLS) vulnerability, while in 2015, only 9.3% of all the 46
Mobile money service apps analyzed had problems discovered statistically. Further the author
looked at the manual analysis in which 6 out of 7 Mobile money service apps had easily
exploited critical vulnerabilities which resulted in 28 vulnerabilities that could be exploited to
steal money, with a conclusion that Mobile money service systems fail to safeguard user data
confidentiality and integrity. Like Castle, et al. (2016), Butler seems to agree on the
increasing cyberspace threats directed at Mobile money service users through a variety of
ways, the key among them is through Mobile money service apps, but the authors fall short of
addressing fraud brought about by anarchic conditions within cyberspace.

Kozuch (2018) in his study looked at Android/Lokibot malware, which takes all the functions
of Android/Marcher and adds crypto-ransomware capabilities, including crypting files,
locking devices, impersonation of the victim’s IP address and sending notifications to trick
users. The author observed that Android/Lokibot has targeted more than 100 financial
institutions around the world, adding that they estimated Lokibot has generated close to
US$ 2 million, in addition, another increasing tendency is counterfeit mobile banking
applications, intended to steal account credentials and login details from customers when
mistakenly download the application. Despite, the in-depth analysis of the threat environment,
the author highlighted: use of threat intelligence in taking proactive approach, evaluation of
risks, leveraging of automation tools, tracking threats specific to the organization and offering
cybersecurity training as ways of enhancing security. Thus, the author failed to explicitly look
at cyberspace anarchy as an emerging threat to Mobile money service. Therefore, this
research looks at how cyberspace anarchy can contribute to insecurity facing Mobile money

services around the country as well as globally.
Reaves, Scaife, Bates, Traynor and Butler (2015) on the other hand looked at Mobile money

service, mobile problems, in their studies they focused on claims that Mobile money service

IS @ more secure option to cash with first emphasis being on an in-depth analysis of 46
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Android Mobile money service apps across 246 Mobile money service providers and they
demonstrated that their findings failed to provide reliable insights into its security. Secondly,
the authors looked at the design of the registration, login and transaction measures of 15% of
these applications and uncovered weaknesses spanning from botched certification validation,
do-it-yourself cryptography among others, that allow an attacker to imitate genuine customers,
modify transactions inflight including getting financial records. This observation above
suggests that despite the alleged claims of a secure Mobile money service environment, there
is still vulnerabilities which can be attributed to anarchic nature of cyberspace which makes
identification and verification of clients a difficult endeavour, which this research looks at
addressing.

Masamila (2014) looked at the explosion of mobile banking technologies that has led to
absence of unified protocols that can be responsible for a worldwide mode of mobile banking,
adding that the mobile payments applications are intricate in nature, hence, creating
complexity especially with the involvement of multiple players. In bold contribution to this
debate, Masamila argued that interoperability of mobile banking systems would hasten
financial inclusion by permitting clients to use the deployed systems from multiple service
providers to access their account, despite, Mobile money service threats. Therefore, this
research aims at giving an illustrative account on how cyberspace as a source of threats to
Mobile money services continues to evolve because of the anarchic nature of the domain,
since as observed by Mihai (2016) in a game theory, actions of numerous agents are
interdependent, thus, one actor action informs the course the other would take.

Due to the above scenario, cybersecurity has become a pressing policy issue, with national
security community focusing more closely. The economic espionage has existed at least since
the industrial uprising, but the scale of modern cyber-enabled aggressive data theft is an
unparalleled (Friedman, Austen, & Ross, 2013). Nye (2016) observed that maintaining
security is a responsibility of government, and increasing cyberspace threats would lead to
more enlarged role of governments in the domain, adding that states and non-state actors
collaborate and contest for control in this intricate arena of cyberspace urging for global
collaboration in the area of cybercrime, since the likelihood of unified governance on
cyberspace regime would continue to remain a mirage. Looking at the above arguments,

Friedman, Austen and Ross points to the data theft that has being part of human nature from
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the beginning, Similarly, Nye perceived cyber security from the lenses of Westphalian model,
which is a realist perspective to security, which cyberspace through its borderless nature has
challenged. Thus, he goes further to suggest the incorporation of liberal theory ideas, for
instance, those that calls for everybody to be brought on board (Meiser, 2017). Therefore,
despite difference on agreement on how to govern cyberspace, this research would look at
how and in what ways can secure Mobile money services be implemented, since cyber threats
would continue to persist going forward due to anarchic cyberspace which is encouraged by

its borderless nature.

In financial world, market liquidity is seriously reliant on certainty of the security and
reliability of clearing and settlement plans for funds and financial instruments. World
Economic Forum (2016) observed that if not handled securely, the legal and financial
operational risks intrinsic in payment, clearing and settlement actions have the probability to
cause interference in the financial system within an economy. For instance, Masamila (2014)
observed that in 2013 there were 219 Mobile money service distributions worldwide with 203
million subscribers in 84 countries, saying that Africa was leading with over 123 mobile
banking deployments, representing 52%. Thus, cyber threats to mobile financial transactions
can shatter its reliability; hence, becoming a national security risk, therefore, the reliability of
mobile financial systems is key to their ease of use and acceptability. From the above
observations, while Masamila highlights mobile banking growth, World Economic Forum, on
the other hand, looks at the evolving cyberspace threats and its implications on the economy
of states. Thus, for the reliability of financial systems including Mobile money services to be
effective, the ideas of idealism theory needs to come into play since it seeks to transcend
anarchy by, for example, looking at cooperation as key and the believe that you cannot

resolves conflict without having other states (Vitor, 2017).

The research above examined the short falls in addressing the cyberspace anarchy on Mobile
money service. This research therefore, seeks to establish how cyberspace anarchy as an
emerging threat on Mobile money service can address fraud wrought by this condition and as
such it aims at filing the gap in knowledge by incorporating the game theory examined in the
previous chapter. This would guide in understanding cyberspace anarchy as an emerging

threat to Mobile money services and as such the game theory involves actors who chooses
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actions and outcomes with best probable reward for self (Sheila, et al., n.d), in order to come
up with policy prescriptions to address the problem of cyberspace anarchy within the domain.

2.9 Summary of Empirical Review

This chapter has traced the origin of anarchy within the international system as well as
drivers of state cyberspace anarchy which is attributed to deeply held differences on how
national interests are approached. The pursuit of national interests, informs the sectors to
which security is applicable and the possibility of moving from realist logic of security,
which is mostly apprised by anarchy to a more cooperative one having liberal theory ideas.
As this chapter shows, there is need to identify the most valuable information assets and
prioritize protection of this high-value data and improve processes for earlier detection,
reduce the time from detection to respond. In addition, there is a quite strong evidence for
seeing states converging in defending cyberspace if cyber-attacks due to its anarchic nature,
threaten the very existence of freedom across the globe, despite their obvious political
differences on the concept of cyberspace. There are certainly disagreements, bordering at
times on preferred priorities and policies by states and non-state actors; although at the

extremes there are different views of how to define the problem.

2.10 Conceptual Framework

The proposed conceptual framework was meant to map cyber threats to increase of Mobile

money Sservice users.
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Figure 2-1: Proposed cyberspace security circle

Taking from the observation of conceptual framework, a secure Mobile money service
transfer service is envisioned, but because of clash of interest within international system (1S),

actors are forced to use cyberspace to settle differences. This is because the mistrust within
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the international system makes cyberspace anarchy the only option available for states to rely
upon. Thus, cyberspace anarchy drives actors to decide the form of attacks to use and with
help of game theory, design of cyberspace threats and subsequent launching. The detection of
Mobile money service threats compels the organization to seek for countermeasures including
prosecution of the individual involved in collaboration with other states. Therefore,
cyberspace anarchy creates insecurity, which with a few patches of the systems (software or
hardware) guarantees security, hence, they mutually coexist, thus, cyberspace security creates

cyberspace insecurity and vice versa, therefore, creating cyberspace security circle.

Consequently, through this chain of security we can be able to have a predictive outlook,
hence, have readiness to minimize the circumstances of the attack. Therefore, in cyberspace
security, the game theory envisage that there is an interplay of skill and chance, whereby so
much reliance on skill makes it tiresome for actors, while on the other hand, exploitation of
only chance makes the game to be boring to the actors. Thus, there is need for intermix
between skill and chance; this is because cyberspace geometry keeps changing with each new
security solution that is deployed, thus, security and insecurity nexus in cyberspace increase
and decrease in pursuit of balance that unfolds infinitely, hence, need for a contained anarchy

within this domain.

CHAPTER THREE
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RESEARCH METHODOLOGY

3.1 Introduction

This section is divided into five parts: the first section would delve on research design
methods and why they have been chosen. The second section dwells on population sampling,
while the third part would involve data collection methods. The fourth section entails data

analysis while the fifth section gives a summary of the chapter.

3.2 Research Design

The research design used both descriptive as well as explanatory research aspects. The
descriptive study was essential in understanding of the context and how it informed in the
filling of existing gaps. Thus, answering the question “what is” and “what was”. Descriptive
aspect provided the frequencies of the use of cyberspace threats as forms of creating anarchic
conditions within M-Pesa platform. The research used descriptive method to understand the
facts and dimensions of the phenomenon of increasing use of anarchy within cyberspace
especially to disrupt or defraud users of Mobile money services within the international
system. Similarly, explanatory study focused on why cyberspace anarchy? Therefore, it
helped in examining the trends within the international system and how this informed in the
answering of the research objectives. In essence, the ‘why’ in cyberspace anarchy guided in
the development of casual interpretation on why cyberspace threats are gaining attention
among states and non-state actors more so in the past few years than during the last two
decades since internet inception. Thus, giving insight on the reasons that may have fueled this
trend hence provoking action. In addition, this study adopted both the qualitative and the
quantitative techniques in guiding the research, because each used different aspects in

addressing the research objectives.

The use of Systematic Literature Review (SLR) as well as survey methods was also
employed in this research. This was because SLR assisted in giving a summary of the
literature related to the study questions in order to determine the key words that formed the
basis of the study topic. These words were used in Google Scholar among other University
online resources to identify papers related to the research questions. The analyzed literature
guided in answering the study questions. The literature reviewed was on published Journals,

books as well as other research papers on the study topic.
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Survey method was critical in designing questionnaires that were distributed to M-Pesa
dealers in this changing world where cyberspace threats have been used to extend anarchy
online. Thus, the sliding scale was used to get the quantitative aspects of research, while the
‘yes/no’ questions gave the descriptive dimensions of the research. This, therefore, involved
the use of random sampling in the identification of various dealers of M-Pesa who have

different levels of access and who have worked at least for one year.

3.3 Population Sampling

Population consists of all members that meet a set of specifications. When a small set is
selected from population it is called a sample. Corinna (2014) defines a sample as a subgroup
of the whole population that would provide data for the research. According to Singh and
Masuku (2014) sampling can fall into the following categories: random, purposive, cluster,
quota, spatial and independent sampling among others. This study used random sampling

because each elementary unit in the population was given equal chance of being selected.

A questionnaire was administered to 50 dealers of M-Pesa transfer service, who have diverse
levels of access to M-Pesa platform infrastructure, because this gives insights into challenges
that dealers experience in day to day work, thus, guaranteed correctness of the findings since
they have different experiences over time. Level of access is where Safaricom gives some of
its dealers authority to access M-Pesa platform infrastructure in order to address daily
challenges experienced by users either from cyber threats or otherwise, without company
involvement. In addition to random sampling, stratified sampling also guided in identifying
of the respondents. From the above view, the sample was seen to be adequate for inference

purpose, in addition it guided in attaining precision in research among other considerations.

3.4 Data collection methods

The researcher got the main parameters of the study through random and stratified sampling
units which consist of dealers with diverse levels of access to M-Pesa that are conversant
with use of cyberspace threats to perpetuate anarchic conditions, especially how its
applications is used in cyberspace exhortation or fraud within Mobile money service by
criminals. The guestionnaire (See Appendix A) was the key technique of data collection. A
sample of various dealers of Mobile money service transfer services were provided with

questionnaires on the various cyberspace threats especially use of anarchy by states or non-
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state actors within the international system to achieve their objectives. The questionnaire was
designed using Google forms and forwarded through e-mails and in some instances given
physically to the M-Pesa dealers. The collected data assisted in identifying kinds of
cyberspace threats that have been used to perpetuate anarchy within the international system
that has slowly crypt into Mobile money service transfer services through the internet. The
questionnaires were collected after an agreed time with each dealer and its data was

interpreted through frequency tables, percentages and graphs using Google forms.

3.5 Data analysis and Validity

UNICEF (2014) observed that data analysis techniques should be chosen to match the
particular evaluation in terms of its main evaluation questions and the resources available. It
goes further to state that the methods should be able to complement each other’s strength and
weaknesses, in order to fill the existing gaps with the existing data. Therefore, since resources
and other factors influence the choice of methods to analyze data, the study concentrated on
utilizing less resources as well as meeting the intended objectives of the research. Data was
analyzed after the all the questionnaires were received from the various dealers of Mobile
money service. The choice of dealers with diverse levels of access to M-Pesa was in order to
guarantee that the data collected was reliable, the use of a phone call was also considered in
order to urge respondents to give their honest input to assure precision of the study. In
addition, they were not required to put their names to ensure they gave right information

without fear.

Francis Galton and Karl Pearson multiple linear regression (Stanton, 2001) formula was used:
Y=Ao+ A X+ A Xo+ ...+ ARX, +e
Where:
Ao = constant (y-intercept in a graph)
A to A, = Coefficients relating to cyberspace threats
X1to X, = Cyberspace threats
Y = Security of the Mobile money services.
€ — Residual of dealers’ responses
The choice of multiple linear regressions was because the security of M-Pesa was directly
related to a set of explanatory threat variables within cyberspace domain that is security of

the Mobile money service is a function of various cyberspace threats. The study analyzed
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data using frequency tables, means, standard deviations and percentages which were obtained
by the use of Microsoft excel, Google forms and IBM SPSS software platform.

3.6 Summary

In summary, the study designs and methods highlighted in this section guided how the study
was conducted since one complement the other, in answering the research objectives,
especially the use of cyber threats as form of creating cyberspace anarchy and its relationship
to power polarity within the international system. This was because the riddle of insecurity
within the international system has slowly crypt into the Mobile money services through
cyberspace anarchy. Therefore, descriptive and explanatory as well as qualitative and the
quantitative aspects are different dimensions of the same coin, hence, enables the research to

unravel this riddle, thus, limiting its impact.

CHAPTER FOUR
RESEARCH ANALYSIS, FINDINGS AND DISCUSSION
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4.1 Introduction

This chapter focused on presentation of data analysis and interpretation of results in
accordance to the objectives of this study. The general objective of the study was to
determine whether the number of cyber-attacks directed at Mobile money services increase
with increase in the number of Mobile money service users. The specific objectives were to:
establish what form of threats are used to perpetuate cyberspace anarchy within Mobile
money services, analyse the impact of fraud on Mobile money service transactions among
users and to establish whether cyber-attacks directed at Mobile money services increase with

the increase of Mobile money service users.

This section was divided into eight parts: response rate, demographic information, forms of
threats used to perpetuate cyberspace anarchy, factors influencing Mobile money service
security, impact of fraud on Mobile money service transactions, cyber-attacks directed at
Mobile money service, discussion of the findings and the summary of the chapter. The results
were presented in tables and figures especially bar graphs.

4.2 Response Rate

The sample size of the study comprised of 50 dealers of M-Pesa transfer service platform
with different levels of access to M-Pesa infrastructure. Fifty questionnaires were distributed
among the participants. Out of the total, 32 respondents filled their questionnaires and
returned them to the researcher on time. The response rate of the study was 64%. According
to Kothari (2012), a response rate above 50% is appropriate for inference making. Therefore,
the response rate of the study was within acceptable limit.

4.3 Demographic Information

Demographic information of the participants focused on duration of provision of Mobile
money services, the type of Mobile money services offered by the dealership and how they
learned about the Mobile money service security. The results were presented in figures (bar

graphs) and tables.

4.3.1. Duration of Provision of Mobile money Services
The dealers of M-Pesa transfer service were requested to indicate for how long they have
been offering Mobile money services. The results were as shown in figure 4.1.
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Figure 4-1: Duration of Provision of Mobile money Services

According to the results, 68.8% of the dealers of M-Pesa transfer service indicated that they
have been offering Mobile money services for more than 7 years. Similarly, 12.5% of the
dealers specified between 5 and 6 years, the same percentage indicated not more than 2 years,
while 6.3% pointed out that they have been offering Mobile money services between 2 and 4
years. Thus, this implied that most of the dealers have been providing Mobile money service

services for more than 7 years.

4.3.2 Type of Mobile money Services Offered by the Dealership
The dealers of M-Pesa transfer service were asked to indicate what kind of Mobile money
services were offered by the dealership. The results were as shown in table 4.1.

Table 4-1: Type of Mobile money Services Offered by the Dealership

Frequency Percent

Yes No Yes No
Deposit 32 0.0 100 0.0
Withdrawal 32 0.0 100 0.0
Transfer 32 0.0 100 0.0
Bill payment 6 26 18.8 81.3

From the above results, 100% of the dealers of M-Pesa transfer service specified that they

offered: depositing, withdrawal and money transfer services. Similarly, 18.8% of the dealers
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specified that they offered bill payment services. Therefore, this implied that most of the
dealers of M-Pesa transfer services offered depositing, withdrawal and transfers services to

the customers.

4.3.3 Training on Mobile money Security

The dealers of M-Pesa transfer service were requested to specify how they learnt about the

Mobile money service security. The results were as shown in table 4.2.

Table 4-2: Training on Mobile money Security

Frequency Percent

Yes No Yes No
Workplace training 24 8 75.0 25.0
Mobile phone company training 10 22 31.3 68.8
Personal initiative 8 24 25 75

According to the results, 75.0% of the dealers of M-Pesa transfer service pointed out that they
learnt about Mobile money service security through workplace training, another 31.4%
specified through mobile phone company training, while 25% indicated personal initiatives.
This implied that most of the dealers of M-Pesa transfer service learnt about Mobile money

service security through workplace training.

4.4 Forms of Threats Used to Perpetuate Cyberspace Anarchy

The first objective of this study was to establish the forms of threats used to perpetuate
cyberspace anarchy within Mobile money service. Therefore, in this section the researcher
wants to find out dealers attitude towards Mobile money service security, disruption of
Mobile money service services and what services were disrupted by what forms of

cyberspace threats.

4.4.1 Attitude towards Mobile money service Security
The dealers of M-Pesa transfer service were asked to indicate their attitude towards Mobile

money service security. The results were as shown in table 4.3.

Table 4-3: Attitude towards Mobile money Security

1 2 3 4 5 Mean Std.
Deviation
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Clients to receive education on Mobile 0.0 00 0.0 375625 4.625 0.491
money service security

Dealers to be taught about Mobile money 0.0 0.0 6.3 37.5 56.3 4500 0.622
service security

Mobile money service security be taught 6.3 18.8 31.3 31.3 12,5 3.250 1.107
in schools

companies to offer opportunities for 00 6.3 6.3 25.0 625 4.437 0.877
Mobile money service training

Individuals to teach themselves about 25.0 12,5 18.8 25.0 18.8 3.000 1.481
Mobile money service security

Mobile money service security is 31.3 438 6.3 6.3 125 2.250 1.319
unnecessary if security software is used

From the above observations, with a mean of 4.625 (Std. dv = 0.491) and a mean of 4.500
(Std. dv = 0.622) the dealers of M-Pesa Mobile money service strongly agreed that: clients
ought to receive education on Mobile money service security and they ought to be taught
about Mobile money service security respectively. Similarly, they agreed that Mobile money
service providers ought to offer opportunities for Mobile money service training as shown by
a mean of 4.437 (Std. dv = 0.877). In addition, they moderately agreed that: Mobile money
service security ought to be taught in schools as shown by a mean of 3.250 (Std. dv = 1.107)
and individuals to teach themselves about Mobile money service security as shown by a mean
of 3.000 (Std. dv = 1.481). Furthermore, they disagreed that Mobile money service security
was unnecessary if security software was used as shown by a mean of 2.250 (Std. dv = 1.319).

4.4.2 Disruption of Mobile money Services by Cyberspace Threats

The respondents were requested to indicate the extent to which M-Pesa services have been
disrupted by cyberspace threats in any form on their dealership. The choices given were
1=Very frequent, 2= Frequent, 3== Moderately Frequent, 4=Less Frequent and 5=Not at all.

The results were as shown in table 4.4.

Table 4-4: Disruption of Mobile money Services by Cyberspace Threats

1 2 3 4 5 Mean Std.
Deviation
Power outage on server 12,5 43.8 6.3 18.8 18.8 2.875 1.385
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Software malfunction(dedicated denial of  18.8 50.0 6.3 12.5 12,5 2,500 1.295
service attacks)

Staff collusion with fraudsters (insider 56.3 18.8 6.3 6.3 12.5 2.000 1.436
breaches)

Hacking(brute force attacks) 56.3 12.5 0.0 6.3 25.0 2.312 1.749
Spams (Malicious code injections) 68.8 0.0 6.3 6.3 18.8 2.062 1.664
Virus attacks 62.5 125 0.0 0.0 25.0 2.125 1.718

Sim swaps and pin change (account and 62.5 125 6.3 125 6.3 1.875 1.338
service traffic hijacking)

Inter-operability (shared technology 50.0 6.3 0.0 12,5 31.3 2.750 1.849
vulnerabilities)
Legal and regulatory gaps 56.3 6.3 0.0 12.5 25.0 2.500 1.796

Looking at the above data, with a mean of 2.875 (Std. dv = 1.385), 2.750 (Std. dv = 1.849),
2.500 (Std. dv = 1.295) and 2.500 (Std. dv = 1.796) the dealers of M-Pesa Mobile money
service moderately agreed that: power outage on server, interoperability (shared technology
vulnerabilities), software malfunction (dedicated denial of service attacks) and legal and
regulatory gaps were forms of cyberspace threats used to disrupt Mobile money services.
Similarly, they specified that: hacking (brute force attacks), virus attacks, staff collusion with
fraudsters (insider breaches), spams (Malicious code injections), and Sim swaps and Pin
change (account and service traffic hijacking) frequently disrupted Mobile money services as
shown by a mean of 2.312 (Std. dv = 1.749), 2.125 (Std. dv = 1.718), 2.000 (Std. dv = 1.436),
2.062 (Std. dv = 1.664) and 1.875 (Std. dv = 1.338) respectively.

4.4.3 Mobile money service Disrupted at the Dealership

The dealers of M-Pesa transfer service were asked to point out which of the Mobile money

services were disrupted by cyber threats. The results were as shown in table 4.5.

Table 4-5: Mobile money service Disrupted at the Dealership

Frequency Percent

Yes No Yes No
Deposit 22 10 68.8 31.3
Withdrawal 20 12 62.5 37.5
Transfers 10 22 31.3 68.8
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Bill payment 8 24 25.0 75.0

According to the results, 68.8% of the dealers of M-Pesa transfer service indicated that
depositing services were disrupted by cyberspace threats. Similarly, 62.5% specified that
withdrawal were disrupted by cyberspace threats, while 25.0% indicated that bill payment
were disrupted by these threats and another 22% pointed out that transfer services were
disrupted by cyberspace threats. Therefore, this implied that depositing services were

adversely affected by cyberspace threats.

4.4. Factors Influencing Mobile money Security

The dealers of M-Pesa transfer service were also requested to indicate the agreement level on
various factors influencing Mobile money service security services in their dealership. The

results were as shown in table 4.6.

Table 4-6: Factors Influencing Mobile money Security

1 2 3 4 5 Mean Std. Deviation

Cost 188 6.3 6.3 56.3 18.8 3.562 1.342
Scalability 6.3 125 188 625 0.0 3.375 0.941
Availability 00 0.0 6.3 688 250 4.187 0.535
enabling environment 6.3 6.3 6.3 625 188 3.812 1.029
Digital registration of subscribers 6.3 18.8 31.3 43.8 0.0 3.875 1.338
Legal and regulatory gaps 6.3 125 125 375 313 3.750 1.218
Customer awareness 0.0 125 6.3 375 43.8 4.125 1.008

From the above data, with a mean of 4.187 (Std. dv = 0.535), 4.125 (Std. dv = 1.008), 3.875
(Std. dv = 1.338), 3.812 (Std. dv = 1.029), 3.750 (Std. dv = 1.218) and 3.562 (Std. dv = 1.342)
the dealers of M-Pesa Mobile money services agreed that availability, customer awareness,
digital registration of subscribers, enabling environment, legal and regulatory gaps and cost
respectively influence Mobile money service security. Similarly, they were undecided on
whether scalability influenced Mobile money service security as shown by a mean of 3.375
(Std. dv = 0.941).
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4.5 Impact of Fraud on Mobile money services

The second objective of this study was to analyze the impact of fraud on Mobile money

services among users.

4.5.1 Impacts of Mobile money Security on Dealership

The respondents were asked to indicate the impacts of Mobile money service security on their

dealership. The results were as shown in table 4.7.

Table 4-7: Impacts of Mobile money Security on Dealership

1 2 3 4 5 Mean Std.

Deviation
Offer more services to the business 0.0 125 0.0 813 6.3 3.812 0.737
Reduced cost on security training 6.3 18.8 6.3 625 6.3 3.437 1.075
Mobile money service becoming more 125 125 125 56.3 6.3 3.312 1.176

strategic
Reduced outsourcing of Mobile money 125 125 0.0 68.8 6.3 3.437 1.189

service security

Less time in updating Mobile money 6.3 6.3 6.3 68.8 12.5 3.750 0.983
service infrastructure
Reduced staff 125 31.3 6.3 43.8 6.3 3.000 1.244

Looking at above data, with a mean of 3.812 (Std. dv = 0.737) and 3.750 (Std. dv = 0.983),
the dealers of M-Pesa Mobile money service agreed that Mobile money service security
enabled them to: offer more services on their businesses and spent less time updating Mobile
money service infrastructure respectively. In addition, they moderately agreed that Mobile
money service security: reduced outsourcing of Mobile money service security, reduced cost
on security training, Mobile money service to become more strategic and reduced staffing as
shown by a mean of 3.437 (Std. dv = 1.189), 3.437 (Std. dv = 1.075), 3.312 (Std. dv = 1.176)
and 3.000 (Std. dv = 1.244) respectively.

4.5.2 Trust in Data Security Offered by Mobile money service Provider

The dealers of M-Pesa transfer service were requested to indicate their level of trust in data
security offered by Mobile money service providers. The results were as shown in figure 4.2.
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Figure 4-2: Trust in Data Security Offered by Mobile money service Provider:

According to the results, 37.5% of the dealers of M-Pesa transfer service specified that they
have high trust in data security offered by Mobile money service provider, with 31.3%
pointing out that they have moderate trust of the same. Similarly, 12.5% indicated that they
have no trust of data security offered; the same percentage also specified to have low trust. In
addition, 6.3% specified very high trust on data security provided by Mobile money service
Provider. Therefore, this implied that most of the dealers of M-Pesa services had trust in the

data security services offered by the mobile service provider.

4.5.3 Losses Incurred due to Problems with Mobile money Security

The respondents were asked to specify if they have ever incurred losses attributed to

problems in Mobile money service security. The results were as shown in table 4-8.

Table 4-8: Losses Incurred due to Problems with Mobile money Security

Frequency Percent
Yes No Yes No
Accidental leakage of Mobile money service number 2 30 6.3 93.8

Leakage of your own personal information 4 28 125 875
Unauthorized access 2 30 6.3 93.8
Phishing 3 29 94 90.6
Password sniffing 2 30 6.3 93.8
Theft of data or information on Mobile money service 4 28 125 875

From the above observations, 12.5% of the dealers of M-Pesa transfer service specified that
theft of data or information on Mobile money service had made them to incur losses; also the

same percentage indicated that leakage of their own personal information led to losses.
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Similarly, 9.4% specified phishing, with 6.3% pointing at unauthorized access which led
them to incur losses. In addition, another 6.3% specified password sniffing. Looking at data
above, theft of data or information on Mobile money service and leakage of personal
information were the leading sources of incurring losses according the dealers as far as

Mobile money service security is concerned.

4.6 Cyber-attack Directed at Mobile money Services

The third objective of this study was to establish whether cyber-attacks directed at Mobile

money services increase with the increase of Mobile money service users.

4.6.1 Greatest Barriers to adoption of Mobile money Services
The respondents were asked to indicate the greatest barriers to adoption of Mobile money
services in their dealership. The results were as shown in table 4.9.

Table 4-9: Barriers to adoption of Mobile money Services

Frequency Percent

Yes No  Yes No
Legal and regulatory gaps 16 16 50.0 50.0
Data security and privacy 18 14 56.3 43.8
Cyber extortionist 16 16 50.0 50.0
Staff collusion with fraudsters 18 14 56.3 43.8
Sim swaps and Pin change 18 14 56.3 43.8
Virus attacks 6 26 18.8 81.3
Vendor lock in 6 26 18.8 81.3
Spams(malicious code injections) 10 22 31.3 68.8
Customer awareness 24 8 75.0 25.0
Digital registration of customers 20 12 62.5 37.5

According to the results, 75.0% of the dealers of M-Pesa transfer service specified that the
greatest barriers to adoption of Mobile money service was lack of customer awareness, with
62.5% citing lack of digital registration of customers. Similarly, 56.3% of the dealers
specified staff collusion with fraudsters was the greatest barrier to the adoption of Mobile
money services, with also the same percentage indicating that Sim swaps and Pin change
being the greatest barriers. In addition, another 56.3% indicated data security and privacy
being the greatest barriers, with 50% indicated legal and regulatory gaps contributing to the
same. In the meantime, 50% specified cyber extortionist being the greatest barriers, with 31.3%

pointing at malicious code injection and another 18% indicated Virus attacks and the same
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percentage blaming vendor lock was the greatest barriers to the adoption of Mobile money
services. Therefore, this implied that lack of customer awareness was the greatest barrier to

adoption of Mobile money services.

4.6.2 Inferential Statistics

In the research, inferential statistics focused on multivariate regression analysis. Regression
analysis was used to determine whether cyberspace threats (power outage on server, software
malfunction, staff collusion with fraudsters, hacking, malicious code injections, Sim swaps
and Pin change, interoperability, legal and regulatory gaps) increases with increase in the
number of Mobile money users, thus, affecting the security of the Mobile money service

transfer transactions.

4.6.2.1 Regression Analysis
The study used multivariate regression analysis to determine the relationship between
cyberspace threats and security of the Mobile money service transfer transactions especially

its link with the increase of users within Mobile money payment system.

Table 4-10: Model Summary

Model R R Square Adjusted R Std. Error of
Square the Estimate
1 0.961 0.923 0.901 0.10217

From the above data, the R squared was used to determine the variation in the dependent
variable (security of the increased users of Mobile money service transfer transactions) that
could be explained by independent variables (cyberspace threats). The R squared was 0.923.
Therefore, this implied that 92.3% of the variation in the dependent variable (security of the
increased users of Mobile money service transfer transactions) could be explained by
independent variables (cyberspace threats). In other words, the larger the R?, the better the

regression model fits dealers’ response returns.

Table 4-11: Analysis of Variance

Model Sum of Squares df Mean Square F Sig.

~ 1 Regression 314.213 8 39.276 2618.400 .000°
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Residual 3.581 23 .015
Total 317.794 31

Looking at data above, the ANOVA was used to determine whether the model was a good fit
for the data. The F — calculated was 2618.400. The F critical was 2.1802. Since the F
calculated was greater than the F critical and the p value 0.000 was less than the significant
level, the model was considered a good fit for the data. Henceforth, the model was used to
predict the effect of cyberspace threats on security of the Mobile money service transfer

transactions when users increase.

Table 4-12: Regression Coefficients

Model Unstandardized Standardized T Sig.
Coefficients Coefficients
B Std. Error Beta
1 (Constant) 0.217 0.075 2.899 0.004
Power outage on server 0.135 0.05 0.184 2.732 0.028
Software malfunction 0.172 0.073 0.139 2.3563 0.019
Staff collusion with
fraudsters 0.188 0.061 0.187 3.086 0.013
Hacking 0.241 0.057 0.299 4217 0.010
Spams  (Malicious  code
injections) 0.335 0.047 0.403 7.141 0.009

Sim swaps and Pin change
(Account and service traffic

hijacking) 0.356  0.056 0.296 6.333  0.008
Interoperability (Shared

technology vulnerabilities) 0.385 0.063 0.32 6.095 0.001
Legal & regulatory gaps 0.906 0.068 0.879 13.316 0.000

The regression equation was follows:

Y =-0.217+ 0. 135 X; + 0. 172 X5 + 0. 188 X3 + 0. 241X, + 0. 335Xs+ 0. 356 X6+ 0. 385X+
0. 906Xs+ ¢

From the results, it revealed that power outage on server has significant effect on security of
the Mobile money service transfer transactions when users increase ($;=0.135, p value=
0.028). Similarly, the relationship was considered significant since the p value 0.028 was less
than the significant level (0.05). In addition, the results also revealed that software
malfunction has significant effect on security of the Mobile money service transfer

transactions when users increase (B,=0.172, p value= 0.019). In the meantime, the
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relationship was considered significant since the p value 0.019 was less than the significant
level (0.05). In addition, the results showed staff collusion with fraudsters has significant
effect on security of the Mobile money service transfer transactions when users increase (B3=
0.188, p value= 0.013). The relationship was considered significant since the p value 0.013
was less than the significant level (0.05). Moreover, the results revealed that hacking has
significant effect on security of the Mobile money service transfer transactions when users
increase (B4= 0.241, p value= 0.010). Therefore, the relationship was considered significant

since the p value 0.010 was less than the significant level (0.05).

Besides that, the results revealed that spams (Malicious code injections) has significant effect
on security of the Mobile money service transfer transactions when users increase (Bs= 0.335,
p value= 0.009). The relationship was considered significant since the p value 0.009 was less
than the significant level (0.05). The results also revealed that Sim swaps and Pin change has
significant effect on security of the Mobile money service transfer transactions when users
increase (Ps= 0.356, p value= 0.008). The relationship was considered significant since the p
value 0.0008 was less than the significant level (0.05). Further, the results showed that
interoperability has significant effect on security of the Mobile money service transfer
transactions when users increase (B;= 0.385, p value= 0.001). The relationship was
considered significant since the p value 0.001 was less than the significant level (0.05).
Furthermore, the results revealed that legal and regulatory gaps have significant effect on
security of the Mobile money service transfer transactions when users increase (Bs= 0.906, p
value= 0.000). Thus, the relationship was considered significant since the p value 0.000 was

less than the significant level (0.05).

In summary, therefore, with the above data it can be inferred that cyber-attacks directed at
Mobile money services increased with the increase of Mobile money service users, thus,

validating the research hypothesis.

4.7 Discussion of the Findings

4.7.1 Forms of Threats Used to Perpetuate Cyberspace Anarchy
The study found that dealers of M-Pesa transfer services ought to: receive education on
Mobile money service security, be educated on Mobile money service security, offer

opportunities for Mobile money service training, be taught in schools and use security
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software in improving security of Mobile money services. Therefore, the findings are line
with the findings of Feizollah, et al. (2015) that training and education on cyberspace security

improve Mobile money service security.

In addition, the study found that: power outage on server, software malfunction (dedicated
denial of service attacks), staff collusion with fraudsters (insider breaches), spams (malicious
code injections), virus attacks, Sim swaps and Pin change (account and service traffic
hijacking), inter-operability (shared technology vulnerabilities) and legal and regulatory gaps
are forms of threats used to perpetuate cyberspace anarchy among the Mobile money service
providers. Thus, the findings concur with the findings of Geva, et al. (2014) that the main
threats to cyberspace security include: virus attack, power outage on server, software
malfunction and staff collusion with fraudsters. Similarly, the findings were in line with the
findings of Kaspersky (2016) that sharing technological vulnerabilities perpetuate cyberspace

anarchy.

The study found that cyber threats disrupted: depositing, withdrawal and transfer of cash of
cash among the dealers of M-Pesa transfer service. Similarly, the study also established that
cyber threats also disrupted bill payment among the dealers of M-Pesa transfer service. Thus,
the findings conform with the findings of Feizollah, et al. (2015) that fraudulent activities
tend to disrupt withdrawal, transfer, bill payment and depositing of cash among dealer of

Mobile money service providers.

4.7.2 Impact of Fraud on Mobile money service Transactions

The Study found that Mobile money service security enabled them to: offer more services to
the business, reduced the time spent in updating Mobile money service infrastructure,
reduced outsourcing of Mobile money service security, reduced cost on security training,
made Mobile money service to become more strategic and reduced staffing. Therefore, the
findings are in agreement with the findings of Arunesh, et al. (2015) that improving on
Mobile money service security reduced cost and time spent in updating Mobile money
service infrastructure, outsourcing of Mobile money service security experts and reduce

staffing cost.
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In addition, the study also established that cyber threats lead to: accidental leakage of Mobile
money service number of clients, leakage of personal information, unauthorized access to
information and theft of information on Mobile money service transactions. Thus, the
findings conform with the findings of Reaves, et al. (2015) that fraud result to leakage of
information to unauthorized persons and theft of information relating to financial transactions

consequently affecting performance of Mobile money service providers.

4.7.3 Cyber-attack Directed at Mobile money Services

The study found that: data security and privacy, cyber extortion, Sim swaps and Pin change
increased with increase of Mobile money service users. Therefore, the findings are in line
with the findings of Castle, et al. (2016) that the cyber extortion and virus attack are the main
forms of cyber-attack directed at Mobile money service services. Similarly, the study found
that virus attacks, vendor lock in, spams (malicious code injections) and digital registration of
customers increased with the increase of Mobile money service users. Therefore, the finding
is in line with the finding of Masamila (2014) that cyber-attack through vendor lock in and
malicious code injections have negative influence on delivery of services among the Mobile

money service providers.

4.8 Summary

This chapter has analyzed the questionnaires which were returned and found that cyberspace
anarchy was ripe within this domain and would continue to be utilized by states as well as
non-state actors going forward. The fraud perpetuated in this domain was more, despite two
dealers stating to have incurred losses amounting to Kshs. 176,000 upon encountering
accidental leakage of mobile phone number in 2013, some agree that they have incurred
losses despite their failure to mention the amount involved. Similarly, various Mobile money
services have been disrupted by cyberspace threats to various degrees as shown from the
analysis with deposits, withdrawals, transfers, Sim swap, bill payment, buying goods and
services in that order of importance being disrupted. In addition, dealers agreed on various
factors influencing the provision of security within Mobile money services, these factors on
the other hand fueled cyberspace anarchy, since provision of adequate security within this
domain was a big challenge not only to states but also non-state actors. This was because
enforcement of order within this realm is a great challenge due to its borderless nature as well

as the dominance of non-state actors in this domain.

48



CHAPTER FIVE
SUMMARY, CONCLUSION AND RECOMMENDATIONS

49



5.1 Introduction

This chapter entailed presentation of: summary of the study’s findings, conclusions that were
drawn, recommendation that were made and suggestion for further research. The key
objective of the study was to determine whether the number of cyber-attacks directed at
Mobile money services increase with increase in the number of Mobile money service users.
The specific objectives were to: establish the forms of threats, impact of fraud and why
cyber-attacks directed at Mobile money services increase with the increase of Mobile money

Service users.

5.2 Summary

The cyberspace has been interwoven into the operations of: financial system especially
Mobile money service as well as Mobile banking among others, intelligence/military logistics
system and aspects of every day communication. Therefore, this critical role is increasingly
be threatened not only by states but also non-state actors, who despite being a great source of
innovations are also a source of tools for developing both the offensive and defensive
capabilities within this domain. As this research have shown, cyberspace threats directed at
Mobile money services increase with the increase of users, in addition, cyberspace extortion
increase with increase of Mobile money service users. This research was centered on two
arguments: Mobile money service security within cyberspace is a function of its insecurity or
in essence cyberspace threats directed to Mobile money service is the basis of its security and
the cyberspace geometry keeps changing with each new security solution, hence, need for a

contain anarchy within it.

Cyberspace anarchy is evolving with constant evolution of the internet in its various forms,
for instance, Mobile money service, Internet of Things (IoT) to them but a few. Thus, this
evolution carries with it threats which in one way or another threaten Mobile money service
systems. These threats requires collaborations from state and non-state actors, this is because
these threats sometimes are borderless in nature due to cyberspace disregard of territoriality.
In addition, the difficulty of addressing cyberspace threats is because there are no clearly
spelt out objectives to be attained while tackling these challenges as well as lack of specific

targets to be taken.
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Similarly, the power polarities within the international system is or may be of no significance
because cyberspace domain requires less resources for one to master it, hence, even countries
with less resources can be high in terms of power polarity in cyberspace as a domain of
warfare or even non-state actors with less resources can threaten states which have far more
resources and military power in traditional sense of power polarity within the international
system. Therefore, humanity needs to understand that there is more to gain in cyberspace
through collaboration than the continued application of anarchy since the Westphalia model

of state rules to this domain is obsolete.

5.3 Conclusions

The study concludes that: training on Mobile money service security, power outage on server,
software malfunction (dedicated denial of service attacks), staff collusion with fraudsters
(insider breaches), spams (malicious code injections), Sim swaps and Pin change and shared
technology vulnerabilities were forms used to perpetuate cyberspace anarchy among the

Mobile money service providers.

Moreover, the study concluded that Mobile money service security: reduced the time spent in
updating Mobile money service infrastructure, cost incurred in outsourcing services and
training. The study also concluded that fraud disrupted depositing, withdrawal, transfer and
bill payment among the dealers of M-Pesa transfer service. Besides that the study established
that fraud lead to: accidental leakage of Mobile money service number of clients, leakage of
personal information, unauthorized access to information and theft of information on Mobile

money service transactions.

Further, the study concluded that: data security and privacy, cyber extortion, Sim swaps and
Pin change, spams (malicious code injections), vendor lock in and virus attacks are the

greatest barriers to the adoption of Mobile money services by users.

In a nutshell, perceiving the anarchic conditions within the cyberspace in the outlook of the
game theory as shown by the research that virus attacks directed at Mobile money service
increase with the increase of users, the evolution of anarchy should be looked at not as
something to be completely wiped but as a necessary incentive encouraging innovation of

solutions to address the cyberspace threats going forward, and as such parts of the mutually
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coexistence of threats and solutions.

5.4 Recommendations

The study found that power outage on server as a form of threat was used to perpetuate
cyberspace anarchy among the Mobile money service providers. Therefore, the study
recommends that the dealers of M-Pesa transfer services should install standby generators,
install fire walls and encrypt data so as to prevent threats due to cyberspace anarchy.

The study also established that fraud lead to unauthorized access to information. Therefore,
the study recommends that the dealers of M-Pesa transfer services should enhance
identification and verification using biometric methods like fingerprint, facial among others
in addition to password/pin to protect files, bugler proof computer rooms and utilize IP

Whitelisting to prevent unauthorized access to information by fraudsters.

Further, the study established that virus attacks increase with increase of Mobile money
service users which were carried using these forms of cyberspace threats: software
malfunction, spams (malicious code injections) and shared technology vulnerabilities.
Therefore, the study recommends that the dealers of M-Pesa transfer services should install
advanced and quality antivirus, perform daily scans and isolate affected drives so as prevent
virus attacks. Similarly, security should be incorporated during the design and development
of the Mobile money service applications since most flaws are attributed to failure to

incorporate it from the beginning

Therefore, since these cyberspace threats cannot be adequately be addressed because they
outgrow each solution deployed, hence, there is need for its management in order to enable
utilization of the benefits which comes from this domain. Thus, contained anarchy within
cyberspace domain is what this research recommends through: continued development of
tools to contain threats within cyberspace and continued legislation that is threats driven to

tackle cyberspace challenges as they emerge.

Therefore, despite anarchy creating a devolved rivalry among sovereign states as coined by
Kenneth Waltz (Waltz, 1979), it is worsened by the involvement of non-state actors, making
it difficult for any one or more tools/measures of national security to effectively contain

cyberspace threats, since, threats and solutions evolve infinitely, thus, need for a multilateral
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as well as multi-agency approach in order to tackle it through creation of a regime among
states.

5.5 Suggestion for further research

The key objective of the study was to determine why the number of cyber-attacks directed at
Mobile money services increase with increase in the number of Mobile money service users
in Kenya. Therefore, the study recommends that further studies should be conducted in other
countries to determine why the number of cyber-attacks directed at Mobile money services
increase with increase in the number of Mobile money service users. The study also
established that 92.3% of the variation in security of the Mobile money services could be
explained by cyberspace threats. Hence, the study recommends that further studies should be
conducted to determine other factors affecting security of the Mobile money services outside

anarchy within cyberspace.
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Appendix A: Questionnaire

Kindly answer the following questions as honestly and accurately as possible. Confidentiality
would be observed with any information given. Please do not write your name anywhere on
this questionnaire.

Survey to determine Mobile money Services security within Safaricom M-Pesa

1. Name of your dealership (Optional).............coooiiiiiiiii e,
2. How long have your dealership been offering Mobile money services?
. O0-—2years( )
ii. 2-4years ()
iii. 5-6years ( )
iv. 7andaboveyears ()
3. What kind of Mobile money services are offered by your dealership? Please tick all that
apply
i. Deposit( )
ii.  Withdrawal ()
iii.  Transfers ()
iv.  Bill Payment( )
V. Others,namethem.....................coiiiiiiiiiiii .
4. How did you learn about Mobile money service security?
I.  Workplace training ()
ii.  Mobile phone Company training ( )
iii.  Personal Initiative ()
IV.  Others, Name theM.......cuveeiiieeiee et
5. In your perception what is your attitude towards Mobile money service security?
Statement Disagree | Disagree | Difficult | Agree Agree

Strongly to say Strongly

Clients to receive education
on Mobile money service
security
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Dealers be taught about
Mobile money service
security

Mobile money service
security be taught in schools

Companies to offer
opportunities for Mobile
money service security
training

Individuals to teach
themselves about Mobile
money service security

Mobile money service
security education is
unnecessary if security
software is used

Disruption of Mobile money services by cyberspace threats
6. This Section is concerned with assessing the extent on whether M-Pesa services have

been disrupted by cyberspace threats in any form in your dealership. Please mark (x) in
the box which best describes your oPinion on each of the following statements. The
choices given are: 1=Very frequent, 2= Frequent, 3== Moderately Frequent, 4=Less

Frequent and 5=Not at all

Statement Very Frequent | Moderate | Less Not at
Frequent frequent Frequent | all

Power outage on server

Software malfunction
(Dedicated Denial of service
attacks)

Staff collusion with
fraudsters (Insider breaches)

Hacking (Brute force
attacks)

Spams (Malicious code
injections)

Virus attacks

Sim swaps and Pin change
(Account and service traffic
hijacking)

Interoperability (Shared
technology vulnerabilities)

Legal & regulatory gaps

7. Which of these Mobile money services in your dealership was disrupted? Please tick all

that are applicable
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i. Deposit( )

ii.  Withdrawal ()
iii. Transfers( )
iv.  Bill Payment( )

V. Others,namethem............coooiiiiiiiiiiiiiiiiiiis

8. To what extent do you agree that the following factors influence the Mobile money
service security in your dealership? Use the following Likert scale to rate your level of

agreement on the following factors.

Factors Strongly | Agree(4) | Undecided(3) | Disagree(2) | Strongly
agree(5) disagree(1)

Cost

Scalability

Availability

Enabling

environment

Digital registration of
subscribers

Legal & regulatory
gaps

Customer awareness

9. What impacts does Mobile money service security have on the following in your

dealership? Use the Likert scale to rate your agreement.

Statement Strongly | Disagree | Moderately | Agree Strongly
Disagree Agree Agree

Offer more services to
the business

Reduced cost on security
training

Mobile money service
becoming more strategic

Reduced outsourcing of
Mobile money service
security

Less time in updating
Mobile money service
infrastructure

Reduced staff
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10. What are the greatest barriers to adoption of Mobile money services in your dealership?
Kindly tick all those that apply.

I.  Legal and regulatory gaps ( )
ii.  Data security and privacy ( )
iii.  Cyber extortionists ( )
iv.  Staff collusion with fraudsters (Insider breaches) ( )
v.  Sim swaps and Pin change (Account and Service hijacking) ()
vi.  Virus attacks ( )
vii. ~ Vendor lockin ()
viii. ~ Spams (Malicious code injections) ()
ix.  Customer Awareness ( )
x.  Digital registration of customers ()
Xi.  Others, NamMe theM..........cooiiii s
11. How much trust do you have in data security offered by Mobile money service provider
to you as dealer? Tick one only.

i.  Veryhigh ( )
i. High ( )
iii. Moderate ( )
iv. Low ( )
v. Notrust ( )

12. Have you ever incurred losses upon encountering problems with Mobile money service

security?

Statement Yes No

Accidental leakage of Mobile money
service number
If yes, approximate

Leakage of your own personal
information

Unauthorized access

If yes, approximate
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KShS.iioiiiiaiieininnnn Year............
Phishing

If yes, approximate

KShs...cccvvvviiinnnnn. Year............
Password sniffing

If yes, approximate

KShs..ccovviiiiiinnnnnn. Year............
Theft of data or information on
Mobile money service

If yes, approximate

KShs...cccoviiiiinnnnn. Year............
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