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ABSTRACT

The purpose of this study is to investigate the adoption and assimilation of Enterprise 

Information Security Architecture (EISA) as an administrative innovation within the Oil and 

Gas Industry in Kenya. EISA is a subset of Enterprise Architecture (EA), focusing on 

information security in the enterprise. Several EISA frameworks have been developed and 

have gained acceptance, particularly in the developed world. However, their adoption rate in 

Kenya remains undocumented, despite Kenya’s relatively well developed ICT infrastructure 

as compared to other countries within the East African Region. In Kenya, the context in 

which this study takes place, no literature exists on adoption and assimilation of EISA either 

as an administrative innovation or technological innovation. Studies show that information 

security managers, including those in Kenya, have been searching for rationalized security 

practices to manage risks, preserve the confidentiality, integrity and availability of 

information and ensure business continuity in their organizations. This is a natural response 

to the increasing external threats and potential leakage of information. Such efforts can be 

viewed, conceptually, as a form of administrative innovation as it triggers organizational 

change. Technological innovation focuses on developments in security technologies whereas 

EISA fits with the philosophy of administrative innovation. If security were to be treated as a 

technological innovation, research into adoption and assimilation of EISA would inevitably 

regarded incorrectly as part of ICT security. This study used administrative adoption models 

and hypotheses to test the factors that influence the assimilation and adoption of EISA 

frameworks in Kenya. The results indicate that supervisory authority can play a significant 

role in stimulating and enforcing the adoption and assimilation of information security 

architecture as a management practice. This can offer some encouraging evidence for 

regulators to evaluate the effectiveness of rules and regulations in the area of Information 

security architecture.
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CHAPTER ONE: 

INTRODUCTION

1.1 Background of the study

Information is one of the most important assets in an enterprise and should be 

appropriately protected. Information Security is the combining of systems, operations 

and internal controls to ensure the confidentiality, integrity, and availability of data in 

an organization. Given the wide acceptance and use of information technology (IT), 

users can now operate most IT solutions on their own, directly and with limited help 

of IT specialists. As a result of rapid advances in IT, information security is facing 

unprecedented challenges, and effective information security management is one of 

the major concerns.

Although there is plenty of security technology research, surprisingly few information 

security management studies are found in the literature. It wasn’t until 1995, when the 

British Standard Institution (BSI) established BS7799-1, “Information Security 

Management -  Part I: Code of Practice for Information Security Management”, that a 

more complete management framework for information security emerged.

While information security has always been a concern, it has become even more 

critical with the proliferation of the Internet. Whereas in the past enterprises were 

concerned only with protecting the flow of information within the business, today 

they must consider the threat from outside -  from attacks on the security of the 

corporate Intranet, for instance, or electronic data interchange (EDI) between the 

enterprise, clients and suppliers.

Today’s enterprises are doing a good job to secure their information, but they are the

exception rather than the norm. The majority are grappling with basic information

security issues, and yet information security principles of confidentiality, integrity

and availability are often touted as critical to achieving business goals. The big

question is: why is this? One reason is that most businesses are focused on delivering
/
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a strong short-term performance, which conflicts with information security initiatives, 

as these usually have a less direct return on investment, and are competing for scarce 

resources with other programs that promise quick return and immediate benefits. 

Another reason is that the majority of enterprises that have tried to implement 

information security in their organization have taken the wrong approach e.g. 

assigning the information security implementation to a single individual or 

department. This approach ultimately fails because security has an important property 

that most people know about but few pay any real heed to it: it is like a chain link that 

is made o f many links.

Since almost every enterprise has a system of information security or protection, 

perhaps we should ask the question: how do enterprises adopt and assimilate these 

systems? Looking at recent developments, it is not in doubt that Kenyan managers 

are actively searching for rationalized security management processes to manage 

risks, and to preserve the confidentiality, integrity and availability of information. 

This study views such efforts as a form of administrative innovation. According to 

Hsu et al (2009) “administrative innovations have been viewed in this light before”. 

An innovation is “any idea, practice, or material artifact perceived to be new by the 

unit of adoption” (Zaltman et al. 1973, p. 158). Hsu et al (2009) “administrative 

innovation is synonymous with organization change, however major or minor it may 

appear to be. It is thus conceptually related to change management ”. A great effort is 

required to ensure administrative innovations form an integral part of an 

organization’s business process. Researchers in a variety of disciplines have discussed 

the conditions that facilitate or hinder the adoption and assimilation of organizational 

innovations (Hsu et al 2009). However, there has been little focus on both adoption 

and assimilation in a single study, or indeed on other forms of innovations with an 

administrative core (Teece 1980, Westphal et all. 1997).
$,

A more detailed understanding of information security architecture as an 

administrative innovation is desirable as it will address the research gap that exists in 

Kenya. Moreover, the outcome will be relevant because there is no model tc depict
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how organizations in Kenya adopt and assimilate administrative innovations in 

response to institutional requirements.

1.2 Statement of the Problem

The pervasive lack of information security may be attributed to the notion that 

building security into information systems is a matter of referring to a checklist and 

applying the appropriate measures to plug the holes. Such a notion is clearly 

misplaced. Security has an important property that most people know about but few 

pay any real heed to it: it is like a chain, made up of many links, and the strength and 

suitability of the chain is only as good as that of its weakest link. At worst, if one link 

is missing, the rest of chain has limited or no value. A key pitfall of the notion that 

focuses on the chain link is that it does not test that the links actually fit together to 

form a secure chain. The chain is a reasonably good analogy, but the problem in 

building security into information systems is actually much bigger. Imagine a 

checklist that has the following items: engine block; pistons; piston rings; piston rods, 

bearings, valves; cam shaft, wheels, chassis, body, seats, steering wheel, gearbox, etc. 

Suppose that this list comprehensively itemizes every single component that would be 

needed to build a car. If you go through the checklist and make sure that you have all 

of these components, does it mean that you have a car?

A car is a good example of a complex system. It has many sub-systems, which in 

turn have sub-systems, and eventually a very large number of components. 

Designing and building a car needs a ‘systems-engineering’ approach. Examples of 

key questions not addressed by the checklist approach are: Do you understand the 

requirements? Do you have a design philosophy? Do you have all of the components? 

Do these components work together? Do they form an integrated system? Does the 

system run smoothly? Are you assured that it is properly assembled? Is the system 

properly tuned? Do you operate the system correctly? Do you maintain the System? 

The analogy of the car as a complex machine that needs a holistic architectural design 

is much more powerful than the idea of a chain. Security architecture is more like the 

car, not the chain.
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The primary need in this study is for a simple structured and practical methodology 

for adoption and assimilation of information security architecture to support the 

evolving IT infrastructure, emerging legislative and legal requirements, industry 

trends, best practices and increasing threats. Despite the perceived usefulness of EISA 

models, information architecture today still suffers from adoption problems. The 

critical influencing factors for adoption of enterprise information architectures models 

in Kenya have not been studied and understood. There is a need to increase adoption 

of enterprise information security architecture models in Kenya with special reference 

to Oil and Gas companies. This research intends to bridge that gap.

1.3 Justification of the study

Adoption and assimilation of information security architecture cannot be left to 

individuals, systems architects or individual departments. Having a cohesive 

approach for developing and maintaining a secure information security environment 

is a shared responsibility that goes beyond acquiring information security 

technologies and software. Information security architecture or practice brings to light 

the impact that information security can have on an organization’s business processes 

as well as how it can improve security by following a framework for protection of 

valuable business assets, trade secrets, profitability and reputation. All of the best 

policies, standards, tools, methodologies and technologies mean nothing if an 

acceptable level of security is lacking. Information Technology keeps changing, and 

this underlines the need for an administrative approach in the implementation of
«K

information security.

It’s no surprise that many an experienced security professional perceive the process of 

implementing information security in the same way as walking through a minefield. 

This perception hinders their initiatives in information security, thus compounding the 

risks. The need for a simplified approach to understanding the elements for adoption 

and assimilation of information security architecture is readily apparent. A common 

approach in implementing information security systems in organizations is to start by

4



writing policies and standards. However, this approach does not address business 

requirements for information security. This underlines the need to adopt an 

information security architecture framework.

1.4 Purpose o f the Study

Enterprise Information Security Architecture is becoming a universal practice 

worldwide. The primary need for adopting enterprise information security 

architecture is to ensure that business strategy and IT security are aligned. Enterprise 

information security architecture allows traceability from the business strategy down 

to the underlying technology. The purpose of this study was to develop a simplified 

methodology for increased adoption and assimilation of information security 

architecture models in a complex environment with few security measures in place.

A Case Study was used to investigate information security architecture practices as an 

administrative innovation in selected Major Oil and Gas companies in Kenya using 

innovation diffusion theory and a model developed for Korean companies and to 

recommend a methodology in the Kenyan context to enhance adoption of information 

security architecture. The proposed methodology though based on the Oil and Gas 

Industry is built on robust adoption and assimilation models, and thus is capable of 

being used in other industries as well.

1.5 Objectives of the study

1.5.1 General Objective

Use a Case Study to investigate information security architecture practices as an 

administrative innovation in selected Major Oil and Gas companies in Kenya using a 

model developed for Korean companies and to recommend a methodology in the 

Kenyan context to enhance adoption of information security architecture. The
f,

proposed methodology though based on the Oil and Gas Industry is built on robust 

adoption and assimilation models, and thus is capable of being used in other 

industries as well.
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1.5.2 Specific Objectives

i To determine the impact of institutional influences in the adoption and 

assimilation of information security architecture as an administrative 

innovation;

ii To ascertain the effects of institutional influences at different stages of 

adoption and assimilation;

jjj. To examine the impact of moderating economic and organizational factors in 

the adoption and assimilation of information security architecture.

1.6 Research Questions

i. What is the impact of institutional influences in the adoption and assimilation 

of information security architecture as an administrative innovation?

ii. What are the effects of institutional influence at different stages of innovation 

adoption and assimilation,

iii. What is the impact of moderating economic and organizational factors on 

information security architecture adoption and assimilation?

1.7 Importance of the study

More and more companies are implementing different forms of enterprise security 

architecture to support the governance and management of IT. However, EISA 

models ideally relate more broadly to the practice of business optimization in that it 

addresses business security architecture, performance management and process 

security architecture as well. The slow adoption of EISA models presents several 

problems to the information security profession due to the disconnection between the 

business and the information security program. There is, arguably, a myopic view of 

security resulting from the fact information security practitioners are originally from 

the field of Information Technology. These practitioners literally “strayed”,Into the 

field of information security architecture and are largely unaware of the forces that 

drive the adoption game, which include organization, people and process. Thus the 

widely held view that information security architecture is a technological innovation
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rather than an administrative innovation. Effective information security requires a 

balance among these elements.

By emphasizing a technical focus to information security architecture a gap is created 

between information security and the business units. Businesses are concerned with 

all types of risks including physical security, legal, financial and safety, in addition to 

information and technology. Too often, both sides fail to understand how all of these 

risks are interrelated (Anderson, 2008). The Information Security approach does not 

effectively address business requirements, and the expected costs outweigh the 

benefits. This is because the system and its configurations are not based on a 

comprehensive understanding and assessment of the enterprise’s needs.

The information security systems are not based on business needs, are too generic and 

/or not tailored to meet the specific organization’s needs. Effectiveness or reliability 

of the system largely depends on human ingenuity i.e. it is not process-driven. Cost of 

implementation does not compare favourably to benefits to be realized, if any, and 

this diminishes the value and reputation of security. There is also the restricted ability 

to embrace or satisfy business requirements, face competition, new products, for fear 

of risk.

What trends are occurring in the field? There is an increased need for adoption of 

information security architecture to match the inevitable surge in technology. 

Organizations are spending and hiring information security practitioners in record 

numbers, and legislation and regulations are proliferating. Despite all of these efforts, 

nearly every statistical measure of performance— from the number of incidents and 

vulnerabilities to the cost and impact of a breach— demonstrates that information 

security architecture is not yet in tandem with the organization’s needs. Pouring more 

money and technology will not reverse this trend. In what other profession &ould a 

high level of investment be permitted with such poor return? (Anderson, 2008). 

Companies, therefore, need to embrace information security architecture as a key 

business enabler.
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1.8 Scope of the Study

The study is concerned only with the adoption and assimilation of Enterprise 

Information Security Architecture (EISA) as an administrative innovation in large 

organizations in the Oil and Gas Industry in Kenya.

1.9 Definition of Terms

O perational D efin itions:

E nterprise Inform ation  Security A rch itectu re (E ISA ) is the process 
o f  in s titu ting  a com plete inform ation secu rity  so lu tion  to the 
a rch itec tu re  o f  an en terp rise , ensuring  the secu rity  o f  business 
inform ation at every point in the a rch itec tu re . In o ther w ords, it is the 
en terp rise  and its ac tiv itie s  that are to be secured , and the security  o f 
com puters and netw orks is only a m eans to th is end.

Innovation is “any idea, p ractice , or m aterial a rtifac t perceived to be 

new by the unit o f  ad o p tio n ” (Zaltm an et al. 1973, p . 1 58). Administrative 

innovation may be defined as the creation of a new organizational design that 

supports better the creation, production and delivery of products and services.

Diffusion may be defined as the spreading of ideas from one culture to another. 

Diffusion of Innovations may be defined as a theory of how, why, and at what rate 

new ideas and technology spread through cultures.

Assimilation may be defined as the incorporating of ideas into a culture and making 

them part of that culture, often taking on new characteristics.

Inform ation Security  M anagem ent as used in th is study refers to the 

developm ent o f  a security  m anagem ent program  includ ing  the security  

policy, m anagem ent com m ittee, team  structu re  (e.g . CISO or security  

o fficers), risk  m anagem ent process, and em ployee education  to preserve 

the co n fid en tia lity  in tegrity  and av a ilab ility  o f  inform ation  in 

o rgan izations.
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C oercive Isom orphism  refers to the po litica l in fluence exerted  by 

governm ent agencies or pow erful o rgan iza tions such superv isory  

au th o ritie s  w ith in  an industry . M im etic isom orphism  describes how 

o rgan izations im itate  o ther to be perceived as successfu l or leg itim ate . 

N orm ative isom orphism  exam ines the co llec tiv e  in fluences resu lting  

from the developm ent o f  p ro fessionaliza tion . (D iM aggio  and Pow ell, 

1991, Scott 1995).

t
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CHAPTER TWO: 

LITERATURE REVIEW

2.1 Introduction

There is a popular adage that “many a man on the road to success fails because he sets 

off from the wrong station”. Before delving into adoption and assimilation of 

information security architecture, perhaps, it is worthwhile therefore to understand the 

goal of information security architecture? The goal (Gartner, 2006) is to “align 

security strategies between three functional areas of an organization. These are 

Business Architecture, Information Architecture (1A), and Technology Architecture, 

all three are explained in detail below. We introduce another two architectures, 

Security architecture and Enterprise Information Security Architecture, the latter 

being the main focus of our Study:

2.1.1 Business Architecture (BA)

Above all else, the security architecture must be aligned with the goals and objectives 

of the enterprise. Without proper alignment there will be an inevitable disconnect 

between business strategy and security. To enable this alignment it is vital to 

accurately outline the business architecture in place to achieve the objectives of the 

organization by asking several questions: What does the enterprise do? Who does it? 

What information do they use to achieve their goals? Where do they do it? By 

answering these questions it becomes possible for the security architecture framers to 

develop a comprehensive map of the strategies of the enterprise, along with a rdhge of 

organizational charts and business process maps.

2.1.2 Information Architecture (IA)

Enterprises in today's complex world are experiencing rapid changes in constantly 

competitive situations. There is an increased need to be able to respond quickly to 

changing market conditions, new business opportunities, threats and emerging 

alliances that were unthinkable a few years ago (Wigand et al., 1997, p. 1). Pressures
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of global competition and growing dependence on information technology mean that 

the effective use o f information is more important now than ever before. Enterprises 

have made substantial investments in information technology, but commitment to 

using information as a corporate resource appears to be lacking (Evernden and 

Evernden, 2003). The ease with which information can be created, extracted, and 

transmitted by e-mail and communication links has created expectations of the ability 

to exchange information faster and more frequently between enterprises and end- 

users.

Information is now recognized as a valid and valuable resource in the day-to-day 

management of an enterprise, the function described as information management has 

grown from being a pure library, filing or computing function to a mainstream 

management activity (Mahon and Gilchrist, 2004). From this evolutionary process the 

concept of “information architecture” has emerged in recent times. According to a 

number of sources the term “information architecture” was coined, or at least brought 

to wide attention, by Richard Saul Wurman in the mid-1970s at the American 

Institute of Architects' National Convention in Philadelphia with the conference 

theme entitled “Information Architects” (Evernden and Evernden, 2003).

Wurman's definition of an information architect according to Farnum (2002) and 

Wyllys (2001) is: an individual who organises the patterns inherent in data, making 

the complex clear; the person who creates the structure or map of information that 

allows others to find their personal paths to knowledge; and the emerging twenty-first 

century professional addressing the needs of the age focused on clarity, human 

understanding and the science of the organisation of information.

Morville (2004) and Farnum (2002) argue that although Wurnam's definition is 

helpful, its overall approach relates more to the visual design of information and 

emphasises Wurman's own background in designing printed media. Wurman's 

definition of information architecture can be construed as a way of abstracting from a 

complex situation or body of information and presenting those, essentials in a clear



and aesthetically pleasing manner to the user (Wyllys, 2001). However, the notion of 

information architecture is not new. Brancheau and Wetherbe (1986) proposed the 

concept in 1986, using a high level map of the information requirements of an 

enterprise as an important aid to systems development. However, their model of IA 

excludes consideration of personnel and the organizational structures and challenges.

Information architecture is a foundation discipline describing the theory, principles, 

guidelines, standards, conventions and factors for managing information as a 

resource. It produces drawings, charts, plans, documents, designs, blueprints and 

templates helping everyone make efficient, effective, productive and innovative use 

of all types o f information.

Using these plans, security architecture framers can understand the optimal flow of 

information within the enterprise. What applications are used to achieve the 

objectives of the business? What data do these applications require in order to achieve 

those objectives, and what integration methods are in place to enable the sharing of 

that information? Only by understanding these technologies and processes can it be 

possible for the framers to develop a strategy for ensuring the security of this data 

while allowing vital business processes to progress unimpeded.

2.1.3 Technology Architecture (TA)

Finally, it is necessary to study the technology architecture in place to support these 

applications and processes. The technology architecture of most enterprises is highly 

complex, involving a range of different technologies running on different platforms, 

each relying on a range of heterogeneous legacy systems. Ensuring the security of 

these technologies while allowing business processes sufficient access to information 

can be a daunting task. In order to ensure the security of data within this architecture 

it is necessary to build a map of every piece of that architecture, and to understand 

how information moves between its components.
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2.1.4 Security Architecture (SA)

Security is applied by implementing industry standards and best practices such as 

ISO/IEC/27000, The Standard of Good Practices (SoGP) and Organization for 

Economic Cooperation and Development (OECP) Guidelines for the security of 

information systems. ISO/IEC and SoGP are considered to be the primary authority 

on standards”.

2.1.5 Enterprise Information Security Architecture (EISA)

The field of Enterprise Information Security Architecture (EISA) has generated a lot 

of interest in the recent past. EISA was first presented by Gartner detailing how 

security should be incorporated into Enterprise Architecture. Most organizations lay 

claim to some form of information security architecture, however, documentation of 

the methodology for adoption of information security architecture is lacking. EISA 

can be viewed as the practice of applying a comprehensive and rigorous method for 

describing a current and/or future structure and behavior for an organization's security 

processes, information security systems, personnel and organizational sub-units, so 

that they align with the organization's core goals and strategic direction. Although 

often associated strictly with information security technology, it relates more broadly 

to the security practice of business optimization in that it addresses business security 

architecture, performance management and security process architecture as well. 

EISA is not a process for building a wall to shield the information systems of an 

enterprise but is the architecture that ensures information security aligns with the 

strategies and objectives of the enterprise while promoting seamless integration.-

Architecture has its origins in the building of magnificent houses in cities and towns 

and this sense is well understood by everyone. Architecture, in the traditional 

context, is a set of rules and conventions by which buildings are created whi^fi serve 

the intended purpose, both functionally and aesthetically. The concept of architecture 

is “one that supports our needs to live, to work, to do business, to travel, to socialize 

and to pursue our leisure. In the context of designing and building business computer 

systems, the term has been adopted to mean “the rules and standards for the design

13



and construction o f computers, communication networks and the distributed business 

systems that are implemented using these technologies” (Sherwood, Clark and Lynas, 

2005).

In line with the above background, clearly information security architecture goes 

beyond the technology that an organization adopts for its business. The goal of 

Information security architecture is to help the enterprise achieve objectives in the 

current operational constraints or environment. This broader view of information 

systems architecture underlines the fact that technological factors are not the only 

drivers influencing the architecture. Rather it is only one of the considerations. 

Organizations that have overlooked this fact often end up with architectures that fail 

to meet their business needs.

The greatest challenge in information security is aligning with business objectives. A 

2007 survey by Deloitte and Touche LLP and Panemon Institute showed that 50 

percent of North American security professionals' time is spent on reactive and 

tactical activities such as remediation of operational vulnerabilities. This disconnect 

between information security operations and strategic business objectives adds 

pressure to increased security spending while risks, incidents and losses continue to 

escalate. A framework that enables information security professionals to align their 

activities with their organization's business is needed (Anderson, 2008).

Business enterprises in developing economies perceive information security as a 

“nice-to-have”. Most of the large financial sector-based enterprises, which are more 

risk-conscious, implement information security as a gimmick to attract customers. It 

helps project a good image to customers. Others implement information security 

systems to comply with requirements mandated by parent companies, or dictated by 

regulatory requirements. Generally the lower the potential to cause financial'loss, the 

less attention accorded to information security requirements. There are those who 

have the perception that information security is not an immediate threat.
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Generally, even where a company has the means to address information security, the 

implementation approach is deficient and cannot meet business requirements. The 

agility required to respond to the ever-present technological threats is lacking. The 

reason for this, according to a white paper published by Sherwood, Clark, Lynas 

(2005), is that “usually a requirement is identified and a solution sought and acquired 

to meet that requirement without regard to the broader implications. A tactical 

solution is implemented which is often effective in providing some security, but 

frequently no-one is really sure that the security is appropriate to the risk, or that the 

cost is commensurate with the benefit, or that it meets a wide variety of other 

business requirements which are not specifically risk-related. Security is often the 

last thing to be considered in business information design, and often gets relegated to 

the status of a few add-on fixes when all other design decisions have been frozen.”

Sherwood, Clark, and Lynas captured the potential problems of the above approach in 

their white paper by stating that “the security solutions are often isolated and 

incapable of being integrated together or of inter-operating with one another.. The 

variety of security solutions leads to increased complexity and cost of support, and in 

particular can lead to an exploding workload with regard to administration and 

management. Worst of all, because there has been inadequate attention paid to the 

business requirements, the “solution” can sometimes hinder the business process 

rather than helping it, and the reputation of “security” among the business community 

gets worse and worse.”

2.2 Theoretical Background

Current literature clearly shows that researchers have been using diverse approaches 

and theoretical frameworks in conducting research in the field of information security. 

However, other than Hsu et all (2009) who argued for it as “a legitimate and well-
4 ,

suited theoretical lens”, research so far has not been done on adoption and 

assimilation of information security as an administrative innovation. Furthermore, 

none has studied information security (architecture), as an innovation in general, or an 

administrative innovation in particular.
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2.2.1 Information Security Architecture as an Administrative Innovation

Researchers have used different theoretical lenses to critically assess information 

security research. Dhillon and Backhouse (2001) applied Burrell and Morgan’s 

framework, whereas Siponen (2005) analyzed five classes of traditional information 

security methods. Recently, Siponen and Willison (2007) examined information 

security research between 1999 and 2004 via Laudan’s reticulated model of science. 

Whereas each of these models advances our understanding of information security, 

none view the phenomenon as an innovation in general, or an administrative 

innovation in particular, which, we argue, is a legitimate and well-suited theoretical 

lens.

The theoretical lens applied in the current study is one that views information security 

is an administrative innovation rather than a technological innovation. Technological 

innovation would focus on developments in security technologies, whereas 

Information Security Architecture fits with the philosophy of administrative 

innovation because, as defined in this study, it refers to the development of a Security 

Architecture program including the security policy, management committee, team 

structure e.g., CISO or security officers, risk-management process, and employee 

education to preserve the confidentiality, integrity, and availability of information in 

organizations. The implementation of such a program involves restructuring and 

investment in human resources and knowledge development through different levels 

of organization. This is similar to what Teece (1980, p. 465) describes as the 

requirement of “major reassignment of tasks and responsibilities.”

When security is treated as a technological innovation, research is normally placed 

under the umbrella of “computer security.” This perspective has been the dominant 

research perspective for the past few decades (Siponen and Willison 2007, Sy&ub et 

al. 2008). Viewing information security as a technological innovation and with an eye 

to investment, Cavusoglu et al. (2004, 2005) studied the value of IT security 

architectures, while Gordon and his colleagues researched the economics of the 

information security capital expenditures (Gordon and Loeb>2001, 2002). However
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useful this perspective is, some scholars have argued that research based on the 

technological innovation paradigm has significant limitations. Dhillon and Backhouse 

(^001 p 145) explain that these technical-centric approaches are not appropriate or 

sufficient “when organizational structures become flatter and more organism-like 

[sic] in their nature.”

Echoing these perspectives, in recent years, Ransbotham and Mitra (2009, p. 122) say 

that “research on the organizational perspective (of information security 

management) is limited but emerging.” Such studies appropriately characterize what 

we see as administrative innovations in information security management. This very 

different stress on the essentially managerial nature of information security is relevant 

for a number of reasons. As Straub et al. (2008, p. 5) observe, it likewise indicates as 

clearly as possible that the likely problem today is not the lack of technology, but its 

intelligent application. The management of Information Security Architecture is in its 

infancy.

This viewpoint was supported by our observation that although many organizations 

have adopted information security practices during the last decade (Backhouse et al. 

2006, Hsu 2009, Ransbotham and Mitra 2009), it is still difficult to make the business 

case to top management that increased investment in information security is 

necessary as a successful information security program. If information security 

should be studied as an administrative innovation, how shall we go about this? First, 

administrative innovation requires precise interpretation of definitions and 

enumeration of procedures even though “variation in the form of adoption may be 

especially high” (Westphal et al. 1997, p. 367). Damanpour (1991, p. 561) argues that 

administrative innovations are “more directly related to its management,” while 

Ransbotham and Mitra (2009, p. 122) indicate that Information Security Architecture 

focuses on “managerial actions that promote a secure environment.” Goodhud and 

Straub (1991) argue that managers’ concerns over systems security risk differ because 

of their individual characteristics and their interpretation of the surrounding 

organizational environment.
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Thus because of the managerial orientation of the implementation process, there are 

likely to be variations in the way it is managed. In other words, decision makers may 

interpret Information Security Architecture requirements in different ways, and this 

will impact the scope and scale of adoption and assimilation. Second, in that 

information security implementation is typically much larger than a one-off project, 

the adoption of Information Security Architecture involves continuous security 

architecture improvement and change management to adapt to varying environmental 

contingencies. This philosophy fits the notion of an administrative innovation that 

emphasizes the issue of organization-environment co-alignment (Venkatraman et al. 

1994). Straub and Welke (1998) argue that, with formalized security planning and 

ongoing feedback within the organizational structure, managers become more aware 

of security problems, and this allows them to find appropriate solutions more easily.

Third, the diffusion of administrative innovations is associated with ongoing changes 

in an organization’s social structure. In information security management, the notion 

of employee awareness and security culture is an important element of policy. 

Management initiatives in the form of security training programs and rewards for 

security-related behavior can lead to the creation of a security culture (Ramachandran 

and Rao 2006). That is, the success of Information Security Architecture management 

depends on the extent to which employees comply with the policy and demonstrate a 

high level of security awareness and knowledge. Therefore, information security 

managers should continually expand employees’ knowledge so they can “deal with
at*

exceptional situations in which information security policies are in conflict with the 

business objectives of organizations” (Siponen and Iivari 2006, p. 468). This implies 

that, to assimilate Information Security Architecture and cultivate a security culture, 

organizations must be able to induce changes in employee attitudes as well as their 

sense of responsibility toward information security.

2.2.2 Institutional Pressure for Information Security Architecture Adoption
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Based on these arguments on administrative innovations and, in particular, 

information security innovations, it needs to be noted that, according to neo- 

institutional theorists, practices travel from one organization to another as a result of 

social isomorphism (Scott 1995). Researchers on isomorphism describe three 

mechanisms that make up these institutional forces, namely, coercive, mimetic, and 

normative isomorphism (Dimaggio and Powell 1991, Scott 1995). First, coercive 

isomorphism refers to the political influence exerted by government agencies or 

powerful organizations such as supervisory authorities within an industry. Second, 

mimetic isomorphism describes how organizations imitate other organizations to be 

perceived as successful or legitimate. Institutional mimicry is more likely to occur for 

competitive reasons or as a strategy to address uncertainties and ambiguities (Guler et 

al. 2002, Tingling and Parent 2002). When organizations are able to access the same 

information about emerging security risks and best practices, they engage in a 

“learning mimicry” (Guler et al. 2002, p. 216) by adopting similar risk-management 

strategies.

According to Hsu (2009), this competitive mimicry has influenced the 

institutionalization process of information security certification in the Taiwan 

financial industry. Third, normative isomorphism examines the collective influences 

resulting from the development of professionalization. DiMaggio and Powell (1991, 

p. 71) observe that the “mechanism for encouraging normative isomorphism is the 

filtering of personnel,” while Hu et al. (2006, 2007) note that “the impact of 

normative forces seem to be more selective and context specific” (Hu et al. 2006, p. 

7) and thus varies among individuals in an organization. The context dependent 

nature of normative pressure is also evident in the work of Teo et al. (2003).

2.3 Technology Adoption Frameworks

The adoption of new technologies has been studied through different theoretical 

frameworks, which include the Diffusion of Innovation Theory; Rogers (1995), the 

Theory o f Reasoned Action; Fishbein and Ajzen, (1975), theory of planned 

behaviour; Davis, (1989) among others.
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2.3.1 Technology Acceptance Model

Technology Acceptance Model (TAM) has been widely used by information 

technology (IT) researchers to gain a better understanding of IT adoption and its use 

in organisations. It has been used in very different settings, e.g. to test the acceptance 

of: computer technology (Davis et al., 1989), online shopping (Gefen et al., 2000a), 

mobile computing (Wu et al., 2007), e-commerce (Pavlou, 2003), and e-Government 

services (Carter and Belanger, 2005).

The theoretical foundation for TAM is based on Fishbein and Ajzen's theory of 

reasoned action (TRA) (Fishbein and Ajzen, 1975). Davis et al., (1989), the TAM 

proposed that two particular beliefs are the main drivers for technology acceptance: 

perceived usefulness (“the degree to which a person believes that using a particular 

system would enhance his or her job performance”) and perceived ease of use (“the 

degree to which a person believes that using a particular system would be free of 

physical and mental efforts). Perceived usefulness and perceived ease of use 

influences one's attitude towards system usage, which influences one's behavioural 

intention to use a system, which, in turn, determines actual system usage (Davis et al., 

1989). However, the external variables that impact the perceived usefulness and 

perceived ease of use are not completely explored in the TAM. Davis et al. (1989) 

also found that attitude did not fully mediate perceived usefulness and perceived ease 

of use. Based on these findings, therefore, a more parsimonious TAM was suggested 

which removed the attitude towards usage construct from the model (Carter and 

Belanger, 2005). ^

2.3.2 Extended Technology Acceptance Model

Venkatesh and Davis (2000) proposed an extension of TAM (TAM2) by adding more 

important determinants of perceived usefulness -  that is, subjective norm, imaje, job 

relevant, output quality, result demonstrability, and perceived ease of use -  and two 

moderators -  that is, experience and voluntariness (Venkatesh and Davis, 2000). In 

addition to this, in the TAM2, it omits attitude toward using because of weak
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predictors o f either behavioral intention to use or actual system usage (Venkatesh and 

Davis, 2000; Wu et al., 2007).

Venkatesh and Davis, (2000), TAM2 consists of social influence and cognitive 

instrumental processes as the determinants of perceived usefulness. The social 

determinants are subjective norm (“the degree to which an individual perceives that 

most people who are important to him think he should or should not use the system"), 

and image (“the degree to which an individual perceives that use of an innovation will 

enhance his or her status in his or her social system”). The cognitive determinants are: 

job relevance (“the degree to which an individual believes that the target system is 

applicable to his or her job”), output quality (“the degree to which an individual 

believes that the system performs his or her job tasks well”), and result 

demonstrability (“the degree to which an individual believes that the results of using a 

system are tangible, observable, and communicable”) (Venkatesh and Davis, 2000; 

Venkatesh and Bola, 2008). Experience and voluntariness were included as 

moderating factors of subjective norm (Venkatesh and Davis, 2000).

2.3.3 Theory of Reasoned Action

The Theory of Reasoned Action (TRA) was proposed by Fishbein and Ajzen (1975) 

to explain and predict the people’s behavior in a specific situation. TRA is a well- 

known model in the social psychology domain. According to TRA a person’s actual 

behavior is driven by the intention to perform the behavior. Individual’s attitude 

toward the behavior and subjective norms are the ‘loading factors’ toward behavioral 

intention. Attitude is a person’s positive or negative feeling, and tendency towards an 

idea, behavior. Subjective norm is defined as an individual's perception of whether 

people important to the individual think the behavior should be performed.

r«
The Theory of reasoned action is a more general theory, and has been applied to 

explain behavior beyond the adoption of technology. However, when applied to 

adoption behavior, the model includes four general concepts - behavioral attitudes, 

subjective norms, intention to use and actual use. The inclusion of subjective norm
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represents an important addition. In TRA, subjective norm is composed of the user's 

perception of how others think she should behave, and her motivation to comply with 

the expectations of these referents, Fishbein and Ajzen, (1975). TRA has been applied 

in its original form to explain the adoption of ICT-applications, Liker and Sindi 

(1997), but typically TRA is used as a basis for modifying the TAM-model with 

subjective norm as suggested above, Venkatesh and Morris, (2000).

2.3.4 Theory of Planned Behaviour

The theory of planned behavior was proposed as an extension of the theory of 

reasoned action to account for conditions where individuals do not have complete 

control over their behaviour Ajzen (1985). However, this theory also included 

determinants of the behavioral attitude and subjective norm. Models based upon TPB 

have been applied to the explanation of different types o f behavior, but when applied 

to the adoption of ICT systems or services, the model contains five concepts - 

behavioral attitudes, subjective norm, behavioral control, intention to use and actual 

use. The components of behavioral attitude and subjective norm are the same in TPB 

as in TRA. In addition, the model includes behavioral control as a perceived 

construct. Perceived behavioral control reflects the internal and external constraints 

on behavior, and is directly related to both intention to use and actual use. 

Consequently, actual use is a weighted function of intention to use and perceived 

behavioral control. TPB has been applied to explain the adoption of such diverse 

systems as spreadsheets Mathieson (1991), computer resource centers Taylor STodd 

(1995), and recently, electronic commerce services Battacherjee (2000). The role of 

subjective norm in TPB when compared to TAM is however somewhat unclear.

2.3.5 Diffusion of Innovation Theory

The Diffusion of Innovation theory (DOI) is another model also grounded^ in social 

psychology. Since 1940’s the social scientists coined the terms diffusion an*d diffusion 

theory (Rogers, 1983). This theory provides a framework with which we can make 

predictions for the time period that is necessary for a technology to be accepted. Constructs 

are the characteristics of the new technology, the communication networks and the
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characteristics of the adopters. We can see innovation diffusion as a set of four basic 

elements’ the innovation, the time, the communication process and the social system. Here, 

the concept of a new idea is passed from one member of a social system to another. Moore 

and Benbasat (1991) redefined a number of constructs for use to examine individual 

technology acceptance such as relative advantage, ease of use, image, compatibility and 

results demonstrability.

2.3.6 Significance of DOI and TAM

On a more general level the adoption of information technology has been widely 

researched in the economics and information systems domains. Theories such as the 

diffusion of innovations theory and the technology acceptance model have been 

applied to explain the adoption and diffusion of a great variety of innovations ranging 

from new methods of agriculture to modern communication technology. (Rodgers 

2006). However, there are no recorded studies that use these theories to examine the 

adoption and assimilation of Information Security Architecture as an administrative 

innovation.

As our Study focuses on the adoption and assimilation of Information Security 

Architecture as an administrative innovation, the above theories have been selected:

TAM has been used for studying factors that might motivate organizations to invest 

(or not to invest) in information security, hence suited to adoption. TAM proposes 

that perceived usefulness and ease of use of information security influence investment 

decisions. TAM further proposes that seven other variables influence perceived 

usefulness and ease of use. They are: external environment, prior information security 

experiences, perceived risks of not securing information, information security budget, 

security planning, confidence in information security, and security awareness and 

training. DOI is suited to assimilation of information security architecture.
4 .

2.4 Theoretical Framing

From an institutional perspective, firms face pressures to conform from regulatory 

bodies or other peer organizations. Nevertheless, there is alscy evidence that firms can
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formulate different strategic decisions in response to external legitimacy pressures 

(Ang and Cummings 1997, Oliver 1991, Perrow 1985). In addition to institutional 

pressure on adoption, a number of studies also point out the relevance of 

environmental factors in the post-adoption context (Hirt and Swanson 2001, Gosain 

2004). For instance, Butler (2003, p. 215) elaborates on the “institutional tension” 

among various social actors during the development of Web-based IS development 

due to their commitments to the external “communities of practices we argue that, 

while acknowledging institutional effects, firms might exhibit different attitudes 

towards information security Architecture adoption and assimilation because of the 

influence of various internal and external organizational contingencies. In other 

words, given the institutional pressure to conform, these contingencies affect the 

extent to which organizations attribute importance to information security 

Architecture as an administrative innovation.

2.5 Proposed Enhanced Research Model for Adoption of Information Security 
Architecture

In conducting our Study, we have taken the approach developed by Hsu et al (2009) 

in that their extensive research on Korean companies titled “Institutional Influences 

on Information Systems Security Innovations” investigated information security 

management as an administrative innovation. Due to the similarities in the research 

objectives, we have adopted their research model. The result of their two-step method 

was an enhanced research model of Information Security Architecture adoption, as 

shown in Figure 1 below. Drawing from the institutional theory on innovation 

diffusion, organizational decision to adopt and assimilate Information Sdturity 

Architecture is influenced by the supervisory authority and peer organizations. As 

mentioned earlier, administrative innovation can lead to different forms of adoption. 

Given the nature of administrative innovation, which is a management-oriented and 

continuous phenomenon, we expect that moderating variables will differ between the 

adoption and assimilation stages. In Information Security Architecture, adoption can 

range from a simple security policy, standardizing on the ISO/1EC 27002 framework, 

for instance, to an enterprise-wide security architecture implementation. Each
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scenario involves different levels of investment. In contrast to adoption decisions, our 

argument is that the assimilation of an administrative innovation is normally coupled 

with the process of organizational change; that is, success will depend on the 

organization’s ability to manage the assimilation process.

Figure 1: Research Model for adoption of EISA

Source: Hsu, Lee, and Straub: Institutional Influence on IS Security Innovations.
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Description of The Research Model 

2 s, i Economic-Based Adoption factors

(a) Perceived Environmental Uncertainty

Organizational theorists have long been interested in the relationship between 

organizations and their environments and argued that coping with uncertainty is a 

vital organizational survival skill (Duncan 1972, Milliken 1987). Pfeffer and Salancik 

(1978, p. 67) define environmental uncertainty as “the degree to which future states 

of the world cannot be anticipated and accurately predicted.” One strategic response 

to environmental volatility involves interorganizational imitation (Ang and 

Cummings 1997, Haunschild and Minner 1997). In information security management, 

environmental uncertainty refers to the unpredictability of major trends or risks in the 

business environment, and the possible security risks induced by the emerging 

technologies that organizations deploy to enhance operational efficiency and 

effectiveness (Chou et al. 1999, Straub et al. 2008). Chang and Ho (2006) show that 

there is a relationship between environmental uncertainty and implementing 

Information Security Architecture. Therefore, we hypothesize that organizations 

conform to external pressures to adopt information security Architecture when they 

perceive greater environmental uncertainty.

Hypothesis 1: The greater the level o f  environmental uncertainty perceived by an 

organization, the greater the likelihood that the organization will conform to 

institutional pressures; peer influence and supervisory authority influence to adopt 

information security Architecture innovations.

(b) Perceived Gain in Competitive Advantage

Ang and Cummings (1997) observed that firms are more likely to conform to
■<«

institutional requirements if doing so results in a gain in production economics-. In the 

hypercompetitive and globalized business environment, organizations and market 

participants increasingly find it necessary to deploy signaling strategies to potential 

customers and business partners that differentiate their products and services from
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those of lower quality. Kankanhalli et al. (2003) also argue that management 

investment in effective Information Security Architecture can lead to competitive 

advantages. Therefore, we hypothesize that when an organization perceives an 

increase in its competitive advantage, it is expected to conform more completely to 

institutional influences on Information Security Architecture adoption.

Hypothesis 2: The greater the gain in competitive advantage perceived by an 

organization, the greater the likelihood that the organization will conform to 

institutional pressures peer influence and supervisory authority influence to adopt 

information security Architecture innovations.

(c) Availability of Resources

Discussing the economic determinants of organizational innovation, Rosner (1968) 

contended that the resources available to an organization determine whether it can 

afford innovation. Other researchers have shown the moderating effect of available 

resources in response to institutional pressure (Ang and Cummings 1997, Zinn et al. 

1998). Available resources allow firms to be flexible in investing in additional human 

resources for administrative innovation as well as in absorbing failure costs (Kaluzny 

et al. 1993), which is important when organizations have difficulty achieving a return 

on investments. In terms of information security, Straub et al. (2008,) explain that 

Information Security Architecture is also an “economic decision” and it usually 

“requires resources.” Firms with larger resources, ones that can tolerate more risk 

and engage in larger investments in security management, hence are more likely to 

conform to institutional pressure.

Hypothesis 3: The greater the availability o f  organizational resources, the greater the 

likelihood that the organization will conform to institutional pressures peer influence 

and supervisory authority influence to adopt information security Architecture 

innovations.

I
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2 5 2 Organizational Capability-Based Assimilation Factors

(a) Top Management Support
Damanpour (1991) argues that managerial support is “especially required in the 

implementation stage, when coordination and conflict resolution among individuals 

and units are essential” (p. 558). Bantel and Jackson (1989) discuss the significance 

of the top management team in relation to innovation decision-making in the banking 

sector. In addition, it has been found that the role of top management is much more 

important in the assimilation stage than in the adoption process (Liang et al. 2007). 

Thus, the strong participation of top management results in the implementation of an 

efficient innovation process and activities intended to assimilate these innovations in 

the organization (Ba et al. 2001). Information Security Architecture literature point to 

the importance of top management in supporting information security Architecture 

programs in organizations. Thus, we hypothesize that stronger top management 

support will lead to a higher degree of adoption of Information Security Architecture 

innovations.

Hypothesis 4: The greater the top management support, the stronger the relationship 

between institutional influences peer influence and supervisory authority influence 

and information security Architecture adoption.

(b) IT Capability

Bharadwaj (2000, p. 171) defines IT capability as “an ability to mobilize and deploy 

IT-based resources in combination or copresent with other resources.” The capability 

allows an organization to connect people to people as well as people to innovation 

activities, such as information security Architecture (Junarkar 1997). We argue that 

IT capability is especially important when the nature of the innova^on is 

administratively oriented. With a sufficient IT infrastructure, firms can quickly adjust 

to changing environmental contingencies and facilitate the organizational learning 

process. Chang and Ho (2006) also found a positive relationship between business 

managers 11 competence and the implementation of information security
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management. Furthermore, while the importance of the information security maturity 

model has been emphasized in prior literature, a recent interesting view is that the 

degree of information security maturity needs to be assessed using a capability 

perspective (Chiang et al. 2008). Aligning with that perspective, our qualitative 

interviews with practitioners also highlighted the importance of the IT capability. 

Many interviewees emphasized IT capability as a key factor of Information Security 

Architecture adoption. Based on the above discussion, we hypothesize that when IT 

capability is high firms are more inclined to conform to external pressures to 

assimilate Information Security Architecture.

Hypothesis 5: The greater an organization’s IT  capability, the stronger the 

relationship between institutional influences peer influence and supervisory authority 

influence and information security Architecture adoption.

(c) Cultural Acceptability

Similar to the line of argument on IT capability articulated above, cultural

acceptability plays an equally vital role in supporting the creation of a security culture

and the enhancement of employees’ security awareness during the adoption stage. In

framing an information security strategy, Baskerville and Dhillon (2008) identify

several competencies required to manage information security, e.g. the competence to

maintain policy flexibility, the competence to communicate the necessity for

information security procedures, and the competence to facilitate informal

communication about Information Security Architecture. In her empirical
. . .
investigation on IS security certification implementation in a financial institution, Hsu 

(2009) found that the lack of organizational culture partly contributes to the 

ineffectiveness of IS security Architecture implementation because employees did not 

change their attitude and behaviors about IS security.
4 ,

Hypothesis 6: The higher the cultural acceptability o f  innovation, the stronger the 

relationship between institutional influences peer influence and supervisory authority 

influence and information security Architecture adoption.
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CHAPTER THREE 

RESEARCH METHODOLOGY

3 1 Research Design

The research design that was employed in this study was a descriptive research design 

in form of a survey. This was augmented with qualitative techniques such as 

interviews. Hence, overall, the study adopted a mixed methods approach. The 

hypothesized research model was tested empirically via a questionnaire that collected 

data about information security architecture projects in five major oil companies in 

Kenya. Data was gathered from each organization one at a time over a period of three 

months. In keeping with the desire to capture information security architecture 

practices as administrative innovations, the unit of analysis was organizations that 

were either in the process of implementing or had already begun implementing 

enterprise-wide information security initiatives. The major purpose of descriptive 

research design was to describe the state of affairs as it is at present. According to 

Mugenda and Mugenda (1999) a descriptive research is a process of collecting data in 

order to answer questions concerning the current status of the subjects in the study. 

These descriptions of a descriptive research matches with the purpose of this study.

3.2 Target Population
/

According to Ngechu (2004), a population is a well-defined set of people, services, 

elements, events, group of things or households that are being investigated. This 

definition ensures that population of interest is homogeneous. And by population the 

researcher means complete census of the sampling frames. Population studies also 

called census are more representative because everyone has an equal chance to be 

included in the final sample that is drawn according to Mugenda and Mugenda 

(1999). The population of interest for this study were companies in the oil and gas 

industry in Kenya. Currently there are 17 major Oil and Gas companies in Kenya out 

of which we targeted 5 of them (+1 State Owned National Oil Company of Kenya) 

for our Study being the major players in the industry with a capacity to embrace 

information security architecture. ,
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,  ,  Sampling Sample Size

Purposive sampling was used to select large institutions in the Oil and Gas industry in 

Kenya The criterion used in the selection o f these companies was their published 

market share as shown in Appendix 111. The sample size for the study was therefore 5 

large institutions in the Oil and Gas industry, with a preliminary in depth study being 

done in Gulf energy. The sample from the population was selected on the basis of 

suitability for the objective research, as a matter of convenience. The Study being a 

survey meant that questionnaires were distributed to all selected Oil and Gas 

companies in Kenya; senior management level employees were selected from the IT 

departments of each o f the five large institutions in the Oil and Gas industry.

3.4 Data Collection

In order to identify the information security architecture of large institutions in the Oil 

and Gas industry, self-administered drop and pick questionnaires were distributed 

among sampled employees currently employed by 5 large institutions in the Oil and 

Gas industry. Questionnaires were designed in line with the research objectives. The 

questionnaires were developed to test the proposed hypothesis. The questionnaires 

had open ended questions, close-ended questions and Likert questions. The close- 

ended and lirket questions provided more structured responses to facilitate tangible 

recommendations. The open-ended questions provided additional information that 

may not have been captured in the close-ended and Likert questions. Secondary data 

sources were employed through the use of previous documents or materials to 

supplement the data that was received from questionnaires.

««*
3.5 Reliability and Validity of the Instrument

3.5.1 Pilot Test Report

A pilot study was first carried out in Gulf Energy, one of the companies in the Oil and■<«
Gas industry in Kenya, which was not be included in the actual survey. The pilot 

study enabled the researcher to be familiar with research and its administration 

procedure as well as identify items that required modification. The results helped the
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researcher to correct inconsistencies arising from the instruments, which ensured that 

they measured what was intended. Reliability refers to the consistency of 

measurement and is frequently assessed using the test-retest reliability method. 

Reliability is increased by including many similar items on a measure, by testing a 

diverse sample of individuals and by using uniform testing procedures. Reliability of 

the research instrument was enhanced through the pilot study which allowed for pre

testing of the research instrument. The clarity o f the instrument items to the 

respondents was established so as to enhance the instrument’s reliability.

3.5.2 Reliability Analysis
Reliability of the questionnaires was evaluated through Cronbach’s Alpha which 

measures their internal consistency. The Alpha measures internal consistency by 

establishing if a certain item measures the same construct. Nunnally (1978) 

established the Alpha value threshold at 0.6 which the study benchmarked against. 

Cronbach Alpha was established for every objective in order to determine if each 

scale (objective) would produce consistent results should the research be done later 

on. Table 4.1 below shows that perceived environmental uncertainty had the highest 

reliability (a=0.885) followed by perceived gain in competitive advantage 

com ponents (a=0.769), then IT Capability (a = 0.735) then cultural acceptability 

(a=0.731), Availability of Resources (a = 0.633) and top management support 

(a=0.601). The overall value of Cronbach Alpha was valued at 0.725. This illustrates 

that all the four scales were reliable as their reliability values exceeded the prescribed 

threshold of 0.6, thus the instrument was reliable to use in collecting data and this 

helps to achieve the desired research objective. ^

Table 1: Reliability Coefficients
S c a le C r o n b a c h 's  A l p h a N u m b e r  o f  I t e m s

P e r c e iv e d  E n v i r o n m e n ta l  U n c e r ta in ty 0 .8 8 5 5

P e r c e iv e d  G a in  in  C o m p e t i t iv e  A d v a n ta g e 0 .7 6 9 5

A v a i la b i l i ty  o f  R e s o u r c e s 0 .6 3 3 4  » .

I o p  M a n a g e m e n t  S u p p o r t 0 .6 0 1 5

IT  C a p a b i l i ty 0 .7 3 5 6

C u l tu r a l  A c c e p ta b i l i ty . .  0 .7 3 1 3

O v e r a l l 0 .7 2 5

_____________________________ l ----------
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3.6 Data Analysis

Before analyzing the data completed questionnaires were edited for completeness and 

consistency. A content analysis and descriptive analysis was employed. The content 

analysis was used to analyze the respondents’ views about information security 

architecture. The data was coded to enable the responses to be grouped into various 

categories. Descriptive statistics, such as frequency, percent and weighted means, 

were used to help in data analysis. Tables were used to present the data collected for 

ease of understanding and analysis. Appropriate designed scales were used to measure 

the two independent variables (i.e. institutional influence, which included both peer 

influence and supervisory authority influence) two dependent variables (i.e. adoption 

and assimilation of information security innovations), and six moderating variables. 

Multiple five-point Likert scales from “strongly agree” to “strongly disagree” were 

used to assess each of the variables.

Measures were based not only on previously validated instruments but also on 

conceptual definitions and theoretical statements drawn from the literature. For 

example, the institutional influences of information security architecture, such as 

social pressure to conform, arise primarily from peer organizations and supervisory 

authorities (Ang and Cummings 1997).

To account for extraneous sources of variation in the adoption and assimilation 

stages, we added control variables for organization size, IT budget, industry type, 

information security architecture adopted, and the length of time after the most recent 

information security practice was adopted. Organizational capability was measured in 

terms of total market share, while the IT budget was assessed as a percentage of total 

revenues.

/

33



CHAPTER FOUR:
d a t a  PRESENTATION, ANALYSIS AND INTERPRETATION

41 Analysis Method

Descriptive statistics were used to analyze the data. In the descriptive statistics, 

relative frequencies were used in some questions and others were analyzed using 

mean scores with the help of Likert scale ratings in the analysis.

Factor Analysis was used to analyze large numbers of dependent variables to detect 

certain aspects of the independent variables affecting those dependent variables - 

without directly analyzing the independent variables. It enabled us to reduce the 

number o f elements to be studied and to observe how they are interlinked.

Regression Coefficients were used to interpret results by identifying where the t-test 

for a regression coefficient was not statistically significant, and avoid reaching 

incorrect conclusions on dependence among the variables.

Correlation was used to measure the relationship between variables. Possible 

correlations range from +1 to -1. A zero correlation indicates that there is no 

relationship between the variables. A correlation of -1 indicates a perfect negative 

correlation, meaning that as one variable goes up, the other goes down. A correlation 

of + 1 indicates a perfect positive correlation, meaning that both variables move in the 

same direction together.

4.2 Statistical Analysis of Respondents

The respondents were from the 5 major oil and gas companies in Kenya which at the 

time of this Study are (1) KenolKobil, (2) Kenya Shell, (4) Total Oil (Kenya) 

Limited, (5) Oil Libya, and (6) National Oil Company of Kenya (NOCKr)! Their 

market share as provided by the Energy Regulatory Board (Appendix III) is a clear 

indication of the size of the companies.
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Figure 2: Length of time in the company

Source, Author (2012)

From the findings on the length of time the respondents had been in their respective 

companies, the study found that most of the respondents as shown by 35% indicated 

that they had worked in their respective companies for 5 to 10 years, 30% of the 

respondents indicated that they had been in their respective companies for more than 

10 years, 25% of the respondents indicated that they had been in their respective 

companies for 2 to 5 years whereas 10% of the respondents indicated that they had 

been in the company for less than 1 year.

Figure 3: Distribution of respondents by gender

■ Male

■ Female

l
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On the gender o f the respondents, the study found that majority o f the respondents as 

shown by 65% were male whereas 35% of the respondents were female. This is an 

indication that both genders were well represented in the research.

Figure 4: Age of the respondents

S o u r c e ,  A u t h o r  ( 2 0 1 2 )

From the findings on the age o f the respondents, the study found that most o f the 

respondents indicated 35 to 45 years, 35% of the respondents indicated 45 to 55 years 

whereas 20% of the respondents indicated 25 to 35 years. This shows that 

respondents were well distributed in terms o f their age.

Figure 5: Distribution of respondents by level of education

Source, Author (2012)



architecture, the study revealed that these were organization objective, security risk, 

right technology, security policies, operation risk management and the benefits of the 

adoption of business information security.

Table 3: Respondents opinion on functions of EISA
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P r e v e n t iv e  f u n c t io n s  a t t e m p t  to  a v o id  th e  o c c u r r e n c e  o f  u n w a n te d  e v e n ts 1 .7 0 0 6 8 3

D e te c t iv e  f u n c t io n s  a t t e m p t  to  id e n t i f y  u n w a n te d  e v e n ts  d u r in g  th e y  a r e  o c c u r r in g  o r  a f t e r  th e y  h a v e  

o c c u r r e d

1 .8 0 0 .7 3 7

D e te r r e n t  c o n t r o ls  a r e  in te n d e d  to  d i s c o u r a g e  in d iv id u a ls  f r o m  in t e n t io n a l ly  v io la t in g  in f o r m a t io n  

s e c u r i ty  p o l i c ie s  o r  p r o c e d u r e s

1 .7 0 0 .7 0 3

R e c o v e r y  c o n t r o l s  r e s to r e  lo s t  c o m p u t in g  r e s o u r c e s  o r  c a p a b i l i t ie s  a n d  h e lp  th e  o r g a n iz a t io n  r e c o v e r  

m o n e ta r y  lo s s e s  c a u s e d  b y  a  s e c u r i ty  v io la t io n

2 .4 5 0 5 8 4

C o r r e c t iv e  c o n t r o l s  e i th e r  r e m e d y  th e  c i r c u m s ta n c e s  th a t  a l lo w e d  th e  u n a u th o r iz e d  a c t iv i ty  o r  r e tu r n  

c o n d i t io n s  to  w h a t  th e y  w e r e  b e f o r e  th e  v io la t io n

1 .6 5 0 5 9 2

S o u r c e ,  A u t h o r  (2 0 1 2 )

On the finding on various functions of enterprise information security architecture, 

the study found that respondents agreed that corrective controls either remedy the 

circumstances that allowed the unauthorized activity or return conditions to what they 

were before the violation as shown by mean of 1.65, deterrent controls are intended to 

discourage individuals from intentionally violating information security policies or 

procedures and preventive functions attempt to avoid the occurrence of unwanted 

events as shown by mean of 1.7 in each case , detective functions attempt to identify 

unwanted events when they are occurring or after they have occurred as shown by 

mean of 1.8 and recovery controls restore lost computing resources or capabilities 

and help the organization recover monetary losses caused by a security violation as 

shown by mean of 2.45.
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4.4 Model for Adoption of Information Security Architecture

Table 4: Influence of Perceived Environmental Uncertainty on the adoption 

EISA
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U n p r e d ic ta b i l i ty  o t  m a jo r  t r e n d s  o r  r i s k s  in  th e  b u s in e s s  e n v i r o n m e n t  in f lu e n c e  th e  a d o p t io n  o f  

in fo rm a tio n  s e c u r i ty  A r c h i t e c tu r e

1 .8 6 0 .6 8 3

P o s s ib le  s e c u r i ty  r i s k s  i n d u c e d  b y  th e  e m e r g in g  te c h n o lo g ie s  th a t  o r g a n iz a t io n s  d e p lo y  to  e n h a n c e  

o p e r a t io n a l  e f f i c ie n c y  a n d  e f f e c t iv e n e s s  in f lu e n c e  th e  a d o p t io n  o f  in fo r m a t io n  s e c u r i ty  A r c h i t e c tu r e

1 .9 9 2 .7 3 8

T h e re  is  r e l a t i o n s h ip  b e tw e e n  e n v i r o n m e n ta l  u n c e r t a in ty  a n d  a d o p t io n  in f o r m a t io n  s e c u r i ty  

A r c h i t e c tu r e

2 .0 5 1 7 0 6

R a p id  te c h n o lo g ic a l  d e v e lo p m e n t  in  n e t w o r k  a n d  m o b i le  t e c h n o lo g ie s  in  K e n y a  h a s  p o s e d  a  c h a l le n g e  

to  e n s u r e  th e  c o n f id e n t i a l i t y  a n d  a v a i la b i l i t y  o f  in f o r m a t io n  th u s  n e e d  f o r  a d o p t io n  o f  i n f o r m a t io n  

s e c u r i ty  A r c h i t e c tu r e

1 .6 3 9 .5 8 4

T h e  g r e a t e r  th e  le v e l  o f  e n v i r o n m e n ta l  u n c e r t a in ty  p e r c e iv e d  b y  a n  o r g a n iz a t io n ,  th e  g r e a t e r  th e  

l ik e l ih o o d  th a t  th e  o r g a n iz a t io n  w il l  c o n f o r m  to  in s t i tu t io n a l  p r e s s u r e s  to  a d o p t  in f o r m a t io n  s e c u r i ty  

A r c h i t e c tu r e

1 .7 2 0 .5 4 5

S o u r c e ,  A u t h o r  (2 0 1 2 )

From the findings on the influence of Perceived Environmental Uncertainty on the 

adoption of information security Architecture, it was found that rapid technological 

development in network and mobile technologies in Kenya has posed a challenge to 

ensure the confidentiality and availability of information thus need for adoption of 

information security Architecture as shown by mean of 1.639, the greater the level of 

environmental uncertainty perceived by an organization, the greater the likelihood 

that the organization will conform to institutional pressures to adopt information 

security Architecture as shown by mean of 1.720, unpredictability of major trends or 

risks in the business environment influence the adoption of information security 

Architecture as shown by mean of 1.860, possible security risks induced by the 

emerging technologies that organizations deploy to enhance operational efficiency 

and effectiveness influence the adoption of information security Architeoture as 

shown by mean of 1.992 and that there exist a relationship between environmental 

uncertainty and adoption information security Architecture as shown by mean of 
2.051.
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Table 5: Influence of Perceived Gain in Competitive Advantage on adoption of 

EISA
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F i r m s  a r e  m o r e  l ik e ly  to  c o n f o r m  to  in s t i tu t io n a l  r e q u i r e m e n t s  i f  d o in g  s o  r e s u l t s  in  a  g a in  in 

p r o d u c t io n  e c o n o m ic s

1 .551 5 4 7

In  h y p e r c o m p e t i t iv e  a n d  g lo b a l iz e d  b u s in e s s  e n v i r o n m e n t ,  o r g a n iz a t io n s  a n d  m a r k e t  p a r t i c ip a n ts  

in c r e a s in g ly  f in d  i t  n e c e s s a r y  to  d e p lo y  s ig n a l in g  s t r a t e g ie s  to  p o te n t ia l  c u s to m e r s  a n d  b u s in e s s  

p a r tn e r s  t h a t  d i f f e r e n t i a t e  th e i r  p r o d u c t s  a n d  s e r v ic e s  f ro m  th e  lo w e r  q u a l i ty

1 .511 6 1 9

M a n a g e m e n t  in v e s t m e n t  in  e f f e c t iv e  s e c u r i ty  A r c h i t e c tu r e  c a n  le a d  to  c o m p e t i t iv e  a d v a n ta g e s 1 .7 2 7 .8 9 2

O r g a n iz a t io n  a r e  s e e k in g  in f o r m a t io n  s e c u r i ty  c e r t i f i c a t i o n  to  in c r e a s e  c u s to m e r s ’ c o n f i d e n c e  in 

o n l in e  f in a n c ia l  t r a n s a c t io n s

1 8 6 4 .9 0 9

T h e  g r e a t e r  th e  g a in  in  c o m p e t i t iv e  a d v a n ta g e  p e r c e iv e d  b y  a n  o r g a n iz a t io n ,  th e  g r e a t e r  th e  

l i k e l ih o o d  th a t  th e  o r g a n iz a t io n  w i l l  c o n f o r m  to  in s t i tu t io n a l  p r e s s u r e s  to  a d o p t  in f o r m a t io n  

s e c u r i ty  m a n a g e m e n t  in n o v a t io n s

2 .1 2 1 .6 3 4

S o u r c e ,  A u t h o r  (2 0 1 2 )

On the influence of various aspects of Perceived Gain in Competitive Advantage on 

the adoption of information security Architecture, it was found that in very 

hypercompetitive and globalized business environment, organizations and market 

participants increasingly find it necessary to deploy signaling strategies to potential 

customers and business partners that differentiate their products and services from the 

lower quality as shown by mean of 1.511, firms are more likely to conform to 

institutional requirements if doing so results in a gain in production economics as 

shown by mean of 1.551, there is need for management investment in effective 

security Architecture can lead to competitive advantages as shown by mean of 1.72*? 

, Organization are seeking information security certification to increase customers’ 

confidence in online financial transactions as shown by mean of 1.864 and that as 

there is greater gains in competitive advantage perceived by an organization, the 

greater the likelihood that the organization will conform to institutional pressure^to 

adopt information security management innovations as shown by mean of 2.1° 1.

Table 6 : Influence of Availability of Resources on the adoption of EISA
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A v a i la b i l i ty  o f  r e s o u r c e s  to  a n  o r g a n iz a t io n  d e t e r m in e  w h e th e r  i t  c a n  a f f o r d  in n o v a t io n 1 .7 1 3 .8 6 9

A v a i la b i l i ty  o f  r e s o u r c e s  a l lo w  f i r m s  to  b e  f l e x ib le  in  in v e s t in g  in  a d d i t io n a l  h u m a n  r e s o u r c e s  

fo r  a d m in is t r a t iv e  i n n o v a t io n  a s  w e ll  a s  in  a b s o r b in g  f a i lu r e  c o s ts

1 .8 0 8 1.041

In fo r m a t io n  s e c u r i ty  a r c h i te c tu r e  is  a n  e c o n o m ic  d e c is io n  to  th e  o r g a n iz a t io n 1 .6 5 6 .9 6 8

F irm s  w i th  l a r g e r  r e s o u r c e s ,  o n e s  th a t  c a n  to l e r a t e  m o re  r is k  a n d  e n g a g e  in  l a r g e r  in v e s tm e n ts  

in  s e c u r i ty  m a n a g e m e n t ,  h e n c e  a r e  m o r e  l ik e ly  to  c o n f o r m  to  in s t i tu t i o n a l  p r e s s u r e

2 .2 0 5 8 1 1

S o u r c e ,  A u t h o r  (2 0 1 2 )

From the findings on the influence of Availability of Resources on the adoption of 

information security Architecture, it was revealed that Information security 

architecture is an economic decision to the organization as shown by mean of 1.656, 

availability of resources to an organization determine whether it can afford 

innovation as shown by mean of 1.713 , availability of resources allow firms to be 

flexible in investing in additional human resources for administrative innovation as 

well as in absorbing failure costs as shown by mean of 1.808 and firms with larger 

resources, ones that can tolerate more risk and engage in larger investments in 

security management, hence are more likely to conform to institutional pressure as 

shown by mean of 2.205 .

Table 7: Influence of Top Management Support on the adoption of EISA
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M a n a g e r ia l  s u p p o r t  is  r e q u i r e d  in  th e  a d o p t io n  o f  in f o r m a t io n  s e c u r i ty  a r c h i te c tu r e ,  w h e n  

c o o r d in a t io n  a n d  c o n f l ic t  r e s o lu t io n  a m o n g  in d iv id u a ls  a n d  u n it s  a r e  e s s e n t ia l

1 .3 8 2 .6 1 4

T h e  ro le  o f  to p  m a n a g e m e n t  is  m u c h  m o r e  im p o r ta n t  in  th e  a d o p t io n  p r o c e s s  o f  i n f o r m a t io n  s e c u r i ty  

a r c h i te c tu r e

1 .7 0 2 6 7 3

s tr o n g  p a r t i c ip a t io n  o f  to p  m a n a g e m e n t  r e s u l t s  in  th e  im p le m e n ta t io n  o f  a n  e f f i c i e n t  in n o v a t io n  

p r o c e s s  a n d  a c t iv i t i e s  i n t e n d e d  to  a s s im i la t e  th e s e  in n o v a t io n s  in  th e  o r g a n iz a t io n

1 .6 9 8

■

.6 8 5

’

to p  m a n a g e m e n t  s u p p o r t  c a n  le a d  to  a  c e n t r a l i z e d  im p a c t  f r o m  in f o r m a t io n  s e c u r i ty  a r c h i te c tu r e  in  a n  

o rg a n iz a t io n

1 .6 5 4  ' .8 4 5

I h e  g r e a t e r  th e  to p  m a n a g e m e n t  s u p p o r t ,  th e  s t r o n g e r  th e  r e l a t i o n s h ip  b e tw e e n  in s t i tu t i o n a l  in f lu e n c e s  

a n d  in f o r m a t io n  s e c u r i ty  a r c h i te c tu r e  a d o p t io n

2 ,1 7 6 1 .1 3 8

Source, Author (2012)

t
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On the influence of various aspect of top management support on the adoption of 

information security architecture, it was established that managerial support is 

required in the adoption of information security architecture, when coordination and 

conflict resolution among individuals and units are essential as shown by mean of 

1.382, top management support can lead to a centralized impact from information 

security architecture in an organization as shown by mean of 1.654, strong 

participation of top management results in the implementation of an efficient 

innovation process and activities intended to assimilate these innovations in the 

organization as shown by mean of 1.698 , the role of top management is much more 

important in the adoption process of information security architecture as shown by 

mean of 1.702 and the greater the top management support, the stronger the 

relationship between institutional influences and information security architecture 

adoption as shown by mean of 2.176.

Table 8 : Influence of IT Capability on the adoption of EISA
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I T  c a p a b i l i ty  a l lo w s  a n  o r g a n iz a t io n  to  c o n n e c t  p e o p le  to  p e o p le  a s  w e l l  a s  t o  in n o v a t io n  a c t iv i t i e s ,  

s u c h  a s  in f o r m a t io n  s e c u r i ty  m a n a g e m e n t

1 .7 8 6 .6 1 2

IT  c a p a b i l i ty  is  im p o r ta n t  w h e n  th e  n a tu r e  o f  th e  in n o v a t io n  is  a d m in is t r a t iv e ly  o r ie n te d 1 .5 1 4 6 1 3

W i th  s u f f ic i e n t  IT  in f r a s t r u c tu r e ,  f i r m s  c a n  q u ic k ly  a d ju s t  to  c h a n g in g  e n v i r o n m e n ta l  c o n t in g e n c i e s  

a n d  f a c i l i t a te  th e  o r g a n iz a t io n a l  le a r n in g  p r o c e s s

1 .4 9 6 .6 4 8

T h e r e  is  p o s i t i v e  r e l a t i o n s h ip  b e tw e e n  b u s in e s s  m a n a g e r s ’ IT  c o m p e te n c e  a n d  th e  a d o p t io n  o f  

in f o r m a t io n  s e c u r i ty  a r c h i te c tu r e

1 .7 9 4 .6 5 5

T h e  d e g r e e  o f  in f o r m a t io n  s e c u r i ty  m a tu r i ty  s h o u ld  b e  a s s e s s e d  u s in g  a  m a tu r i t y  c a p a b i l i ty  

p e r s p e c t iv e .

1 .6 6 9 .631

T h e  g r e a t e r  a n  o r g a n i z a t i o n ’s  I T  c a p a b i l i ty ,  th e  s t r o n g e r  th e  r e l a t i o n s h i p  b e tw e e n  in s t i tu t io n a l  

in f lu e n c e s  a n d  in f o r m a t io n  s e c u r i ty  a r c h i te c tu r e  a d o p t io n

1 .4 9 2 .5 1 0

S o u r c e ,  A u t h o r  (2 0 1 2 )

From the results on the influence of IT Capability on the adoption of information 

security Architecture, the study found that the greater an organization’s IT capability, 

the stronger the relationship between institutional influences and information security 

architecture adoption as shown by mean of 1.492, with sufficient IT infrastructure, 

firms can quickly adjust to changing environmental contingencies and facilitate the
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organizational learning process as shown by mean of 1.496, IT capability is 

important when the nature of the innovation is administratively oriented as shown by 

mean of 1.514 , the degree of information security maturity should be assessed using 

a capability perspective as shown by mean o f 1.669, IT capability allows an 

organization to connect people to people as well as people to innovation activities, 

such as information security management as shown by mean of 1.786 and there is 

positive relationship between business managers’ IT competence and the adoption of 

information security architecture as shown by mean of 1.794.

Table 9: Influence of Cultural Acceptability on the adoption of EISA

M
ea

n

S
td

d
ev

ia
ti

o
n

C u l tu r a l  a c c e p ta b i l i ty  p la y s  a n  e q u a l ly  v i ta l  r o le  in  s u p p o r t in g  th e  c r e a t io n  o f  a  s e c u r i ty  c u l tu r e  a n d  th e  

e n h a n c e m e n t  o f  e m p lo y e e s ’ s e c u r i ty  a w a r e n e s s  d u r in g  th e  a d o p t io n  o f  in f o r m a t io n  s e c u r i ty  

a r c h i te c tu r e s

1 5 4 7 .701

C o m p e te n c e  to  m a in ta in  p o l i c y  f le x ib i l i ty ,  th e  c o m p e te n c e  to  c o m m u n ic a te  th e  n e c e s s i ty  fo r  

in f o r m a t io n  s e c u r i ty  p r o c e d u r e s ,  a n d  th e  c o m p e te n c e  to  f a c i l i t a te  in f o r m a l  c o m m u n ic a t io n  a b o u t  

in f o r m a t io n  s e c u r i ty  a r c h i te c tu r e

2  0 5 1 .7 5 6

T h e  r e l a t i o n s h ip  b e tw e e n  in s t i tu t i o n a l  in f lu e n c e  a n d  th e  a s s im i la t io n  o f  in f o r m a t io n  s e c u r i ty  

a r c h i te c tu r e s  s h o u ld  b e  s t r o n g e r  w h e n  th e  c u l tu r a l  a c c e p ta b i l i ty  o f  a n  in n o v a t io n  is  h ig h

2 .0 2 5 8 8 2

S o u r c e ,  A u t h o r  (2 0 1 2 )

From the findings on the influence of Cultural Acceptability on the adoption of 

information security Architecture, the study found that Cultural acceptability plays an 

equally vital role in supporting the creation of a security culture and the enhancement 

of employees’ security awareness during the adoption of information security 

architectures as shown by mean of 1.547. There is a relationship between institutional 

influence and the assimilation of information security architectures should be stronger 

when the cultural acceptability of an innovation is high as shown by mean of 2.057 

and competence to maintain policy flexibility, the competence to communicate the 

necessity for information security procedures, and the competence to facilitate 

informal communication about information security architecture as shown by mean of 

2.051.
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j 5 Factor Analysis

Table 10: Communalities
In i t ia l E x t r a c t io n

U n p r e d ic t a b i l i ty  o f  m a jo r  t r e n d s  o r  r i s k s  in  th e  b u s in e s s  e n v i r o n m e n t  i n f lu e n c e  th e  a d o p t io n  o f  

in f o r m a t io n  s e c u r i ty  A r c h i t e c tu r e

1 .0 0 0 .8 2 4

P o s s ib l e  s e c u r i ty  r i s k s  in d u c e d  b y  th e  e m e r g in g  t e c h n o lo g ie s  th a t  o r g a n iz a t io n s  d e p lo y  to  

e n h a n c e  o p e r a t io n a l  e f f i c ie n c y  a n d  e f f e c t iv e n e s s  in f lu e n c e  th e  a d o p t io n  o f  in f o r m a t io n  s e c u r i ty  

A r c h i t e c tu r e

1 ,0 0 0 7 3 7

T h e r e  is  r e l a t i o n s h ip  b e tw e e n  e n v i r o n m e n ta l  u n c e r t a in ty  a n d  a d o p t io n  in f o r m a t io n  s e c u r i ty  

A r c h i t e c tu r e

1 ,0 0 0 8 3 3

R a p id  te c h n o lo g ic a l  d e v e lo p m e n t  in  n e tw o r k  a n d  m o b i le  t e c h n o lo g ie s  in  K e n y a  h a s  p o s e d  a  

c h a l le n g e  to  e n s u r e  t h e  c o n f id e n t i a l i t y  a n d  a v a i la b i l i t y  o f  in f o r m a t io n  th u s  n e e d  f o r  a d o p t io n  o f  

in f o r m a t io n  s e c u r i ty  A r c h i t e c tu r e

1 0 0 0 ,7 5 2

T h e  g r e a t e r  th e  le v e l  o f  e n v i r o n m e n ta l  u n c e r t a in ty  p e r c e iv e d  b y  a n  o r g a n iz a t io n ,  th e  g r e a t e r  th e  

l i k e l ih o o d  th a t  th e  o r g a n iz a t io n  w il l  c o n f o r m  to  in s t i tu t io n a l  p r e s s u r e s  to  a d o p t  in f o r m a t io n  

s e c u r i ty  A r c h i t e c tu r e

1 .0 0 0 8 1 9

F irm s  a r e  m o r e  l i k e ly  to  c o n f o r m  to  in s t i tu t io n a l  r e q u i r e m e n t s  i f  d o in g  s o  r e s u l t s  in  a  g a in  in  

p r o d u c t io n  e c o n o m ic s

1 .0 0 0 8 2 3

In  h y p e r c o m p e t i t iv e  a n d  g lo b a l iz e d  b u s in e s s  e n v i r o n m e n t ,  o r g a n iz a t io n s  a n d  m a r k e t  

p a r t i c ip a n ts  in c r e a s in g ly  f in d  i t  n e c e s s a r y  to  d e p lo y  s ig n a l in g  s t r a t e g ie s  to  p o te n t ia l  c u s to m e r s  

a n d  b u s in e s s  p a r tn e r s  t h a t  d i f f e r e n t ia te  t h e i r  p r o d u c t s  a n d  s e r v ic e s  f r o m  th e  lo w e r  q u a l i ty

1 .0 0 0 .7 5 7

M a n a g e m e n t  i n v e s tm e n t  in  e f f e c t iv e  s e c u r i ty  A r c h i t e c tu r e  c a n  le a d  to  c o m p e t i t iv e  a d v a n ta g e s 1 .0 0 0 .7 9 7

O r g a n iz a t io n  a r e  s e e k in g  in f o r m a t io n  s e c u r i ty  c e r t i f ic a t i o n  to  in c r e a s e  c u s to m e r s ’ c o n f id e n c e  

in  o n l in e  f in a n c ia l  t r a n s a c t io n s

1 0 0 0 6 9 5

T h e  g r e a t e r  th e  g a in  in  c o m p e t i t iv e  a d v a n ta g e  p e r c e iv e d  b y  a n  o r g a n iz a t io n ,  th e  g r e a t e r  th e  

l i k e l ih o o d  th a t  th e  o r g a n iz a t io n  w il l  c o n f o r m  to  in s t i tu t io n a l  p r e s s u r e s  to  a d o p t  in f o r m a t io n  

s e c u r i ty  m a n a g e m e n t  in n o v a t io n s

1 .0 0 0 .8 4 7

A v a i l a b i l i ty  o f  r e s o u r c e s  to  a n  o r g a n iz a t io n  d e t e r m in e  w h e th e r  it c a n  a f f o r d  in n o v a t io n 1 .0 0 0 7 5 8

A v a i l a b i l i ty  o f  r e s o u r c e s  a l lo w  f i r m s  to  b e  f le x ib le  in  in v e s t in g  in  a d d i t io n a l  h u m a n  r e s o u r c e s  

f o r  a d m in is t r a t iv e  i n n o v a t io n  a s  w e l l  a s  in  a b s o r b in g  f a i lu r e  c o s ts

1 .0 0 0 .7 0 6

I n f o r m a t io n  s e c u r i ty  a r c h i te c tu r e  is  a n  e c o n o m ic  d e c i s io n  to  th e  o r g a n iz a t io n 1 .0 0 0 .821

F ir m s  w i th  l a r g e r  r e s o u r c e s ,  o n e s  t h a t  c a n  to l e r a t e  m o r e  r is k  a n d  e n g a g e  in  l a r g e r  in v e s tm e n t s  in 

s e c u r i ty  m a n a g e m e n t ,  h e n c e  a r e  m o r e  l ik e ly  to  c o n f o r m  to  in s t i tu t io n a l  p r e s s u r e

1 .0 0 0 6 9 2

M a n a g e r ia l  s u p p o r t  is  r e q u i r e d  in  th e  a d o p t io n  o f  in f o r m a t io n  s e c u r i ty  a r c h i te c tu r e  , w h e n  

c o o r d in a t io n  a n d  c o n f l ic t  r e s o lu t io n  a m o n g  in d iv id u a ls  a n d  u n it s  a r e  e s s e n t ia l

1 .0 0 0 .7 9 5

T h e  ro le  o f  t o p  m a n a g e m e n t  is  m u c h  m o r e  im p o r ta n t  in  th e  a d o p t io n  p r o c e s s  o f  in f o r m a t io n  

s e c u r i ty  a r c h i te c tu r e

1 .0 0 0 .7 9 2

S tr o n g  p a r t i c ip a t io n  o f  t o p  m a n a g e m e n t  r e s u l t s  in  th e  im p le m e n ta t io n  o f  a n  e f f i c i e n t  in n o v a t io n  

p r o c e s s  a n d  a c t iv i t i e s  i n t e n d e d  to  a s s im i la t e  th e s e  in n o v a t io n s  in  th e  o r g a n iz a t io n

1 .0 0 0 .7 7 8

T o p  m a n a g e m e n t  s u p p o r t  c a n  le a d  to  a  c e n tr a l i z e d  im p a c t  f r o m  in f o r m a t io n  s e c u r i ty  

a r c h i te c tu r e  in  a n  o r g a n iz a t io n

1 .0 0 0 .7 3 4

T h e  g r e a t e r  th e  t o p  m a n a g e m e n t  s u p p o r t ,  th e  s t r o n g e r  th e  r e l a t i o n s h ip  b e tw e e n  in s t i tu t i o n a l  

in f lu e n c e s  a n d  in f o r m a t io n  s e c u r i ty  a r c h i te c tu r e  a d o p t io n

1 .0 0 0 .8 9 5

IT  c a p a b i l i ty  a l lo w s  a n  o r g a n iz a t io n  to  c o n n e c t  p e o p le  to  p e o p le  a s  w e ll  a s  p e o p le  to  i n n o v a t io n ' 1 .0 0 0 .7 6 6
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a c t iv i t ie s ,  s u c h  a s  in f o r m a t io n  s e c u r i ty  m a n a g e m e n t

IT  c a p a b i l i ty  is  im p o r ta n t  w h e n  th e  n a t u r e  o f  th e  in n o v a t io n  is  a d m in is t r a t iv e ly  o r ie n te d 1 .0 0 0 .8 7 2

W ith  s u f f ic i e n t  IT  in f r a s t r u c tu r e ,  f i r m s  c a n  q u ic k ly  a d j u s t  to  c h a n g in g  e n v i r o n m e n ta l  

c o n t in g e n c i e s  a n d  f a c i l i t a te  th e  o r g a n iz a t io n a l  l e a r n in g  p r o c e s s

1 .0 0 0 .7 7 2

T h e r e  is  p o s i t i v e  r e l a t i o n s h ip  b e tw e e n  b u s in e s s  m a n a g e r s ’ IT  c o m p e te n c e  a n d  th e  a d o p t io n  o f  

in f o r m a t io n  s e c u r i ty  a r c h i te c tu r e

1 .0 0 0 .7 3 7

T h e  d e g r e e  o f  in f o r m a t io n  s e c u r i ty  m a tu r i t y  s h o u ld  b e  a s s e s s e d  u s in g  a  c a p a b i l i ty  p e r s p e c t iv e 1 .0 0 0 8 1 0

T h e  g r e a t e r  a n  o r g a n i z a t i o n ’s  I T  c a p a b i l i ty ,  th e  s t r o n g e r  th e  r e la t i o n s h ip  b e tw e e n  in s t i tu t io n a l  

in f lu e n c e s  a n d  in f o r m a t io n  s e c u r i ty  a r c h i te c tu r e  a d o p t io n

1 .0 0 0 6 0 3

C u l tu r a l  a c c e p ta b i l i ty  p la y s  a n  e q u a l ly  v i ta l  r o le  in  s u p p o r t in g  th e  c r e a t io n  o f  a  s e c u r i ty  c u l tu r e  

a n d  th e  e n h a n c e m e n t  o f  e m p lo y e e s ’ s e c u r i ty  a w a r e n e s s  d u r in g  th e  a d o p t io n  o f  in f o r m a t io n  

s e c u r i ty  a r c h i te c tu r e s

1 0 0 0 8 2 5

C o m p e te n c e  to  m a in ta in  p o l i c y  f le x ib i l i ty ,  th e  c o m p e te n c e  to  c o m m u n ic a te  th e  n e c e s s i ty  fo r  

in f o r m a t io n  s e c u r i ty  p r o c e d u r e s ,  a n d  th e  c o m p e te n c e  to  f a c i l i t a te  in f o r m a l  c o m m u n ic a t io n  

a b o u t  in f o r m a t io n  s e c u r i ty  a r c h i te c tu r e

1 .0 0 0 81 1

T h e  r e l a t i o n s h ip  b e tw e e n  in s t i tu t io n a l  in f lu e n c e  a n d  th e  a s s im i la t io n  o f  in f o r m a t io n  s e c u r i ty  

a r c h i te c tu r e s  s h o u ld  b e  s t r o n g e r  w h e n  th e  c u l tu r a l  a c c e p ta b i l i ty  o f  a n  in n o v a t io n  is  h ig h

1 .0 0 0 8 5 6

S o u r c e ,  A u t h o r  (2 0 1 2 )

The above table helps the researcher to estimate the communalities for each variance. 

This is the proportion of variance that each item has in common with other factors. 

For example ‘the greater the top management support, the stronger the relationship 

between institutional influences and information security architecture adoption’ has 

89.5% communality or shared relationship with other factors. This value has the 

greatest communality with others, while ‘the greater an organization’s IT capability, 

the stronger the relationship between institutional influences and information security 

architecture adoption’ has the least communality with others of 60.3%.

Table 11: Total Variance Explained
C o m p o n e

n t

In i t ia l  E ig e n v a lu e s E x t r a c t io n  S u m s  o f  S q u a r e d  L o a d in g s

T o ta l %  o f  V a r ia n c e C u m u la t iv e  % T o ta l %  o f  V a r ia n c e C u m u la t iv e  %

i 3 .8 3 1 1 3 .6 8 1 1 3 .6 8 1 3 .8 3 1 1 3 .6 8 1 13 .681

2 3 .2 8 7 1 1 .7 4 1 2 5 ,4 2 2 3 .2 8 7 1 1 .7 4 1 2 5 .4 2 2

3 2 .9 8 4 1 0 .6 5 6 3 6 .0 7 8 2 .9 8 4 1 0 6 5 6 3 6 .0 7 8

4 2 .6 9 7 9 .6 3 0 4 5 .7 0 8 2 .6 9 7 9 .6 3 0 4 5 .7 0 8

5 2 .1 0 0 7 .5 0 1 5 3 .2 0 9 2 .1 0 0 7 .5 0 1 ■ ^ 5 3 . 2 0 9

6 1 .8 2 2 6 .5 0 9 5 9 .7 1 8 1 .8 2 2 6 .5 0 9 •  ■ 5 9 .7 1 8

7 1 .6 0 2 5 .7 2 2 6 5 .4 4 0 1 .6 0 2 5 .7 2 2 6 5 .4 4 0

8 1 .3 7 4 4 .9 0 7 7 0 .3 4 8 1 .3 7 4 4 .9 0 7 7 0  3 4 8

9 1 .1 5 7 4 .1 3 4 7 4 .4 8 1 1 1 5 7 4 .1 3 4 7 4  481

10 1 .0 5 2 3 .7 5 8 7 8 .2 4 0 1 .0 5 2 3 .7 5 8 7 8 .2 4 0

11 .9 1 6 3 .2 7 0 8 1 .5 1 0
f
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12 8 5 3 3 .0 4 6 8 4  5 5 6

13 .8 0 9 2 .8 8 8 8 7 .4 4 4

14 .6 2 1 2 .2 1 8 8 9 .6 6 2

15 .5 3 6 1 .9 1 5 9 1 .5 7 7

16 .4 5 5 1 .6 2 4 9 3 .2 0 1

17 .3 8 7 1 .3 8 2 9 4 .5 8 3

18 .3 1 5 1 .1 2 7 9 5 .7 1 0

19 .2 3 8 .8 5 1 9 6 .5 6 0

2 0 .2 1 6 .7 7 2 9 7 .3 3 3

21 1 9 2 .6 8 5 9 8 .0 1 8

2 2 .1 6 6 .5 9 4 9 8  6 1 2

2 3 .1 2 3 .4 4 0 9 9 .0 5 2

2 4 .1 0 8 .3 8 7 9 9 .4 3 9

2 5 0 6 5 .2 3 4 9 9 .6 7 3

2 6 .0 4 0 .1 4 5 9 9  8 1 8

2 7 .0 3 6 1 3 0 9 9 .9 4 7

2 8 .0 1 5 .0 5 3 1 0 0 .0 0 0

In the above table, the researcher used Kaiser Normalization Criterion, which allows 

for the extraction of components that have an Eigen value greater than 1. The 

principal component analysis was used and ten factors were extracted. As the table 

shows, these 10 factors explain 78.24% of the total variation. Factor 1 contributed the 

highest variation of 13.68%. The contributions decrease as one moves from factor one 

to the other up to factor ten.

.6 Regression analysis

Table 12: Model Summary

Model R R Square Adjusted R Square Std. Error of the Estimate

1 .924 .853 .814 .56743

Adjusted r2 is called the coefficient of determination and shows how adoption of 

Enterprise information security architecture varies with Perceived Environmental 

Uncertainty, Perceived Gain in Competitive Advantage, Availability of Resources, 

Top Management Support, IT Capability and Cultural Acceptability. From data, the 

value of adjusted r2 is 0.814. This implies that there was a variation of 81.4% of 

adoption of Enterprise information security architecture with changes in Perceived
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Environmental Uncertainty, Perceived Gain in Competitive Advantage, Availability 

of Resources, Top Management Support, IT Capability and Cultural Acceptability at 

95% confidence interval. There was a strong positive relationship between adoption 

of Enterprise information security architecture and Perceived Environmental 

Uncertainty, Perceived Gain in Competitive Advantage, Availability of Resources, 

Top Management Support, IT Capability and Cultural Acceptability as shown by 

correlation coefficient of 0.924.

Table 13: Regression Coefficients
M o d e l U n s t a n d a r d i z e d

C o e f f i c ie n t s

S ta n d a r d iz e d

C o e f f i c ie n t s

t S ig

B S td . E r r o r B e ta

1 ( C o n s ta n t ) .0 4 4 .1 9 5 2 .0 5 6 0 0 1

P e r c e iv e d  E n v i r o n m e n ta l  U n c e r ta in ty .3 1 0 .0 5 6 3 0 9 1 .4 9 8 .0 0 0

P e r c e iv e d  G a in  in  C o m p e t i t iv e  A d v a n ta g e .2 7 2 .0 5 3 .2 9 3 1 .1 5 9 .0 0 0

A v a i l a b i l i ty  o f  R e s o u r c e s .0 3 1 .0 6 1 .0 3 2 .5 0 7 .0 1 3

T o p  M a n a g e m e n t  S u p p o r t .0 6 9 .0 7 6 .0 5 9 .9 0 9 .0 3 4

IT  C a p a b i l i ty .3 0 8 .0 7 8 .2 4 6 1 .9 7 0 .0 0 0

C u l tu r a l  A c c e p ta b i l i ty .2 4 7 .0 8 4 .1 9 7 2 .0 4 5 .0 0 4

From the above results on regression coefficient, it was found that unit increase in 

Perceived Environmental Uncertainty, Perceived Gain in Competitive Advantage, 

Availability of Resources, Top Management Support, IT Capability and Cultural 

Acceptability would lead to increased adoption of information security architecture. 

From the regression coefficient it was found that Perceived Environmental 

Uncertainty, had the greatest influence on the adoption of Information security 

architecture, followed by IT Capability, Perceived Gain in Competitive Advantage, 

Cultural Acceptability, Top Management Support and Availability of Resources.

Hypothesis Testing

The critical value established from the distribution table at 5% significance level and
r«

19 degrees of freedom was 2.093

Hypothesis 1: The greater the level o f environmental uncertainty perceived by an 

organization, the greater the likelihood that the organization will conform to
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On comparing the critical value and the calculated value (1.498 < 2.093) the 

calculated value is less than the critical value, this leads to the acceptance of the 

hypothesis that the greater the level of environmental uncertainty perceived by an 

organization, the greater the likelihood that the organization will conform to

institutional pressures; peer influence and supervisory authority influence to adopt 

information security Architecture innovations.

Hypothesis 2: The greater the gain in competitive advantage perceived by an 

organization, the greater the likelihood that the organization will conform to 

institutional pressures peer influence and supervisory authority influence to adopt 

information security Architecture innovations.

On comparing the critical value and the calculated value (1.159 < 2.093) the 

calculated value is less than the critical value, this leads to the acceptance of the

hypothesis that the greater the gain in competitive advantage perceived by an

organization, the greater the likelihood that the organization will conform to

institutional pressures peer influence and supervisory authority influence to adopt 

information security Architecture innovations.

Hypothesis 3: The greater the availability o f organizational resources, the greater the 

likelihood that the organization will conform to institutional pressures peer influence 

and supervisory authority influence to adopt information security Architecture 

innovations.

On comparing the critical value and the calculated value (0.507 < 2.093) thfe 

calculated value is less than the critical value, this leads to the acceptance of the 

hypothesis that the greater the availability of organizational resources, the greater the 

likelihood that the organization will conform to institutional pressures peer influence

institutional pressures; peer influence and supervisory authority influence to adopt

information security Architecture innovations.
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and supervisory authority influence to adopt information security Architecture 

innovations.

Hypothesis 4: The greater the top management support, the stronger the relationship 

between institutional influences peer influence and supervisory authority influence 

and information security Architecture adoption.

On comparing the critical value and the calculated value (0.909 < 2.093) the 

calculated value is less than the critical value, this leads to the acceptance of the 

hypothesis that the greater the top management support, the stronger the relationship 

between institutional influences peer influence and supervisory authority influence 

and information security Architecture adoption.

Hypothesis 5: The greater an organization’s IT  capability, the stronger the 

relationship between institutional influences peer influence and supervisory authority 

influence and information security Architecture adoption.

On comparing the critical value and the calculated value (1.907 < 2.093) the 

calculated value is less than the critical value, this leads to the acceptance of the 

hypothesis that the greater an organization’s IT capability, the stronger the 

relationship between institutional influences peer influence and supervisory authority 

influence and information security Architecture adoption.

Hypothesis 6: The higher the cultural acceptability o f  innovation, the stronger the 

relationship between institutional influences peer influence and supervisory authority 

influence and information security Architecture adoption.

■*«
On comparing the critical value and the calculated value (2.045 < 2.093) the 

calculated value is less than the critical value, this leads to the acceptance of the 

hypothesis that the higher the cultural acceptability of innovation, the stronger the
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relationship between institutional influences peer influence and supervisory authority

influence and information security Architecture adoption.

All the hypotheses were found to be statistically significant as the significance values 

were less than 0.05, an indication that the data used was statistically significant to 

make conclusions for the study.

4.7 Correlations Analysis

Table 14: Correlations
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A d o p t io n  o f P e a r s o n i 6 6 8 " . 5 2 7 5 " .5 4 3 . 7 1 5 " .6 0 8 .371

E IS A C o r r e l a t i o n *

S ig . ( 2 - ta i l e d ) .0 0 0 .0 0 0 .0 0 0 .0 5 9 .0 7 5 .0 0 5

N 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2

P e r c e iv e d P e a r s o n .6 6 8 ' 1 .1 0 7 .3 2 7 ' - .0 1 4 .2 9 3 -

E n v i r o n m e n ta l C o r r e l a t i o n * * o OO o

U n c e r ta in ty

S ig . ( 2 - ta i l e d ) .0 0 0 .0 7 9 .0 0 0 .8 1 5 .0 0 0 1 8 6

N 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2

P e r c e iv e d  G a in  in P e a r s o n .575* .1 0 7 1 .0 0 9 ' .4 7 8 - .0 2 6 .184*

C o m p e t i t iv e C o r r e l a t i o n *

A d v a n ta g e S ig . ( 2 - ta i l e d ) .0 0 0 .0 7 9 .8 7 8 0 0 0 .6 7 0 .0 0 2

N 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2

A v a i l a b i l i ty  o f P e a r s o n .5 4 3 ' . 3 2 7 " .0 0 9 1 " . 0 5 3 " .5 7 7 .2 2 5 ’

R e s o u r c e s C o r r e l a t i o n *

S ig . ( 2 - ta i l e d ) .0 0 0 .0 0 0 .8 7 8 .3 8 1 .0 0 0 0 0 0

N 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2

T o p  M a n a g e m e n t P e a r s o n .7 1 5 - .0 1 4 . 4 7 8 " .0 5 3 1 .2 5 8 ' .2 0 6

S u p p o r t C o r r e l a t i o n

S ig . ( 2 - ta i l e d ) .0 5 9 8 1 5 .0 0 0 .3 8 1 .0 0 0

oo
1

N 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2

IT  C a p a b i l i ty P e a r s o n .6 0 8 .2 9 3 “ - .0 2 6 .5 7 7 .2 5 8 “ 1 .2 3 2

C o r r e l a t i o n

S ig . ( 2 - ta i l e d ) .0 7 5 .0 0 0 .6 7 0 .0 0 0 .0 0 0 0 0 0

N 2 7 2 2 7 2 2 7 2 2 7 2 "272 2 7 2 2 7 2

C u l tu r a l P e a r s o n .3 7 1 ’ - .0 8 0 . 1 8 4 " .2 2 5 '
--------- *

.2 0 6 .2 3 2 ' l "
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A c c e p ta b i l i ty C o r r e l a t i o n
----1------------ ----1------------- 1

S ig . ( 2 - ta i l e d ) 0 0 5 18 6 .0 0 2 .0 0 0 .0 0 1 0 0 0

N 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2 2 7 2

From the correlation results it was found that Perceived Environmental Uncertainty, 

Perceived Gain in Competitive Advantage, Availability of Resources, Top 

Management Support, IT Capability and Cultural Acceptability had positive strong 

relationship with adoption of Information security architectures as shown by positive 

correlation coefficient which were found to be statistically significant except tor 

cultural acceptability and availability of resources, which were found not to be 

significant but were positively associated with adoption of Information security 

architecture.
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CHAPTER FIVE:

SUMMARY OF FINDINGS CONCLUSIONS AND RECOMMENDATIONS

5.1 Findings

This study established information security architecture as an administrative 

innovation that can be adopted to manage information security risks and 

vulnerabilities. The data we collected provide strong support that management styles 

and interpretations influence the information security best practices adopted by the 

organization. The study shows that an institution’s policies have a significant 

influence on adoption and assimilation of information security architecture 

innovations.

5.1.1 Summary of Findings

Table 15 summarizes the results of our hypothesis testing. Our findings are consistent 

with prior studies.

Table 15: Summary of Findings
H y p o th e s is R e s u l t

H I T h e  g r e a t e r  th e  le v e l  o f  e n v i r o n m e n ta l  u n c e r t a in ty  p e r c e iv e d  b y  a n  o r g a n i z a t i o n ,  th e  g r e a t e r  th e  

l i k e l ih o o d  th a t  th e  o r g a n iz a t io n  w i l l  c o n f o r m  to  in s t i tu t io n a l  p r e s s u r e s ;  p e e r  i n f lu e n c e  a n d  s u p e r v is o r y  

a u th o r i ty  i n f lu e n c e  to  a d o p t  in f o r m a t io n  s e c u r i ty  A r c h i t e c tu r e  in n o v a t io n s .

S u p p o r te d

H 2 T h e  g r e a t e r  th e  g a in  in  c o m p e t i t iv e  a d v a n ta g e  p e r c e iv e d  b y  a n  o r g a n i z a t i o n ,  th e  g r e a t e r  th e  l ik e l ih o o d

th a t  th e  o r g a n iz a t io n  w i l l  c o n f o r m  to  in s t i tu t io n a l  p r e s s u r e s  p e e r  i n f lu e n c e  a n d  s u p e r v i s o r y  a u th o r i ty
/

i n f lu e n c e  to  a d o p t  in f o r m a t io n  s e c u r i ty  A r c h i t e c tu r e  in n o v a t io n s .

S u p p o r te d

H 3 T h e  g r e a t e r  th e  a v a i la b i l i t y  o f  o r g a n iz a t io n a l  r e s o u r c e s ,  th e  g r e a t e r  th e  l i k e l ih o o d  th a t  th e  o rg a n iz a t io n  

w i l l  c o n f o r m  to  in s t i tu t i o n a l  p r e s s u r e s  p e e r  in f lu e n c e  a n d  s u p e r v i s o r y  a u t h o r i ty  i n f lu e n c e  to  a d o p t  

in f o r m a t io n  s e c u r i ty  A r c h i t e c tu r e  in n o v a tio n s .

S u p p o r te d

H 4 T h e  g r e a t e r  th e  to p  m a n a g e m e n t  s u p p o r t ,  th e  s t r o n g e r  th e  r e l a t i o n s h ip  b e t w e e n  in s t i tu t i o n a l  in f lu e n c e s  

p e e r  i n f lu e n c e  a n d  s u p e r v i s o r y  a u th o r i ty  i n f lu e n c e  a n d  in f o r m a t io n  s e c u r i ty  A r c h i t e c tu r e  a d o p t io n .

S u p p o R e d

H 5 T h e  g r e a t e r  a n  o r g a n i z a t i o n ’s  I T  c a p a b i l i ty ,  th e  s t r o n g e r  th e  r e la t i o n s h ip  b e t w e e n  in s t i tu t i o n a l  in f lu e n c e s  

p e e r  in f lu e n c e  a n d  s u p e r v i s o r y  a u th o r i ty  i n f lu e n c e  a n d  in f o r m a t io n  s e c u r i ty  A r c h i t e c tu r e  a d o p t io n

S u p p o r te d

H 6 T h e  h ig h e r  th e  c u l tu r a l  a c c e p ta b i l i ty  o f  in n o v a t io n ,  th e  s t r o n g e r  th e  r e l a t i o n s h i p  b e tw e e n  in s t i tu t io n a l  

i n f lu e n c e s  ( a )  p e e r  i n f lu e n c e  a n d  ( b )  s u p e r v is o r y  a u th o r i ty  i n f lu e n c e  a n d  in f o r m a t io n  s e c u r i ty  

a r c h i te c tu r e  a d o p t io n

S u p p o r te d

4 ,

f
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5.1.2 Moderating Variables

(a) Perceived Environment Uncertainty

The organizations we interviewed emphasized the importance of this factor at the 

adoption stage.

(b) Perceived Gain in Competitive Advantage

The organizations interviewed believe that adoption of information security 

architecture allowed the organization to generate more business opportunities than 

other firms.

(c) Availability of Resources

The organizations we interviewed consistently emphasized that the availability of 

resources is particularly important when organizations are considering to what extent 

they will fully invest in EISA, even when the potential return is unclear.

(d) Top Management Support

As widely expected, the organizations we interviewed confirmed that the tone at the 

top was a critical element in order to achieve innovation assimilation. Also the results 

clearly showed that top management support increased the effectiveness of 

information security.

(e) IT Capability

As widely discussed in the literature, the results confirmed the crucial role of IT in the 

assimilation process as most organizations managed their innovations through IT 

infrastructures.

(f) Cultural Acceptability

This came out as a very strong factor indicating that cultural change is critical for 

successful assimilation. This means that diffusion of administrative innovation in an 

organization is a social activity.
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5.2 Proposed Methodology for Adoption and Assimilation of EISA in the Oil and 
Gas Industry

Figure 6: The suggested methodology suitable for adoption of Information security 

architecture in Oil and Gas Industry in Kenya was derived from the literature, survey 

of the Oil and Gas industry IS managers, interaction with theory of innovation 

diffusion and the Study carried out on major Oil and Gas companies in Kenya.

Figure 6: Proposed Methodology for Adoption of Information Security 
Architecture

Components of the Framework

5.2.1 Institutional Influence

(a) Peer Influence

Most successful peer firms adopt one or more frameworks for information security 

architecture. An organization should draw from the experienc.es of successful peer
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firms in investigating and implementing information security architecture 

frameworks.

(b) Supervisory Authority Influence

Supervisory regulators should be in the forefront as proponents of information 

security architecture. Supervisory regulators may pressure enterprises to investigate 

and to undertake the organization’s information security architecture implementation 

programs.

5.2.2 Economic Based Moderating Variables

(a) Perceived Environment Uncertainty

Organizations cannot anticipate the business and computer risks resulting from 

changes in the technological and business environments. It is difficult for 

organizations to foresee the likelihood and determine the impact of potential security 

risks that may threaten the survival of the organization. Organizations cannot identify 

and interpret the sources and potential consequences of environmental volatility and 

may have more difficulty in predicting business and technological obsolescence.

(b) Perceived Gain in Competitive Advantage

Adoption of information security Architecture makes the organization more efficient 

and allows organization to manage resources better than other firms/ Furthermore, 

the adoption of information security architecture makes business processes more 

efficient and allows the organization to generate more business opportunities than 

other firms.

(c) Availability of Resources

In the adoption of EISA, organizations need more human resources that will be used 

for information security architecture. Organization should have more flexible 

infrastructure to efficiently support information security Architecture. Organization 

should have more efficient and streamlined business processes that can result in 

successful adoption of information security architecture.
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5.2.3 Organizational Capability Based Moderating Variables

(a) Top Management Support

Senior management of organizations should demonstrate support for information 

security architecture. Senior management of organization should formulate a strategy 

for the introduction of information security architecture. Top management should also 

establish processes and standards to monitor information security architecture 

adoption and be involved in the decision-making process.

(b) IT Capability

There is need for organizations to have strong IT leadership, IT planning capability, 

enough experience with IT, competent IT staff and perceive the importance of 

strategic use of IT. Budgetary allocations is highly dependent on support from 

executive management hence the need for them to buy into the innovation.

(c) Cultural Acceptability

There is need for organizations commitment to innovation and change. Organizations 

should be willing to take risks, emphasize growth through acquiring new resources 

and standards, be dynamic to be first with competitive actions, outcomes and 

achievements and willing to change formal rules and policies.

5.2.4 Adoption and Assimilation

(a) Adoption of Information Security Architecture

Organizations should consider the adoption of information security Architecture as a 

means to achieve information protection, confidentiality, integrity and availability.

(b) Assimilation of Information Security Architecture

There is need for organizations to establish a security policy, objectives, targets, and 

processes relevant to managing risks and improving information security in order to 

deliver results in accordance with the organization’s overall policies and objectives. 

Organizations should implement and operate information security, policy, controls,
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and processes and assess and measure process performance against security policy, 

objectives and practical experience and report the results to management for review. 

Organizations should take corrective and preventive actions based on the results of 

the management review to achieve continual improvement of information security 

Architecture. Increased organizational security effectiveness is attained by 

implementing information security Architecture in a more integrated manner to 

support higher levels of organizational work.

/
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5.3 Conclusion

The researcher had intended to understand the conditions that shape the diffusion of 

an information security administrative innovation, to examine the institutional effects 

occurring at different stages of innovation adoption and assimilation and to determine 

the moderators of institutional conformity during each stage of information security 

Architecture adoption and assimilation. As a result, the study has successfully 

developed a methodology for adoption and assimilation of information security 

architecture as an administrative innovation.

Ta ble 16: Mapping Objectives into Research Questions
O b j e c t i v e s H o w  th e y  w e r e  a c h i e v e d

1 T o  d e t e r m i n e  th e  im p a c t  o f  in s t i tu t io n a l  in f lu e n c e s  in  th e  a d o p t io n  a n d  

a s s im i la t io n  o f  in f o r m a t io n  s e c u r i ty  a r c h i te c tu r e  a s  a n  a d m in is t r a t iv e  in n o v a t io n ;

L i te r a tu r e  r e v ie w /p e r s o n a l  

in t e r v ie w s ,  Q u e s t io n n a i r e s

2 T o  a s c e r t a in  th e  e f f e c t s  o f  in s t i tu t io n a l  in f lu e n c e s  a t  d i f f e r e n t  s ta g e s  o f  a d o p t io n  

a n d  a s s im i la t io n ;

L i te r a tu r e  r e v i e w ,  p e r s o n a l  

in t e r v ie w s ,  Q u e s t io n n a i r e s ,

3 T o  e x a m in e  th e  m o d e r a t in g  e c o n o m ic  a n d  o r g a n iz a t io n a l  f a c to r s  in  th e  a d o p t io n  

a n d  a s s im i la t io n  o f  in f o r m a t io n  s e c u r i ty  a r c h i te c tu r e .

L i te r a tu r e  r e v i e w ,  p e r s o n a l  

in t e r v ie w s ,  Q u e s t io n n a i r e s ,

The results of this study provide evidence that the development of regulation in 

different countries does have an impact on the adoption and assimilation of 

information security management. The findings indicate that at the outset of 

information security architecture innovation, supervisory authority can play a 

significant role in stimulating and enforcing the adoption and assimilation of this new 

management practice. This can offer some encouraging evidence for regulators to 

evaluate the effectiveness of rules and regulations on corporate governance. The 

results here can also serve as a positive indicator for other countries where 

information security architecture is still in its infancy. Findings also indicate that 

establishment of regulations or guidelines on data protection and governance and 

increased awareness of regulations are mechanisms that encourage better security and 

educate organizations about its benefits. Alternatively, given the positive results of 

mimetic force in our study, there is the practical implication that the regulatory 

authority can work with leading institutions in initiating information security 

management. This will be particularly effective where -the marketplace is 

hypercompetitive and there is high uncertainty. ,
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Furthermore, the results demonstrate that whereas external influences are key to good 

organizational decisions about adoption and assimilation of information security 

Architecture practices, adoption was moderated by the economic evaluation of the 

business environment and assimilation was moderated by internal organizational 

capabilities. Therefore, firms can more effectively diffuse information security 

practices when they give voice to and make sound business cases for the economic 

value of security.

By proactively evaluating economic conditions, managers can make timely strategic 

responses to institutional pressure to conform when adopting information security 

innovations. Being more aware of environmental uncertainty, competitive pressures, 

and the availability of resources, for instance, gives managers insight into how to 

successfully adopt an information security architecture framework. As a result, with 

timely adoption, firms are more likely to avoid risks and the consequent costs 

associated with information security breaches.

In the assimilation stage, study shows that top management support, IT capabilities, 

and cultural acceptability play crucial roles in ensuring that information security 

management practices become embedded in organizational practices. A sound and 

effective information security management requires the support of top management 

and organizational culture. To demonstrate top management support, we consider that 

the establishment of a CISO role can serve as a strong signal in the commitment of 

senior management to security. Furthermore, our work reiterates the importance of 

culture in assimilating information security Architecture in organizations.

5.4 Recommendations

Three critical economic factors were identified: environmental uncertainty, 

competitive advantages, and availability of resources. Indeed, these factors have been 

discussed in previous research on information security adoption and effectiveness. 

From an organizational capability perspective, three important factors were derived
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including top management support, IT capability and cultural these factors were also 

mentioned most frequently as key organizational capability factors in prior studies.

5.4.1 Environmental uncertainty

Every organization that we interviewed emphasized the importance of this in the 

adoption stage. When decision-makers fail to acknowledge or misinterpret the sources 

and potential consequences of environmental uncertainties related to information 

security management, the impact can be a serious decline in an organization’s 

performance or damage to its legitimacy in the institutional environment.

5.4.2 Competitive Advantage

Another important concern consistently emphasized by interviewees was economic 

benefits. In the rapidly changing business environment, organizations need to create a 

competitive advantage to differentiate their products and services. Investment in 

information security can generate competitive advantages because of a stronger 

corporate image and enhanced customer confidence.

5.4.3 Availability of Resources

From our interviews, we realized that available resources allow firms to fund an 

innovation, absorb the cost of unsuccessful implementation, and implement the 

innovation by exploring new ideas. Therefore, the availability of resources is 

particularly important when organizations consider to what extent they will fully 

invest in information security management, a simple policy document or a full-scale 

enterprise implementation.

5.4.4 Top Management Support

All interviewees pointed out that top management support is a critical elemenpof any 

successful innovation assimilation. Studies in information security Architecture also 

show that top management support has a positive impact on increasing security 

effectiveness.
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5.4.5 IT Capability

As most interviewees mentioned, an organization manages its innovations through IT 

infrastructure, that is to say a framework that connects different members of the 

organization with internal and external knowledge and processes. The usefulness and 

roles of IT in the assimilation process have been widely discussed in the literature.

5.4.6 Cultural (Organizational Culture) Acceptability

This factor was strongly and consistently recommended by all interviewees. Since 

diffusing administrative innovation in an organization is as much a social activity as it 

is a managerial and/or technical activity, cultural change is a prerequisite for its 

successful assimilation.

5.5 Limitations of the Study and Suggestions for Future Research

In the process of conducting this Study, we encountered a number of limitions some 

of which offer opportunities for future research. The duration of the Study was not 

long enough to enable a proper investigation of the responses and survey all the 

existing Oil and Gas companies, therefore the results may suffer from internal 

validity threats. Majority of the respondents were managers in 1CT department who 

may not have the final authority in making decsions to adopt information security 

architecture. Since the study is solely conducted on major oil and gas companies in 

Kenya, the results may suffer from regional and industry biases. Therefore the results 

needs to be interpreted carefully and replicated in other industry and countries to 

improve their relevance. -

The results of this study suggest new directions for future research. Researchers in the 

field of information security architecture ought to put more emphasis on adoption and 

assimilation of information security architecture as an administrative innovation 

rather than as a technological innovation. Furthermore, an indepth study is required to 

rationalize the moderating factors.
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APPENDICES

Appendix I: Introductory Letter
T o :..................................................................................

Dear Respondent

REF: REQUEST FOR RESEARCH DATA COLLECTION

I am a Master of Science in Information Systems, student at the University of Nairobi and 

currently conducting a research on A Methodology for Adoption and Assimilation of 

Enterprise Information Security Architecture: Case Study in the Oil & Gas Industry.

You have been identified as a potential respondent in this study owing to your strategic 

position in providing the most reliable information on the same. Please respond to all 

questions as appropriate either by tick or writing your answer on the space provided using 

you best estimates. This is an academic research and the answers you supply will be treated 

in utmost confidence and propriety.

Thank you for your co-operation,

Yours Faithfully,

DANIEL K. SIGEI 

P56/70452/2007

/
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Instructions

Kindly answer all questions by ticking or explaining as appropriate as per your opinion and 

based on the facts. Where possible you can quote figures.

Appendix II: Questionnaire

GENERAL INFORMATION

1. Name of the com pany....................................

2. How long have you served in the company?

Less than 1 year 

2 to 5 years 

5 to 10 years 

More than 10 years

3. What is your gender?

Male

Female

4. What is your age bracket?

Below 25 years 

25 to 35 years 

35 to 45 years 

45 to 55 years 

Above 55 years

[ ] 

[ ] 

[ ] 

[ ]

[ ]
[ ]

[ ]

[ ] 

[ ] 

[ ]

[ ]

5. What is your level of education? (Tick where appropriate)

PhD [ ]

Master [ ]

Bachelors [ ]

Diploma or equivalent [ ]

6. Has your company adopted an Enterprise Information Security Architecture?

Yes [ ] No [ ]

Section B: Adoption of Enterprise Information Security Architecture

7. W hat is the o rg an iza tio n s  stra tegy  and s tru c tu re  in th_e adoption  o f

Enterprise Information Security? ,
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8. To w hat ex ten t does the fo llow ing  facto rs a ffec t the adop tion  o f Enterprise 

Information Security?
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N
o
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at
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C o n c e p tu a l  s e c u r i ty  a r c h i te c tu r e

L o g ic a l  s e c u r i ty  a r c h i te c tu r e

P h y s ic a l  s e c u r i ty  a r c h i te c tu r e

C o m p o n e n t  s e c u r i ty  a r c h i te c tu r e

O p e r a t io n  s e c u r i ty  a r c h i te c tu r e

9. What are the various business requirements in the adop tion  o f en terp rise  

in fo rm ation  secu rity  a rch itec tu re s?

10. What are the models used in the adoption of enterprise inform ation  security  

arch itec tu re?

11. In the adoption of enterprise information security architecture which are the various 

controls put in place by the organization?

i,

12. To what extent do you agree with the following as functions of enterprise information 

security architecture?

f
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P r e v e n t iv e  f u n c t io n s  a t t e m p t  to  a v o id  th e  o c c u r r e n c e  o f  u n w a n te d  e v e n ts

D e te c t iv e  f u n c t io n s  a t t e m p t  to  id e n t i f y  u n w a n te d  e v e n ts  d u r in g  th e y  a r e  o c c u r r i n g  o r  

a f t e r  th e y  h a v e  o c c u r r e d

D e te r r e n t  c o n t r o l s  a r e  i n t e n d e d  to  d i s c o u r a g e  in d iv id u a ls  f r o m  in t e n t io n a l ly  v io l a t i n g  

in f o r m a t io n  s e c u r i ty  p o l i c ie s  o r  p r o c e d u r e s

R e c o v e r y  c o n t r o l s  r e s to r e  lo s t  c o m p u t in g  r e s o u r c e s  o r  c a p a b i l i t i e s  a n d  h e lp  th e  

o r g a n iz a t io n  r e c o v e r  m o n e ta r y  lo s s e s  c a u s e d  b y  a  s e c u r i ty  v io la t io n

C o r r e c t iv e  c o n t r o l s  e i t h e r  r e m e d y  th e  c i r c u m s ta n c e s  th a t  a l lo w e d  th e  u n a u th o r iz e d  

a c t iv i ty  o r  r e tu r n  c o n d i t io n s  t o  w h a t  th e y  w e r e  b e f o r e  th e  v io la t io n

13. Which are the various risk analysis process used by your organization in the adoption of 

enterprise information security architecture?

14. Which are the various operation risks considered in the adoption of enterprise 

inform ation  security  a rch itec tu re?

Section C: Framework for Implementation of Information Security Architecture 

Perceived Environmental Uncertainty

15. To what extent do you agree with the influence of various aspect of Perceived

Environmental Uncertainty on the adoption of information security Architecture?
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U n p r e d ic ta b i l i ty  o f  m a jo r  t r e n d s  o r  r i s k s  in  th e  b u s in e s s  e n v i r o n m e n t  in f lu e n c e  th e  a d o p t io n  o f  

in fo rm a t io n  s e c u r i ty  A r c h i t e c tu r e

P o s s ib le  s e c u r i ty  r i s k s  in d u c e d  b y  th e  e m e r g in g  te c h n o lo g ie s  t h a t  o r g a n iz a t io n s  d e p lo y  to  e n h a n c e  

o p e r a t io n a l  e f f i c ie n c y  a n d  e f f e c t iv e n e s s  in f lu e n c e  th e  a d o p t io n  o f  in f o r m a t io n  s e c u r i ty  A r c h i t e c tu r e
- t ----------
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m e r e  is  r e la t io n s h ip  b e tw e e n  e n v i r o n m e n ta l  u n c e r t a in ty  a n d  a d o p t io n  in f o r m a t io n  s e c u r i ty  

A rc h i te c tu r e

R a p id  te c h n o lo g ic a l  d e v e lo p m e n t  in  n e tw o r k  a n d  m o b i le  te c h n o lo g ie s  in  K e n y a  h a s  p o s e d  a  

c h a l le n g e  to  e n s u r e  th e  c o n f id e n t i a l i t y  a n d  a v a i la b i l i t y  o f  in f o r m a t io n  th u s  n e e d  f o r  a d o p t io n  o t  

in fo r m a t io n  s e c u r i ty  A r c h i t e c tu r e

1 h e  g r e a t e r  th e  le v e l o f  e n v i r o n m e n t a l  u n c e r t a in ty  p e r c e iv e d  b y  a n  o r g a n iz a t io n ,  th e  g r e a t e r  th e  

l ik e l ih o o d  th a t  th e  o r g a n iz a t io n  w i l l  c o n f o r m  to  in s t i tu t i o n a l  p r e s s u r e s  to  a d o p t  in f o r m a t io n  s e c u r i ty  

A r c h i te c tu r e

Perceived Gain in Competitive Advantage

16. To what extent do you agree with the influence of various aspect of Perceived Gain in 

Competitive Advantage on the adoption of information security Architecture?
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F i rm s  a r e  m o r e  l ik e ly  t o  c o n f o r m  to  in s t i tu t io n a l  r e q u i r e m e n t s  i f  d o in g  s o  r e s u l t s  in  a  g a in  in  

p r o d u c t io n  e c o n o m ic s

In  h y p e r c o m p e t i t iv e  a n d  g lo b a l iz e d  b u s in e s s  e n v i r o n m e n t ,  o r g a n iz a t io n s  a n d  m a r k e t  p a r t i c ip a n ts  

in c r e a s in g ly  f in d  it n e c e s s a r y  to  d e p lo y  s ig n a l in g  s t r a t e g ie s  to  p o te n t ia l  c u s to m e r s  a n d  b u s in e s s  

p a r tn e r s  th a t  d i f f e r e n t ia te  t h e i r  p r o d u c t s  a n d  s e r v ic e s  f ro m  th e  lo w e r  q u a l i ty

M a n a g e m e n t  in v e s tm e n t  in  e f f e c t iv e  s e c u r i ty  A r c h i t e c tu r e  c a n  le a d  to  c o m p e t i t iv e  a d v a n ta g e s

O r g a n iz a t io n  a r e  s e e k in g  in f o r m a t io n  s e c u r i ty  c e r t i f i c a t i o n  

to  in c r e a s e  c u s to m e r s ’ c o n f i d e n c e  in  o n l i n e  f in a n c ia l  

t r a n s a c t io n s

T h e  g r e a t e r  th e  g a in  in  c o m p e t i t iv e  a d v a n ta g e  p e r c e iv e d  b y  a n  o r g a n iz a t io n ,  th e  g r e a t e r  th e  l i k e l ih o o d  

th a t  th e  o rg a n iz a t io n  w i l l  c o n f o r m  to  in s t i tu t i o n a l  p r e s s u r e s  to  a d o p t  in f o r m a t io n  s e c u r i ty  m a n a g e m e n t  

in n o v a tio n s

Availability of Resources

17. To what extent do you agree with the influence of various aspect of Availability of 

Resources on the adoption of information security Architecture?
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A v a i la b i l i ty  o f  r e s o u r c e s  to  a n  o r g a n iz a t io n  d e t e r m in e  w h e th e r  it c a n  a f f o r d  in n o v a t io n

A v a i l a b i l i ty  o f  r e s o u r c e s  a l lo w  f i r m s  to  b e  f l e x ib le  in  in v e s t in g  in  a d d i t io n a l  h u m a n  

r e s o u r c e s  f o r  a d m in is t r a t iv e  in n o v a t io n  a s  w e l l  a s  in  a b s o r b in g  f a i lu r e  c o s ts

I n f o r m a t io n  s e c u r i ty  a r c h i te c tu r e  is  a n  e c o n o m ic  d e c i s io n  to  th e  o r g a n iz a t io n

!
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h r m s  w i tn  l a r g e r  r e s o u r c e s ,  o n e s  t h a t  c a n  to l e r a t e  m o r e  r is k

a n d  e n g a g e  in  l a r g e r  i n v e s t m e n t s  in  s e c u r i t y  m a n a g e m e n t ,  h e n c e  a r e  m o r e  l i k e ly  to  

c o n f o r m  to  i n s t i tu t i o n a l  p r e s s u r e

Top Management Support

18. To what extent do you agree with the influence o f various aspect o f Top Management 

Support on the adoption o f information security Architecture?
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M a n a g e r i a l  s u p p o r t  is  r e q u i r e d  in  t h e  a d o p t io n  o f  in f o r m a t i o n  s e c u r i t y  a r c h i t e c tu r e  , 

w h e n  c o o r d i n a t i o n

a n d  c o n f l ic t  r e s o lu t io n  a m o n g  in d i v id u a l s  a n d  u n i t s  a r e  e s s e n t i a l

T h e  r o le  o f  t o p  m a n a g e m e n t  is  m u c h  m o r e  i m p o r t a n t  in  th e  a d o p t io n  p r o c e s s  o f  

i n f o r m a t io n  s e c u r i t y  a r c h i t e c tu r e

S t r o n g  p a r t i c i p a t io n  o f  to p  m a n a g e m e n t  r e s u l t s  in  th e  im p le m e n ta t io n  o f  a n  e f f i c i e n t  

in n o v a t io n  p r o c e s s  a n d  a c t iv i t i e s  i n t e n d e d  to  a s s im i l a t e  t h e s e  in n o v a t io n s  in  th e  

o r g a n iz a t io n

T o p  m a n a g e m e n t  s u p p o r t  c a n  le a d  to  a  c e n t r a l i z e d  im p a c t  f r o m  in f o r m a t io n  s e c u r i t y  

a r c h i te c tu r e  in  a n  o r g a n i z a t i o n

T h e  g r e a t e r  th e  to p  m a n a g e m e n t  s u p p o r t ,  th e  s t r o n g e r  th e  r e l a t i o n s h i p  b e tw e e n  

in s t i tu t i o n a l  i n f l u e n c e s  a n d  in f o r m a t i o n  s e c u r i t y  a r c h i t e c tu r e  a d o p t io n

IT Capability

19. To what extent do you agree with the influence of various aspect o f IT Capability on the

adoption o f information security Architecture?

S
tr

o
n

g
ly

ag
re

e

A
g

re
e 13

E
34>

z D
is

ag
re

e

S
tr

o
n

g
ly

d
is

ag
re

e

I T  c a p a b i l i ty  a l l o w s  a n  o r g a n i z a t i o n  to  c o n n e c t  p e o p l e  to  p e o p le  a s  w e ll  a s  p e o p l e  to  

in n o v a t io n  a c t iv i t i e s ,  s u c h  a s  i n f o r m a t i o n  s e c u r i t y  m a n a g e m e n t

I T  c a p a b i l i ty  i s  im p o r ta n t  w h e n  th e  n a t u r e  o f  th e  in n o v a t io n  is  a d m in i s t r a t i v e l y  o r i e n t e d

W i th  s u f f ic i e n t  IT  in f r a s t r u c tu r e ,  f i r m s  c a n  q u ic k ly  a d j u s t  to  c h a n g in g  e n v i r o n m e n t a l  

c o n t in g e n c i e s  a n d  f a c i l i t a te  th e  o r g a n i z a t i o n a l  l e a r n in g  p r o c e s s

T h e r e  is  p o s i t i v e  r e l a t i o n s h i p  b e t w e e n  b u s in e s s  m a n a g e r s ’ IT  c o m p e te n c e  a n d  th e  a d o p t io n  

o f  in f o r m a t io n  s e c u r i ty  a r c h i t e c tu r e 4

T h e  d e g r e e  o f  i n f o r m a t i o n  s e c u r i t y  m a tu r i t y  s h o u ld  b e  a s s e s s e d  u s in g  a  c a p a b i l i t y  

p e r s p e c t iv e

T h e  g r e a t e r  a n  o r g a n i z a t i o n ’s  IT  c a p a b i l i ty ,  t h e  s t r o n g e r  th e  r e l a t i o n s h i p  b e t w e e n
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in s t i tu t i o n a l  in f l u e n c e s  a n d  in f o r m a t i o n  s e c u r i t y  a r c h i t e c tu r e  a d o p t io n

Cultural Acceptability

20. To what extent do you agree with the influence o f various aspect of Cultural

Acceptability on the adoption o f information security Architecture?
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C u l t u r a l  a c c e p ta b i l i t y  p l a y s  a n  e q u a l ly  v i t a l  r o le  in  s u p p o r t i n g  th e  c r e a t io n  o f  a  s e c u r i t y  

c u l tu r e  a n d  th e  e n h a n c e m e n t  o f  e m p l o y e e s ’ s e c u r i t y  a w a r e n e s s  d u r in g  th e  a d o p t io n  o f  

i n f o r m a t io n  s e c u r i t y  a r c h i t e c tu r e s

C o m p e te n c e  to  m a in ta in  p o l i c y  f l e x ib i l i t y ,  th e  c o m p e te n c e  to  c o m m u n ic a t e  th e  n e c e s s i t y  f o r  

i n f o r m a t io n  s e c u r i t y  p r o c e d u r e s ,  a n d

th e  c o m p e te n c e  to  f a c i l i t a t e  i n f o r m a l  c o m m u n ic a t io n  a b o u t  in f o r m a t i o n  s e c u r i t y  a r c h i t e c tu r e

T h e  r e l a t i o n s h i p  b e t w e e n  in s t i t u t i o n a l  i n f l u e n c e  a n d  th e  a s s im i la t io n  o f  i n f o r m a t io n  s e c u r i t y  

a r c h i te c tu r e s  s h o u ld  b e  s t r o n g e r  w h e n  th e  c u l tu r a l  a c c e p ta b i l i t y  o f  a n  in n o v a t io n  is  h ig h

Thank you for your time

4 ,
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Appendix III: List of Oil and Gas Companies in Kenya (Sampling Frame)

Name of Oil and Gas company % Market Share Position
1. Hashi Energy Ltd 1.7
2. Kenol kobil Ltd 24.8 1

3. Mul Oil Kenya Limited 0.2
4. Kenya Shell Limited 19 2

5. Oil Libya Kenya Limited 8.5 5

6. National Oil Corporation Of Kenya 4.6 6

7. Total Kenya Limited 17.9 3

8. A1 Leyl Kenya Limited 0.2

9. Petro Kenya Limited 0.4

10. Bakri International Energy Co. (K) Ltd 2.4

11. Chevron Oil Kenya Limited 11.2 4

12. MGS Company Limited 0.7

13. Fossil Kenya Limited 0.8

14. Rivapet Kenya Limited 0.9

15. Engen Kenya Limited 1.2

16. Oil Com Kenya Limited 1.8

17. Gapco Kenya Limited 3.8

Total 100.0

Source: Annual report, 2009

4 ,
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Appendix IV: Profile of the Sample

Total Sales Revenue

Name of Oil and Gas company Sales Revenue Kshs m
Kenya Shell Limited 23,233
Total Kenya Limited 16,000
National Oil Corporation O f Kenya 5,367
KenolKobil Ltd 35,198
Oil Libya Kenya Limited 8,456

Source: Annual report, 2011

IT Budget as a % of total sales:

Name of Oil and Gas company Amount Kshs million % total revenue
Kenya Shell Limited 30 0.13
Total Kenya Limited 20 0.13
National Oil Corporation O f Kenya 7 0.13
KenolKobil Ltd 40 0.11
Oil Libya Kenya Limited 17 0.20

Information Security Practice Adopted:

Name of Oil and Gas company Security Management Practices Security Architecture 
Practices

Kenya Shell Limited ISO/IEC 27002/COBIT Undocumented
Total Kenya Limited ISO/IEC 27002 Undocumented
NOCK ISO/IEC 27002 Undocumented
KenolKobil Ltd ISO/IEC 27002/COBIT Undocumented
Oil Libya Kenya Limited ISO/IEC 27002 Undocumented
Source: Author
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