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ABSTRACT

The adoption of wireless networks is mostly du¢htr ease of installation and since
there is minimal cabling cost is also reduced wleempared with the wired networks.
However, it is not easy to confine the radio signaéd in wireless networks within a
particular geographical area. Due to this fact ggcis a big issue when it comes to wireless
networks.

Having the right security controls enables propanagement of people, processes and
technology. The controls enable a security admatist to know which processes and
technological solutions are required for the nelwtoroperate securely.

Many security administrators would like to operateecure network but the problem is
where to start. For small organizations such asalsffice home office wireless network,
this can be a big and costly challenge. A SOHO WL3é¢urity Framework can be of great
help to these organizations.

From NIST Special Publication 800-30 risk managemprocess, NIST Special
Publication 800-37 risk management framework and E¥002 standard we were able to
create the SOHO WLAN Security Framework.

From this framework an application was created gusifisual Basic 2010. A field
implementation of the application was done in NaiirfGity center to gauge the performance
of the security framework. The administrators ies organizations were satisfied with its
performance but proposed that it should be thorlyuggsted for it to have widespread

acceptance.
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Chapter 1
1.0 INTRODUCTION

1.1 Background

Kenya is investing substantially in the developmehbutsourcing sector. With the
laying of fiber optic cables all over Kenya, it issloon be possible to work right at home or
small centers in our neighborhood.

Outsourcing sector has a potential of transfornairapuntry’s economy. The massive
laying of fiber optic cables all over Kenya and #rmount spent on the high speed undersea
fiber optic cables; South Africa, East Africa, Soud{sia Fiber Optic Cable(SEACOM), The
East African Marine System(TEAMS), and The Eastafrica Submarine Cable System
(EASSY) is a proof that massive investment andg@ation is expected. In fact outsourcing
is projected to be one of the largest sources @gl@ment in Kenya'’s vision 2030.

Due to the high rent in city centers and the awlaitevering of internet costs, it's
expected that more people will opt to work outsaily centers or at home. With internet
connection, it will be possible for companies tasowrce back office operations such as
invoicing, data entry, order taking, and book kegpjust to mention a few.

With the low installation costs and ease in implatimg, small office home office
wireless network (SOHO WLAN) will be the choice ofany businesses. Consequently,
wireless networks are emerging everywhere and hageme a popular option in the SOHO.

WLANSs are appropriate in small office/home offi@JHO) due to their low cost. A
SOHO includes any company with between two ang f##mployees as well as the self
employed who work from home (White, 2011). SOHO alisu accesses the internet
wirelessly.

However, the fact that WLAN use over-the-air moflemmmunication presents both

wired and wireless specific threats and vulneradédi Too often people think that because
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the setup of a wireless segment is literally plod go that everything is functioning properly
and securely (Prasad, 2007).

By default most vendors disable WEP, leaving ittfer SOHO WLAN user to enable
security. If you simply accept the default settorgthe initial configuration screen you will
be communicating in the clear. This is the defaatting, which results in a station literally
being naked, as its transmission is not encrypted.

Also, by default the network name is blank, whinhactuality represents one of two
settings that enables a SOHO WLAN wireless LAN rdli¢co complete the association
process with an access point without having to kifmevname assigned to the AP. The other
setting is the network name of ‘any’ which enaldeSOHO WLAN client to connect to an
access point without prior knowledge of the netwodme assigned to the AP. These two
settings make the use of the network name as avpagsery insecure.

Most manufacturers of SOHO WLAN access points ptheg documentation on the
Web. A hacker can easily make a list of defaultwoek names. The hacker then can
configure his client station with those names, obsg if a particular network name provides
the opening he requires.

Under the IEEE 802.11 standard it is left to th@lementer to determine how often
to change the secret WEP key used in the SOHO WL, to this, most WEP keys have a
relatively long life, which can range from weeksnmwnths or years, depending upon the
operating procedure of the SOHO WLAN organizatiomplementing and operating the
wireless LAN.

The biggest threat to Wi-Fi network security isaggance. Management awareness
and responses to wireless network weaknesses #i@alcto reduce the risks in Wi-Fi
networks and increase the benefits of this fastvgrg technology. This will in turn help to

ease users’ psychological fears of using thesestgbeinvisible” networks. To the extent



that a security level is desired, the features aifidentiality, authenticity, integrity and
availability should be provided in wireless netwo(Kui Du et al, 2006).

From visiting Internet Service Providers in Kenya lgarnt that security consideration
is not a compulsory requirement but rather an optlbthe customer does not request for
enhancement of security in the wireless networkallesl the network will be unprotected.
Therefore a comprehensive SOHO WLAN security fraomwis required as a means of

aiding in setting up and operating a secure WLAN.

1.2 Problem Statement

Wi-Fi network systems are growing rapidly becauseytare easily deployed and
provide convenient network access to users. Thetgrof Wi-Fi is expected to go on. The
next generation of computer network is expectedhad'Ethernet Everywhere” (Hui et al,
2006).

It is anybody’s guess whether wireless standardis as Wi-Fi will ultimately flourish
or fade, but with Intel throwing solid support bedhithe Institute of Electrical and Electronic
Engineers” (IEEE) 802.11 standard, their futureds promising (Bindseil, 2003). Wireless
networks offer more mobility and most people hawend that it is more convenient to have
the mobility that wireless connections offer (Biails2003).

While the benefits of WLANSs are substantial, wissdgechnology introduces security
holes that security administrators must take ictmant if they are to adequately protect their
organization from hackers, cyber terrorists andutinarized intruders. Wireless networks are
notoriously easy to compromise when improperlydtet and operated (Ashley, 2004).

By use of a security framework, an administratoll & aware of what needs to be

done to ensure that the WLAN has confidentialtyegrity and availability.



1.3 Purpose of the project

For a SOHO WLAN to operate securely the variouserdbilities associated with this
network and the threats that can exploit the vialbiities need to be known. With the right
controls it is possible to reduce the threat ldeethe WLAN. A security framework which
incorporates controls from internationally knowarstards can be used to reduce the level of

risks to a level that is acceptable by the managewfehe SOHO organization.

1.4 Overall question

Due to its mobility and low installation cost, WLAIN an attractive technology for
small office home office (SOHO). However, the mode communication between the
devices in a WLAN introduces multiple venues foraek and penetration. Will a WLAN
security framework provide the necessary guideliaesl practices for installing and

operating a secure SOHO WLAN?

1.5 Objectives
Main Objective:
» Create a security framework that can be used torgcset up and operate a
WLAN in a SOHO.
Sub Objectives:
» Determine the controls necessary for secure operafi a SOHO organization
that uses WLAN.
» Determine how one can successfully implement thetrots in the SOHO
organization.
» Determine how one can know the level of risk of 8@®HO organization if

some the controls are not implemented.



1.6 Assumptions and limitation of the research

This study assumed that the SOHO organization aagdwireless network. It is also

assumed that the SOHO WLAN organizations consistem more than fifty employees.



Chapter 2
2.0 Literature Review

A wireless local area network is a LAN that does mdy on wires. In a WLAN, the
signal is broadcasted and those near it can re¢b&vesignal. They make use of wireless
transmission medium using radio frequency or infed. Radio frequency is the most

common transmission medium in Kenya.

The reasons why WLANS are attractive to a smalifass include:

a) Mobility: Users can freely move around the orgatima and still have internet
access.

b) Deployment: Deploying a WLAN is easier than wirediNs. What is mostly required
is an access point.

c) ltis also easy to expand the WLAN. You just nee@dd additional access points if
you want to increase the range.

d) Cost: Since cabling is minimal, WLAN will reduceetinstallation cost.

e) WLAN can also be easily integrated to the wiredwoek.

WLAN also have some disadvantages:

a) It is slower than the wired network. IEEE 802.11an chave speeds of up to 300
Mbps.

b) Security: Due to the fact that it is not easy tmfowe the WLAN signal within a
building, security is an issue. Also, the firstrstard IEEE 802.11 did not have strong
security features. IEEE 802.11i is intended to enbahe security.

c) WLAN signals such as the radio signal can be ieted with by other radio signals.

Cordless phones and microwaves are some commocesooir interference.



In 2006 the WIFI semiconductor market shipped jusier 200 million Wi-Fi Chipsets
and by 2012, more than a billion Wi-Fi chipsets @reship (Pan, 2007). This shows that the
adoption of WLANS increases each year.

With the wide adoption of WLANS, it was discoverat the security features were not
sufficient. The original standard IEEE 802.11 ud&ded Equivalent Privacy (WEP) to
provide encryption and authentication. WEP was h@&wecracked and it is no longer
considered safe.

Since it is not easy to confine radio signals ias&d building, physical security is not
sufficient to prevent an attacker from connectingthe WLAN. Stronger encryption and
authentication mechanisms are required. This leadhé standard IEEE 802.11i being
developed and it is concerned with the securitWaANSs.

The fact that WLANSs are easy to install and comiggis due among other things that the
security features are usually not enabled whenpshiplf the network is used without the
features being enabled, the system will be vulrderatith the growth of the wireless system
and its adoption in SOHO WLANs a comprehensive sgciramework is important.

System vulnerabilities continue to be a pressisk) for organizations and new threats
emerge constantly (Lin et al, 2011). Controls tfaeeneed to be put in place that can aid at
mitigating or reducing the risks to a level thaacseptable to the management of the WLAN.
Controls are needed to enhance trust in the inflomaystems and are put in place to protect
the network from attacks (Srinivasan, 2006).

In the past few years, senior management’s intearegfood internal controls has
increased (Garber, 2010). This has mostly been tduthe highly published attacks on

WLANS especially when WEP was used for encryptiod authentication.



Surveys in recent financial magazines show thatynchief financial officers (CFOs)
would like to have internal control monitoring pragis in their enterprises, but do not know
where to start to develop a program (Garber, 2010).

For small businesses, maintaining an effectivediito| system can be a significant
and costly challenge. Yet this is a vital task floem. Unlike larger corporations, smaller
companies simply do not have the staff to deal \hkir exposure to escalating IT risks.
Without adequate security solutions, a small bissitseentire computer operations could be
shut down, severely impacting the business andirmguievastative financial consequences
(Busta et al, 2006).

The study attempts to find out whether securityts can be used to guide the
management on where to use their resources e#ctim reducing the risks to a SOHO

WLAN to an acceptable level.

2.1 Technological Security in WLAN

There is a wide spread use of SOHO WLANSs in Kemy@ay. Accompanying the
growth in the use of SOHO WLANS is recognition tlzest initially designed they are not

secure. The 802.11 was developed as an ‘open’aténd

When security is not engineered into a solutionmuthe initial stages, the security
solutions have historically been less than optiffiahg et al, 2006).

There are many vulnerabilities associated with uke of wireless LANs due to the
over the air transmission. Users of these WLANSIrte&know how to overcome the security
limitations. Too often people think that because sletup of a wireless segment is literally
plug and go that everything is functioning propexhd securely.

There are four functions necessary to provide & hayel of security to a SOHO

WLAN organization. These are authentication, au#adion, encryption and accounting.



Authentication in SOHO WLAN refers to the verification of the ey of a user.
Under WEP authentication occurs through the usa obmmon key configured on clients
and an access point. The key performs encrypti@a@ehESOHO WLAN client and access
point are configured with the same key, resultmghie term shared key cryptography used to
refer to the encryption method. An access point smue a challenge to any station
attempting to associate with it. The station theasuits shared key to encrypt a response to
authenticate itself and gain access to the SOHO M/LMowever WEP key is weak and
shared key can be recovered via passive monitofitige SOHO WLAN traffic. This means
that IEEE 802.11 SOHO WLANSs do not have a securthateof authentication, but one that
can be compromised.

Some proprietary techniques employed by SOHO WLAd&hdors use the MAC
address of the wireless PC Card for authenticatdBP which provides encryption services
does not hide source MAC addresses and this meausauthorized third party could learn
and spoof a MAC address and become an uninviteitipant on the SOHO WLAN.

To provide a higher level of authentication in 8@®HO WLAN one should consider a
solution that authenticates the user and not ther’suhardware. Examples of potential
authentication solutions include the use of a RABIEerver, a secure ID card and other
user/password authentication schemes that requiiestess client to be verified by a server
prior to gaining access to the SOHO WLAN.

Authorization represents the permission or denial of accessriousaSOHO WLAN
network and computer functions based upon the iiyeoft the user. It ensures that no user
who successfully connects to the network has acteskata that he/she should not see.
802.11 standards and its extension do not adduissr&zation.

One can effect network and computer authorizatioa iISOHO WLAN through a

variety of hardware and software products. For SOMICAN network authorization you can



consider router access lists and firewall configaress as mechanism to enable or disable the
flow of wireless traffic. In computer environmerdgwy/ can use operating system functionality
as well as third part products to enable or dis#i@eability of SOHO WLAN users to access
directories and file, run different programs andqen other types of computer activities.

Accounting represents a function of many SOHO WLAN securigrf@rming
devices that can be valuable for setting rulesabidining historical data which can be used
by law enforcement agencies to prosecute an ingaidany servers in the SOHO WLAN
can be configured to log access requests as ttmy tw form a database of different events
such as successful or unsuccessful logon atterhjsing this database the server can be
configured to enable or disable future logons bageah the prior history of unsuccessful
logons during different predefined periods of tinaesituation referred as a lockout. The
history of activity in the SOHO WLAN based upon MA(Qd layer 3 addresses attempting to
access different facilities can be used by prosesuf you need to alert law enforcement
agencies about actual or attempted break-ins.

Encryption in SOHO WLAN is performed by use of Wired EquivaleProtocol
(WEP). This results in the data flowing through #iesless LAN having the same security as
that in a wired network that does not have encoyptWEP is however weak and there is
upgrade to 802.11i.

Each access point and served clients in the SOH@NVare identified by a network
name. However, many manufacturers configure thetess points with default network
names and it is easy to guess a valid name. Chautigindefault name will make it hard for
an unauthorized third party to gain access to elS WLAN. Disabling the broadcast of
network names in our SOHO WLAN will make it mordfidult for unauthorized people to

recognize the SOHO WLAN. This is because AP pecialtli transmits beacon frames that
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enable clients to note the presence of the AP. &gudt AP transmit their network name in
beacons. Also in default settings, WEP is disabled.

The human factor and the way they deal with des&téings, placements and overall
managements have significant value in wirelessréggqiNaamany et al, 2006).

There are several steps that are employed to eahidueclevel of SOHO WLAN
security. If you don’'t have software that automatic changes WEP keys in the SOHO
WLAN, then changes should be done periodically. rgfirag the SOHO WLAN keys forces
an unauthorized third party that recovered a gy literally back to square one.

Also, the AP should be configured to restrict asdeased upon client Media Access
Control (MAC) addresses. Although MAC addresses lmamhearned via passive monitoring,
its use as an access mechanism makes it moreuttificc an unauthorized third party to gain
access to the SOHO WLAN.

Positioning and shielding of the antennae shoulddresidered in the SOHO WLAN
to reduce or eliminate radio frequency waves flguo parking lots and other floors in the
building.

Since most AP used in the SOHO WLAN support Dynaidast Configuration
Protocol (DHCP) to dynamically assign IP addresge<lients, limiting the number of
addresses that can be issued to the number otslierthe SOHO WLAN will limit the
ability of unauthorized third party to gain accésshe network.

The use of stronger authentication and encryptrotopols in the SOHO WLAN will
also improve security. The use of Challenge Harkisiaithentication Protocol (CHAP) can
be used to authenticate the user or with a MAC ward address to authenticate both the

hardware and SOHO WLAN user.
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Folder sharing should be disabled in the SOHO WLAistead, file and folders to be
shared should be moved to servers that are offedction by a firewall. This is because in
a mixture of operating systems, folder sharingregumesent a weak link.

The SOHO WLAN AP should also be protected by awfak when connecting to the
wired network. This will enable one to take advaetaf the security features of the firewall.
These features include filtering based upon soanckdestination IP addresses, port numbers
and other parameters as well as the use of IPSewremte a VPN over the wireless

infrastructure.

2.2 The SOHO WLAN Network architecture

In 1997 the Institute of Electrical and Electronkrsgineers (IEEE) adopted the 802.11
standard. This standard defined transmission ratie and 2 Mbps for three Media Access
Control (MAC) methods: Frequency Hopping Spreadc8pen (FHSS), Direct Sequence

Spread Spectrum (DSSS) and infrared.

It wasn’'t until the 802.11b extension to the 802stdndard was adopted that wireless
LANs achieved significant growth. That extensioised the maximum data transmission rate
to 11 Mbps, which enabled the technology to becorak suited for both home and office
applications that included Web browsing and fiensfers.

Basic networ king devices

There are four general types of wireless LAN deviteat can be used to form
different types of wireless network structure. Thegvices are the wireless LAN station, an
access point, wireless routers and wireless bridges

The WLAN station is the device that incorporates fhnctionality of the 802.11
standard in the MAC and physical layers to suppamréless communications. A station can
represent a notebook or desktop computer or dewdfesed to as access points, bridges and

broadband routers.
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Most notebook and desktop PCs obtain their wirelégs functionality via the use of
a Wireless Network Interface Card (NIC) and a safevdriver. In addition to PC Cards,
other popular form factors used for the fabricatidrwireless LAN network interface cards
include a PCI bus based adapter and a USB compatificontained NIC.

An access point represents a second type of wiredtation. The access point
functions as a two-port bridge, linking a wiredradtructure to the wireless infrastructure. As
a layer 2 bridge it operates using learned MAC eskis to perform filtering, forwarding and
flooding.

The dual antennas mounted on the access pointestfabldevice to select the best
possible signal since signals are typically re#dadff stationary and moving objects on their
path from source to destination, resulting in eahsmitted signal having multiple received
components. The use of dual antennas is referrasd space diversity.

The wireless bridge represents a special typea#sacpoint. This type of access point
typically consists of a separate base unit andnaatéhat are connected to one another by a
low loss cable. Typically the wireless bridge amieis designed for mounting on the edge or
roof of a building. Its high level of receiver séngty provides a line of sight
communications capability that permits communicatibetween two geographically
separated locations that can be between 4 andapkn.

Building upon the functionality of the access ppiseveral vendors introduced
wireless routers that add a routing capability toa@cess point. In addition to providing
support for basic routing, wireless routers tydicahclude support for the Dynamic Host
configuration Protocol (DHCP) and Network Addresarslation (NAT).

DHCP provides a router with the ability to dynantiicassue IP addresses to each
station. In addition to assigning stations withlBraddress, the router supporting DHCP will

also dynamically issue the gateway and DNS seméresses to each station.
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While it is possible for DHCP to be configured tseuany block of IP addresses, in a
wireless environment one of three blocks of spemtiilresses reserved for private networks
are commonly used. Under RFC 1918 the Internetghssl Numbers Authority (IANA)
reserved three blocks of IP addresses for use matprnetworks. Those address blocks
represent Class A, B and C address as indicatesvbel

e 10.0.0.0 - 10.255.255.255

e 172.16.0.0 — 172.31.255.255

» 192.168.0.0 — 192.168.255.255

Although RFC 1918 addresses cannot be directly osetthe Internet they facilitate the
assignment of IP addresses on internal networkenTthrough the process of network
address translation RFC 1918 addresses can béatehsto a public IP address that can be
used on the Internet.

A second features that goes hand-in-hand with Digfemented on wireless routers is
Network Address Translation (NAT). NAT was origilyadeveloped as a mechanism to
economize upon the use of IP addresses, sincentiggemultiple hosts to share the use of a
common IP address. A second function associatdd MAT which is mostly applicable to
wired stations’ is that you obtain a degree of sgcas its use hides host IP addresses from
view, preventing a direct attack on a station.

The Basic Service Set

The basic building block of an IEEE 802.11 wirelégsN is referred to as a Basic
Service Set (BSS). A BSS can be viewed as an dme@mamunications coverage that permits
member stations to exchange information. Theravaoetypes of BSS that correspond to the
two transmission methods supported by wireless LAger-to-peer and infrastructure.

A group of two or more wireless stations that comioate with one another without

the use of an access point form an Independent Besvice Set (IBSS). Each station can
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communicate directly with another station withoatving to use the facilities of an access
point. This type of networking that permits peer€dmmunicate directly with one another is
referred to as peer-to peer networking.

The second type of network structure supported EigH 802.11 wireless LANs
requires stations to communicate through the usanoficcess point. This type of network
structure results in the use of an access poirtifuming as a relay device between wireless
stations or wireless stations and a wired infrastme. The use of an access point results in
the network structure referred to as an infrastmecand the Basic Service Set being referred
to as an Infrastructure Basic Service Set.

Because signals attenuate as they flow throughaithéhe range of coverage of an
Infrastructure Basic Service Set has a finite lii extend the area of coverage requires the
installation of one or more additional access intith each access point creating another
Infrastructure Basic Service Set. This results ime TExtended Service Set (ESS). The
connection of two or more access points occursutiticthe use of a Distribution System
(DS).

Station Services

Under the IEEE 802.11 standard several types oficeex are defined that provide
both security and data delivery functionality. Qofethose services is authentication, which
provides a mechanism to control access to a wgdlddN. Authentication represents both a
security and an access control feature.

Under the IEEE 802.11 standard any station thatires the use of the wireless LAN to
transport data must be authenticated prior to babig to transfer data. The 802.11 standard
defines two types of authentication:

1) Open system and

2) Shared key
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Open system authentication represents the defathieatication method supported by the
IEEE 802.11 standard. Under this authenticatiorhoekt station transmits an authentication
request to an access point. The access point pexd#se request and determines whether or
not to allow the station to proceed. Based upornréisponse received from the access point
(success or failure), the station will either coog or terminate its access.

Under open system authentication, a station caheatitate with any other station or
access point as long as the receiving station idigured to support this method of
authentication and has resources available to conuate. Thus, open system authentication
represents a null authentication method and regjtime development of an application layer
program to enhance its operation.

The second type of authentication supported bylEiE 802.11 standard is shared key
authentication. Under shared key authenticatiomeei&t 40 bit or 104 bit key in the form of
10 or 26 hex characters is distributed to eaclostaut-of-band. Here the term ‘out-of-band’
references the fact that the key is distributedstadions by a method other than wireless
communications.

The key is used both to enable security in the fofrthe WEP algorithm and to provide
authentication. Once the applicable key is disteduo stations the access point generates a
‘random’ 128 bit text challenge. Each station eptsya challenge using the previously
configured shared key and responds to the accast pbe access point will decrypt the
challenged text using the same shared key and aeniip® the challenged text it previously
transmitted to the station. If a match occurs, Al will respond indicating authentication
was successful. If not, the access point will respwith a negative authentication.

Deauthentication represents a station service isggiminate an existing authentication.
This service can be invoked by either authenticai@dy and represents a notification that

cannot be refused.
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A third station service is privacy. Under the IEBH2.11 standard and its extensions
privacy represents an optional station servicehm form of the WEP algorithm. WEP is
designed to provide a level of security equivalent wired LAN where data flows non-
encrypted.

WEP was never designed for providing secure comaations similar to what we would
expect when transmitting data via a VPN overlaidrawe Internet. Also WEP by default is
normally disabled. This means that unless you goné your stations to support WEP and
configure an applicable key for each station, alksages will be transmitted in the clear.
IEEE wireless LANs operate using a modified formG#rrier Sense Multiple Access with
Collision Avoidance (CSMA/CA), referred to as theastibuted Coordination Function

(DCF).

2.3 IEEE wireless LAN standards

The basic IEEE 802.11 is the first standard. THEHEB02.11 standard defined three

physical layers methods that could transport tamés defined for MAC operations.

Physical layer operations included two Radio Fregye(RF) methods that were
originally developed for military operations to oweme enemy jamming of RF
communications. Those two physical layer methodd=aequency Hopping Spread Spectrum
(FHSS) and Direct Frequency Spread Spectrum (DSB®).third physical layer supported
by the IEEE 802.11 standard is diffused infraré?).(I

The 802.11b extension was one of two extensionth¢o802.11 standard that was
published shortly after the basic standard, therdbeing the 802.11a extension. The 802.11b
extension operates in the same frequency bancdedsatic standard. The 802.11b extension
specifies the use of DSSS at 1, 2, 5.5 and 11 Mbps. frequency used is 2.4 GHz.

The 802.11a extension to the 802.11 standard ufesj@ency division multiplexing

scheme referred to as Orthogonal Frequency Dividtuitiplexing (OFDM). A second
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difference is the fact that this extension defiagshysical layer standard for wireless LANs
operating at data rates up to 54 Mbps. The frequased is 5 GHz.

The 802.11g extension to the 802.11 standard caoohsidered as a high speed
extension to 802.11b. Equipment that supports @#18.g extension operate in the 2.4 GHz
frequency band using OFDM to obtain data ratesoupdt Mbps as well as being backward
compatible with 802.11b equipment.

Recognizing the limitations of WEP resulted in tbevelopment of the 802.11i
extension to the 802.11 standard. This supplenetii¢ MAC layer enhance wireless LAN
security and apply to 802.11 physical standardsddfby the a, b and g extensions. The
802.11i supplement defines two new encryption nashas well as an authentication method.
This authentication method uses port-based auttaian defined by a prior IEEE standard
(802.1x) which was in turn based upon an InternECRThe two encryption methods
designed to replace WEP include the Temporal Kegghity Protocol (TKIP) and the

Advanced Encryption System (AES).

Frame Formats and Basic Security Operation

Wireless LANs transport information in protocol @ainits referred to as frames. IEEE
802.11 wireless LANs operate at the second layénenOSI Reference Model, the data link
layer, with each frame containing a header, a b&iength body, and a trailer in the form of

a 32 bit cyclic redundancy code contained in a Er&@heck Sequence (FCS) field.

The initial communication between two stations miadependent BSS, or between a
station and an access point within an infrastrecB8S, is referred to as an association.

The association process is accomplished throughobrieio types of scanning. The
first type of scanning, which is referred to asspas scanning, results in a station listening to

each IEEE 802.11 channel for a predefined periotinoé. The station listens for a special
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type of management frame referred to as a beacooes& points periodically broadcast
beacon frames that identify the AP and defineatsabilities.

Included within the beacon is an identifier refdrte as a Service Set Identifier (SSID)
which functions as an elementary password. Bec#dusepossible to have multiple access
points within a geographic area, stations requhee dbility to associate themselves with a
predefined AP. To do so you configure your statidth the SSID of the access point you
wish to communicate with.

A second scanning method results in a station mnédtisg a probe frame on each
channel, waiting for all access points within hegrbf the probe to respond with a probe
response frame. This type of scanning is refemeaktactive scanning. Like a beacon frame,
the probe frame contains an SSID.

Regardless of the type of scanning used onceiarst&icognizes an access point it will
transmit an associate request frame. This framledeiiote the capabilities of the station and
the data rates it supports. The access point @sfpond with an associate response frame. The
associate response frame includes a status codgatman ID for the station. Upon receipt of
the associate response frame the station beconmésofpahe network and can begin
transmitting.

Through the use of the network name ‘any’ you caunally connect to most access
points even if you do not know the SSID. An accpesit periodically transmits beacon
frames as a mechanism to inform stations of itsqaree.

Once a station notes the presence of an accessifpcam negotiate access to the AP.
This negotiation process results in the transmissiban associate request frame from the

station to the AP. The access point will respontth\&n association response frame.
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Once a station is associated with another statiaacoess point either party can break
the association. To do so the station or acces¥ pail transmit a disassociation frame that
must be honored.

The goal behind WEP was to provide wireless LAN&hwi level of privacy equivalent
to a wired infrastructure. It was not intended &present a totally secure method of
communication, nor was it intended to provide gotwgraphic method of transporting data
that is unbreakable. WEP was designed to providéreless LAN with a level of privacy

equivalent to data that flows in plaintext over iged Infrastructure.

Security Risks and Countermeasures

IEEE 802.11 wireless LAN requires each client statio be configured to use the
network name associated with the access pointwhgly to communicate with. The network
name is more formally referred to as the Serviceé I8entification (SSID). The SSID
represents a unique identifier that is includethim header of wireless LAN packets when a
client station attempts to join a Basic Service 883S) via communicating with an access
point that forms the service set. The actual rdlehe SSID is to provide wireless LAN

commonality.

While the SSID or network name is obviously an emsyefeat ‘password,” you can
make it more difficult for an unauthorized thirdrfyato access your network. To do so you
can remove the SSID from beacon frames if your mgent supports its removal. In
addition, where possible you should change the S8i its default setting. While this is
possible for most equipment, some access pointsaadp have been configured to always
use the MAC address of the device as the netwarken&Vhen this occurs, software will not
allow the SSID to be changed.

The establishment of a wireless LAN within an ddficuilding or home results in walls

providing a false sense of security. The risk eisged with this is eavesdropping. Although
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the transmission distance of wireless LANs is ndiymiamited to hundreds of meters, this
limitation is based upon the use of small anternal$ into PC Cards and other form factors
used to create wireless network interface cardseWMhore sensitive antennas are used, it
becomes possible to pick up the radio frequencystrassion of wireless LANs at a
considerable distance from their source. Theres@veral programs that can be obtained from
the Internet which can reconstruct the WEP keysa ifi a sufficient number of frames are
captured.

One cannot decrypt a signal one cannot hear. A abédu countermeasure to
eavesdropping that one can utilize is to obscurkide RF signals from unauthorized third
parties. To do so you can consider antenna positjoand the use of shielding. While
antenna positioning is important, it may also besgae to control the use of a particular
antenna when your wireless LAN device supportsrargealiversity.

If a third party can eavesdrop on your wireless L&bmmunications it becomes
possible for that party to pretend to be a legitenaser of the network. Masquerade can be
very dangerous as it provides a literal open dogour network resources.

One often overlooked security vulnerability thah @acur is if Windows file sharing is
enabled on one or more wireless LAN stations. Blisurity vulnerability can happen even
when your network is hardened through the use tifemtication, encryption, and accounting
because under most versions of Windows it is diffito authenticate file-sharing users.

In a wireless LAN environment jamming can occur hwiit the use of specialized
equipment because the manner in which FHSS and REB8®&unications occurs is well-
known. In addition, the design of the wireless LAkbtocol makes it very susceptible to
jamming by simply modifying software to transmitteen types of frames.

Countermeasures you can consider using to redueriromize the potential for your

wireless LAN to be jammed are:
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1) Periodic monitoring of your network when through@gpears to decrease can be
used to determine if someone is jamming your omEian’'s network. By using a
protocol analyzer you can note if an exceedingbyhhievel of a particular type of
frame is literally clogging the air. If so, you caise the signal strength indicator,
available with most utility programs that are buwdliwith different wireless LAN
adapter cards, to locate the direction from whiod frames are being broadcast. By
moving a laptop or notebook computer around you beagble to locate the source of
the apparent jamming and then take appropriateracti

2) Another technique that can be considered to mimrtthe effect of jamming is to turn
off the ability of clients and access points to tleeRTS-CTS frame sequence.

Based upon the manner in which access points @#ret possible to monitor wireless

broadcast traffic and learn information about winedwork traffic.

Another threat is theft of hardware. One of the &eyntermeasures to equipment theft is
employee education. Employees should be awareittimtimperative to report the loss of
equipment which includes network enabled devicesaddition, it is equally important to
change the settings on the security mechanismmsgdur organization on a periodic basis.
Doing so can minimize the adverse potential rasglfrom the unreported loss of network
enabled equipment.

Because the cost of access points has reduced ongagizations now face the threat
of rogue APs. There are several types of monitorauis that network managers and LAN

administrators can consider using to locate rogwess points.

Standards Based Security

When connecting to a wireless network, one mudbparsome type of authentication.

There are two main types of authentication per ¢heent IEEE standards: share key
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authentication and open key authentication. Opgnakehentication involves supplying the

correct SSID.

Shared key authentication is not considered sdoetause a hacker who detects both
the clear text challenge and the same challenge/@ed with a WEP key can decipher the
WEP key. With open key authentication, even if i@ntl can complete authentication and
associate with an AP, the use of WEP preventslteetdrom sending data to and receiving
data from the AP unless the client has the coOM&EP key.

Open authentication sends an authentication redugstioes not receive a challenge;
instead, it is allowed to talk by default. When WIEPenabled, the process is slightly
different. When the wireless client starts to tatkautomatically encrypts all the data with
WEP encryption. When the access point hears datey Isent, it decrypts the frames and
forwards them. If the frames are encrypted withifeeent key than the access point, the

decryption portion fails and the packet is dropped.

Wired Equivalent Privacy Standard (WEP)

The Wired Equivalent Privacy (WEP) standard wasiter@ to give wireless networks
safety and security features similar to that ofedinetworks. WEP is defined as the optional
cryptographic confidentiality mechanism used to vide data confidentiality that is
subjectively equivalent to the confidentiality ofnared local area network (LAN) medium

that does not employ cryptographic techniques t@meece privacy.

To meet its goals, wireless had to address thee tterets of information security: (1)
confidentiality, (2) availability, and (3) integyit

1) The fundamental goal of WEP is to prevent eavesangp which is confidentiality.

2) The second goal is to allow authorized access twiraless network, which is

availability.
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3) The third goal is to prevent the tampering of angeless communication, which is

integrity.

The WEP protocol is used to encrypt data from a&gs client to an access point. This
means the data will travel unencrypted inside thredwnetwork.

The WEP protocol is based on RSA Securities’ R@ash cipher. This cipher is applied
to the body of each frame and the CRC.

There are two levels of WEP commonly available: dtg based on a 40-bit encryption
key and 24-bit initialization vector, which equ#ld bits; and (2) one based on a 104-bit
encryption key and 24-bit initialization vector, ish equals 128 bits.

In performing the WEP encryption process, a nundiesteps are performed. The first
step is to generate a seed value. This seed \alged to start the keying process. This value
can be referred to as a key schedule or as thevsdael It is considered the WEP key. After
this value is defined, it must then be entered thioaccess point. To ensure that the client
can receive and decrypt the transmission, the gele@ or WEP key must be entered on to
each client. This will allow a WEP encrypted corsation to occur. This value consists of a
26-digit hexadecimal number.

This value is not used alone to create a WEP eteulygata stream; a technique to
randomize the key is applied as well. This techaigses a 24-bit initialization vector (1V)
that is created on a frame-by-frame basis. Thenigale on which the IV is created differs
between vendors. The WEP standard that is outlingide 802.11b states the IV size and
requires that the IV change on a frame-by-frameisbaSutside of this, there are no
requirements in the standard defining how to in@enor randomize the IV sequence.

Once the IV and WEP key are together, they cansee to encrypt the frame. When
the data is ready for transmission, the WEP key thedlV are combined; then, using the

RC4 cipher, the key and IV are XORed with the datareate the encrypted frame. Next, a
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copy of the same IV is put into the frame headeclaar text. The last step is to send the
packet.

Once the other end receives the frame, the IVdkea out of the frame header and
applied to the predefined seed value to produceséime session-based WEP key that was
used to encrypt the packet. The same RC4 encrymtioness is performed in reverse,
allowing the encrypted text to turn from cipher ttéa plaintext. Once this operation is
complete, the CRC is removed and applied to tha ttamake sure that it was not corrupted
in transit.

WEP weaknesses were recognized soon after itsseelaa part of the 802.11
standard. Because of a weakness in the RC4 keduslaig algorithm, the output key stream
was significantly non-random. This allows the emptign key to be determined by analyzing
a sufficiently large number of data packets enagpising the key.

In essence, WEP transmits information about theryption key as part of the
encrypted message so that a determined hackeppsguiwith the necessary tools, could
collect and analyze transmitted data to extractetheryption key. WEP also uses a static
shared key, as there is no mechanism for changmdkey other than manual re-entry of a
new key or passphrase into every device that ogerah the WLAN. New and more

powerful encryption methods were the required.

Wi-Fi Protected Access (WPA)

To overcome the known vulnerabilities in the orain802.11 security
implementation, the Wi-Fi Alliance developed WifFiotected Access (WPA) as a means to
provide enhanced protection from targeted atta®kBA was an interim measure that was
based on a subset of the enhanced security meofsrnisat were then still under

development by 802.11 TGi as part of the 802. kdndard.
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The Wi-Fi Alliance created WPA by leveraging whae t802.11i task group had
already done and formalized it into WPA.

WPA uses the temporal key integrity protocol (TKf&Y) key management, and offers
a choice of either the 802.1x authentication fraomw together with extensible
authentication protocol (EAP) for enterprise WLAKcsarity (Enterprise mode), or simpler
pre-shared key (PSK) authentication for the homaemall office network which does not
have an authentication server (Personal mode).Tmbab someone using this key to
eavesdrop on others’ conversations, WPA uses aouie¢lfiat creates a unique session key for
each device. This is done by having a pre-shargd&ked the group master key (GMK) that

drives a pair transient key (PTK).

Temporal Key Integrity Protocol (TKIP)

The Temporal key Integrity Protocol (TKIP) was aterim solution developed to fix
the key reuse problem of WEP. It later became phathe 802.11i. The WEP encryption
vulnerability was addressed in WPA by two new MAdydr features: a key creation and
management protocol called TKIP (temporal key iritggorotocol) and a message integrity

check function (MIC).

After a station has been authenticated, a 128dmtpbral key is created for that
session, either by an authentication server owvdérfrom a manual input. TKIP is used to
distribute the key to the station and access paintt to set up key management for the
session. TKIP combines the temporal key with edatios’'s MAC address, plus the TKIP
sequence counter, and adds a 48-bit initializatiector to produce the initial keys for data
encryption.

With this approach each station will use differ&ays to encrypt transmitted data.
TKIP then manages the update and distribution e$ehencryption keys across all stations

after a configurable key lifetime that might berfr@nce every packet to once every 10,000
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packets, depending on security requirements. Aihothe same RC4 cipher is used to
generate an encryption key stream, TKIP’s key ngxand distribution method significantly

improves WLAN security, replacing the single stdtey used in WEP with a dynamically

changing choice from 280 trillion possible keys.

WPA supplements TKIP with a message integrity chmecKMIC) that determines
whether an attacker has captured, altered andtrdatnpackets. Integrity is checked by the
transmitting and receiving stations computing aheatatical function on each data packet.
While the simple CRC-32, when used to compute @¢ in WEP, is adequate for error
detection during transmission, it is not sufficlgrétrong to assure message integrity and
prevent attacks based on packet forgery. This caulee it is relatively easy to modify a
message and re-compute the ICV to conceal the elarg contrast, MIC is a strong
cryptographic hash function, which is calculatedngssource and destination MAC
addresses, input data stream, the MIC key andktié $equence counter (TSC).

If the MIC value computed by the receiving statioes not match the MIC value
received in the decrypted data packet, the packetiscarded and countermeasures are
invoked. These countermeasures consist of resetéigg, increasing the rate at which keys
are updated, and sending an alert to the netwonkagea. MIC also includes an optional
countermeasure, which will deauthenticate all stetiand shutdown the BSS for any new
association for one minute, if an access pointivesea series of altered packets in quick

succession.

802.1x

The 802.1x standard was designed for port baseeatithtion for all IEEE 802
networks. This means it will work across EtherrieddDI, token ring, wireless, and many

other 802 networking standards.
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802.1x is in no way any type of encryption or ciph&ll the encryption takes place
outside the 802.1x standard. It was intended fori-pased authentication. The standard
takes the authentication request, decides if dr i not allowed onto the network, and then
grants, or revokes, access. The authenticatioresesuthenticator, and supplicant are three
main roles of any 802.1x exchange.

The authentication server provides the accessiggpanhd access rejecting features. It
does this by receiving an access request from thieenticator. When the authentication
server hears a request, it will validate it andimeta message granting or rejecting access
back to the authenticator.

The authenticator is the first piece of networkctlenics that an 802.1x device will
attempt connection. It can be a wireless acces#,palthough it can be anything providing
access to the network. The device’s role is tofdy EAP packets pass through and then wait
for an answer from the authentication server. Gtheeauthentication server responds with
accept or reject message, the authenticator apte@mtely. If the message is returned, it is
a reject message and it will continue to blockfizadintil the result is access accept. When
the accept response comes from the authenticagioers the authenticator then allows the
supplicant the ability to access the network.

The supplicant is the device that wants to contwette 802.1x network. This can be
a computer, laptop, PDA, or any other device witmeawork interface card. When the
supplicant connects to the network, it must gouglothe authenticator. This authenticator
only allows the supplicant to pass EAP requestitraestined for the authentication server.
This EAP traffic is the user's or device’s autheation credentials. Once the authentication
server determines that the user or device is atlowre the network, it will send an access-

granting message.
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Extensible Authentication Protocol (EAP)

Extensible Authentication Protocol (EAP) is a stamdd method of performing

authentication to gain access to a network.

When Password Authentication Protocol (PAP) fiesne out, security issues quickly
made it a less desirable authentication methoderAthat, the Challenge Handshake
Authentication Protocol (CHAP) came out and thisoaljuickly became plagued with
security issues. The industry decided it was edsienake an authentication protocol act the
same way no matter how or what type of authentoatalidation took place.

This meant that for the first time a protocol coldd inserted into products and
software that allowed for passwords, tokens, omigimics without having to write any extra
code to support the different methods.

This is how and why EAP was created. To use EAR,must specify inside the type
field what kind of authentication one is going teeu This allows one to use EAP for
password, tokens, and other authentication typéd? Ean adapt to security issues and
changes by leveraging different methods of authatitin. EAP also is able to address new
and always-improving authentication techniques adthhaving to make any changes to EAP
supporting equipment.

One of the main points in using EAP is the ability leverage multiple types of

authentication mechanisms.

Wi-Fi Protected Access (WPA2)

WPAZ2 is the Wi-Fi Alliance’s implementation of tfieal IEEE 802.11i standard and

replaced WPA following the ratification of 802.7iftiJune 2004.
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WPA2 implements the advanced encryption standaf@SjAencryption algorithm
using counter mode with cipher block chaining mgesauthentication code protocol

(CCMP).

802.11i
The IEEE 802.11i standard defines security enhaso&nfor 802.11 WLANS,
providing stronger encryption, authentication anely kmanagement strategies with the

objective of creating a robust security network KRS

The key features of the RSN are;

* A negotiation process that enables the appropdatdidentiality protocol for each

traffic type to be selected during device assamiati

* A key system that generates and manages two higgarof keys. Pairwise keys for

unicast and group keys for multicast messages st@bleshed and authenticated
through EAP handshakes during device associatidraathentication

* Two protocols to improve data confidentiality (TK#d AES-CCMP).

Key caching and pre-authentication are also inadudeB02.11i to reduce the time taken
for roaming wireless stations to associate or ep@ate with access points.

The client would first need to make a connectiothi® access point. This would happen
through the normal open key authentication proc€ssitrary to most 802.11 standards,
802.11i only allows for open system authenticatibms is due to the discovery of a security
flaw in shared key authentication. After the ilit@nnection request, the client would need
to hear an RSN IE broadcast or send a probe regqugstin RSN IE. Whichever way this
RSN IE frame is sent, both clients and access poiaed to negotiate on a cipher suite for
use. After sending the RSN IE frames and reachimggotiation, the EAP process starts.

This can start with the access point sending an E&Btity request or a client sending an
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EAPOL Start frame. Once the EAP process has staitedill go through the EAP
authentication process associated with each pltidtAP type. It ends with the client
receiving an EAP success message from the accedsporing this process, an AAA key is
sent from the authentication server to the wiretss device. This key is used as a seed key
to create the keys outlined below.

The key exchange process takes the original 8 ARXOL-Key frame and makes some
modifications, allowing for the use of WEP-40, WE®4, TKIP, and CCMP cipher suites.
From the 802.1x section, the EAPOLKey frame onlgmarts WEP-40 and WEP-104 keys.
The 802.11i standard modified this and added thktyafor the frame to carry TKIP and
CCMP keys as well. A process known as the four-Wwagdshake accomplishes this key
exchange. This process takes two main keys andesreaique group and session keys for
each client. These session and group keys areedrdedm the two main keys: (1) the
pairwise key or the pairwise master key (PMK) a2)itkie group key or the group master key
(GMK).

In an 802.1x 802.11i setup, the PMK comes fromatlhientication server. If the 802.11i
setup is using preshared keys, then the PMK is ethpp a password. The PMK is divided
into three keys. The first key is the EAPOL-key faonation key (KCK), which is used to
provide data origin authenticity. The second kegated from the PMK is the EAPOLkey
encryption key (KEK), which is used to provide ddeftiality. The last key is called the
pairwise temporal key (PTK) and this key is alsedifor data confidentiality. To create the
PTK, a pseudorandom function takes place with tdoess point's MAC address, client MAC
address, and a nonce sent from each side as visgdl.allows a single master key to create
multiple session keys without having to re-exchaagew master key each time.

The next key with regard to 802.11i main keys i gmoup key or group master key

(GMK). This key is similar to the PMK except thatis used for beacon and management
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traffic encryption. The same process of hashingleex and receivers’ MAC addresses and

nonces is used to create a group temporal key (&DIK) a group master key.

Robust Secure Network (RSN)

Robust Secure Network (RSN) was created as patieoB02.11i security standard.
RSN specifies user authentication through IEEE BOZnd data encryption through the
Temporal Key Integrity Protocol (TKIP) or Counterole with CBC-MAC Protocol

(CCMP).

RSN also has the option to use TSN to allow foruke of older security methods
such as WEP. RSN uses TKIP and AES as encryptiaghade to protect the confidentiality
of data. The TKIP solution is used for backwardmpatibility for legacy devices, and the
AES is what RSN is using as a long-term encryptimihod. AES is set up in Counter Mode
with the CCMP. AES can be set up and used in meltiyays, so 802.11i stated that AES
must be used in a method called CCMP.

The RSN protocol also uses EAPOL-Key messages &y mwanagement. The
description below reveals how RSN works with 80R.hlaiding to choose an available
authentication method and encryption cipher scheme.

Advertising the cipher suites supported on an acpeit and client is done through
Robust Secure Network Association (RNSA) messadé®se messages spell out the
supported ciphers of each party and negotiate wiedhod will be used to connect securely.
These messages are located inside what is callR$SBNnIE or an RSN information element.

A RSN IE is used to tell the other devices abouatwipher suites the sending device
supports. The RSN IE can be sent in a beacon froracaess point or in an association
request from a client. After an association requesesponse will be returned with an RSN

IE listing what requesting method matched the ne:8wpported by the other party.
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The standard allows RSN IE optionally to be insg@eh of the following management
frame types:

* Beacon

* Association Request

» Reassociation Request

* Probe Response

The RSN standard is a method to negotiate whatstgbesecurity methods each client
and each access point supports. These securityodsetre identified as cipher suites inside
the RSN IE frame. These cipher suites allow foruke or non-use of any combination of
security methods. This means that a policy coulgpieinto place that negates the use of
weaker security methods such as WEP and allowa fdroice of TKIP or AES. This gives
the architects or designers the ability to creapelecy allowing or denying whatever cipher
suites they might feel are weak or not needed.

The Transition Secure Network (TSN) is part of R8N portion of 802.11i. It is used to
achieve backwards compatibility with older wirelegstems. It was carved out of RSN to
provide this backwards compatibility. With RSN, stated above, it is possible to have a
number of authentication and encryption types migmin an access point. To make sure that
some of the weaker authentication and encryptipesywere not set up in RSN, they were
taken out and considered TSN. This makes RSN nerers and allows an easy way to turn
off all the older weak methods. With RSN, if oneokes not to support TSN, WEP will not

be included as an option to negotiate betweendbess point and the wireless client.

Advanced Encryption Standard (AES)

One can apply AES in many different ways. The wagt the 802.11i standard has
chosen to apply AES is with CCMP, which is basedCdBCMAC. CCMP was chosen for

data integrity and authentication, with the MessAgéhentication Code (MAC) providing
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the same functionality as the Message IntegrityckI{®1IC) used for TKIP. AES has several
modes. The first term is CTR; this is AES in Counieode. This mode is used for
confidentiality. The next mode is called CBC-MAChieh stands for Cipher Block Chaining
Message Authentication mode. This mode is usethfegrity. AES also has combined CTR
and CBC-MAC to create CCM. CCM is the acronym faiRZICBC-MAC mode of AES that

incorporates both the confidentially of CTR and ititegrity of CBC-MAC.

2.4 People, Process and Technology
For SOHO WLAN to be secured People, Process antdnbémgy must be combined.

The way these components interact will directly atipthe level of security in a SOHO

WLAN.

Figure 1: People, Process and Technology

PEOPLE

TECHNOLOGY PROCESS

Technology: Technology is the first component neagsfor effective SOHO WLAN
security management. Most organizations have ajradgbloyed an extensive security
architecture consisting of Firewalls, Anti-Virus danintrusion Detection Systems.
Unfortunately because of the evolving nature ciiads and the fact that humans are at the
root of the attacks, these systems will never pl@vhe absolute prevention desired.

Process: A SOHO WLAN security framework can be useddetermine which

controls are required for the WLAN to be consideted be operating securely. The
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framework can be used to determine which conttwds$ $hould have been implemented are
missing and the risk level of the organization eetite organization can be in a position to
make an informed decision as to which controls khba implemented.

People — People are the most important componentrofeffective security
management program. People in the SOHO WLAN mustcbmmitted towards the
improvement of the security in the WLAN. They stblde prepared to work together
towards the creation of a secure WLAN. Their rabeuld be clearly defined. Behind every
attack, even ones that are automated are peopteofilly way to counter these attacks is by
deploying an organizations’ human talent againstlie SOHO WLAN administrator must
have the relevant training in WLAN security for teecurity management to be effective.
Also as time goes on the administrator will havd Baough experience to be able know the

level of security that an organization should have.

2.5 Securing SOHO WLAN through monitoring of Controls

In today’s inter-networked environment, organizasi@lepend heavily on information
technology (IT) (Sekar et al, 2009). We use Infarora Technology to process or store
information that is used by organizations to malecislons. As discussed, wireless
technologies may empower users with easier andegraacess to data at reduced costs and
with low access barriers, but these conveniences #ave them vulnerable to data
compromise and security breaches. This technologgoduces a magnitude of critical
security risks and challenges, and it is critiaalimplement strong security measures to

mitigate significant risks (Susan, 2004).

Information fuels business. In every industry—frofimancial services to
manufacturing to healthcare—information reigns supe (Egan, 2005). Just like any assets,
information in a SOHO WLAN needs to be protecteahfrboth passive and active attacks.

IEEE 802.11 provides for confidentiality, integrisd authentication. However according to
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International Telecommunication Union Telecommutiara Standardization Sector (ITU-T)
standard, X.800, five security services need t@adig@eved for the system to be considered
secure. They are data confidentiality, data intggeuthentication, access control and non-
repudiation.

Use of WLANS in an organization can introduce risksack of sufficient policies to
govern wireless networks and their use leave umsdeéd a number of configuration features
and settings (Susan, 2004). Information must renaipoessible yet secure. Protecting
information, in turn, must become a top businegsripy rather than just another technology
issue (Egan, 2005). One of the activities that walhtinually be done for the information in

the SOHO organization to be secure will be secumibyitoring.

2.6 Monitoring Technical Computer Security

Information Security Management (ISM) generally i@ddes two areas, the technical

computer security and non-technical security mamasge.

The SOHO organization requires a mechanism to e @bknow which security
measures are required for the organization to bereeln his work: A Framework Based on
Continuous Security Monitoring (Erturk, 2008) stathat as we become more and more
interconnected, new threats such as malicious heciad industrial spies emerge. As
business embrace the business opportunities bralyhit by the internet, IT security is
becoming a growing priority for organizations and decurity investment is expected to
grow. With other security products, organizatioms also employing security standards to
enhance their level of security.

As addressed by the IT security standards and agguo$, security monitoring is an
essential part of the organizational security amcugty management is not possible when
monitoring is absent. Security monitoring is cati¢co be able to identify control failures

before a security incident occurs to detect arugbn or other security incident in due time
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to give an effective and timely response and t@ettppost event forensic activities (Erturk,
2008).

With monitoring, an organization can be able tced®ine vulnerabilities and threats
that can exploit the vulnerabilities. Incidents da@ detected early hence preventing or
minimizing their impact. Measuring the program cdience level of the system on the basis
of employed standards can also be used to enhauceity due to the adoption of best
practices laid down by these standards. The maregtewill be enabled to make informed
decisions. Through monitoring they would be availéth a report on the status of security in
the organization.

(Erturk, 2008) intention is to give managers anohiadstrators information regarding
the situation and security trends in the orgamiraiby proposing a continuous security
monitoring framework. He states that security manmig is required so as to understand how
the system is acting.

To enable one to know how well or bad the secuittyation is, security metrics are
necessary. They facilitate decision making sincexipressed as cardinal number or as a
percentage, they can be used to measure the effieesis of a specific technology deployed.
Security metrics can be used to identify securdptmls that are implemented incorrectly,
not implemented or ineffective.

The Continuous Security Monitoring Framework (CSNYF)posed by (Erturk, 2008)
is a security measurement, collection and reportiagnework. It is supposed to give an
insight to the managers and administrators abautthrent situation and security trends in
the organization. It identifies the security measugnts that can be used to gauge the security
controls. It involves the collection of informatidrom logs and alerts from a variety of
systems such as firewalls, routers and servershamdit collects, organizes and makes sense

of what they means. From this measurement it cgpobsible to know how a control is doing
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by defining a metric goal, setting a baseline anrddt value. If a particular metric when the
analysis is done is below the baseline, then ade&haction is needed.

The advantage of this framework is that it makesagy to capture native log data into
easily understood language. The report can beepted using a graph or chart hence the
management can easily know the status of the sysfdso since it is a continuous
monitoring system, there will be improved incideesponse and policy compliance by
allowing security personnel to investigate excaptimd take immediate action. Lastly the
security personnel don’t have to stare at a cormolegs for length periods of time.

The disadvantage of this framework is that it can dost prohibitive for small
organizations. It may require dedicated serverddoinstalled. Users of this system will
require more training. If the organizations doréivh a lot of bandwidth, it can contribute
towards network congestion. It can also be diffital decide of the many events that are
there, which are the best.

Although technology and processes represent foiomddt pieces of a corporate
information security framework, a third componenteeded to complete the picture: people.
It is not just that people make security technology or that people create and follow critical
security policies, procedures and processes.titaispeople—that is, having the right people
in the right places—can compensate for deficienaieprocesses and technology (Egan,
2005). For security monitoring to be therefore effee in keeping risks at bay, the people
factor come into play and the key question ishes SOHO WLAN being operated by people

who are aware of the security issues associatddwiieless networks?

2.7 The People Factor

(Patil, 2008) Information Security Framework: CaSeudy of a Manufacturing

Organization states that Information Security Marmagnt(ISM) encompass people, process

38



and Information Technology (IT) systems that saéeds critical systems and information

protecting them from internal and external threats.

If technology alone were enough to keep an orgéinizasecure, Internet threats
would be little more than an afterthought for mamgerprises. It is not just that people make
security technology run or that people create afidw critical security policies, procedures
and processes. It is that people—that is, haviegripht people in the right places—can
compensate for deficiencies in processes and témiwyn@Egan, 2005).

As stated earlier Information Security Managemé&Bi) addresses two areas; (Patil,
2008) framework addresses non-technical securifye@dsof the information security
framework.

The scope of his work focuses on four areas:

IT Governance and Compliance

» Policies and Procedures

* Impact of Laws and Regulations on the Organization

* Risk Analysis and Assessment

IT Governance is usually the responsibility of axees and board of directors and

provides leadership, organizational structures prmotesses that would ensure that the
organization meets its objectives. Since there mamy legislative or industry mandates,
compliance with the standards laid down is an iadic that an organization will meet its
objectives. Policies and procedures ensure thttteasrganization strive to meet its mandate;
it addresses its security related issues. As stanofa organizations misappropriating
customer funds continuing to increase, organizatiovorldwide are impacted by an
increasing number of laws and regulations that tmexst meet. They are also required to
identify the risks that might prevent them fromaating their goals and they therefore
perform risk analysis and assessment that helps ithentify potential threats.
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To eliminate business risks, an Information seguiitmework is necessary (Patil,
2008). A comprehensive security framework boilsvddo three familiar basic components:
people, technology, and process (Patil, 2008). Whemnectly assembled, the people,
technology, and process elements of your informasiecurity program work together to
secure the environment and remain consistent vatlr yirm's business objectives. Only a
successful integration of these three elementglpetechnology, and process can provide a
strong, effective security infrastructure (Reve@#)5).

Keeping information secure is not only the respaitigi of information technology
(IT) security professionals, but also the respadlisilof all people within the organization.
Therefore, all users should be aware not only cditwtheir roles and responsibilities are in
protecting information resources, but also of hbeytcan protect information and respond to
any potential security threat or issue (Rotvoldlgt2008).

(Patil, 2008) proposes an information security goaace framework for action that
outlines specific roles for business unit headsjosemanagers, CIOs, and the CEOs. The
information security framework defines roles andpeansibilities for CEO, business unit
heads, and senior managers. This is because Infomsecurity should not be treated solely
as a technology issue, but it should also be tea® a governance issue. Different
technology can be used to address the securitylgmobut apart from technology, there
should be proper policies, procedures in place kgl handle information security issue
more appropriately.

(Patil, 2008) framework has the advantage of tlo¢ t#zat if the senior management
support the organization’s information securityigiels, objectives and controls, then meeting
security objectives will be easier. If the top mgerment of a SOHO organization appreciate
the importance of operating in a secure WLAN enwinent, then it will be easier for a

security administrator to request and to be givenrequired resource that can be used to
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secure the WLAN network. People can be eithervikakest or the strongest link in the
security chain (Egan, 2005). Making them the latgpossible with executive involvement,
the assistance of security professionals, crosstifumal corporate input and scheduled
independent reviews.

The biggest inhabitant to this framework is the petent level of the information
security management team. If they are technicaliglified and experienced at managing
information security then the framework can workey do however need to know the risks
that face them and how to eliminate or minimize éffects of these risks. This requires risk

management.

2.8 Risk Management

Due to the various vulnerabilities in a SOHO WLAMe need to combine both the
technical computer security and non-technical sscdior the management of the threat

sources that might attempt to exploit these vulniéties.

To determine the controls required, a SOHO orgdiomzaequires a risk management
plan that is not cost prohibitive; the security austrator should be able to use it easily
while providing the right results and should najuiee a lot of resources such as bandwidth
or dedicated servers. The adopted methodology dhreguire minimal training while at the
same time providing the management with enoughriméition on the level of security within
the SOHO WLAN and where resource are required tiigaie against risks that face the
organization.

Information security is not a destination, it ipoarney. It is a continuous practice. To
achieve a continued success in information secudty organization needs to focus
continuously on improving its information securfiyactices as the technology environment

keeps changing and new threats arise ( Sethuranzn2€09).
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Since WLANs were not been designed to be secueesehurity that can be achieved
through technical means is limited, and should beperted by an appropriate risk
management plan and procedures. Identifying whiahtrols should be in place for the
SOHO WLAN to be secure requires careful planning attention to detail.

A SOHO organization should identify its securigguirements. There are three main
sources of security requirements:

1) One source is derived from assessing risks to @dC organization, taking
into account the organization’s overall businesststly and objectives.
Through a risk assessment, threats to assetseartfigd, vulnerability to and
likelihood of occurrence is evaluated and poteritighact is estimated. The
various vulnerabilities and threats to a WLAN haleeady been discussed.
The question that remains is how attacks to the Wldan be prevented or
their impact reduced.

2) Another source is the legal, statutory, regulatand contractual requirements
that an SOHO organization, its trading partnersjtre@tors, and service
providers have to satisfy, and their socio-culteralironment.

3) A further source is the particular set of princgl®bjectives and business
requirements for information processing that an 8OHBrganization has
developed to support its operations.

This study is based on identifying a SOHO WLAN'wwéty requirements from
assessing risks to the SOHO organization. To be #&blidentify the vulnerabilities in a
SOHO WLAN, the risks that might exploit these vuhdaglities and controls necessary to
eliminate or minimize the impact if an attack isceessful, risk management need to be

performed.
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The principal goal of an organization’s risk managat process should be to protect
the SOHO organization and its ability to performeithmission. A well-structured risk
management methodology, when used effectively, lcalp the management in SOHO
organization to identify appropriate controls foroyding the mission-essential security
capabilities.

The objective of performing risk management isnat#e the SOHO organization to
accomplish its mission by better securing the I$tems. The results of this can enable the
management in the SOHO organization to make wékned risk management decisions
that can justify the security expenditures thatge of an IT budget.

Risk management encompasses three processesssesssment, risk mitigation, and

evaluation and assessment.

Risk Assessment

Risk assessment is the first process in the riskag@ment methodology. A SOHO
organization can use risk assessment to deterheextent of the potential threat and the
risk associated with an IT system. Risk assessmremaess provides for a risk management

cycle with the following items (Peldez, 2010):

43



Figure 2: Risk Management Cycle
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1) In the first stage, the risks to a SOHO WLAN aré&edmined and controls that
can reduce these risks determined. The purposhi®&tage is to provide a
mechanism that can provide the management in a SQ@bl&hization with the
information they need to understand the risk factbat may adversely affect
the operations and affect the outputs of the colyipamocesses.

2) In the second stage, controls that can mitigatenorimize the risks to a
SOHO WLAN are implemented.

3) The third state recognizes the fact that risk 8410 WLAN can be properly
managed through training. Users of the WLAN shdwédregularly trained to
maintain awareness of risk management policiesarotganization.

4) The last stage is monitor and evaluate. This st&gseed to determine whether

the level of risk exposure to the SOHO WLAN hagéased or decreased.
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The National Institute of Standards and Technol@$iys5T) Risk Management Guide
for Information Technology Systems, NIST SpeciablRation 800-30 provides a guide on
how to perform risk management. It subdivides nsknagement into risk assessment, risk
mitigation, and evaluation and assessment.

The NIST risk assessment methodology encompassegrimary steps:
» Step 1: System Characterization
e Step 2: Threat Identification
» Step 3: Vulnerability Identification
» Step 4: Control Analysis
» Step 5: Likelihood Determination
» Step 6: Impact Analysis
» Step 7: Risk Determination
» Step 8: Control Recommendations
* Step 9: Results Documentation
Step 1: System Characterization:
This step consists of describing the SOHO WLAN eystits purpose and mission is to
identifying the assets in the SOHO WLAN. The assats be physical such as buildings and
computers and logical such as intellectual propanty reputation.
Step 2: Threat Identification:
This step comprise of identifying all the threatS8@HO WLAN can be faced with.
Step 3: Vulnerability Identification:
This step involves identifying all the weaknesdeat the SOHO WLAN has that can be
exploited by a threat source.

Step 4: Control Analysis:
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This step involves identifying all the controls ®30 WLAN has and all the planned
controls analyzing their effectiveness and changiegoving replacing or retaining them.
Step 5: Likelihood Determination:

This involves determining the likelihood of a threalnerability pair being realized.

Step 6: Impact Analysis:

This step involves determining the impact of a dhteeing realized to the SOHO WLAN.
Step 7: Risk Determination:

This step determines the level of risk the SOHO WILi& exposed to.

Step 8: Control Recommendations:

The controls necessary for the SOHO organizatiorogerate at an acceptable level of
security are determined.

Step 9: Result Documentation:

The output of risk assessment can help the secadtyinistrator in the SOHO
organization to identify appropriate controls feducing or eliminating risk.

Controls needed to be implemented in the orgawizateeds to be balanced against
the business harm likely to result from securityufes. The results of the risk assessment
will help to guide and determine the appropriatenaggment action and priorities for
managing information security risks, and for impésming controls selected to protect
against these risks.

Once security requirements and risks have beentifiéeinand decisions for the
treatment of risks have been made, appropriateasrghould be selected and implemented
to ensure risks are reduced to an acceptable level.

Information security controls are an important poment of an organization’s
internal control structure. Safeguarding and maeimgpa company’s data and information

assets are essential parts of information sececoityrols (Lin et al, 2011).
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Becoming more knowledgeable about and familiar wilie information security
controls that are currently being implemented witbrganizations, one can make a more
informed attempt to establish organizational gurde for companies striving to effectively
manage information security.

Controls can play an important role in managingsisn a SOHO organization. The
adoption and application of a security frameworkdshon controls by the organization can
play a significant role in information security nagement. 1ISO 27002 Information
technology—Security techniques—Code of practiceififwrmation security management is
an international standard from the Internationajadization for Standardization (ISO) that
establishes guiding principles and benchmarks featig, implementing and sustaining
information security management in an organization.

ISO 27002 contains a list of control objectives apdcific controls that organizations
around the world are using as practical guidelioesianage information security (Lin et al,
2011). It basically outlines hundreds of potentiahtrols and control mechanisms, which
may be implemented in an organization. It has tadisbest practice controls that can be
implemented by an organization.

The advantages of using ISO 27002 is that it idobally recognized Information
security standard hence the management in the S@f#&hization can be more assured of
the quality of a system. It is a well defined s#gustandard from International Organization
for Standardization (ISO) hence the compliance opualogy helps building the SOHO
organization’s client confidence which is key besis driver. Compliance with it can provide
a bench mark for both the current position and rutprogress. Lastly it provides best
practices recommendation on information securitpagement.

The controls in this standard can be used in a SOH@nization to mitigate risk for

the better protection of mission-critical infornaatiand the IT systems that process, store,
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and carry this information. However before impletman the controls, a risk assessment

process which is one of the three processes imr@kagement needs to be performed.

Risk Mitigation
In risk mitigation, the management in the SOHO oigation makes decisions on

how they can reduce the risks to the WLAN. Theregd options:

* Risk Assumption. The SOHO organization can accegtpotential risk and
continue operating the WLAN or to they can implemeontrols to lower the
risk to an acceptable level

* Risk Avoidance. The SOHO organization can avoidrisie by eliminating the
risk cause and/or consequence. They can forgoicduiactions of the system
or shut down the system when risks are identified.

» Risk Limitation. The SOHO organization can limiethisk by implementing
controls in the WLAN that minimize the adverse impaf a threat's
exercising a vulnerability. They can implement suppg, preventive,
detective controls.

* Risk Planning. The SOHO organization can manadehysdeveloping a risk
mitigation plan that prioritizes, implements, anéintains WLAN security
controls.

* Research and Acknowledgment. The SOHO organizatondecide to lower
the risk of loss by acknowledging the vulnerabitityflaw to the WLAN and
researching for controls that can correct the vialiidity

* Risk Transference. The SOHO organization can teandfe risk by using

other options to compensate for the loss, suchuahpsing insurance.
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Evaluation and Assessment

The risk management process is ongoing and evolpimgess. With continued
operation of the SOHO WLAN new risks will surfacedarisks previously mitigated may
again become a concern. The risk management progksberefore have to done all over

again after some time.

The weaknesses of the WLAN are well documented.vliheerabilities in this system
are well known and the technical controls that t@nused to prevent or minimize the
probability of a threat source exploiting a vulraglity have been found to be not efficient.
Information security covers the three major commsiepeople, process and technology
(Tsang, 2005). IEEE 802.11 only addresses the tdapy aspect. This framework intends to
bring together people and processes in the managesh&OHO WLAN security. It intends
simplify the management of security in a SOHO WLBWNproviding a tool that the security
administrator can use to determine which controlthe SOHO WLAN are missing and
which ones require attention hence enabling theaigement to know where to spend their IT
resources in providing cost-effective safeguardat tmeet the security needs of the

organization.
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Chapter 3

3.0 SOHO WLAN Security Framework

A security administrator requires a framework tbah enable him to determine which
controls in the SOHO WLAN organization to implementd the impact to the organization if

a threat agent is to exploit a vulnerability if t@ntrols are not implemented.

The National Institute of Standards and Technol(MT) Special Publication 800-37
has a risk management framework that can be used gside for applying the risk
management framework to Federal Information Syst@hsF).

The purpose of this publication is to provide gliites for the security certification and
accreditation of information systems supporting ¢lxecutive agencies of the United States
federal government.

Security certification and accreditation are impatt activities that support a risk
management process and are an integral part ofgamcg's information security program.
Security accreditation is the official managemesttision given by a senior agency official to
authorize operation of an information system andexplicitly accept the risk to agency
operations, agency assets, or individuals basetie@implementation of an agreed-upon set
of security controls.

The figure 3 below shows the six steps in that &aark.
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Figure 3: NIST Special Publication 800-37 Risk Management Framework
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1. Categorize the information system and the information proedssstored, and
transmitted by that system. One should definecality /sensitivity of information
system according to potential impact of loss.

2. Sdect an initial set of baseline security controls foe information system based on
the security categorization; tailoring and suppletimg the security control baseline
as needed.

3. Implement the security controls and describe how the comtaok employed within
the information system and its environment of opena

4. Assess the security controls using appropriate assesspresedures to determine the
extent to which the controls are implemented calyeoperating as intended, and
producing the desired outcome with respect to mgetie security requirements for
the system.

5. Authorize information system operation based on a deterinimatf the risk to
organizational operations and assets, individudlser organizations, and the Nation
resulting from the operation of the informationtgys and the decision that this risk is

acceptable.
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6.

Monitor the security controls in the information system an ongoing basis

including assessing control effectiveness, documgrthanges to the system or its
environment of operation, conducting security inmpaoalyses of the associated
changes, and reporting the security state of tlséesy to designated organizational

officials.

From this framework we were able to create the SOMIAN Security Framework. It also

consists of six steps.

1.

Step 1. Identify the major SOHO WLAN components. This © simplify risk
management. One can focus on one component, makehai the risks have been
managed to a level acceptable to the managemedtthem proceed to the next
component.

Step 2: Derive controls for each component from 1SO 27@@@ndard. For each
component, we were able to determine the conttud$ &re necessary. When the
SOHO WLAN is implemented and some controls are w@uahitnay be due to lack of
resources, a vulnerability will have been created.

Step 3. Determine probability of a risk occurring. If soraentrols are omitted in a
particular component, the chances of a threat soexploiting this vulnerability will
have to be determined.

Step 4: Determine the magnitude of impact. The impactdoficlentiality, integrity
and availability due to lack of controls in a pautar component will have to be
determined. If high, then the management will hi@vie advised on the need of using
the organization’s resources in implementing theeseary controls.

Step 5: Determine the level of risk. For all the composerthe level of risk that the
organization is exposed to due to the fact thatrotsnare missing will have to be

determined. If the level of risk to the organizatiis low, an attack is unlikely to
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occur, medium, an attack may or may not occur dagt, lan attack is expected to
occur.

6. Step 6: SOHO WLAN controls recommendation. The findingenir step five are
presented to the management, and by this the tdvatk exposure to the SOHO
WLAN organization is know by the decision makeisthie level is high, they can
choose to employs resources to reduce the riskhey tan accept the risk and
continue operating.

Figure 3 below shows the SOHO WLAN security framekvo

Figure 4: SOHO WLAN Security Framework
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SOHO WLAN
) components )

Step 6 Step 2
SOHO WLAN Derive controls for
Controls each component

. from I1SO 27002
recommendation

standard
SOHO WLAN
Security
Framework
Step 5 Step 3
Determine the level Determine
i probability of a risk
of risk .
occurring

Step 4

_ Determine the —
magnitude of

impact

Step One: Identify the major SOHO WLAN components
We were able to identify that a SOHO organizationsist of:
1. Data
2. Access Points (AP)

3. Client Machines (Clients)
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4. Administrators
5. Normal Users (Users)

6. The WLAN Environment (Environment)

Figure 5: Components of a SOHO WLAN Organization

Administrator

Clients Access Points

@

As figure 4 shows the SOHO organization requidasa to make its decisions. This

Environment

data is generated hysers in the various departments of the SOHO organinadiod they use
wirelessClient devices such as servers, PC, and Laptops to praceksstore the information.
An Access Point enables communication to be possible wirelesslgrapthe various wireless
client machines in the organization. TAeministrator ensures that the WLAN operates
smoothly and securely. Therefore tBavironment in which these components operate on
should be secure and through the SOHO WLAN sectratyework, it is hoped that this can
be achieved.
Step two: Derive controls for each component from ISO 270@hdard

After the SOHO WLAN environment was subdivided istw logical components, the
necessary controls for each of these components tinen derived from ISO/IEC 27002

standard.
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For each component controls were chosen as showppendix B. The subdivision
of the WLAN into six logical components and theitey down of the controls that were
deemed necessary for each component of the SOHONMbAe considered to be operating
securely are supposed to provide guidance to a S@HA@N administrator on how the
WLAN can be secured.

By implementing these controls the SOHO organiratigll be in a position to
minimize or eliminate the likelihood of a threateag exploiting a weakness in the WLAN
system. When the SOHO WLAN is being configured, dakeninistrator can use the SOHO
WLAN security framework as a guide regarding whicbntrols are required for each
component. The administrator will also need to kvavat the impact would be if he left out
some of the controls. Through risk likelihood antpact analysis, the administrator can be
able to know the level of risk his organizatioreigosed to due to lack of these controls.
Step three: Determine probability of a risk occurring

The SOHO WLAN administrator uses this stage to rdetee the probability of a risk

occurring in the SOHO WLAN due to lack of some colst As the administrator undertakes
to install the SOHO WLAN he wants guarantees thistwill be done successfully. He wants
assurances that it will be run securely. He woudthtnto know what the impact would be if

some controls are not implemented. However beferedn know the impact, he needs to
know the likelihood of a threat source exploitingwnerability due to lack of the controls.

For each control in the SOHO WLAN framework, thekriikelihood can be described as:

a) Very High: An attack will certainly occur if the gaired control is not there. An
attack is expected to occur in most circumstanceshare is a history of regular
occurrence.

b) High: An attack is expected to occur in most cirstances. There is a strong

possibility the attack will occur as there is atdig of frequent occurrence.
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d)

Moderate: The attack might occur at some time &seths a history of casual
occurrence.

Low: Not likely to occur. There's a slight posdiyilof an attack occurring at some
time.

Very low: an attack is highly unlikely to occur, thit may occur in exceptional

circumstances. It could happen, but probably nexir

After determining the likelihood of an attack oatog, the SOHO WLAN administrator

would like to know what the impact will be.

Step four: Determine the magnitude of impact

In this stage the administrator is able to deteemimw much the SOHO WLAN

organization would be affected in case an attackiwed.

The impact can be impact to SOHO organization'staruer service, internal

operations, financial loss and legal requiremeilitee impact can be a temporary loss of

revenue to SOHO organization or going out of bussne

Impact can be in terms of:

a)

b)

Impact upon confidentiality: unauthorized, unamiéted or unintentional disclosure
could result in loss of public confidence, embamnasnt, or legal action against the
SOHO organization.

Impact upon integrity: Integrity is lost if unautimed changes are made to the data or
the system by either intentional or accidental .atftdhe loss of system or data
integrity is not corrected, continued use of thataminated system or corrupted data
could result in inaccuracy, fraud or erroneous slens. Violation of integrity may be
the first step in successful attack against systeailability or confidentiality.

Impact upon availability: If a mission critical $gs is unavailable to its end users,

the SOHO organization's mission may be affectedslaf system functionality and
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operational effectiveness may result in loss ofdpotive time, impeding the end
user's performance of their functions in supportmgSOHO organization's mission.
The magnitude of impact can be:

a) Very High: SOHO WLAN is completely unable to operat

b) High: The SOHO WLAN cannot meet its objectives. rfEhes loss of credibility and
confidence in organization.

c) Moderate: We have limited damage to reputatiomefS3OHO organization.

d) Low: Impact on the SOHO organization is rapidly @bgd. There is no long term
consequences

e) Very low: There is minimal disruption to routines$OHO organization.

After determining the risk likelihood and the impathe administrator would like to know
the level of risk to the SOHO organization. A rigltrix is used to determine this.
Step five: Determine the level of risk

The purpose of this step is to determine the leofekrisk to the SOHO WLAN
organization. Through a 5X5 risk level matrix tremanistrator would be able to determine
risk ratings by multiplying threat likelihood arnlar¢at impact.
The risk rating can be categorized can as:

a) High: Risk event is expected to occur. No stratégyavailable in the SOHO
organization to counter the risk event occurring.high level of management
attention is necessary because corrective actiam plust be put in place a soon as
possible.

b) Medium: Risk event may or may not occur. Howeverexive actions are needed
and a plan must be developed to incorporate thetsena within a reasonable period

of time.
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c) Low: Risk event is less likely to occur. The marragat can decide to put corrective
actions or accept the risk.

The output of this process can help the adminmtrat the SOHO organization to
advice the management on the importance of usirg diganization’s resources in
implementing controls to reduce the level of rigk@sure the organization is exposed to.
Step Six: SOHO WLAN controls recommendation

Recommendations on how to reduce the level of eigkosure to the SOHO WLAN
organization are tackled in this section. All tlmnirols missing for the various components
are presented to the management according torikkirating. The management of SOHO
organization is expected to make decisions on lnoeduce the risks to an acceptable level.
The choices are:

a) Mitigate the risks in the SOHO WLAN environment: iJhinvolves using
organization’s resources in implementing the mgstontrols until the risk is at a
manageable or acceptable level.

b) Accepting the risk: This occurs in cases whereS®0O WLAN management chose
to deal with the impact since they see it to beaple than overcoming it.

c) Transferring the Risk: the SOHO WLAN management foairinstance chose to buy

insurance cover to cover the risk.

3.1 Software Implementation of the SOHO WLAN Security Framework

A program was created using Visual Basic 2010 tizat enable a SOHO WLAN
administrator to setup a secure SOHO WLAN and alsat securely. The main components

of the program are shown in the flow chart below:
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Figure 6: Software Implementation of the Framework
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A section of the code for the program is showrhsappendix D.

3.2 Field Implementation of the Proposed Framework

A field implementation of the program developed wiasie. From Communication
Commission of Kenya we were able to get a list gfaaizations that use WLAN and from
this list, we were able to survey 13 SOHO WLAN orgations in Nairobi. The survey is

shown in Appendix A

The survey had 12 items. The first part of the syrmonsisted of 8 items. In this part

we wanted to find out what the level of securityaa@ness was in the organization. The
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second part consisted of 4 items. This part wad tesdetermine the perception of the SOHO

WLAN organizations towards the framework.

Senior management’s commitment to information dSgcunmitiatives is the single
most critical element that impacts an informatiecwsity program’s success (Bowen et al,
2007). The first question was used to determineagament’s commitment towards SOHO
WLAN security. Ultimate responsibility for managingformation security is borne by
corporate management, which provides the resouedssets the requirements on the basis
of which the IT security manager promotes and coatds security activities (Kajava et al,

2006). They are the decision makers.

The second question wanted to find out whetheisraled responsibilities are clearly
spelt out in the organization. Managers who ‘oWwr@it management reports and action them
well are able to provide justified assurance to GEEdd CFOs on the condition of the
enterprise. The reverse—unsuitable or irrelevamagament reporting—poses the question

as to how the managers manage if they are wholpadty uninformed (Parkes, 2006).

Information technology has become part of the mssrand without it organizations
will be unable to meet their business functions key towards achievement of business
objectives. The third question wanted to find obetiher the management in the organization
is aware of the importance of information techngldgwards the achievement of their

business needs.

The information security program brings structunel governance to the information
security function within an organization. This stiwre and governance allow the information
security organization to function as a key elenvéttiin the enterprise to support its business
goals (Pironti, 2005). The fourth question was ewoned with identifying the security

structure in the organization. If there is a wadfided structure, then the probability that the
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organization is employing proper security practicee high. They are aware of the

vulnerabilities present and more likely to spersbreces towards providing security.

An information security program involves the ovérabmbination of technical,
operational and procedural measures and managestnecitures implemented to provide the
confidentiality, integrity and availability of infmation based on business requirements and
risk analysis. An information security program deg& heavily on the processes established
as a result of information security governancerésfm the organization (Sethuraman, 2006).
Establishing an IT Security Program is not a ongetievent, but an ongoing venture that
follows a cyclical process. The fifth question wedhto find out how security is implemented
in the organization. After security measures hagenbput in place, are they reviewed to

ensure that they still meet their obligations?

The sixth question wanted to discover whether thgamization had a security
framework hence be in a position to provide regatdsults on the performance of the SOHO

WLAN security framework.

In the event that an attack occurs the impact staince to the reputation of the
organization should be known. Question seven watatekttermine whether the organization
is concerned with what the impact would be if atack was successful. If so, the

management will be more willing to spend resoutoasrds reducing the risk exposure.

With the rising cost and increasing frequency dfadsecurity breaches, companies are
starting to reevaluate how they protect their d&tattsson, 2011). Question eight wanted to
determine whether the organization closely studisscurity product before spending money
on it. Do they determine the benefits of the segwolution with cost? What other solutions

are out there.
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For a long time, simply having tools to do the jshs sufficient. Security managers
were so caught up with the latest threat that teyd not take time to stop and think about
whether these tools were doing the best job, whiatrheans to the business and what they
would do with them in the long term (Pauls, 2008uestion nine was used to determine
whether the control framework when compared to rstipeovide reliable results in a timely

manner.

A security solution should be easy to use whildgrering its intended task correctly.
The framework should not be too complex or soptaséid for the user, the menu structure
should be simple to use and the results should as#lyeaccessible for reporting and

analyzing. Question ten was used to determine this.

Staying ahead of the bad guys is not an easy thisRg So requires organizations to
deploy security strategies that protect all seresitiata fields across the entire enterprise
(Mattsson, 2011). Since the SOHO WLAN security feavork has subdivided the WLAN
environment into 6 logical components and usedrotsmfrom a recognized standard, ISO
27002 standard, question eleven wanted to determivether the framework provides the
right results in a short period of time. As one gtt@ough the process does it make it easy to
know which controls are missing and whether theapization needs to spend its resources

on those controls?

Today business is more tactical; the decision nsak&amine the value proposition
toward controlling the enterprise’s IT risk (Satlyurthy, 2008). The cost spent on a
security product should be justifiable. The prodshbuld meet the expectations of the
organization. Question twelve was used to deternwmether the framework provided

satisfactory results hence an organization candspggmesources on it.

The screen shots of the application are shownpegix C.
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Chapter 4
4.0 Discussion of the results

Level of Security Awareness in the SOHO WLAN Organizations

Senior management has to recognize that the ityegjrithe enterprise depends on
their commitment to information security and se¢ #xample for the organization. It is
important to note that management commitment do¢guarantee success, but its absence

will certainly increase the likelihood of failurede, 2001).

Of the 13 organizations selected for the survel,ofilthem indicated that their
organization’s top management considered informadiod technology to be one of the key
pillars towards achieving their goals and are awafrehe need to provide full supports
towards protecting the WLAN from attacks.

In regards to the individual concerned with appmgviheir security policy, 86%
indicated that the manager of IT department or h&fathe IT department is the one who
provides the direction in formulation of securitglipy. 4% of the organizations contacted
indicated that they had a security administratoo gresponsible of the security policy.

Due to limited resources many SOHO WLAN organizati86%, contacted have an
IT Manager who performs all of the functions regagdthe setting up and operation of the
WLAN. The IT manager has to take many roles incigdhow to effectively manage the
WLAN, how to successfully setup a secure WLAN, bieushooting among others. A SOHO
WLAN Security framework can therefore aid this mgasain setting up and running a secure
WLAN. For the 4% that have a security administratbe administrator would appreciate a
framework that have subdivided the WLAN into comgois, indicates which controls are
necessary for each component and be able to deterthe level of risk the WLAN is

exposed to if some of the controls have not begbeimented.
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In relation to what drives spending on securityiatives, 31% indicated that it was
from security breaches from external sources. Rstance they would install antivirus
software and regularly update it mostly when theises become unbearable or attack a
critical system. 31% indicated it was due to imm@\business practices. They regularly
perform risk assessment to gauge whether the WLABbile to meet its objectives and act
accordingly. Some organizations, 31% indicated thay were driven by Industry standard
and frameworks and adhered to what is stipulatethose standards. 8% indicated the
protection of brand or institutional image as thieidg force.

When it comes to information security structuretheir organization the majority,
62%, indicated that staff within the organizatioithwa secondary job function of information
security handled IT security. They did not haveratividual whose sole purpose is WLAN
security. An individual would both manage the WLA&® its security as well. 31%
indicated that they had dedicated staff within éhganization whose primary job function is
information security. The individual had the reguairskills and certifications to manage
WLAN security. 8% said they seek outside experi$ amtsourcing agreements on a yearly
basis. The consultant would advice on what wastacand they would implement it.

On the question on how the security is implemeri28&p indicated that although they
have some security in place, they react to thraatshey arise. They did not have risk
management processes in place hence did not héxeatmrding their risk exposure. 46%
had products in place such as security framewankistia@in staff where they perceived there
were weaknesses. They said they encourage th#fitctake security certification courses.
Another 23% asses their IT systems in terms of tskattack and loss in the event of
compromise and focus resources according to thsgsament. 8% conduct yearly risk
assessment using an external consultant and fallot® recommendations of the

consultants.
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In regards to whether they use a security frameworktandard for governance and
management of enterprise IT assets and servicés,sadd yes, while 46% said no. Most of
those who used a security framework said the mopulpr was Control Objectives for
Information and Related Technology (COBIT). The ws#g administrators or managers
indicated that they had Certified Information SysseAuditor (CISA) certification and could
therefore implement COBIT. The other 46% said tredigd on the technological security on
the devices used in the WLAN.

For IT problems/incidents experienced in the lgtmonths, 38% had experienced
other problems not listed. The problems were maatigicks by viruses and other malicious
software. Where else network failures occasionadlyurred, they stated that the problem was
corrected quickly before it could severely affdoe torganization. 23% indicated that they
had incurred unexpected expense and customerasditist affected. Most indicated that they
didn’t have back up power supply and in power btat& they could not meet their business
objectives, they lost revenue due to this and stheecustomers were not served, customer
satisfaction was reduced. 8% said their reputatias harmed in cases where there was long
power outage.

When it comes to qualities of a security producttechnology 62% indicated
performance. With performance they indicated thedntor the security product that can
ensure that the WLAN data is not viewed by unattieor entities, the security product
ensures the WLAN is available when it is requiread ahat the data processed and
transmitted is always secure, it cannot be easthbrcepted or modified. 23% indicated ease
of use. With ease of use they required a prodwadtitheasy to use while providing reliable
results. They said the security product should &gy do learn and it should be easy to
interpret the results. They said the interface jpied should be easy with all the tools in well

laid out menus. When it comes to integration wilstng networks and hosts, 15% said they
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would like a product that easily integrates with technological security ithe network an:
host machines hence supplementing what is alrdaate.t The security product should not

platform dependent.

Performance of the SOHO WLAN Security Framework
The second part of the survey wanted to find owv lle SOHO WLAN securit

Frameavork was perceived in terms of aiding the managérkgsecurity in a SOHO WLAT
organization. The results were translated to a-point Likert scale (i.e. 4Very High, &

High, 2- Moderate and et useful) to rate their level of importar

Usefulness the control framework when compared to others

Figure 7: Usefulness the Control Framework
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55% said that is highly useful. The framework oiigas the controls needed nicely
each componentand then the user indicates for each componentctimrols missing
Through the use of risk likelihood and impact aselyone was able to know the level of |
of the SOHO WLAN. All of these steps followed arsgdo understand sequence of st

Thereport generated could be made available to theageanent for them to be aware of
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organization’s level of risk. 43% said it was maately useful. The reason was that
framework is controls based. They indicated thaytluse other means of gauc the
security level such as the amount of viruses cagtupy antivirus software and t

performance of the firewall. 2% said it was notfukdecause they do not use secu

frameworks in their organizatic

Rate of Ease of Use the framework when you compare to others

Figure 8: Rate of Ease of Use the framework
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When it comes to ease of use of the framework, &%d ithighly easy to us. The
interface it provided was easy. The logical commimenable one to concentrate on one
before moving tdhe next, ensuring each area had the relevantatenirhe report generat:
at the end was useful and easily understood wehttiree levels of high risk, medium ri
and low risk enabling one to know whether urgertoacwas need or nc 35% said the
found it moderatelyeasy to useThey stated that the controls were many and noweik
known to them and with time it can become easys®when one thoroughly understands
importance of each contrdb% found it difficult to use They stated thathe use of risl
matrix to determine the level of risk for an orgaation was a bit difficult to use becat

their security solutions are not wholly based ontrms
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The Rate of the Framework providing reliable results when you compared to others

Figure 9: Rate of the Framework Providing Reliable Results
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In terms of ease providing reliable results, 57% #chighly provided reliable resul
because it is based on the international stanclSO 27002. Thorough testing of t
framework would however make the framework moreeptable. The use (NIST Specia
Publication 800-30risk management process aNIST Special Publication 8¢-37 risk
management framewoik coming up with the SOHO WLAISecurity Framework also ga
these organizations confidence with the framewdikey were more willing to trust tf
results provided and act accordin 36% said it moderatelgrovides reliable resul The
reason was due to lack of thorough testing € SOHO WLAN Security Framewol 7%
said it dees not provide reliable results because it only suesd security on the basis
controls. They indicated that in their organizatitrey relied on technological security an

was sufficient in ensuring thitte SOHO WLAN met its objective
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Level of Satisfaction with the framework when you compared to others

Figure 10: Level of Satisfaction with the Framework
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53% said they werhighly satisfied with the frameworkThey stated that it was ec
to use, the sub division of the WLAN into 6 logic@mponents made it easy to know wh
controls are needed and through risk managememasitpossible to know the level of risk
the organization if some of the contrwere not implemented. The interface provided
made it easy to use while the report generated ragsesy for the organization to know
level of risk and whether resources were requiogalit additional controls in plac46% said
they were moderately satisfi@dth the framewor. While they indicated that the framewc
could be used to manage WLAN threats, the framesvdinlat they have in place such
COBIT was thoroughly tested hence they had mordidemce in it. Also it has bee
operational foa long period of time and revised regularly. Thegicated that with time ar
thorough testing the SOHO WLAN Security framewodadecome acceptt 1% said the
framework was not usefullhey said the SOHO WLAN Security framework has beén

approved g any recognized organization hence they couldmst it.
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Chapter 5

5.0 Conclusion

From the study it has become clear that for a SQW@N organization to meet its
objectives and operate securely, the three terfeseaurity; confidentiality, integrity and
availability must be achieved. This requires a SOMQAN Security Framework that

comprehensively covers all the area in the orgéiniza

By subdividing the SOHO organization in to 6 logicamponents and deriving the
controls needed for each component from the intienmal standard 1SO 27002, we were able
to greatly simplify the management of security e torganization. The administrator can
easily and quickly determine the level of secuvitiyhin the organization and presents the

results to the management for further action.

In a SOHO WLAN technological security is not enou@higanizations often rely on
enforcing information security policies and implertirg controls to safeguard their physical
and information assets (Lin et al, 2011). The basdhe foundation of an information
security program needs to be accepted in the irdbom security industry and applicable to
the organization’s environment (Sweren, 2006). Doehe fact that the SOHO WLAN
Security Framework was based on NIST Special Patbc 800-30 risk management
process, NIST Special Publication 800-37 risk managnt framework and 1ISO 27002, the
controls chosen for each component give confidéodae WLAN Organizations contacted
that the risk management process was done in agmiohal manner.

Security management in a SOHO WLAN can be a dagnésk. The SOHO WLAN
Security framework was able to decrease the coriplex implementing security controls
because the WLAN was categorized into six logicahponents and the administrators in the

SOHO just needed to know which controls goes witiictv components.
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In situations where controls were missing for aipalar component the use of a risk
matrix to determine the organization’s level okrenabled the SOHO WLAN administrator
to know which part of the SOHO WLAN environment u@gd urgent attention hence where
to spend resources. By presenting the results gebapcording to their impact to the SOHO
organization it made it easier to convince the rganzent on the need to spend the
organization’s resources in implementing the resgizontrols.

Use of the SOHO WLAN security framework could alse eventually used to
provide to a benchmark against a SOHO WLAN orgaiin& competitors and to provide
relevant information about IT security such asribk level to vendors and customers hence

provide assurance that the business functionspaated in a secure environment.

5.1 Recommendation

The study concentrated on WLAN security. Security the data in the various

storage locations such as databases should bedlattkein a different study.

Also, there is generally lack of information on thaoption and use of WLANSs in Kenya. A

study should be undertaken on its impact to theyrreconomy.

5.2 Future Work

While we have concentrated on infrastructure waleetworks, we have left out security in
ad hoc wireless networks. Computing devices arerbaw more and more portable with the
capability of accessing the network wirelessly.future, there is a possibility that ad hoc
wireless networks will be in wide spread use. Tfeeesecurity of ad hoc wireless networks

will be a key concern.
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Appendix A: SOHO WLAN Security Framework Questionnaire

1. How important does your organization’s top manag#mensider information and
technology to be to the delivery of your entergsisgrategy and vision?
a. Not important at all
b. Not very important
c. Somewhat important
d. Very important
e. Don’'t know
2. Which of the following individuals are concernedaipproving your security policy?

President/Managing Director

COO

CIO

CTO

CSO (Chief Security Officer)

CISO (Chief Information Security Officer)
Manager/Department Head Information Security/IT
Security Administrator

S@rooo0 o

3. What drives spending on security initiatives?
Security breaches from external sources
Improved business practices

Auditing regulations

Legislative regulations

Protection of brand or institutional image
Security breaches from internal sources
Industry standards

Insurance requirements

@r~paoop

4. Which of the following best describes the informatsecurity structure of your
organization?

a. Formal dedicated information security departmerteam

b. Dedicated staff within the organization whose priyrjab function is
information security

c. Staff within the organization with a secondary fahction of information
security

d. Dedicated individuals outside the organization vehpsmary job function is
information security

e. Dedicated individuals outside the organization vehsscondary job function
is information security

f. Outside experts through and outsourcing agreement

5. How would you describe your security implementafwocess?
a. We put products in place and or train staff wheeep@&rceive there are
weaknesses.
b. We have some security in place, but we generadigtro threats as they arise.
c. We asses our IT systems in terms of risk to attaxckloss in the event of
compromise and we focus resources according tatsgssment.
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d. We follow the direction of our consultant or anathestitutional department.
6. Does your enterprise use a framework/standarddeemance and management of
enterprise IT assets and services?
a. Yes
b. No
c. Unsure
7. Which of the following has your enterprise expeced in the last 12 months as a
result of an IT-related problem/incident?
Incurred unexpected expense
Reputation was harmed
Customer satisfaction was reduced
Opportunities to reduce costs were delayed or misse
A competitor beat my enterprise to market
Other
8. Which qualities are most important when choosisgeurity product or technology?
a. Performance
High availability
Integration with existing networks and hosts
Integration with existing network management anig kesk systems
Ease of use
Tiered access control
g. Detailed audit logs
9. What is the Usefulness of this control frameworlewlyou compare it to the others?
a. Not useful
b. Slightly useful
c. Useful
d. Very useful
10.How do you rate the Ease of Use of this framewadnlermvyou compare it with others?
a. Itis difficult to use
b. Itis slightly easy to use
c. Itis easy to use.
d. Itis very easy to use.
11.How do you rate the Ease of providing reliable itsswhen you compare it with
others?
a. It does not provide reliable results
b. It slightly provides reliable results.
c. It provides reliable results
d. Itis very good in providing reliable results
12.What is your level of Satisfaction with this framak when you compare it with the
others?
a. | am not satisfied with it
b. 1 am slightly satisfied with it.
c. | am satisfied with it
d. | am very satisfied with it

~Po0oTw

-0 a00o
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Appendix B: Necessary Controls for each Components

1. Data:

Controls necessary to
protect the data

1.0: Information Classification

Information within the SOHO WLAN environment shoudd
classified. Only those individuals with the rigl¢a@rance should
view or process the information.

1.1: Information Back-Up

Information and software should be regularly baekpdThe
SOHO organization should have a back-up policyd&mng
backup and the steps for backup rehearsed. Theipatka
should be tested regularly to ensure that theystififbe used.

1.2: Information Handling Procedures

Procedures for the handling and storage of infaomatithin
the SOHO WLAN environment should be establisheprtdect
the information from unauthorized disclosure oruses

1.3: Input Data Validation

Data input to applications should be validatedrtsuee that this
data is correct and appropriate.

1.4: Privacy of Personal Information

The SOHO organization should ensure that therats d
protection and that privacy is ensured as requiredgulations
and contractual clauses.

2. Access Points (AP)

For the AP to be
protected against attacks
the following controls
should be there:

2.0: Monitoring System Use

Connections to the SOHO wireless LAN should be nooed.
,For any connection only authorized devices shoaldllmwed.
Use of privilege operations such as us of privitkgecounts e.g
root or administrator accounts, system start-upsaog should
be closely monitored.

2.1: Clock Synchronization

Due to the fact that correct settings of compulkecicis
important to ensure the accuracy of audit logsctbeks of all
relevant information processing systems withinS@&HO
organization should be synchronized with an agezedrate
time source.
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2.2: User Authentication for External Connection

Appropriate authentication methods should be usedntrol
access to the SOHO WLAN by remote users.

2.3: Equipment Identification in Networks

All connected devices to the SOHO WLAN should by dhose
that have been authorized.

2.4: Remote Diagnostic and Configuration Port Protection

Physical and logical access to diagnostic and gardtion ports
of the SOHO WLAN should be controlled.

2.5: Network Routing Control

Routing controls should be implemented for the SOMOAN
to ensure that computer connections and informdkiovs do
not breach the access control policy of the busiagglications.

2.6: Limitation of Connection Time

Restriction on connection times to the SOHO WLANH be
used to provide additional security for high rigiphcations.
Restricting connection times to normal office haifithere is no
requirement for overtime or extended hours opematio

2.7: Key Management

Key Management should in place to support the orgéion's
use of cryptographic techniques.

2.8: Electronic Messaging

Electronic messaging such as emails have an impou& in
exchange of information in an organization. Infotima
involved in electronic messaging should be protkétem
unauthorized access, modification, repudiationemia of
service.

3. Administrator

The following controls
were found to be
necessary to guide a
SOHO WLAN
administrator to carry ou
his/her duties without

3.1: Security policy

The SOHO organization must have a security pohey t
demonstrates the management support for informagoarity.
The administrator should confirm that an informatszcurity
document exist. It's approved by the managementsand
communicated to all employees.
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compromising th
system:

3.2: Review of Information Security Policy (ISP)

The SOHO WLAN administrator should insure that ¢hare
planned dates at which the information securityudoent is
reviewed to ensure that it still meets the secudtyuirements of
the organization.

3.3: Management Commitment to Information Security Policy

The management should be committed to informatmuisty
by providing direction, providing the resourcesam assign
responsibilities for information security and implent a
security awareness plan.

3.4: Review of Information Security

Controls implemented should be reviewed by an inddpnt
party at planned intervals.

3.5: Risks Due to External Parties

Controls should be in place to ensure that thirtiggsuch as
suppliers are controlled. An assessment of expdsutigks
whenever contact is made with third parties shbeldione. A
third party products or services should not compserthe
organization security.

3.6: Inventory of Assets

An inventory of all assets of an SOHO organizasbould be
maintained.

3.7: Equipment Maintenance

Equipment should be regularly maintained to entaeit
operates at optimal levels.

3.8: Secure Disposal of Equipment

Devices such as hard disks should be securely shspim ensure
that sensitive information does not leak to unatitiea
individuals. Where necessary, it should be phylyicdstroyed.

3.9: Service Delivery

The SOHO organization should ensure that thirdgmrhaintain
sufficient service capability to ensure that agreexvice
continuity levels are maintained.

3.10: Capacity Management

System resources should be monitored to ensur¢hibastill
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operate as required. Projections should be madetioe
capacity requirements.

3.11: System Acceptance

There should be acceptance criteria for new inféionasystems
upgrades and new versions.

3.12: Administrator and Operator Logs

Activities done SOHO WLAN administrators and system
operators should be logged. The processes involived,at
which an event occurred and information about teneshould
be logged.

3.13: Fault Logging

Faults reported by SOHO WLAN users should be loggée
fault logs should be reviewed to ensure that ctimeactions
were taken.

3.14: Access Control Policy

An access control policy should be establishedydmmted and
regularly reviewed. Access control rules and rigatseach
SOHO WLAN user or group of users should be clesidyed in
an access control policy.

3.15: User Registration

All users within the SOHO organization should bgistered for
instance through unique user Ids to enable usdrs timked to
and held responsible for their actions.

3.16: Password Management

Allocation of passwords should be controlled thioagormal
management process.

3.17: Privilege Management

The allocation and use of privileges should bericst] and
controlled.

3.18: Review of Access Rights

User access rights should be reviewed regulangamtain
effective control over access to data and inforomagervices.

3.19: Policy on Use of Network Services

Unauthorized and insecure connections to netwamkcss can
affect the whole organization. Users should onlyptmvided
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with access to the services that they have beanifigady
authorized to use.

3.20: Security Requirements Analysis and Specifications

Controls required for the business to run shouldeelarly
analyzed and corrective actions if necessary take.

3.21: Policy on the use of Cryptographic Controls

A policy on the use of cryptographic controls is@&sary to
maximize the benefits and minimize the risks ohgsi
cryptographic techniques and avoid inappropriat@@srrect
use.

3.22: Outsourced Software Development

Outsourced software development should be superasd
monitored by the organization.

3.23: Responsibilities and Procedures

Individuals should be identified responsible fdiormation
security incident management. Procedures shoubdbals
available to handle different types of informatsscurity
incidents.

3.24: Business Continuity and Risk Assessment

Measures should be put in place to ensure thataiti@ck
occurs, the SOHO WLAN will still be able to run dstical
services.

3.25: Testing Business Continuity Plans

Business continuity plans should be regularly testemake sure
that they will be effective.

3.26: Identification of Applicable Legislation

All relevant regulatory requirements should be idjedefined,
documented and kept up to date.

3.27: Intellectual Property Rights

Appropriate procedures should be implemented tarens
compliance with regulatory requirements on theafseaterial
in respect of which there may be intellectual propgghts and
on the use of proprietary software products.

3.28: Compliance with Security Policies and Standards

A

SOHO WLAN managers should ensure that all security
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procedures within their area of responsibility eaeried ou
correctly to achieve compliance with security pielscand
standards.

3.29: Technical Compliance Checking

Information systems should be regularly checkeaténpliance
with security implementation standards.

3.30: Information Systems Audit Controls

Audit requirements and activities involving checks
operational systems should be carefully plannedsanéeed to
minimize the risk of disruptions to the SOHO WLAN.

4. Users

The following controls
were deemed necessary|
controlling user's
activities within the
SOHO organization.

4.0: Confidentiality Agreements

SOHO WLAN users should sign non disclosure agre¢srian
iarder to protect confidential data.

4.1: Information Systems (IS) Responsibilities

The SOHO WLAN management should appoint asset avner
whose responsibilities is to ensure that the assetsperated
securely.

4.2: Acceptable Use of Assets

The assets within the SOHO organization have beasted is
so that the organization can meet its objectivegrs/should
therefore use the assets responsibly to achiege thigectives.
There should be rules for electronic mail and mé¢usages.

4.3: Screening

Background checks should be done on employeesambnits
and other third party users.

4.4: Terms of Employment

Employees, contractors and third party users shagide and
sign a contract which should indicate their andhargation's
responsibility for information security.

4.5: Security Training

All SOHO WLAN employees should be regularly traired
how to work securely and updated on the organiaatigecurity

policy.
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4.6: Disciplinary Process

There should be a disciplinary process that shbeltbllowed in
cases where employees commit a security breaclkendyloyees
should be treated fairly.

4.7: Termination Responsibilities

There must be a termination responsibility that &l used to
ensure employees exit an SOHO organization in dertyr
manner.

4.8: Return of Assets

SOHO WLAN users should return all of the organza8 assets
upon termination of their employment.

4.9: Removal of Access Rights

Upon termination of employment all access rightd there
associated with a user should be removed.

4.10: Operating Procedures

There should be documented procedures for systtvitias
such as computer start up and close down, backuipraent
maintenance and so on.

4.11: Segregation of Duties

Duties should be segregated to reduce opporturidies
unauthorized or unintentional modification of thganization's
assets.

4.12: Password Use

Users should be required to follow good securicfices in the
selection and use of passwords.

4.13: Unattended User Equipment

Users should ensure that unattended equipmeniipasaiate
protection.

4.14: Clear Desk and Clear Screen Policy

A clear desk policy for papers and removable s®ragdia and
a clear screen policy for information processingliizes should
be adopted.

4.15: User Identification

All SOHO WLAN users should have a unique identifigser
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ID) for their persnal use only and a suitable authentica
technique should be chosen to substantiate theethidentity
of user.

4.16: Mobile Computing and Communications

Users of mobile computing facilities in public péscshould take
care to avoid the risk of overlooking by unauthedpersons.
Equipment carrying important, sensitive and crltlmasiness
information should not be left unattended.

4.17: Reporting Information Security Events

Information security events should be reportedugho
appropriate management channels as quickly ashpessi

4.18: Reporting Security Weaknesses

All SOHO WLAN users of information systems and $eeg
should be required to note and report any obsesvedspected
security weaknesses in systems or services.

4.19: Prevention of Misuse of Information Processing Facilities

Users should be deterred from using informatiorc@ssing
facilities for unauthorized purposes.

4:20: Removal of Property

No equipment should be removed from the SOHO orggioin
without authority. Where necessary spot checksldhmeidone
to detect unauthorized removal of property.

5. Environment

The wireless LAN
environment should have
the following controls:

1%

5.0: Physical Security Perimeter

There should be physical security. The organizagloould be
secured with barriers if necessary. Offices shbeldockable.
There should be manned reception desks and entng to
organization controlled.

5.1: Physical Entry Controls

There should be entry controls that ensure onljaiged
individuals are permitted access. Dates and timesritry and
departure of visitors should be recorded. Visigirsuld be
supervised. Access to sensitive areas should bécted only to
authorized individuals. There should be autheriboatontrols
for instance through a card and a PIN.
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5.2: Environmental Threats Protection

Equipment should be adequately protected agaimsagea from
fire, flood, earthquake, explosions, civil unrestiather forms
of natural or manmade disasters. Combustible andrtiaus
materials should be carefully stored at safe distanThere
should be appropriate firefighting equipment. Dagje systems
should be regularly maintained.

5.3: Equipment Siting and Protection

Equipment should be placed in locations that acarsefrom
threats. Eating, smoking or drinking should be @lisaged near
information processing facilities. Temperatures haohidity
should be monitored. Lightning protection shouldabelied.

5.4: Supporting Utilities

All supporting utilities such as electricity, wagrpply, sewage,
heating/ventilation and air conditioning shoulddaequate.
They should be regularly inspected. The uninterblgipower
supply (UPS) should be installed. Backup generatoosild also
be there.

5.5: Information Leakage

There should be regular monitoring to ensure tmatradio
signal is within the organization.

5.6: Sensitive System Isolation

Sensitive system should have an isolated computing
environment.

6. Client Machines

All client machines can
be protected by
implementing the
following controls:

6.0: Change Management

Changes to information processing facilities shdadd
controlled. All significant changes within the SONZLAN
environment should be recorded. The changes sheutdanned
and tested. There should be approval for the clsaridgeere
should be fallback procedures in case of unsuagesisdnges.

6.1: Controls against Malicious Code

There should be malicious code detection and rejodtiware.
There should be a policy within the SOHO WLAN eowment
prohibiting the use of unauthorized software. Ragtgviews of
the software and data content of systems suppatitigal
business process should be done.
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6.2: Audit Logging

User activities within the SOHO WLAN environmenosifd be
logged with exceptions and information securityrégeoeing
produced to assist in future investigations. Alatis should
contain user lds, dates, times, details of key syaéarminal
identity and so on.

6.3: Secure Log-On Procedures

Access to operating system should be controlled sgcure log-
on procedure.

6.4: Session Timeout

Inactive sessions should shut down after a defpggtbd on
inactivity.

6.5: Control of Operational Software

There should be procedures in place to controirtstallation of
software on operational systems.

6.6: Change Control Procedures

The implementation of changes within the SOHO WLAN
environment should be controlled by the use of &draimange
control procedures

6.7: Technical Review of Applications after Operating System
Changes

When operating systems are changed, businesstritic
applications should be reviewed and tested to ertbare is no
adverse impact on the organizational operatiorszourity.
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Appendix C: Screen Shots

The first step was to determine which controlsratevant to their organizations for

each component. The screen shorts are as follows:

Data Access Point
Administrator Clients
Users Environment

Access Point Conirols
[T Monitoring System Use
[”] Clock Synchronization
[7] User Authentication for External Connection
[T Equipment Identification in Networks
[”] Remote Diagnostic and Configuration Port Protection
[7] Network Routing Control
[7 Limitation of Connection Time
7] Key Management

7] Electronic Messaging

For each control, they indicated the possibility afthreat source exploiting a

vulnerability due to lack of the control.
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Controls Missing

Security policy
Review of Information Security Policy

Inventony of Azsets

Equipment Mairtenance

Secure Disposal of Equipment

Service Delivery

Administrator and Operator Logs

Fault Logging

User Registration

Password Management

Paolicy on Use of Network Services
Cutsourced Software Development
Responsibilties and Procedures

Business Continuity and Risk Assessment
Testing Business Continuty Plans
Inteflectual Property Rights

Compliance with Security Policies and Standards

Management Commitment to Information Security Policy

Technical Compliance Checking
Information Systems Audit Controls

Information Systems Audit Controls
Risk Likelihood

) Very Low
@ Low
(71 Moderate
@ High
(7 Very High

For each missing control, they indicated what thegpdct would be if an attack

successful.

Controls Missing

Securty poli
Review of Information Security Policy

Management Commitment to Information Security Policy

Invertary of Assets

Equipment Maintenance

Secure Disposal of Equipment
Service Delivery

Administrator and Operator Logs
Fault Logging

User Registration

Password Management

Policy on Use of Network Services

Security policy

Impact Analysis

Impact Upon Confidentiality
" Insignificant

) Minor

) Moderate

@ Major

(") Catastrophic

A risk matrix was then used to determine which oaatneeded urgent attention.

Impact Upen Integrity
1 Insignificant

=1 Winor

) Moderate

@ Major

() Catastrophic

Impact Upon Availability
) Insignificant

) Minor

) Moderate

@ Major

(") Catastrophic
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Information Classification

Compliance with Security Policies and Standards

Testing Business Continuity Plans

Business Continuity and Risk Assessment

Password Management

User Registration

Fault Logging

Secure Disposal of Equipment

Equipment Maintenance
| Taventory of Assets

Review of Information Security Palicy

Security policy

Removal of Property

‘ 25 Jun 2012 D9-44-34 Reporting Information Security Events

User Identification

Clear Deck and Clear Screen Policy

Unattended User Equipment

Password Use

Seqgregation of Duties

Removal of Access Rights

Return of Assets

Termination Responsibilities

Security Training

Screening

Acceptable Use of Assets

Information Systems Responsibilities

Confidentiality Agreements
Remote Diagnostic and Configuration Port Protection

7| Equipment Identification in Networks

User Authentication for External Connection

Seciire Log-On Procedures

Change Management

Informatian Leakage

Equipment Siting and Protection

Ex Physical Entry Controls

Physical Security Perimeter

The controls that were missing were then displageger the component. All the
controls that were under medium and high risk werbe implemented to reduce the risk

level.

High Risk

Compliance with Security Policies and Standards
Testing Business Continutty Plans
Business Continuity and Risk Assessment
Pas=word Management

User Registration

Fault Logging

Secure Disposal of Equipment

Equipment Maintenance

Inventory of Assets

Review of Information Security Policy

Medium Risk

Information Systems Audit Controls
Intellectual Property Rights
Responsibilities and Procedures
Administrator and Operator Logs
Service Delivery

Technical Compliance Checking
Outsourced Scftware Development
Palicy on Use of Network Services
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Appendix D: Section of Code

Public Class AccessPointForm
Public controlsMissingAPtemp As New List(Of String)
Public checkAP As Integer = ©

Private Sub CheckBox1l_CheckedChanged(ByVal sender As System.Object, ByVal e As
System.EventArgs) Handles APMonitoringSystemCheckBox.CheckedChanged
If APMonitoringSystemCheckBox.Checked = True Then
If Forml.controlsMissingAP2.Contains (APMonitoringSystemCheckBox.Text) =

False Then
Forml.controlsMissingAP2.Add(APMonitoringSystemCheckBox.Text)
Forml.counterAll = Forml.counterAll + 1
End If
End If
End Sub

Private Sub APClockSynchronizationCheckBox_CheckedChanged(ByVal sender As
System.Object, ByVal e As System.EventArgs) Handles
APClockSynchronizationCheckBox.CheckedChanged

If APClockSynchronizationCheckBox.Checked = True Then
If Forml.controlsMissingAP2.Contains(APClockSynchronizationCheckBox.Text)
= False Then
Forml.controlsMissingAP2.Add(APClockSynchronizationCheckBox.Text)
Forml.counterAll = Forml.counterAll + 1
End If
End If

End Sub

Private Sub APUserAuthenticationCheckBox_CheckedChanged(ByVal sender As
System.0Object, ByVal e As System.EventArgs) Handles
APUserAuthenticationCheckBox.CheckedChanged

If APUserAuthenticationCheckBox.Checked = True Then
If Forml.controlsMissingAP2.Contains(APUserAuthenticationCheckBox.Text) =

False Then
Forml.controlsMissingAP2.Add(APUserAuthenticationCheckBox.Text)
Forml.counterAll = Forml.counterAll + 1
End If
End If
End Sub

Private Sub APEquipmentIdentificationCheckBox_CheckedChanged(ByVal sender As
System.Object, ByVal e As System.EventArgs) Handles
APEquipmentIdentificationCheckBox.CheckedChanged

If APEquipmentIdentificationCheckBox.Checked = True Then
If
Forml.controlsMissingAP2.Contains(APEquipmentIdentificationCheckBox.Text) = False Then
Forml.controlsMissingAP2.Add(APEquipmentIdentificationCheckBox.Text)
Forml.counterAll = Forml.counterAll + 1
End If
End If

End Sub

Private Sub APRemoteDiagnosticCheckBox_CheckedChanged(ByVal sender As
System.Object, ByVal e As System.EventArgs) Handles
APRemoteDiagnosticCheckBox.CheckedChanged

If APRemoteDiagnosticCheckBox.Checked = True Then
If Forml.controlsMissingAP2.Contains (APRemoteDiagnosticCheckBox.Text) =

False Then
Forml.controlsMissingAP2.Add(APRemoteDiagnosticCheckBox.Text)
Forml.counterAll = Forml.counterAll + 1
End If
End If
End Sub
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Private Sub APNetworkRoutingCheckBox_CheckedChanged(ByVal sender As System.Object,
ByVal e As System.EventArgs) Handles APNetworkRoutingCheckBox.CheckedChanged
If APNetworkRoutingCheckBox.Checked = True Then
If Forml.controlsMissingAP2.Contains (APNetworkRoutingCheckBox.Text) =

False Then
Forml.controlsMissingAP2.Add(APNetworkRoutingCheckBox.Text)
Forml.counterAll = Forml.counterAll + 1
End If
End If
End Sub

Private Sub APLimitationConnectionCheckBox_CheckedChanged(ByVal sender As
System.Object, ByVal e As System.EventArgs) Handles
APLimitationConnectionCheckBox.CheckedChanged

If APLimitationConnectionCheckBox.Checked = True Then
If Forml.controlsMissingAP2.Contains(APLimitationConnectionCheckBox.Text)
= False Then
Forml.controlsMissingAP2.Add(APLimitationConnectionCheckBox.Text)
Forml.counterAll = Forml.counterAll + 1
End If
End If

End Sub

Private Sub APKeyManagementCheckBox_CheckedChanged(ByVal sender As System.Object,
ByVal e As System.EventArgs) Handles APKeyManagementCheckBox.CheckedChanged

If APKeyManagementCheckBox.Checked = True Then
If Forml.controlsMissingAP2.Contains(APKeyManagementCheckBox.Text) = False

Then
Forml.controlsMissingAP2.Add(APKeyManagementCheckBox.Text)
Forml.counterAll = Forml.counterAll + 1
End If
End If
End Sub

Private Sub APElectronicMessagingCheckBox_CheckedChanged(ByVal sender As
System.Object, ByVal e As System.EventArgs) Handles
APElectronicMessagingCheckBox.CheckedChanged

If APElectronicMessagingCheckBox.Checked = True Then
If Forml.controlsMissingAP2.Contains(APElectronicMessagingCheckBox.Text) =

False Then
Forml.controlsMissingAP2.Add(APElectronicMessagingCheckBox.Text)
Forml.counterAll = Forml.counterAll + 1
End If
End If
End Sub

Private Sub Button2_Click(ByVal sender As System.Object, ByVal e As
System.EventArgs) Handles AccessPointFormCancelButton.Click
RiskLikelihoodForm.RiskLikelihoodFormListBox.Items.Clear()
controlsMissingAPtemp.Clear()
Forml.controlsMissingAP2.Clear()
Forml.tempRisklikelihoodList.Clear()
For Each ctrl As Control In GroupBoxl.Controls
If TypeOf ctrl Is CheckBox Then
CType(ctrl, CheckBox).Checked = False
End If
Next
Me.Close()
End Sub
Private Sub Buttonl_Click(ByVal sender As System.Object, ByVal e As
System.EventArgs) Handles AccessPointFormSubmitButton.Click
For i = @ To Forml.controlsMissingAP2.Count - 1
If controlsMissingAPtemp.Contains(Forml.controlsMissingAP2(i)) = False
Then
controlsMissingAPtemp.Add(Forml.controlsMissingAP2(i))
End If
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Next

For i = @ To controlsMissingAPtemp.Count - 1
Forml.tempRisklikelihoodList.Add(controlsMissingAPtemp(i))

Next

For i = @ To Forml.tempRisklikelihoodList.Count - 1

RiskLikelihoodForm.RiskLikelihoodFormListBox.Items.Add(Forml.tempRisklikelihoodList (i)

)
checkAP = 1

Next
RiskLikelihoodForm.ShowDialog()
End Sub
Private Sub AccessPointForm_Load(ByVal sender As System.Object, ByVal e As
System.EventArgs) Handles MyBase.lLoad
End Sub
Private Sub AccessPointForm_FormClosed(ByVal sender As System.Object, ByVal e As
System.Windows.Forms.FormClosedEventArgs) Handles MyBase.FormClosed
"Forml.controlsMissingAP.Clear()
controlsMissingAPtemp.Clear()
Forml.tempRisklikelihoodList.Clear()
For Each ctrl As Control In GroupBoxl.Controls
If TypeOf ctrl Is CheckBox Then
CType(ctrl, CheckBox).Checked = False
End If
Next
End Sub
Private Sub AccessPointForm_Activated(ByVal sender As System.Object, ByVal e As
System.EventArgs) Handles MyBase.Activated
End Sub
Private Sub AccessPointForm_FormClosing(ByVal sender As System.Object, ByVal e As
System.Windows.Forms.FormClosingEventArgs) Handles MyBase.FormClosing
End Sub
End Class
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