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ABSTRACT

Security is a pre-requisite for any IT undertakinga company. Although post-implementation
activities are critical for the acceptance of aadusity of the management information systems
(MIS), post-implementation strategies are, howevert emphasized in most MIS projects,
because conventional project management metho@slaginsider that a project is over when
the system or facility is operating. Requiremeritdts tend to change continuously even after
the completion of the project. Some factors thasepas the greatest challenge after the
implementation of management information systemslude lack of senior management
commitment to information security initiatives, ltae of management to understand the
information security issues, lack of informatiortsety planning prior to implementation of new
technologies and lack of Integration between bssrend information security. The purpose of
this study was to assess the factors effectinggsysecurity post implementation of management
information system at NCWSC. The propose study eatbp case since it is a research on one
organization. The target population of this studgswthe one hundred and twenty one
management staff working at NCWSC. Stratified préipoate random sampling technique was
used to select the sample of 30 managers. The stseyy both primary and secondary data.
Primary data was obtained through self-administepgegstionnaires with closed and open-ended
qguestions and an interview schedule. A descripéimalysis was employed in analyzing the
guantitative data. Content analysis was used fta thaat is qualitative nature or aspect of the
data collected from the open ended questions amdnterview guides. The study found that
system environment and database exposure affed@tiation system security in the company
to a very great extent (65%). It was clear that qality of the software application(MIS)
affected information system security in the comptowa very great extent (75%) and end user
effect affected information system security in tteampany to a very great extent (70%). The
study concludes that MIS effectiveness is a fumcabenvironmental factors, design factors i.e.
the quality of the software, the system end usedsiaternal and external processes. The study
recommends that companies should develop and ingoiem good information systems policy

to ensure quality control of the data stored inrthgstem.
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CHAPTER ONE

INTRODUCTION

This chapter contains the background, problem siet¢, objectives of the study and the
research questions of the proposed study. It agers the significance of the study, scope and

definition of key terms.

1.1 Background of the Study

The adoption of Information Systems (IS) in manibasses is at a fast tempo in order to
remain more competitive (Norman and Yasin, 2010)s Tast adoption is very much supported
by the rapid technology advancement and the incrgatemand from business stakeholders.
Many organizations in developed and developing t@s-in both private and public sectors-
turn to Information Technology/Information Syste(hE/IS) to meet the increasing demands on
organizations to increase their efficiency and affeness. In the era of the information society,
the development and application of information texbgy proceeds relentlessly. The
management of information technology (IT) projesta challenging task with many projects
failing to achieve their intended objectives. Mamrganizations do not critically examine the
causes for project failure and this prevents theamflearning from their mistakes. At the same
time, technological innovations bring in their wakew technical and managerial concerns over
security. For educators in the field of informatisystems security (ISS), this has a profound

impact on many organizations operations and pedaga.

Organizations of all shapes and sizes have to siatstically embrace information systems and

technologies if they wish to survive and, bettdt, gshrive in a highly competitive environment,
1



in which effective operational control and stratedirection are increasingly dependent on the
availability and exploitation of high quality infioration. Consequently, it is vital that adequate
security and control procedures are introducedrnsuee that all the information embedded
within organizational information systems retaits integrity, confidentiality and availability
(Dhillon and Backhouse, 2009). However, there g0 axtensive evidence to suggest that the
threats, to the security of organizational infonmatand information systems, are now growing
in number, variety and, most importantly, the sgyesf their impact. For example, traditional
threats to the security of information and systemslude: natural disasters, theft of
hardware/software, unauthorized access and hunran &rhile newer threats include viruses

and hacking and cyber terrorism (Furnell and War2€909).

Computer users face fundamentally new levels oksrisn information security after

implementation of management information systemsaibge of increased use of networks,
increased computer literacy, an explosion in micnoguter use and decentralized data
processing capabilities, and increased dependemdgformation technology overall. Realizing

this fact is considerably easier than taking actmrease these risks, for computer security is
fraught with hidden problems and contradictionsr Erample, while teenaged hackers have
brought computer security and crime to the attentd policymakers and the public, most

systems can be protected from hackers rather edsily abuse of computer systems by those
authorized to use them, as well as such mundanessas protection from operator errors and
natural or man-made disasters are more difficabl@ms. The Federal Government's experience

in this area provides a number of lessons thaappéicable to the private sector as well.



Information system security processes and actwipivide valuable input into managing IT
systems and their development, risk identificatiglanning and mitigation. A risk management
approach involves continually balancing the protecof agency information and assets with the
cost of security controls and mitigation strategi@®ughout the complete information system
development life cycle (Wider and Davis, 2008). lempenting information security early in the
project allows the requirements to mature as needwhtin an integrated and cost-effective

manner.

To a very large extent, such threats after implaaten of management information systems are
growing because of higher levels of interconnettidoth within and between organizations
(Laudon and Laudon, 2010). In particular, it is thereasing incidence of intra-organizational
systems that is creating problems for organizati@ssinformation security is upgraded from
being merely a “domestic” issue to one that inveltkird parties, such as external business
partners. The rise of electronic commerce haslagghtened awareness among organizations of
the security threats to which they are likely to dogosed. Indeed, it has been reported that
security threats, and fear of security breachasstdate the greatest inhibitors to an expansion in
the uptake of electronic commerce. Increased iatarectivity is not, however, the only factor
making computers, and the information therein, lsssure. For example, the widespread
recognition that information now constitutes a “kegrporate asset”, which is of great
commercial value, has also brought information sgcmearer to the top of the management

agenda.

Advanced technology has created significant righated to ensuring the security and integrity

of Information Systems (Rajendra and Ajay 2011)hBps inevitably, the increased risk of



information security problems has led to a growiagareness among the managers of
organizations of the need for careful and effectiwBormation security management. For

example, it is widely acknowledged that effectivdormation security management after

implementation is dependent on a number of keyofacimost notable among these being: the
need for senior management commitment and suppanfdrmation security management; the

detailed assessment of potential security risks tangats; the implementation of appropriate
controls to minimize or guard against those rigks threats; and the thorough communication of
security issues to users of both information aridrmation systems through relevant education
and training. Due to the high-tech nature of thegstems and the technological expertise
required to develop and maintain them, it is nopssing that overwhelming attention has been

devoted by computer security experts to technotdgialnerabilities and solutions.

For management information systems post-adoptigraiticular, user companies may inevitably
be confronted with a wide range of risks when eijplg and optimizing their implemented
systems. This is particularly true, consideringe¢éhapparent facts. Firstly, some failures (e.g.
insufficient user training) are prevalent in theplementation, even if the implementation project
itself is considered a successful one. Such iraidlires can inevitably cause severe problems in
MIS post-implementation. Secondly, undesirable rmdé and external changes (e.g. high
attrition rate of information technology (IT) expgrsystem vendor related issues) may arise
over time, and can directly impact the use of immated MIS systems. Thirdly, internal and
external barriers (e.g. poor communication betwéanctional divisions, unstable business
environment) existing in the business context mayent companies from achieving long-term

MIS success. The occurrence of undesirable riskBdampost-implementation stage will not just



turn the initial MIS success into a failure, butyraso lead to significant system and business

disasters (Azah and Norizan 2010).

However, it has also been recognized that effec®geirity management, including all the above
factors, is predicated on the formulation, dissextiom and operation of an information security
policy. Layton (2007) acknowledges that one of itin@st important controls is the information
security policy, while Higgins (2009) notes thae timformation security “policy is the start of

security management”.

Importance of the information security policy, asl@cument of strategic importance within
organizations today, is widely acknowledged. Indeedhe UK, the British Standards Institute
has developed a standard. Moreover, the issugfaimation security policies has now become
an integral part of a variety of commercial survey® information security breaches and
safeguards (Ernst and Young, 2008). However, theréttle evidence that any empirical
research, specifically targeting the uptake, digsation and impact of information security

policies within organizations, has been conductetlublished in the academic literature.

Despite the focus on IT project security success faiure by researchers there has been
relatively little attention given to how individwglattribute IT project security success and
failure. It has been suggested that during dedinnformation security, top managers who
attribute insecurity to internal sources as oppdseédxternal sources are more likely to show
greater levels of strategic reorientation. How peopttribute success and failure of an
information management system on an individualdaslikely to have a significant impact on

the organizational perception of the final assesgrakta project (Maroukian, 2010).



1.1.1 Nairobi City Water and Sewerage Company

According to the Nairobi City Water and Sewerageanpany’s (NCWSC) four year Strategic
Business Plan that became operational in 2007¢cdhgany, also known as the Nairobi Water
Company (NWC) was formed in line with the Water t8e®eforms under the Water Act 2002.
The company has been licensed by the AWSB to peowidter and sewerage services to the
people of Nairobi and its environs. The licensbdsed on an agreed framework specified in the
Service Provision Agreement (SPA) that ensures wateqand quality supply of water,

affordable tariffs, and maintenance and improvenoémiater and sewerage infrastructure.

The company in its three year strategic plan 20872009/10 recognizes the tremendous role
that ICT has to play in meeting the laid down godmsplementation of several integrated
systems that comprise of Oracle Financials for Aatimg and Financial Management, Stores
and Procurement Management System (SPMS) for thpplysuchain, Human Resource
Management System (HRMS), Geographical Informa®ystem (GIS), Fleet management,
Document Management System (DMS) and the Custonaralyement System (CMS) have
been completed and enhancement continuously donerdar to meet the organizational
demands. Several other related projects have Igeatad, but it is the CMS project that has so

far received the greatest level of investment amalhipese systems.

In order to improve the organizations operatiorfétiency in meter reading the company has
heavily invested in data loggers, ICT equipmentt the meter readers log in data in the field
and upload in the CMS when they return back froenfibld. In addition, the GIS has assisted in
mapping routes and put together meters that caedzkin a day easily into manageable clusters

called ltineraries. This investment has resulte@ ireduction of erroneous data entry, shorter

6



billing cycle that is the time taken from the d#te meter is read to the time the bill (invoice) is

dispatched.

The Organization implementation of the procureneemd stores systems has greatly improved
procurement cycle and services of the stores akaseénsuring that the stock items are well
managed. Its seamless integration with the Oraiclan€ials further ensures that suppliers’ data
is accessible to the financial system without pagefiles being pushed, this has minimized

document losses which were a major problem duhegianual systems operations.

1.2 Statement of the Research Problem

Security is a pre-requisite for any IT undertakinga company. Although post-implementation
activities are critical for the acceptance of aadusity of the management information systems,
post-implementation strategies are, however, ngphersized in most MIS projects, because
conventional project management methodologies denshat a project is over when the system
or facility is operating (Rajendra and Ajay, 201Requirements of MIS and structures tend to

change continuously even after the completion efptoject.

Indeed, MIS is of great strategic importance to inmamsnpanies. However, no system can be
made absolutely secure. As information systems l{g&e become more prevalent in business,
the consequences of Information System Securitg)(Molations have become more and more
costly. Olivia (2004) states that with constanthgreasing technical complexity, legal barriers

and privacy expectations, the challenges of infeienasecurity have risen exponentially in the

past five years. Information Systems Audit and @unAssociation (ISACA) (2005) has

summarized several factors that pose as the greciteienge after the implementation of



management information systems. Some of thesdamlepf senior management commitment to
information security initiatives, failure of managent to understand the information security
issues, lack of information security planning priorimplementation of new technologies and

lack of Integration between business and infornmasiecurity.

Calder (2005) states that there are a number ofisréhat lie behind the increases in threats to
information security, which, when taken togetheiggest that things will continue to get worse,
not better. Better hacker tools are available ewday, on hacker websites that, themselves,
proliferate. These tools are improved regularly ,amtreasingly technologically proficient
criminals and computer literate terrorists are thnabled to cause more and more damage to
target networks and systems. Olivia (2004) condutiat IT executive and senior management
must retain a vigilant posture concerning inforimatsecurity, as the impact of a successful
attack or theft can be devastating to customerstfamarganization in terms of loss of customer

trust, unreliable information and corrective actexpenses.

A survey by Ernst and Young (2008) that focuseacarporation in US found that more than 75
percent of business had experienced some inteprupfi their critical business systems related
to IT security. The global economic impact of imf@tion security is high and this calls for
extensive research in the field of information saglespecially in the Kenyan public sector with
a view of identifying the factors that affect seguafter implementation of MIS. Obara (2010)
observed that there are many ISs security issuksriyan state parastatals while Gichuru (2000)
indicated that computer security systems at thevéisity of Nairobi are affected by physical
infrastructures, accessibility, data security, antlusion through the network. Nairobi City
Water and Sewerage Company is not an exceptionuriBeof information is therefore of

8



paramount importance especially to the public seatal this forms the motivation behind the
study to assess the factors affecting security ahagement information system after they are

implemented with specific reference to Nairobi Gater and Sewerage Company

1.3 Purpose of the Study

The purpose of this study was to assess the faatf@sting system security post implementation

of management information system at Nairobi Cityt¥8vand Sewerage Company.

1.4 Objectives of the Study

The study was guided by the following specific atijees.

i. To establish how the system environment influerngest implementation security of

management information system at Nairobi City Wated Sewerage Company

ii. To establish the extent to which after sale sesvibg the vendor influences post
implementation security of management informatigstesm at Nairobi City Water and

Sewerage Company

iii. To determine how the database exposure influenoss implementation security of

management information system at Nairobi City Wated Sewerage Company

iv.  To assess the influence of the quality of softwaplications on post implementation
security of management information system at NairGily Water and Sewerage

Company

v. To establish how the end users affects post impiéatien security of management

information system at Nairobi City Water and Sewer&ompany
9



1.5 Research Questions

The following research questions were answered:

i.  How does the system environment influence systecurgg post implementation of

management information system at Nairobi City Watet Sewerage Company?

ii. To what extent does after sale services by the oremdluence system security post
implementation of management information systeratobi City Water and Sewerage

Company?

iii. How does the database exposure influence systenrityepost implementation of

management information system at Nairobi City Wated Sewerage Company?

iv.  To what extent is the influence of quality of tledteare applications on system security
post implementation of management information syst Nairobi City Water and

Sewerage Company?

v. What is the extent to which the end users influesystem security post implementation

of management information system at Nairobi Cityt¥vand Sewerage Company?

10



1.6 Significance of the Study

This study offers valuable contributions from batkheoretical and practical standpoint. From a
theoretical standpoint, it contributes to the gahanderstanding of factors affecting security of
management information system after they are impigad. The study is invaluable to the

following:

It will be important to the management at the NaiirGity Water and Sewerage Company as
they will get a better understanding of the chanthey are likely to face after implementing

management information system and the factorsattealikely to cause the same.

The research findings will also provide vital infaation that will assist government particularly
policy makers, planners and programme implemeritef®rmulate policies and strategies on

management information system.

The study will also be invaluable to informatiorsms security consultants and information
systems auditors as the study will pin point atbas need to be addressed in the implementation

of information security in the public sector.

The research findings will also provide vital infoation that will benefit future academicians
and researchers on factors affecting security afiagament information system after they are
implemented. It will also add on to the existingdipaf knowledge in the area of information

security. Thus, academics will use this study basas for further research on the area.
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1.7 Delimitation of the Study

This study set out to analyze the factors effectsygtem security post implementation of
management information system at Nairobi City Wated Sewerage Company. The study was
limited to five variables that is, system enviromneafter sale services by the vendor, database
exposure, quality of software applications and aseérs. The study was carried out in Nairobi
City Water and Sewerage Company headquarters where managers were the main

respondents.

1.8 Limitations of the Study

The study encountered time constrain as the patfiodated for the study is limited and has to
combine the study and work given that the reseanshemployed. The study therefore focuses
on a small proportion of the total population agpresentative of all the possible respondents.
The study also encounter financial constrains ertésearch process given that the researcher is

self sponsored.

1.9 Definition of Significant Terms

Information security - This means protecting information and informatioystems from
unauthorized access, use, disclosure, disruptiodjfroation, perusal, inspection,

recording or destruction

Management Information Systema computerized system providing management with
accurate and timely information necessary to fiatdi the decision-making
process and enable the organization’s planningralpmand operational functions

to be carried out effectively
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System Environment —This is the physical environment where the managénmgormation
system is installed i.e. the server rooms, that afégct the effectiveness of the

management information system

1.10 Organization of the Study

The study is organized into five chapters. Chaptex contains the introduction to the study. It
presents background of the study, statement opitblelem, purpose of the study, objectives of
the study, research questions, significance ofStiiely, delimitations of the study, limitations of

the Study and the definition of significant tern@n the other hand, chapter two reviews the
literature based on the objectives of the studfurther looked at the conceptual framework and
finally the summary. Chapter three covers the mebemethodology of the study. The chapter
describes the research design, target populateampling procedure, tools and techniques of
data collection, pre-testing, data analysis, ethemnsiderations and finally the operational

definition of variables. Chapter four presents gsialand findings of the study as set out in the
research methodology. The study closes with chafiter which presents the discussion,

conclusion, and recommendations for action andhéuntesearch.
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CHAPTER TWO

LITERATURE REVIEW

2.1 Introduction

This chapter summarizes the information from otresearchers who have carried out their
research in the same field of study. This litemtteview commences with an assessment of
some recent surveys into the key issues surrounidifogmation security, which provides a
useful context for study, before focusing more dmadly on the factors affecting security of
management information system after they are imetded. The section concludes with a

conceptual framework.

2.1.1 Management Information System

MIS is an organized approach to the study of tHermation needs of an organization's
management at every level in making operationatjdal, and strategic decisions. Its objective
is to design and implement procedures, processesyautines that provide suitably detailed

reports in an accurate, consistent, and timely manight, 2009).

The term “management information system” (MIS) gnaymous with computer-based

systems. Used broadly, it is seen as the systasfysag all the information needs of managers.
MIS is the study of providing information to peopléno make choices about the disposition of
valuable resources in a timely, accurate, and cetaphanner at a minimum of cognitive and
economic cost for acquisition, processing, storage, retrieval. Another definition emphasizes
the use to which the information is put, rathemthize way it is produced: A system to convert
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data from internal and external sources into inftran and communicate that information in an
appropriate form, to managers at all levels infatictions to enable them to make timely and
effective decisions for planning, directing and troling the activities for which they are

responsible (Bee and Bee, 2010).

In a management information system, modern, comigeté systems continuously gather
relevant data, both from inside and outside an roegdion. This data is then processed,
integrated, and stored in a centralized databaseddta warehouse) where it is constantly
updated and made available to all who have theoatyhto access it, in a form that suits their
purpose. There are so many definitions of MIS. thar purpose of this research, MIS can be
defined as a system providing management with atewand timely information necessary to
facilitate the decision-making process and enahk drganization’s planning, control, and
operational functions to be carried out effectiveBo in this way, management information

systems increase competitiveness of the firm bycaied cost and improving processing speed.

A management information system (MIS) provides rimfation which is needed to manage
organizations efficiently and effectively (LaudondaLaudon, 2010). Management information
systems involve three primary resources: peoplehnigogy, and information or decision
making. Management information systems are distirmnh other information systems in that
they are used to analyze operational activitieshan organization. Academically, the term is
commonly used to refer to the group of informatmanagement methods tied to the automation
or support of human decision making, e.g. decisopport systems, expert systems, and

executive information systems.
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2.1.2 Information Security

Information security means protecting informatiord anformation systems from unauthorized
access, use, disclosure, disruption, modificatjmerusal, inspection, recording or destruction
(Layton, 2007). According to Calder (2005, the wdedistributed computing is increasing.

Computing power has migrated from centralized nmmrame computers and data processing
centers to a distributed network of desktops, laptand micro-computers. There is a strong
trend towards mobile computing. The use of laptomputers, Personal Digital Assistants
(PDASs), mobile phones, digital cameras, portabtggators and MP3 players has made working
from home or on the road relatively straightforwasith the result that network perimeters have
become increasingly porous. There are many mor@tee@ccess points to networks, and the
number of easily accessible endpoint devices haseased dramatically, increasing the

opportunities to break into networks and stealasrupt information.

As Wylder (2004) observes, there has been a dramgabwth in the use of the internet for
business communication, and the development oflegise VolP and broad-band technologies
will drive this even further. He asserts that therevidespread computer literacy. While most
people today have computer skills, the next germaras growing up with a level of familiarity

with computers that will enable them to develop dadloy an entirely new range of threats.

Dhillon and Backhouse (2009) states that secusdtylme defined as the state of being free from
danger and not exposed to damage from acciderdtamk, or it can be defined as the process
for achieving that desirable state. The objectifvmfmrmation system security is to optimize the
performance of an organization with respect to risks to which it is exposed. Business is

becoming increasingly dependent on technology d&d imternet to the point where some
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businesses would come to a screeching halt if théynot have it. This is particularly true in
larger companies, where the ability to communi@atd access information is the lifeblood of
the business. The internet provides an effectivemmediate and powerful method for
organizations to communicate on all sorts of issliés exposes all these organization to the

security risks that go with connection to the intdr

According to Kairab (2005), the need to securermgion is becoming greater all the time as
we leverage technology to automate functions, asendata becomes electronic, and as
companies become increasingly reliant on the ieteas an integral part of their information
technology (IT) infrastructure. Businesses are breng increasingly connected because business
to business relationships are helping companie dgifficiencies and shorten the supply chain.
E-commerce is gaining acceptance as more peoplgdgys and services online, resulting in an
increasing number of companies having a presendbeoldveb. With these relationships, a host

of security issues must be addressed.

According to Peltier (2005), an effective infornmatisecurity program endeavors to ensure that
the organization’s information and its processiagources are available when authorized users
need them. It must take into account the businbgctives and the mission of the organization
and ensure that these goals are met safely andebeas possible. Understanding the customer’s
needs must be the first step in establishing amect¥e information security program.
Information security is not only a technical issbat a business and governance challenge that
involves adequate risk management, reporting acdustability. As Information Technology
Governance Institute (2006) puts it, effective sigurequires the active involvement of
executives to assess emerging threats and theinagan’s response to them.
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According to McCumber (2005) the art and science seturity requires a complete
understanding of the value of the assets requipr@ection. The asset under scrutiny is
primarily the information transmitted, stored, gdcessed by the organization. Secondarily, the
computer and telecommunications resources thensselgquire protection. The goals of
Information security are to ensure the confideityiaintegrity and the availability of data within

a system. The data should be accurate and avaitakihe appropriate people, when they need it,
and in the appropriate condition. Warkentin e28l06) notes that perfect security is not feasible,
instead IT security managers strive to providevall®ef assurance consistent with the value of

the data they are asked to protect.

Information Technology Governance Institute (20@8jues that an enlightened approach to
information security takes the larger view thatomganization’s information and the knowledge
based on it must be adequately protected regardtesst is handled, processed, transported or
stored. It addresses the universe of risks, benefil processes involved with all information
resources. The security of information, as witheottritical organizational resources, must be
addressed at the total enterprise level. It furdrgues that as banks strive to remain competitive
in the global economy, they respond to constarggues to cut costs through automation, which
often requires deploying more information systerdghilst managers become ever more
dependent on these systems, the systems have becimeeable to a widening array of risks
that can threaten the existence of the enterprisis.combination is forcing management to face
difficult decisions about how to effectively addsaaformation security. This is in addition to
scores of new and existing laws and regulations deanand compliance and higher levels of

accountability.

18



Calder et al (2005) assert that security of infdramasystems is necessary because the threats to
the availability, integrity and confidentiality dhe organization's information are great, and
always increasing. All organizations possess in&drom, or data, that is either critical or
sensitive. In the Information Security Breachesv8yr2004, the United Kingdom Department of
Trade and Industry commented: ‘information is wydetégarded as the lifeblood of modern
businesses’. According to a 2000 DTI survey, 49 pent of organizations believe that
information is critical or sensitive because itlMaé of benefit to competitors, while 49 per cent
believe that it is critical to maintaining custonzanfidence. The 2004 survey identified the fact
that, while 58 per cent of all businesses had kiglunfidential information stored on their
computer systems, 77 per cent of large businesses w this category. Two other findings of
the 2004 survey indicate the extent to which UK ibesses are dependent on electronic
information: roughly nine-tenths of them now sendh&l across the internet, browse the web
and have a website; and 87 per cent of businessesdentify themselves as ‘highly dependent’

on electronic information and the systems that @seét, compared to 76 per cent in 2002.

Organizations are facing a flood of threats to thisrmation. It is self-evident that organizations
should, therefore, take appropriate steps to seamndeprotect their information assets. This is
particularly so because, as Osborne (2006) assemsb of legislation and regulation makes
firms criminally liable and, in some instances, msldirectors personally accountable, for

implementing and maintaining appropriate risk colnind information security measures.

Olivia (2004) argues that information security © longer an “event” or part-time assignment
for corporate and government organizations rathéas become a continuous process every

second of every day, from both the technology amsagement perspectives. Most executives
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of small companies are unaware that their corpdmawall is probed hundreds of times a day
by automated attack tools. Financial services anetignment firewalls are often probed tens of

thousands of times every day.

According to Garg et al (2003), without a doubfprmation security is a pervasive concern for
all companies and continues to rise in importattas.now considered a mainstream operational
concern as companies utilize the Internet as adkiegr of e-business and greater collaboration.
While the exigencies of e-commerce require thatitibernet be safe and secure, the reality is
drastically different. As adoption and dependentehe internet grows, electronic collaboration
will accelerate rapidly as organizations see thgaich on their bottom lines. However, concerns
over security and associated issues continue téisted as a top challenge, hindering the
multibillion dollar potential of B2B (business-tattiness) and B2C (business-to-consumer)

opportunities.

In addition to the growth of E-commerce, severghsgicant changes driven by the forces of
globalization and the regulatory environment makKermation security an even greater area of
concern. Examples of such laws include the HIPAGL(®, COPPA (2009), and Gramm-Leach-
Bliley Act (2010), SOX (2002), Other pieces of Ukgislation that are relevant to information

security include Copyright Designs and Patents (2608); the Computer Misuse Act (2007);

the Data Protection Act (2009); the Human Right$ @©09); the Electronic Communications

Act (2000); the Freedom of Information Act (200®egulation of Investigatory Powers Act

(2000); the Privacy and Electronic Communicatioregtations (2003) that require thorough

safeguards to protect the security and confidetytiaf data, individual medical records, and the
privacy of children on the Internet.
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Sookdawoor (2005) argues that computer systemghenahformation processed on them must
be considered critical assets that support theiomisg an organization. Protecting them can be
as important as protecting other organisation nessusuch as financial resources, physical
assets, and employees. The costs and benefitsfarmiation protection should carefully be
examined in both monetary and non monetary termengure the cost of controls does not
exceed expected benefits. Information protectiomtrots should be appropriate and

proportionate.

Today, as Bosworth et al (2002) puts it, informatgystems are much larger and more widely
distributed, interconnected, and interdependert,tha risks are many times greater. So too are
the potential costs of any IS disruption. Data pesing, transmission, and storage now occur
throughout the premises and far beyond. Many amdrsi intra- and interoffice transmission

media exist, and still more that may connect a mastber of remote sites. The infrastructure has

become much harder to protect.

2.1.3 Information Security Policy

As noted in the introduction, there is a growingagnition that effective information security
management is predicated on the existence and txeaf an information security policy. As
Eisenhardt (2009) notes, “without a policy, sequptactices will be developed without clear
demarcation of objectives and responsibilities” widwger, there is also a growing concern that
too many organizations are failing to heed thisieglvas witnessed by the low levels of uptake
of formal information security policies (Arnott, @B), and the inadequacies in policies, where

they do exist (Moule and Giavara, 2009; Hone araffER002). While the importance of, and
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concerns about, information security policy are eljdrecognized, this interest has not, as yet,
been translated into detailed empirical surveydieidy targeting the utilization of information
security policies in organizations. However, somteresting insights about information security

policy can be gained from a number of more gersttalies of information security.

Each study explored the prevalence and range afrigedncidents experienced by European
organizations in the past couple of years, anthedle concluded that there is an upward trend in
the number of incidents occurring and in the seéye individual incidents. More importantly,
perhaps, the studies also explicitly investigatesl uptake of information security policies. For
example, the Andersen (2001) study reports thgiegbent of the organizations surveyed (most
of which were large organizations) had an infororatisecurity policy in place, and the
Department of Trade and Industry (DTI) (2002) syrveports that 27 percent of UK businesses
have a policy in place. The DTI study further repdhat 59 percent of the large organizations
surveyed had implemented a policy. Significanthese DTI results is that again an upward
trend is noted from earlier studies: the DTI (208@)dy, for example, reported that only 14
percent of the organizations surveyed had an irdtion security policy in place. Moreover, the
2002 study noted that a higher proportion of orgatons with a policy were undertaking annual

policy updates than was the case in 2000.

The Andersen (2001) study is of particular interastit highlights the discrepancy between the
views of business managers and those of IT manaf@rpercent of the business managers
surveyed believed that their organization had apretrensive policy in place, whereas only 66
percent of the IT managers believed this to bec#ise. This could suggest that a survey targeting
IT managers, who presumably typically have a metaitkd knowledge of information security
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issues than business managers, is likely to yialibee realistic assessment of the information

security situation in an organization.

The Ernst and Young (2001) survey found that ozmtions believed “employee awareness” to
be the greatest “challenge to achieving the redueweel of security”, a message that is strongly
echoed by Siponen (2000). Given this finding, #ree somewhat disconcerting that, of the 27
percent of organizations in the DTI (2002) survayihg an information security policy, only 7
percent of them implemented their policy in ordemniake employees aware of security issues.
The primary motivation for having a policy (as rejed by 67 percent of organizations that have
a policy) was the recognition that it is considet@the “good practice”. It was further reported in
the DTI (2002) survey that few organizations makeirt employees aware of information
security issues on induction. It seems, therefibvat, while policy formulation might be on the
increase, an emphasis on dissemination of sectwitgerns to employees and practical policy

implementation is very low on the agenda of margaaizations.

The studies undertaken to date have not investg#te specific areas covered by the
information policies organizations have adopted; do they appear to have considered the
specific impact those policies are having in orgations (Eisenhardt, 2009;Guilfoyle, 2000). A
strong indication of the paucity of research in #nea of information security policy is provided
by Dhillon and Backhouse (2001). Their comprehemsigview of the information security
literature concluded that existing research tewdBtus on “check-lists (of security controls),
risk analysis and evaluation”; information secunaglicy was not explicitly featured in their
review. Consequently, fewer or no empirical datestean the important issues of policy uptake,
content and implementation.
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The DTI (2000) survey reported that only 25 peradrthe UK businesses surveyed were aware
of the existence of this standard. Moreover, thel,Dfi their 2002 survey, expressed
disappointment that only 15 percent of organizatiawere aware of the contents of this standard,
and only 38 percent of those aware of its contéars actually adopted the standard in their
organization. These low levels of awareness ard¢icparly disappointing, given that the

standard has been in existence since 2009.

The standard contains a number of factors citectiical to the success of information security
management in organizations, such as ensuringdleypeflects business objectives, effective
marketing of security to employees, provision otwéy training, and policy performance

measurement. To date, despite the existence oh#par studies of security issues mentioned in
this paper, there seem to be few empirical datmdaate whether organizations are adopting
these individual factors, or on the impact the adopof these factors is having on information
security in organizations. It should be noted thdtile this literature review and our study have
both focused upon the BS 7799 standard, the waskfdrawider international relevance, as the

British Standard became an international standa&0D00: ISO 17799 (ISO, 2000).

2.2 Theoretical Orientation

2.2.1 Agency Theory

Agency theory is directed at the ubiquitous agenefationship, in which one party (the
principal) delegates work to another (the agent)pwerforms that work. Agency theory is
concerned with resolving two problems that can odacuagency relationships. The first is the

agency problem that arises when (a) the desirg®als of the principal and agent conflict and
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(b) it is difficult or expensive for the principke verify what the agent is actually doing. The
problem here is that the principal cannot verifgttthe agent has behaved appropriately. The
second is the problem of risk sharing that ariseenwthe principal and agent have different
attitudes towards risk. The problem here is thatghnciple and the agent may prefer different

actions because of the different risk preferenEesefihardt, 2009).

Agency theory describes the theoretical roots ef phoblems that principles-based executive
compensation was designed to solve. Agency theraynmes the relationship between the
principal (the Shareholders) and the agent (the JeB&ho has been engaged to make decisions
on the principal’s behalf. Issues may develop bseahe principal and agent, while working
toward the same goal, do not always share the sat@mests. This is a theory explaining the
relationship between principals, such as a shademml and agents, such as a company's
executives. In this relationship the principal deles or hires an agent to perform work. The
theory attempts to deal with two specific problefirst, that the goals of the principal and agent
are not in conflict (agency problem), and secohdt the principal and agent reconcile different

tolerances for risk.

Agency theory explains how to best organize refetgps in which one party (the principal)

determines the work, which another party (the ggemtlertakes (Eisenhardt, 2009). The theory
argues that under conditions of incomplete inforamaaind uncertainty, which characterize most
business settings, two agency problems arise: seveelection and moral hazard. Adverse
selection is the condition under which the printipannot ascertain if the agent accurately

represents his ability to do the work for whichieéeing paid. Moral hazard is the condition
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under which the principal cannot be sure if thenadms put forth maximal effort (Eisenhardt,

2009).

The problems of adverse selection and moral hazesdn that fixed wage contracts are not
always the optimal way to organize relationshipsnveen principals and agents (Jensen and
Meckling, 1976). A fixed wage might create an inoen for the agent to shirk since his
compensation will be the same regardless of thditgquaf his work or his effort level
(Eisenhardt, 2009). When agents have incentivehiik,sit is often more efficient to replace
fixed wages with compensation based on residuahalacy on the profits of the firm (Alchian
and Demsetz, 1972). The provision of ownershiptsighduces the incentive for agents' adverse
selection and moral hazard since it makes theirpamsation dependent on their performance

(Jensen, 1983).

A number of scholars have shown that the problehasieerse selection and moral hazard exist
in the management of retail outlets (Rubin, 197&tMéwson and Winter, 1985; Brickley and
Dark, 1987). Outlet managers have an incentivéniilk &nd to misrepresent their abilities since
the owner of the firm cannot easily differentiates teffect of manager behavior on outlet
performance from the effect of exogenous factorari€y and Gedajlovic, 2007). Franchising
scholars have found that one way that performamceetail outlets can be enhanced is through
the provision of residual claimancy that comes frivanchising (LaFontaine and Kauffman,

2006).
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2.2.2Stakeholder Theory

A stakeholder is defined as, “any group or indigdwho can affect or is affected by the
achievement of the organization's objectives” (Fae, 1984, p. 25). The application of
stakeholder theory provides methods for identifyiagd managing stakeholder goals and
objectives, which is done from two perspectivesida-in and inside-out (Freeman, 1984). The
inside-in perspective considers actors internghéocompany (i.e. employees, managers), while
the inside-out view looks at groups connected &dtganization, but to a lesser degree and in a
different capacity (i.e. shareholders). As a mettwofacilitate organizational change, stakeholder
perspective is well-supported. As noted by Habeylaerd Rieple (as cited in Lovegrove, 2005),
stakeholder approach is based on three basic d#&ol#s: organizations possess a number of
constituencies that affect and are affected by reththe interactions and the outcomes of
processes undertaken by these groups affects tenimation as well as other stakeholder
groups; stakeholder perceptions affect the vigbiht strategic action. The introduction of an
MIS is one such example of a strategic action ihaiso a change initiative. It is a commonly
held belief that without engagement and acceptdncestakeholders, it is unlikely that any
change will deliver the potential benefits promisé@tierefore, it can be clearly justified that

stakeholder consultation is a necessary elemeartypthange management program.

A look more specifically, at the stakeholder litewra in the information system (IS) field reveals
that identified stakeholder groups have includechagars, IT professionals, end-users, and
internal auditors (Infinedo and Nahar, 2007). Lygt, Mathiassen and Ropponen (as cited in
Infinedo and Nahar, 2007), however, believe thakedtolders can be identified based on

research purpose, or more particularly as actaas ¢hn set forth claims or benefit from IT
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systems development issues. Therefore, dependirigeosituation, identified stakeholders may
extend to broader groups. More particularly in imanagement information system) MIS field,
Legris and Collerette (2006) have introduced aetatiimmarizing the MIS implementation
process and have identified stakeholders as projaoagers, vendors, users and system owners.
Similarly, Akkermans and van Helden (2002) alsdude project managers and vendors, but
they add project champion and top management to ghaup. External to the company,
however, there are other groups to consider, saatustomers, suppliers and business partners
(Bajwaet al., 2004). These differences demonshate as noted above, the nature or purpose of

the research will determine the stakeholder graopsidered.

A review of the literature has also provided insigito documented differences in stakeholder
perspective. For instance, it has been suggeste@ringlley (as cited in Infinedo and Nabhar,
2007) that due to cultural differences, some ofitleatified groups will hold conflicting views
on IT related issues. Several studies have explidrisddimension. Particularly, Schein (2006)
concluded that top management and IT personnelngetb to distinct subcultures. Similar
research by Ward and Peppard (2010) revealed allg@mps between IT and business
departments. One of the reasons cited for the givere between these two groups extends to
different goals regarding IT issues. In the don@iERP, research by Singletary et al. (as cited
in Infinedo and Nahar, 2007) has revealed diffeesngetween managers, IT professionals and
end-users on benefits and drawbacks of MIS impléatiem. Finally, work by Bradley and Lee
(2004) has revealed discrepancy between technicdl rmanagement personnel regarding
understanding of necessary levels of training. Kmsl of research is limited, however, as the
majority of study has been managerially focused thiedstakeholder perspective has not been

often considered (Amoako-Gyampah, 2004). Koss&0981) work brings attention to the need
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to consider the perceptions of other important ggoand Amoako-Gyampah (2004, p. 171)
more specifically states that knowledge of anyeddhces can “help implementers develop
appropriate intervention mechanism such as traimang communication that can lead to

successful MIS implementation”.

2.3The System Environment and Security of the Managment Information System

According to Cohen and Bailey (2008), MIS effectigss is a function of environmental factors
such as industry characteristics and turbulencevir@nmental factors, design factors,
employees’ psychological traits and internal andemal processes can predict the MIS
effectiveness. The turnover in the industry, at thanagerial level, can also affect the
performance of software development teams in tigarozation. Ebert and Neve (2001) stated
that work environment and effective and efficiestls are some of the glues for global software
development projects. The distribution of softwadevelopment globally results into

multicultural engineers work together results iimeovative products and processes.

The company’s policies and standards must reqgawvew and formal authorization of changes
to the technology environment prior to implememtatiThe designation of authority to provide
such authorization should be of management positiithout separation of duties conflicts, and
responsible for reporting the status of informatmecurity to the board. Exceptions to the
company’s policies and standards with regard tonghamanagement should be formally
requested and approved by the company’s policy sigler committee or equivalent.
Measurements of control effectiveness should irelatignment with regulation and law and
those measurements should be reported to the boaadquarterly and annual basis through, or

with, the chief legal counsel, chief complianceicgf, and chief auditor or their equivalents.
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Schifreen (2006) supports by noting that every gamny needs a formal written document which
spells out to staff precisely what they are allovteduse the company’s systems for, what is
prohibited, and what will happen to them if thegdk the rules. This document is known as an

information security policy.

Ross (2007) also supports this by arguing thatdeal situation is for the security of the system
to be self enforcing. To some extent, this is auiyea reality. Firewalls, intrusion detection

systems and virus filters do monitor their respectiomains and take action when a deviation
from the rules is detected. People must underthkertle of security enforcement maybe
through an information security program. Ogeto @00otes that the primary goal of an

information security program is to manage riskanformation systems. The programs plan is to
develop ways to lower current risk through admnmaiste, environmental/ physical and technical

measures.

Maroukian (2010) found that the environmental festavhich affect a software development
team based on a study of five different IT projeicisGreek banking sector are IT security
policies and standards, software deployment palieied procedures at customer side, rate of
software training sessions, rate of formal reviewsalkthroughs, senior management
commitment towards both performing organization emstomer, system administrators attitude,

provisioning of software documentation, projeckstelder ownership.

Clear goals and objectives are essential to guidgoiog organizational efforts for MIS
implementation (Cleland and King, 1983). At thesatitof MIS implementation projects, it is
often very difficult to determine these in a cleaanner and lack of clarity results in

complexities as the implementation progresses ({$kwl Pinto, 1987).
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2.4The Database Exposure and Security of the Managent Information System

Managing organizational assets such as data, dsawelverall information security concerns,
are two of the key technology areas having a laffiect on companies today. The enterprise
database infrastructure is subject to an overwimnglmange of threats. According to the literature
(Al-Mashari, 2002; Federici, 2007) another factoattmay affect security post implementation
of MIS, either positively or negatively, is managirthe complexity of information flows

(databases). This is much more crucial for commam#h branch offices which need to be

controlled remotely, leading to a lack of co-ordioa (Marshall et al., 2005).

Outdated and duplicated data that is not propedgaged during the post implementation of the
MIS may also pose a major threat. Arranging, pygamd updating organizational data are
fundamental processes to ensure the highest |dvatauracy possible (Loh and Koh, 2004).
Therefore, companies should develop and retain gawdl disciplined system maintenance
processes to ensure quality control of the dateedto their system (Loh and Koh, 2004). It
could be argued that if outdated and duplicated déthe system is not discarded properly, it
may lead to low data accuracy, erroneous analytegarts and eventually poor decision making
at both operational and strategic levels. Additignaedundant data may reduce speed of data

searching and retrieval and increase data stopgeesand management cost.

Information system security processes and actwipivide valuable input into managing IT
systems and their development, risk identificatiglanning and mitigation. A risk management
approach involves continually balancing the protecof agency information and assets with the
cost of security controls and mitigation strategi@®ughout the complete information system

development life cycle (Saugatuck Technology, 2008)
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The enterprise database infrastructure is sulbypest toverwhelming range of threats. When users
(or applications) are granted database accesdeg@d that exceed the requirements of their job
function, these privileges may be abused for mali€i purpose (Symantec, 2009). A given
database user ends up with excessive privileges tlier simple reason that database
administrators do not have the time to define apdate granular access privilege control
mechanisms for each user. As a result, all uselarge groups of users are granted generic

default access privileges that far exceed spgoficequirements.

The solution to excessive privileges is query-leaetess control. Most database software
implementations integrate some level of query-leadess control (triggers, row-level security,
etc), but the manual nature of these “built-in"tteas make them impractical for all but the most
limited deployments. The process of manually dafira query-level access control policy for all
users across database rows, columns and operagi@iply too time consuming. To make
matters worse, as user roles change over timeyqaicies must be updated to reflect those
new roles. Most database administrators would lzakiard time defining a useful query policy
for a handful of users at a single point in timejcm less hundreds of users over time (Infinedo
and Nahar, 2007). As a result, most organizationsige users with a generic set of excessive
access privileges that work for a large numbersgfrs. Automated tools are necessary to make

real query-level access control a reality.

According to Lovegrove (2005), users may also ableggtimate database privileges for
unauthorized purposes. Consider a hypotheticaledgpalthcare worker with privileges to view
individual patient records via a custom Web appilica The structure of the Web application
normally limits users to viewing an individual pait’'s healthcare history — multiple records

32



cannot be viewed simultaneously and electronic eo@ire not allowed. However, the rogue
worker may circumvent these limitations by connegtio the database using an alternative
client such as Microsoft Structured Query Langudlis-SQL). Using MS-SQL and his

legitimate login credentials, the worker may reteend save all patient records. The solution to
legitimate privilege abuse is database accessalahtt applies not only to specific queries as
described above, but to the context surroundingldeste access. By enforcing policy for client
applications, time of day, location, etc., it's pide to identify users who are using legitimate

database access privileges in a suspicious manner.

Attackers may take advantage of database platfaftwvare vulnerabilities to convert access
privileges from those of an ordinary user to thofean administrator. Vulnerabilities may be
found in stored procedures, built-in functions, tpoml implementations, and even SQL
statements. For example, a software developefiafmacial institution might take advantage of a
vulnerable function to gain the database admirtisgarivilege. With administrative privilege,

the rogue developer may turn off audit mechanismesgte bogus accounts, transfer funds, etc.

Vulnerabilities in underlying operating systems autlitional services installed on a database
server may lead to unauthorized access, data ¢camnyr denial of service. In a SQL injection
attack, a perpetrator typically inserts (or “inggtunauthorized database statements into a
vulnerable SQL data channel. Typically targetecaddtannels include stored procedures and
Web application input parameters. These injectatestents are then passed to the database
where they are executed. Using SQL injection, kéecmay gain unrestricted access to an entire

database.
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Automated recording of all sensitive and/or unusiathbase transactions should be part of the
foundation underlying any database deployment (kegnd Collerette, 2006). Weak database
audit policy represents a serious organizatiorsk on many levels such as regulatory risk,
deterrence and detection and recovery. Databaseasef platforms typically integrate basic
audit capabilities but they suffer from multiple ak@messes that limit or preclude deployment.
Denial of Service (DOS) is a general attack catggomhich access to network applications or
data is denied to intended users. Denial of ser{fil¥@S) conditions may be created via many
techniques - many of which are related to previpumséntioned vulnerabilities. For example,
DOS may be achieved by taking advantage of a de¢gblatform vulnerability to crash a server.
Other common DOS techniques include data corruptietwork flooding, and server resource
overload (memory, CPU, etc.). Resource overloadpasticularly common in database
environments. In addition, weak authentication sob® allow attackers to assume the identity of
legitimate database users by stealing or otheraliaining login credentials. An attacker may

employ any number of strategies to obtain credkntia

2.5The Quality of the Software Application and Seaity of the Management Information

System

In a corporate setting, there are few things maonportant than setting up a strategy for
management of information systems (MIS). The reasdhat information systems touch every
part of a business operation. Failure to implemamy strategy at all is costly. Failure to
implement the correct strategy can mean the diffe¥detween making a profit and closing the

doors. An effective strategy includes several congmbs (Akkermans and van Helden, 2002).
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In most cases, systems that are not properly neatlth meet new business requirements or are
of low quality pose a major threat to the systegusgy. User requirements of the company will
constantly change under highly dynamic and comipetitnarket conditions (Ecklundet al.,
2006). The implemented MIS should therefore be inapnusly reviewed and enhanced in the
post-implementation phase, in order to meet new nesplirements. However, it could be argued
that this task may not always be carried out pigpermany companies due to low flexibility of
the MIS, high reconfiguration cost, lack of in-hewesxperts and insufficient support from system
vendors and consultants. If this risk event ocdins MIS may gradually become less efficient to
support user needs, which may significantly impacisiness operational efficiency and

information security.

The information security manager should participaténdustry organizations that are actively
working on developing metrics and practices thateatively balance business product
development needs and risk management (Akkermathyam Helden, 2002). The information
security manager should seek training in processagement, such as Information Technology
Infrastructure Library (ITIL). The information sertty manager should work closely with line-of
business managers to ensure that measurementsagssauith information security tie to real
business risks. Security metrics should tell usuabloe state or degree of safety relative to a

reference point.

System quality reflects the access speed, eassepfnavigation and appearance of system
application (Kim et al., 2004). Due to the consttsiof various terminals and inconvenient input,
users may find it difficult to search for informari. Thus an interface with powerful navigation,
clear layout and prompt responses may be critwalsing IS. Poor system quality may lead
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users to feel that service providers have not speaugh effort and investment on IS. This will
affect their evaluation on the credibility and beslence of service providers. Vance et al.(2008)
reported that system quality including navigatiostalicture and visual appeal affects users' trust
in mobile commerce technologies. In addition, gystquality may also affect perceived
usefulness. Poor system quality causes also incthdeinitial wrong capture of the user
specifications, thus creating a system that do@smeet the user requirements. Poor system
quality will then decrease user expectation of aogy positive outcomes in future. For
example, if users often encounter service inteioapdr unavailability, they will not be able to

conduct ubiquitous payment.

Lack of integration between business and infornmasecurity is also a major challenge that
should be considered in successful implementatfolll®&. Senior management should ensure
that business liaisons are held accountable feranting with the information security manager
to achieve mutually agreeable risk management tbgsc Senior management should ensure
that the business strategy is shared with infownattechnology and appropriate risk
management groups, such as information securityogko-Gyampah, 2004). This will help
ensure that necessary adjustments to the informasiecurity strategy and technology
infrastructure capability can be proactively plathn® help manage cost and risk. The
information security status associated with higikdegal and regulatory compliance should be
monitored at the executive level to ensure that@ppate priority is given to risk management

initiatives.

MIS provide regular information to managers to &llthem to make decisions based on data

rather than guesses. Certain data and analysiplegna very useful role in making good
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decisions about where and when to use human aed @bources to achieve the mission of an
organization. Managers with quality MIS are ablentake decisions from an informed stance

rather than a haphazard one.

2.6The After-sales Services of the Vendors and Seity of the Management Information

System

Maximizing the value derived from IT vendors is ké&y delivering efficient IT services
(Symantec, 2009). Further, the increasing use tfooucing, out-tasking and cloud computing
means that vendors are now playing a fundament@limolT's delivery of services to the end-
user. Given these two factors, effective vendoragament has become an essential competency
for every IT organization; arguably as important amy internal technology, service

management, or program management capability.

In today’s competitive marketplace, many compaiiage moved from a single vendor to a
multi-vendor platform (Saugatuck Technology, 2008anaging the numerous individuals and
companies you do business with is crucial for depielg valuable relationships. Ensuring that
correct vendor information is entered, and updateigvant contracts with new information in a
timely manner are two major pain points of vendanagement. Vendor Management is a
structured approach to receiving the best servicevalue from a supplier. The core of such a
program is the establishment of an ongoing comnatiimic channel with a vendor. To improve
the vendor management process, it is importarrattktand evaluate vendors on a regular basis.
Not only will regular monitoring of vendors ensutey are meeting your expectations, it will

also allow you to proactively take measures toeseportunities or mitigate risks.
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Very often an integrated solution from one singliSMendor may not satisfy all business needs
of the company. Therefore, it is not uncommon fosdern companies to procure suitable
software modules from different system vendors eomf their own unique management
information system (Currie, 2003). This approacbwéver, may increase complexity and
difficulty in harmonizing integration issues. Inhet words, companies may face a risk that
seamless integration may not be achieved betwesantumodules or between current and new
modules of the MIS. Moreover, Sage (2005), onénefworld's leading MIS vendors, reinforces
that even if all modules of the MIS are providedtbg same vendor, it does not mean they can
achieve solid integration. Consequently, this issusy lead to system fragmentation in the
company, through the creation of technologicalngtawhich are very often totally isolated and

non-communicant.

It is important for the vendor's staff to be knogdeable on both the business process and MIS
functions (Stackpole, 2010). Vendors should be fadyeselected since vendor support play
crucial role in shaping the ultimate outcome of liempentation. The project success is found to

be positively associated with fit and compatibilitith IT vendor employed (Thong et al., 2006).

However, in the context of companies in develogingntries, vendors have a very crucial role
to play. They should have the agility and flextyilrequired to implement the requirements of
the institutions there with a localised approaalcisa finding also finds support in the study of
Yeh and Miozzo (2006). Hence it becomes an addsporesibility on the part of vendors to
suggest measures to management in bring about i@ivposrganizational climate that is

conducive to implementation and also having a leedlapproach.

38



2.7The End Users and Security of the Management lafmation System

The project team competence is another importastess factor (Stratman and Roth, 2007). The
MIS project involves the entire functional departrtnend demands the efforts and involvement
of technical and business experts as well as tlaisers (Ryan, 2009). As networks grow in size
and complexity, the requirement for centralizeduség policy management tools that can
administer security elements is paramount. Sophisd tools that can specify, manage, and
audit the state of security policy through browlkased user interfaces enhance the usability and

effectiveness of network security solutions.

Security designing at the system level should tak® consideration services obtained
externally, planned system interconnections, aeddifferent orientations of system users (e.g.,
customer service versus system administratorse®yasers may assist in the development by
helping the program manager to determine the nesfthe the requirements, and inspect and
accept the delivered system. Participants may #@stude personnel who represent IT,
configuration management, design and engineering, facilities groups. To be successful
security, participation is needed from people wieokaowledgeable in the disciplines within the

system domain (e.g., users, technology expertsabpes experts).

Peltier (2005) assert that an effective MIS prograannot be implemented without
implementing employee awareness and training pnogosaddress policy, procedures and tools.
Strong security architecture will be rendered kfésctive if there is no process in place to make
certain that employees are made aware of theirtsrigind responsibilities with regard to
organization assets. Employees want to know whaxmgected of them and who to turn for

assistance. Ongoing information security awaremgiéprovide answer to the user community.
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Employees need to understand that the securityramogs supported, approved and directed by

the senior management.

Top management support is needed throughout thiemgmtation process (Bingiet al., 2009).

The project must align with the strategic busingsals. Top management should be the driving
force and must be willing for a mindset change tgeating that a lot of learning has to be done
at all levels, including themselves (Rao, 2009).Quiethe factors considered as a major
challenge in successful implementation of MIS klaf senior management’'s commitment to

information security initiatives.

Top manager's attitude “will affect not only theull of funds and information to the [IS] project,
but also the subordinates view the project”’ (Gaagayd Brady, 2007). Top management support
is therefore frequently reported as a crucial faefitecting the success of MIS implementation
(Gargeya and Brady, 2005; Loh and Koh, 2007). Tédsor is certainly also critical to system
post-adoption. In truth, lack continuous suppatirtop managers can be a significant risk event
that may lead to a set of negative consequenchSnpost-implementation, e.g. conflicts and
arguments in MIS issues cannot be solved effigrenitt development plan is missing or

inappropriate, insufficient funds are assignedysiesm maintenance and enhancement, etc.

Miller et al (2007), supports by observing thatisetevel management is often responsible for
information security at several levels, includitg trole as an information owner. Management
has a responsibility to demonstrate a strong comarnit to an organization’s information
security program. This commitment can be achievedugh corporate information security
policy and this policy should include a statemeinsupport from management and should also

be signed by the CEO. The management should stemerdghip by example, a CEO who refuses
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to carry a mandatory identification badge or wh@dsses system access controls sets a poor
example. The management should put in place a amsagien scheme for employees where

proper security behavior is rewarded accordingly.

Failure of the company to understand informatioouséy issues as another major challenge.
Information security managers must increase thadletstanding of the business and their skills
in communication through industry-specific educatand executive-level continuing education
programs. Information security awareness sessitiosild start at the executive level and
hierarchically proceed to the inclusion of all Ivef management and employees. Information
security managers should seek industry and otheligations that target executive and senior
management and ensure that those publications ade ravailable to the management team.
Senior Management will be in a better positionuport security initiatives if they are educated

on how critical IT systems are to the continuedrapen of the enterprise.

High-skilled IT staff are valuable organizationabkats, and are crucial for MIS maintenance and
enhancement (Ifinedo and Nahar, 2009). Howevewidsly acknowledged, due to high market
demand for this type of professional, companiesetones may find it difficult to retain their
highly qualified MIS experts (Sumner, 2000). Thiskrevent may have a high probability and

frequency of occurrence in user companies that hdess efficient retention scheme.

The implemented MIS has to be continuously revieased enhanced in the post-adoption stage.
A clear IS/IT/ERP development plan is the preretgit® enable these activities to be carried out
successfully. Establishing, implementing and susgtgi an efficient IS strategy depends on the
commitment of top managers and endeavour of indhexperts. If the IS development plan of

the company is missing, ill-defined or is a misiith the business strategy (Lientz and Larssen,
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2006, pp. 124-6), the company will not be ableetain a correct direction for further Enterprise
Resource Planning (ERP) development. As a consequéme implemented MIS system may

gradually become incapable to support businestegtes and goals.

2.8Conceptual Framework

This part of the research will seek to give clead aonsistent definition of the research
guestions. The conceptual frame work will be usedshow the relationship between the

dependent variable which is the research problahttamindependent variables.
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Independent Variables

The System Environment

Power Failures
Unclean power
Unsecured rooms
Crowded Server room
Poor gate contrc

KI'he Quality of the After-sales Services by the\
Vendors

- Lack of proper system and vendor selection

- Lack of understanding of the vendor
obligations

- Lack of proper procedures in dealing with

k vendor: j
/Database Exposure \

- Password policy in database is naqt
entrenched in applications

Dependent Variable

- Database profile/roles not aligned with
application profiles

- Lack of licensed database access tools

k Inadeauate Datahase administration trau

/The Quality of the Software Application \

- Poor system architecture that allows dire
access to the database

(9]
—

A 4

- Mismatch between application needs arnd
database controls
- Lack of proper audit trails /

\_
KI'he End Users

- Ignorance

- Vested Interests/Cartels

- Collusion

- Inadequate skills

- Management inaction

- Negligence

k Job imbalance/Overwhelmed work

Figure 1: Conceptual Framework
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Moderating
variables
IT policies
Government
regulation
' /System Security \
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Wrong Data

User Training

Intervening
variables



2.9 Chapter Summary

In the last decade, information and informationusiég have moved beyond the boundaries of
academia to play key roles to improve overall bess objectives and create competitive
advantage. More and more businesses around thel wor regard information as a vital
business asset critical to the success of orgamizain today’s globally connected and complex
business environment. As such, information secisityore challenging now than ever before to
defend a business against increasingly sophisticatermation security threats. Indeed, national
and international regulations are calling for oligations to demonstrate due care with respect to

security.
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CHAPTER THREE

RESEARCH METHODOLOGY

3.1 Introduction

This chapter sets out various stages and phasesvilhde followed in completing the study.
The following subsections are included; researdigthe target population, sampling design, data

collection instruments, data collection procedwed finally data analysis.

3.2 Research Design

The main focus of this study was quantitative. Hesvesome qualitative approach was used in
order to gain a better understanding and possiligble a better and more insightful
interpretation of the results from the quantitatstedy. The propose study adopted a case study
since it is a research on one organization. A &asa in-depth investigation of an individual,
institution or phenomenon (Mugenda and Mugenda3200he primary purpose of a case study
was to determine factors and relationships amoaddhbtors that have resulted in the behavior
under study. Since this study sought to investifgttors affecting system security at NCWSC, a
case design is deemed the best design to fulBllaibjectives of the study. A case was chosen
because it enables the researcher to have an th-degerstanding of the system security at

NCWSC.

3.3 Target Population

The target population of this study was the 121 agament staff working at NCWSC. The

study focused more on the section and particutamyhe top and middle level management staff
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who are directly dealing with the day to day mamaget of the company since they are the ones
conversant with the subject matter of the studye pbpulation characteristic is as summarized

in the Table 3.1 below.

Table 3.1 Target Population

Frequency Percentage
Senior Managers 23.2
28
76.8
Middle Level Managers 93
100
Total 121

Source: HR records as at March, (2012).

3.4 Sample Size and Sampling Procedure

Sample of responding staffs were drawn from 121aiog middle level managers from the staff
working at NCWSC. From the population frame theurszfl number of subjects, respondents,
elements or firms was selected in order to makerapte. Stratified proportionate random

sampling technique was used to select the sam@®36 afianagers. According to Deming (2007)
stratified proportionate random sampling techniqueduce estimates of overall population
parameters with greater precision and ensures & nepresentative sample is derived from a
relatively homogeneous population. The current céime of NCWSC put staff in three

categories. From each stratum the study used siraptiom sampling to select 30 respondents.
Statistically, in order for generalization to takdace, a sample of at least 30 elements

(respondents) must exist (Cooper and Schindler320Me selection was as follows:

46



Table 3.2 Sample Size

Frequency Percentage Sample size
Senior managers (Managers an2<218 0.3 8
Directors)
Middle level managers93 0.3 22
(Coordinators and Officers)
Total 121 30

3.5 Research Instruments

The study used both primary and secondary datanadPyi data was obtained through self-
administered questionnaires with closed and opeedaiguestions and an interview schedule. A
5-point likert scale was used to assess the faeftgsting system security at Nairobi City Water
and Sewerage Company. The questionnaires inclsttlectured and unstructured questions and
was administered through drop and pick method tddiailevel managers. The closed ended
guestions enabled the researcher to collect qatinétdata while open-ended questions enabled
the researcher to collect qualitative data. Thestioienaire was divided into two sections.
Section one is concerned with the general inforomaéibout respondents, while section two deals
with the issues of risk management practices amtbipeance. In addition, an interview guide
was used to collect qualitative data from the semanagers. Secondary data was collected by
use of desk search techniques from published re@ortl other documents. Secondary data

includes the governments’ publications, journafg] periodicals.
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3.6 Validity of the Research Instruments

Validity as noted by Robinson (2002) is the dedcewhich result obtained from the analysis of
the data actually represents the phenomenon umdggy. svalidity was via objective questions
included in the questionnaire and by pre-testirgitistrument to be used to identify and change
any ambiguous, awkward, or offensive questions tactinique as emphasized by Cooper and
Schindler (2003). To establish the validity of tresearch instrument the researcher sought
opinions of experts in the field of study espegidhe lecturers in the study of information

systems and technology.

3.7 Reliability of the Research Instruments

Reliability refers to a measure of the degree taclwhresearch instruments yield consistent
results (Mugenda and Mugenda, 2003). Reliabilityhe#f questionnaire was evaluated through
administration of the said instrument to the pigwgbup of 20 respondents from the target
population. The higher the score, the more relitdegenerated scale is. A construct composite
reliability co-efficient (Cronbach alpha) of 0.7 above, for all the constructs, was considered
adequate for this study. Nunnaly (1978) has inditaD.7 to be an acceptable reliability

coefficient but lower thresholds are sometimes usé¢de literature.

3.8 Data Collection Procedure

The questionnaires were self administered. Selfiaidiered questionnaires enable one to clarify
the questions or probe for more answers. This m#kekear and is likely to yield relevant
responses. To increase the response rate, anuntioa letter from the University of Nairobi

was attached as this assured the respondentsiro$difety, trust and confidentiality.
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3.9 Data Analysis and Presentation

Before processing the responses, the completediguesires were edited for completeness and
consistency. The data was then be coded to enhbéleesponses to be grouped into various
categories. A descriptive analysis was employednalyzing the quantitative data. Descriptive
statistics such as means, standard deviation agdéncy distribution will be used to analyze the
data. The quantitative data was measured in relalesaby normalizing. Tables and other
graphical presentations as appropriate were useprdsent the data collected for ease of
understanding and analysis. Cooper and Schind@3(2notes that the use of percentages is
important for two reasons; first they simplify ddtareducing all the numbers to range between
0 and 100. Second, they translate the data intwdatd form with a base of 100 for relative
comparisons. The qualitative data was coded theaibtiand then analyzed statistically.
Content analysis was used for data that is quiaitatature or aspect of the data collected from

the open ended questions and the interview guides.

3.10 Ethical Issues

Ethics as noted by Minja (2009) is referred tonasms governing human conduct which have a
significant impact on human welfare. In this studgnfidentiality was of concern in view of the
fact that information relevant to the study wasttegic importance to Nairobi City Water and
Sewerage Company in Nairobi County. In this reg#nd, names of the respondents were not
disclosed and the names of the information colte¢tee will be held in confidence. Due to
sensitivity of some information collected, the @sber holds a moral obligation to treat the

information with utmost propriety. Since the resgents might be reluctant to disclose some
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information, the researcher needs to reassure é#spondents of confidentiality of the

information given.

3.11 Operational Definition of Variables

The Operationalization of variables is shown in[€&h3.
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Table 3.3: Operationalization of Variables

Objectives Variables Indicators Scale Tools of Type of
analysis analysis
To establish how Independent: | - Power Failures Nominal | Frequency | Descriptive
the system The  System - Unclean power ordinal | distribution | Content
environment Environment | - Unsecured rooms tables and analysis
influences MIS - Crowded Server room percentages
post - Portability  of IT
implementation equipment e.g.
security Laptops, iPods etc.
- Poor gate controls
- Poor quality of meters
- Poor LAN
infrastructure
- Lack of WAN in some
areas
To establish the The Quality| - Lack of proper systemNominal | Frequency | Descriptive
extent to which of the After-| and vendor selection | ordinal | distribution
after salel sales Services- Lack of understanding tables ang
services by theby the| of the vendor percentages
vendor Vendors obligations
influences MIS - Lack of proper
post procedures in dealing
implementation with vendors
security - Lack of Maintenance
Contracts and SLAs
Non-adherence to
contracts with vendors
- Vendor locked systems
To determing Database - Password policy in Nominal | Frequency | Descriptive
how the databaseExposure database is natordinal | distribution | Content
exposure entrenched in tables and analysis
influences MIS applications percentages
post - Database profile/roles
implementation not aligned  with
security application profiles
- Lack of licensed
database access tools
- Inadequate  Database
administration training
- Lack of adequate
database management

tools
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Lack of Disastel
Recovery Site
procedures

Lack of backup ang
recovery procedures

Lack of databass
access guidelines
Lack of tools to

monitor power users i
the database

and

)

D

Lack of database
patching procedures
Need to maintain
numerous passwords
To assess theThe Quality| - Poor system Nominal | Frequency | Descriptive
influence of the of the| architecture that allowsordinal | distribution | Content
quality of | Software direct access to the tables and analysis
software Application database percentages Regression
applications on (MIS) Mismatch between
system security application needs and
post database controls
implementation Lack of proper audit
of management trails
information
system
To establish how The End | - Ignorance Nominal | Frequency | Descriptive
the end usersUsers Vested ordinal | distribution | Content
affect MIS post Interests/Cartels tables and analysis
implementation Collusion percentages
security Inadequate skills
Management inaction
Negligence
Job
imbalance/Overwhelm
ed workers
Lack of succession
planning
Non-adherence to leave
schedules/policies
Poor induction
Low morale
Dependent: IT Equipment and Nominal | Frequency | Descriptive
System Database crashes ordinal | distribution | Content
Security Loss of data tables and analysis
Un-authorized access percentages
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to data and dat
pilferage

Introduction of viruses

and un-authorize
software

Ease of tampering wit
metering data

Difficulties in
enforcing systen
controls

User passwords gettin
exposed as ne
passwords are se
through emails.

Long backup ancg
recovery times
Possibility of
corrupting databas
with wrong patches
Un-authentic

D

|

I

nt

[¢)

1%

D

transactions ar
introduced e.g. dat
without source
document

Loss of data integrity
System errors/mis
information
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CHAPTER FOUR

DATA ANALYSIS, PRESENTATION AND INTERPRETATIONS
4.1 Introduction

This chapter presents analysis and findings ofstbdy as set out in the research methodology.
The study findings and discussions are presenteth@ractors effecting system security post
implementation of management information systemNairobi City Water and Sewerage

Company.

4.1.1 Response Rate

The study targeted a sample of 30 respondents.ade™®.1 below shows, 24 respondents filled
in and returned the questionnaire giving a respaaigeof 80%. This commendable response rate
was made a reality after the researcher made prs@its to remind the respondent to fill-in

and return the questionnaires. This response rateexcellent and representative and conforms
to Mugenda and Mugenda (2010) stipulation thatspagrse rate of 50% is adequate for analysis

and reporting; a rate of 60% is good and a resp@iseof 70% and over is excellent.

Table 4.1: Response Rate

Response Frequency Percent
Responses 24 80
Non-responses 6 20
Total 30 100
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4.2 Demographic Information

4.2.1 Gender of the respondents

The study sought to establish the gender of theoretents. From the findings 4.1 below, 92% of
the respondents indicated that they were male whdee who indicated that they were female

were 8%.

Table 4. 2: Gender of the respondents

Frequency Percentage
Male 22 92
Female 2 8
Total 24 100

4.2.2 Age Bracketof the respondents

The study also sought to determine the age braxdkée respondents. From the findings,30% of
the respondents indicated that they were aged bet®8-40 years,20% were aged between 25-
30 years,15% were aged between 41-44 years,14% agexk between 45-50 years,10% were
aged between 31-34 years,6% were aged between $8#%8 while 5% were aged over 51

years.

Table 4. 3: Age Bracket of the respondents

Frequency Percentage
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31-34 10 2

41-44 15 4
Over 51 years 5 1
25-30 years 20 5
35-40 years 30 7
45-50 years 14 3
50-60 years 6 1
Total 24 100

4.2.3 Highest Education Level

From the findings, 60% of the respondents indicéled they had a postgraduates degree, 35%
of the respondents indicated that they had a Bachalegree while 5% of the respondents

indicated that they had a diploma.
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Table 4. 4: Highest Education Level

Frequency Percentage
Diploma 1 5
Bachelors 8 35
Postgraduate degree 14 60
Total 24 100

4.2.4 Years of Service/Working Period

According to the findings, 88% of the responderatd kerved for between 1-10 years, 7% of the

respondents had served for between 10-20 year® \BPH of the respondents had served for

between 20-30 years.

Table 4. 5: Years of Service/Working Period

Frequency Percentage
1-10 years 21 88
20-30 years 1 5
10-20 years 2 7
Total 24 100
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4.3 The System Environment
The report discusses the extent that the systeimoanvent affects system security.

4.3.1 System Environment Affect Information SystenSecurity in the Company

From the findings, 65% of the respondents indicatedt system environment affected
information system security in the company to ayvgreat extent, 25% of the respondents
indicated that system environment affected inforomatsystem security in the company to a
great extent while 10% of the respondents indicttat system environment affects information

system security in the company to a moderate extent

Table 4. 6:System Environment Affect Information Sgtem Security in the Company

Frequency Percentage
Very great extent 16 65
Great extent 6 25
Moderate extent 2 10
Total 24 100
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4.3.2 Extent do the Following Affect Information Sgtem Security in the Company

Table 4.7: Extentdo the Following Affect Information System Security in the Company

Mean Std. Deviation

Power Failures 4.7083 0.99909
Unclean power 3.9167 4.26224
Unsecured rooms 4.0417 1.19707
Crowded Server room 3.6789 1.21584
Portability of IT equipment e.g. Laptops, iPods etc 3.8333 1.57885
Poor gate controls 4.7080 1.23285
Poor quality of meters 4.3333 1.30773
Poor LAN infrastructure 4.7917 1.53167
Lack of WAN in some areas i.e. Sasumua 4.2083 0318

From the findings, the respondents indicated tloar AN infrastructure, power failures and
poor gate controls affected information system sgcin the company to a very great extent as
shown by a mean score of 4.7917, 4.7083 and 4.768pectively. The respondents also
indicated that poor quality of meters, lack of WANsome areas i.e. Sasumua, unsecured rooms,

unclean power and portability of IT equipment d.gptops, iPods etc. affected information
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system security in the company to a great extershasvn by a mean score of 4.3333, 4.2083,

4.0417, 3.9167 and 3.8333 respectively.

4.4 The Quality of the After-Sales Services By Théendors

The report discusses the extent that the qualitheffter-sales services by the vendors affect
system security.

4.4.1 The Quality of the After-sales Services by éhVendors Affect Information System

Security in the Company

According to the findings,75% of the respondentdicated that the quality of the after sales
services by the vendors affected information sysseurity in the company to a very great
extent,20% of the respondents indicated that tladitgjof the after sales services by the vendors
affected information system security in the compdaya great extent while 5% of the

respondents indicated that the quality of the afiales services by the vendors affected

information system security in the company to a erate extent.

Table 4.8: The Quality of the After-sales Servicedy the Vendors Affect Information

System Security in the Company

Frequency Percentage
Very great extent 75 18
Great extent 20 5
Moderate extent 5 1
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Total 100 24

4.4.2 Extent do the Following Affect Information Sgtem Security in the Company

Table 4.9:Extent do the Following Affect Information System Security in the Company

Mean Std. Deviation

Lack of proper system and vendor selection 3.5450 0.88465
Lack of understanding of the vendor obligations 835 1.01795
Lack of proper procedures in dealing with vendors .6288 1.20911

Lack of Maintenance Contracts and SLAs Non-adhe&rdnccontracts 3.7083 0.95458

with vendors

Vendor locked systems 3.7567 1.32698

According to the findings, the respondents indidateat vendor locked systems, lack of
maintenance contracts and SLAs, non-adherence ritracts with vendors, lack of proper
procedures in dealing with vendors, lack of underding of the vendor obligations and lack of
proper system and vendor selection affected infoomasystem security in the company to a
great extent as shown by a mean score of 3.75083, 3.6258, 3.5833 and 3.5450

respectively.
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4.5 Database Exposure
The report discusses the extent that database @epalects system security.

4.5.1 Database Exposure Affect Information Systeme8urity in the Company

From the findings, 65% of the respondents indicétetl database exposure affected information
system security in the company to a very greatnéx25% of the respondents indicated that
database exposure affected information system isgaurthe company to a great extent while
10% of the respondents indicated that databasesaerpa@ffected information system security in

the company to a moderate extent.

Table 4. 10: Database Exposure Affect Information @stem Security in the Company

Frequency Percentage
Very great extent 16 65
Great extent 6 25
Moderate extent 2 10
Total 24 100

4.5.2 Extents do the Following Affect Information $stem Security in the Company

Table 4.11:Extents do the Following Affect Informaton System Security in the Company
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Mean Std. Deviation

Password policy in database is not entrenchedphcgpions 3.5667 0.96309
Database profile/roles not aligned with applicatioofiles 3.6333 0.70196
Lack of licensed database access tools 3.7532 12188
Inadequate Database administration training 3.9583  0.69025
Lack of adequate database management tools 3.7083 1.08264
Lack of Disaster Recovery Site and Procedures 3.716 1.34864

According to the findings, the respondents indidatigat Inadequate Database administration
training, lack of licensed database access toat¥ bf disaster recovery site and procedures,
lack of adequate database management tools, datpbafde/roles not aligned with application
profiles and password policy in database is noteached in applications affected information
system security in the company to a great extergh@wn by a mean score of 3.9583, 3.7532,

3.7167, 3.7083, 3.6333 and 3.5667 respectively.

4.6 Quality of the Software Application

The report discusses the extent that the qualithetoftware application affects system
security.

4.6.1 Whether the Quality of the Software Applicatbn Affect Information System Security

in the Company

According to the findings, 75% of the respondemdidated that the quality of the software
application affected information system securitythe company to a very great extent,20% of
the respondents indicated that the quality of tfensre application affected information system

security in the company to a great extent while &%he respondents indicated that the quality
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of the software application affected informatiorsteyn security in the company to a moderate

extent.

Table 4. 12: Whether the Quality of the Software Aplication Affects Information System
Security in the Company

Frequency Percentage
Very great extent 18 75
Great extent 5 20
Moderate extent 15
Total 24 100

4.6.2 Extent do the Following Affect Information Sgtem Security in the Company

Table 4.13: Extent do the Following Affect Informaton System Security in the Company

Mean Std. Deviation
Poor system architecture that allows direct actesthe 4.5373 .65893
database
Lack of integrity of staff 3.9552 1.17335
Mismatch between application needs and databaseotzon 3.9104 1.01102
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Lack of proper audit trails 4.0597 71522

From the findings, the respondents indicated tluatr pystem architecture that allowed direct
access to the database affected information syséenrity in the company to a very great extent
as shown by a mean score of 4.5373, the respadatitated that lack of proper audit trails,
lack of integrity of staff and mismatch between laggtion needs and database controls affected
information system security in the company to aagrextent as shown by a mean score of

4.0597, 3.9552 and 3.9104 respectively.

4.7 The End User
The report discusses the extent that the end affert system security.

4.7.1 Extent does the End Users Affect Informatio®ystem Security in the Company

According to the findings, 70% of the respondemididated that end user effect affected
information system security in the company to ayvgreat extent, 20% of the respondents
indicated that end user effect affected informatsystem security in the company to a great
extent while 10% of the respondents indicated &mat user effect affected information system

security in the company to a moderate extent.

Table 4. 14: Extent does the End Users Affect Infanation System Security in the
Company

Frequency Percentage

Very great extent 17 70
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Great extent 5 20

Moderate extent 2 10

Total 24 100

4.7.2 Extent do the following affect Information Sgtem Security in the Company

Table 4. 15: Extent do the following affect Informaion System Security in the Company

Mean Std. Deviation
Ignorance 4.6716 .56106
Vested Interests/Cartels 4.5373 .63552
Collusion 4.4925 .68253
Management inaction 4.5166 49875
Negligence 4.6269 51745
Job imbalance/Overwhelmed workers 4.6418 .59548
Lack of succession planning 3.9254 .85835
Non-adherence to leave schedules/policies 4.4908 6223
Poor induction 3.8718 .79898
Low morale 4.1941 96770

From the findings, the respondents indicated igabrance, job imbalance/overwhelmed
workers, negligence , vested Interests/Cartels madagement inaction affected information
system security in the company to a great extenshesvn by a mean score of 4.6716,
4.6418,4.6269, 4.5373, 4.5166,respectively.The pamdents indicated that collusion, non-
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adherence to leave schedules/policies, low moralek of succession planning and poor
induction affected information system securitythe company to a great extent as shown by a

mean score of 4.4925, 4.4908, 4.1941, 3.9254 8¥L8 respectively.

4.8 System Security

4.8.1 Trend of the Following Aspects of System Seady Post Implementation of

Management Information System

Table 4.16: Trend of the following aspects of Syste Security Post Implementation of
Management Information System

Mean Std. Deviation
IT Equipment and Database crashes 4.0808 1.03684
Loss of data 4.4242 5.24908
Un-authorized access to data and data pilferage 683.8 1.10330
Introduction of viruses and un-authorized software 4.2727 .90145
Ease of tampering with metering data 4.0303 1.20070
Difficulties in enforcing system controls 3.9495 04368
User passwords getting exposed as new passwordseate 4.1414 94772
through emails.
Long backup and recovery times 3.9394 1.03823
Possibility of corrupting database with wrong path 4.4747 .76055
Un-authentic transactions are introduced e.g. deithout 4.3232 1.00842

source document
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Loss of data integrity 2.9192 1.43340

System errors/ mis-information 2.6162 1.46181

From the findings, the respondents indicated tloasibility of corrupting database with wrong

patches, loss of data, un-authentic transactiams#oduced e.g. data without source document,
introduction of viruses and un-authorized softwarser passwords getting exposed as new
passwords are sent through emails, IT EquipmentCatdbase crashes, ease of tampering with
metering data , difficulties in enforcing systemmtrols, long backup and recovery times and un-
authorized access to data and data pilferage haued as shown by a mean score of 4.4747,
4.4242, 4.3232, 4.2727, 4.1414, 4.0808,4.0303,95.98.9394 and 3.8687 respectively. The
respondents indicated that loss of data integnitg system errors/ mis-information remained

constant as shown by a mean score of 2.9192 ad@22réspectively.
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CHAPTER FIVE

SUMMARY OF FINDINGS, DISCUSSION, CONCLUSIONS AND
RECOMMENDATIONS

5.1 Introduction
This chapter presented the discussion of key datinf)s, conclusion drawn from the findings
highlighted and recommendation made there-to. Tdnelasions and recommendations drawn

were focused on addressing the objective of thaystu

5.2 Summary of Findings

The study sought to establish the factors effecBggtem security post implementation of

management information system at NCWSC.

5.2.1 The System Environment

The study deduced that poor LAN infrastructure, eofailures and poor gate controls affected
information system security in the company to ay\gneat extent .The study also deduced that
poor quality of meters, lack of WAN in some areas Sasumua, unsecured rooms, unclean
power and portability of IT equipment e.g. Laptof@ods etc. affected information system

security in the company to a great extent.

5.2.2 The Quality of the After-Sales Services by éhVendors

The study further established that vendor lockestesys, lack of maintenance contracts and
SLAs non-adherence to contracts with vendors, latkproper procedures in dealing with
vendors, lack of understanding of the vendor olbiige and lack of proper system and vendor

selection affected information system securityni@ tompany to a great extent.
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5.2.3 Database Exposure

The study established that inadequate databasenmthaiion training, lack of licensed database
access tools, lack of disaster recovery site anmoceguures, lack of adequate database
management tools, database profile/roles not alignigh application profiles and password

policy in database is not entrenched in applicatiafiected information system security in the

company to a great extent.

5.2.4 Quality of the Software Application

This study also revealed that poor system architedhat allowed direct access to the database
affected information system security in the compamya very great extent. The study also
established that lack of proper audit trails, ladfkintegrity of staff and mismatch between
application needs and database controls affectedmation system security in the company to a

great extent.

5.2.5 The End User

This study also established that ignorance, jobalarixe/overwhelmed workers, negligence,
vested Interests/Cartels and management inactiectedl information system security in the
company to a great extent. The study further dedlubat collusion, non-adherence to leave
schedules/policies, low morale, lack of successpanning and poor induction affected

information system security in the company to agextent.
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5.2.6 System Security

This study revealed that possibility of corruptisi@tabase with wrong patches, loss of data, un-
authentic transactions are introduced e.g. dataowitsource document, introduction of viruses
and un-authorized software, user passwords getttpgsed as new passwords are sent through
emails, IT Equipment and Database crashes, edaeptring with metering data , difficulties in
enforcing system controls, long backup and recoviergs and un-authorized access to data and

data pilferage had improved.

5.3 Discussion

This section sought to discuss the factors effgcigstem security post implementation of

management information system at NCWSC in the ligiprevious studies done.

5.3.1 Systems Environment

The study deduced that poor LAN infrastructure, eofailures and poor gate controls affected
information system security in the company. Thigeag with Cohen and Bailey (2008),

environmental factors, design factors, employesygthological traits and internal and external
processes can predict the MIS effectiveness. Theower in the industry, at the managerial
level, can also affect the performance of softw@dgeelopment teams in the organization. The
study also deduced that poor quality of metersk lat WAN in some areas i.e. Sasumua,
unsecured rooms, unclean power and portability Tofequipment e.g. Laptops, iPods etc.
affected information system security in the compartyis concurs with Ebert and Neve (2001)

who stated that work environment and effective effitient tools are some of the glues for
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global software development projects. The distidubf software development globally results

into multicultural engineers work together result® innovative products and processes.

5.3.2 The Quality of the After-Sales Services by éhVendors

The study further established that vendor lockestesys, lack of maintenance contracts and
SLAs non-adherence to contracts with vendors, latkroper procedures in dealing with
vendors, lack of understanding of the vendor obiigs and lack of proper system and vendor
selection affected information system securityha tompany. This is in line with Akkermans
and Van Helden (2002), who argue that in a corposatting, there are few things more
important than setting up a strategy for managememformation systems (MIS). The reason is
that information systems touch every part of a tess operation. Failure to implement any
strategy at all is costly. Failure to implement toerect strategy of handling contracts can mean

the difference between making a profit and closimydoors.

5.3.3 Database Exposure

The study established that Inadequate Databasenadiration training, lack of licensed database
access tools, lack of disaster recovery site angcgaures, lack of adequate database
management tools, database profile/roles not aligngh application profiles and password
policy in database is not entrenched in applicatiafiected information system security in the
company. This concurs with Al-Mashari (2002), whxplains that managing organizational
assets such as data, as well as overall informatemurity concerns, are two of the key
technology areas having a large affect on companegkay. The enterprise database

infrastructure is subject to an overwhelming rawmgehreats. Another factor that may affect
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security post implementation of MIS, either pogtwor negatively, is managing the complexity
of information flows (databases). This is much momgcial for companies with branch offices

which need to be controlled remotely, leading tack of co-ordination.

5.3.4 Quality of the Software Application

This study also revealed that poor system architedhat allowed direct access to the database
affected information system security in the compantyis is in line with Ecklundet al., (2006)
who explains that in most cases, systems that er@noperly modified to meet new business
requirements or are of low quality pose a majoedhto the system security. User requirements
of the company will constantly change under highymamic and competitive market conditions.
The implemented MIS should therefore be continupowsliewed and enhanced in the post-
implementation phase, in order to meet new useriremgents. However, it could be argued that
this task may not always be carried out properlgnamy companies due to low flexibility of the
MIS, high reconfiguration cost, lack of in-housepers and insufficient support from system
vendors and consultants. If this risk event ocdines MIS may gradually become less efficient to
support user needs, which may significantly impéacisiness operational efficiency and

information security.

The study also established that lack of propertaualls, lack of integrity of staff and mismatch
between application needs and database contrastedf information system security in the
company. Vance et al. (2008) reported that systeatity including navigational structure and
visual appeal affects users' trust in mobile conoeéechnologies. In addition, system quality

may also affect perceived usefulness.
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5.3.5 The End User

The study further deduced that collusion, non-aeltes to leave schedules/policies, low morale,
lack of succession planning and poor induction ciéfé information system security in the
company .This is in line with Ryan (2009) who expsathat the MIS project involves the entire
functional department and demands the efforts analvement of technical and business experts
as well as the end users. As networks grow in sizé complexity, the requirement for
centralized security policy management tools tlaat @administer security elements is paramount.
Sophisticated tools that can specify, manage, arit dhe state of security policy through
browser-based user interfaces enhance the usahitity effectiveness of network security

solutions.

5.4 Conclusions

The researcher concluded that environmental factigsign factors, employees’ psychological

traits and internal and external processes cangbithé MIS effectiveness.

The researcher also concludes that arranging, myrgnd updating organisational data are
fundamental processes to ensure the highest ldvaktauracy possible. Information system
security processes and activities provide valuampeit into managing IT systems and their
development, risk identification, planning and guatiion. A risk management approach can be
employed to continually balance the protection @WSC'’s information and assets with the
cost of security controls and mitigation strategi@®ughout the complete information system

development life cycle.
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The researcher also concludes that during thetsmeaaf systems, it is critical to ensure that user
requirements are obtained to ensure that the systenohased meets the strategic goals of the

organization and will fulfill the needs of the eroptes.

The researcher further concludes that as networks o size and complexity, the requirement
for a centralized security policy management tdwttcan administer security elements in

NCWSC is paramount.

5.5 Recommendations

The researcher recommends that:

1. Companies should develop and retain good and diiseth system maintenance

processes to ensure quality control of the datedtim their system

2. Since vendors have a very crucial role to play, risearcher recommends that they
should have the agility and flexibility required tmplement the requirements of the

institutions there with a localized approach.

3. Security designing at the system level should take consideration services obtained
externally, planned system interconnections, arel dtiferent orientations of system

users (e.g., customer service versus system adraiois).

4. The system end users (employees) may assist mhetlredopment by helping to determine
the needs i.e. giving their requirements for thetey, refine the requirements, and

inspect and accept the delivered system.
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5. To be a successful system implementation, participas needed from people who are
knowledgeable in the disciplines within the systdmmain e.g. quality assurance services
from audit firms such as PwC, KPMG who ensure flystem implementation was done

correctly and the user requirements met.

6. An information system security policy should be eeped and communicated

throughout the organization.

5.6 Suggestion for Further Studies

Another study should be done to investigate if éhare any other challenges that may face
system security at NCWSC considering the compairiy iee process of implementing an ERP
system. A similar study should also be done onrotveger service providers in the country to
allow for generalization. Further studies shoulddbee on the uptake, dissemination and impact

of information security policies within organizat®
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APPENDICES

Appendix I: Introduction Letter
Gladys Wambui Njoroge

P.O. Box 39321 - 00623
Nairobi

July 27, 2012

Dear Sir/Madam,

RE: REQUEST FOR PARTICIPATION IN A RESEARCH STUDY

| am a final Masters of Arts degree student at Wwversity of Nairobi. My area of
specialization is project planning and managemkain currently undertaking a research on
“Factors Influencing Management Information System Bst Implementation System

Security: A Case Study Of Nairobi City Water And Severage Company, Kenya

| would be grateful if you could spare some timeniryour busy schedule and complete the
enclosed questionnaire. All the information provdideill be used purely for academic purposes

only and will be treated with utmost confidentiglit

Thank you for your cooperation.

Yours faithfully,

Gladys Wambui Njoroge

L50/60567/2010
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Appendix 11: Research Questionnaire for Middle andLow level Managers

Instructions: Please tick in the appropriate braockerovided spaces
SECTION A: BIO DATA

1. Gender: Male [ ] Female [ ]

2. Your age bracket (Tick whichever appropriate)

18 - 24 Years [ ] 25-30Years [ ]
31 - 34 years [ ] 35-40years [ ]
41 - 44 years [ ] 45-50years [ ]
Over- 51 years [ ] 50-60years [ ]

3. What is your highest education level? (Tick as @pple)

Primary [ 1] Secondary [ ]
Diploma/certificate [1] Bachelors’ degree [1]
Postgraduate degree [ ] Others-specify.........ccccoiviiiii it e

4. Years of service/working period (Tick as applicable

1-10 years [ ] 10-20 years [ ]

20-30 years [ ] Over 30 years [ ]
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Section B: factors influencing management informatn system post implementation system
security
THE SYSTEM ENVIRONMENT

1) To what extent does the system environment affédormation system security in your

company?

Very great extent [ 1 Greatextent [ ]
Moderate extent [ ] Little extent [ ]
Not at all [ ]

2) To what extent do the following affect informatieystem security in your company?

Very great | Great Moderate | Little Not at

extent extent extent extent all

Power Failures

Unclean power

Unsecured rooms

Crowded Server room

Portability of IT equipment e.g.

Laptops, iPods etc.

Poor gate controls

Poor quality of meters

Poor LAN infrastructure

Lack of WAN in some areas i.

D

Sasumua
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THE QUALITY OF THE AFTER-SALES SERVICES BY THE VEND ORS
3) To what extent does The Quality of the After-safervices by the Vendors affect

information system security in your company?

Very great extent [ ] Greatextent [ ]
Moderate extent [ ] Little extent [ ]
Not at all [ ]

4) To what extent do the following affect informatisystem security in your company?

Very great| Great | Moderate| Little | Not

extent extent| extent extent| at all

Lack of proper system and vendor selection

Lack of understanding of the vendor obligations

Lack of proper procedures in dealing wjth

vendors

Lack of Maintenance Contracts and SLAs Non-

adherence to contracts with vendors

Vendor locked systems

DATABASE EXPOSURE

5) To what extent does Database Exposure affect irdtom system security in your

company?

Very great extent [ ] Greatextent [ ]
Moderate extent [ 1 Little extent [ ]
Not at all [ ]
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6) To what extent do the following affect informatieystem security in your company?

Very (great

extent

Great

extent

Moderate

extent

Little

extent

Not

at all

Password policy in database is not entrenched in

applications

Database profile/roles not aligned wijth
application profiles

Lack of licensed database access tools
Inadequate Database administration training
Lack of adequate database management tools
Lack of Disaster Recovery Site and procedures
Lack of backup and recovery procedures

Lack of database access guidelines

Lack of tools to monitor power users in the

database

Lack of database patching procedures

Need to maintain numerous passwords

THE QUALITY OF THE SOFTWARE APPLICATION (MIS)
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7) To what extent doesthe quality of the software i@ppbn (MIS) affect information

system security in your company?

Very great extent [ ] Greatextent [ ]
Moderate extent [ ] Little extent [ ]
Not at all [ ]

8) To what extent do the following affect informatieystem security in your company?

Very great | Great Moderate | Little Not at

extent extent extent extent all

Poor system architecture that
allows direct access to the

database

Lack of integrity of staff

Mismatch between
application needs and

database controls

Lack of proper audit trails
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THE END USERS

9) To what extent dothe end users affectinformatiatesy security in your company?

Very great extent [ ] Greatextent [ ]
Moderate extent [ ] Little extent [ ]
Not at all [ ]

10)To what extent do the following affect informatisystem security in your company?

Very great | Great Moderate | Little Not at
extent extent | extent extent | all

Ignorance

Vested Interests/Cartels

Collusion

Inadequate skills

Management inaction

Negligence

Job imbalance/Overwhelmed

workers

Lack of succession planning
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Non-adherence to leave

schedules/policies

Poor induction

Low morale

SYSTEM SECURITY

11)What is the trend of the following aspects of systeecurity post implementation of
management information system at Nairobi City Wated Sewerage Company for the

last five years?

Greatly | Improved| Constant Decreasing Greatly

Improved decreased

IT Equipment and Database

crashes

Loss of data

Un-authorized access to data

and data pilferage

Introduction of viruses and un-

authorized software

Ease of tampering with

metering data

Difficulties in enforcing
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system controls

User passwords getting

exposed as new passwords

sent through emails.

are

Long backup and recove

times

y

Possibility — of  corrupting

database with wrong patches

Un-authentic transactions are

introduced e.g. data witho

source document

Ut

Loss of data integrity

System errors/ mis-informatio

THANK YOU
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Appendix llI: Interview Guide for Top level managers

1)

Kindly describe the general level of informatiorst®m security in your company?

2) What are some of the operational environment isthegsaffect information security in your

3)

company?

How does the system environment influence systepsurgg post implementation of

management information system?

4) What are some of the after sale services offereithéyendor? How would you rate them?

5)

6)

7)

8)

How does after sale services by the vendor inflaesystem security post implementation of

management information system?

How does the database exposure influence systeraritye@ost implementation of

management information system?

Briefly describe the quality of the software apgtions in your company

In what ways does quality of the software applmagi affect system security post

implementation of management information system?

9) What are some of the ways in which the end usefisieimce system security post

implementation of management information system?

10)What are some of the suggestions on how to increggem security post implementation of

management information system?
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