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ABSTRACT

Educational establishments continue to seek oppitids to rationalize they way they manage
their resources. Innovation is necessary to rideitlevitable tide of change and one such hot
recent area in Information Technology is cloud catmyg. Cloud computing is distributed cloud
technology offering required software and hardwhreugh internet. Due to the growing need of
infrastructure, educational establishments havesgend a large amount of money on their
infrastructure to fulfill the needs and demandgshaf users. The objective of this study was to
design a database as a service migration frameWorkniversities, taking into consideration
Kenyan universities. The specific objectives wete:-explore the use of cloud computing in
institutes of higher learning; examine the statarofof cloud computing in Kenyan universities;
examine the readiness of Kenyan universities tpidatabase as a service; examine the current
cloud data migration frameworks and propose a clalata migration framework for Kenyan
universities. The study adopted descriptive re$eatesign. The study was done in four
universities particularly in Information Communicat Technology (ICT) department of each
university. The target population was 200 ICT stdfé sample size of 24 respondents was used

in the study.

Data collection was done through questionnaires sawdi structured interviews. Quantitative
data was analyzed using descriptive analysis aadepted through bar charts and pie charts.
Thematic analysis was used to analyze qualitatata.dThe findings showed that institutions
with population of above 40000 were more likely adopt cutting edge cloud computing
solutions than those with less population since there found to be more innovative than the
rest. The study concludes that institutes of hidhaming in Kenya are ready to adopt database

as a service though this will depend on the sizb@institution.

The study also concludes that the proposed framewibrbe very useful for universities during
migration of their data in cloud because the framdws vendor and technology-independent
and it ensures that institutional security conatsaare achieved during and after migration. The
study further concludes that the proposed migrafi@mework will play a great role in
standardizing cloud computing technology and cbnta to the technology maturing since there
is no other vendor-technology independent framevioridatabase migration. This work will be

iv



of great importance for educational establishmantisenya as they seek to implement cutting
edge cloud computing solutions. It will also baraportance to academic research as it will add
literature on migrating database to cloud.

Key words: Cloud Computing, Database-as-a-servMgration Framework, Educational
establishments, Cloud data
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CHAPTER ONE
INTRODUCTION

1.1 Background of the study
Higher Education (HE) plays a major role in ovexddivelopment of a country, as it is

considered as a powerful mean to create a knowlbedged society. The collaboration
between universities, governments and industriesgarchers and students has proven
their contribution to the transformation of societyd entire world economy. Educational
establishments continue to seek opportunities tionalize the way they manage the
resources. It is increasingly recognized that udgiechnology effectively in HE is
essential to provide high quality education angbriepare students for the challenges of
21 century. The collaboration between technology esdcation has formed a concrete
basis for societal development and advancemeidctreducation feeds IT and IT in turn
forms the bedrock of education. Attainment of sustille socio-economic development
in a society implies that there is need to be dasmmble development framework that
enables delivery of education services with maximhenefits at minimum service cost
(Abusalam & Fatima 2011; Cisco 2012; ldowu & AdemikR012; Kumar & Murthy
2013).

HE landscape around the world is in a constane stétflux and evolution, mainly
because of significant challenges arising from réffo adopting new and emerging
technologies (Masud, Yong & Huang 2012). AccordingHorn as cited by (Golden
2009), traditional higher education has faced gisoms especially in third world
countries because development is associated withnskve or complex technologies that
are unsuitable for many users due to cost, diffyci use or irrelevance to contemporary
needs. The use of internet and Information Comnatioe Technologies (ICTs) to
deliver educational resources is considered maiastrin the 2% century, yet in higher
education in developing countries it is often sasruxury. This has far reaching effects
on lecturers, students, administration and stakignslin these countries, which often
lack the basic IT infrastructure. It is increasingiccepted that in the near future most

information resources and desktop applications bl accessed through the internet,



what is now known as “cloud” (Saidhbi 2012; Mtel#¥13). The different stakeholders
of university like students, parents, employeesnagament and administration are
continuously engaged in the process of educatijglaaining, growth and other activities.
The modern age educational scenario has lead tgrtweth in data as the quantity of
information, data collected and processed for th@nmpng and management of
educational activities has been constantly incngadn order to provide various facilities
to the students, staff, faculty members and othakebolders, the university needs
storage and computing systems that would integraiétiple services and concerned
requests.

Cloud Computing (CC) offer a solution to many ceafies faced by HE worldwide and
much more in developing countries where many rebeas see CC as a way of making
developing economies catch up with developed eca®(iKshetri 2010). The push by
information technology (IT) industry, coupled witkignificant benefits that cloud

computing promises to deliver, leads the authdreieeve that CC will be widely used in

HE. In addition, we understand that the distinctifeatures of higher education
information management require a careful considaratoncerning whether, how, where
and when they might adopt cloud computing. And Q@@Qcepts enable HE to create
private clouds within their infrastructure (Bansl al. 2012). Cloud computing has
become a highly attractive model for higher edwratioday, with many options and

benefits that offer excellent value and returnrorestment (NEC 2013).

The computing world is shifting from enterprise tento data-centric workloads driven
by the Big Data revolution, while cloud computirggdecoming mainstream, reinventing
utility/elastic computing as the new mantra foritiflustry (Jain & Pandey 2013). Cloud
computing takes benefit of many technologies swulsever consolidation, huge and
faster storage, grid computingjrtualization, N-tier architecture and robust netls
(Britto 2011). But the cloud database will becorhe most adopted technology for
storing huge data by many companies of the worldléad 2013). The key benefits of
cloud database services are; it speeds applicdédeelopment, save money and improves
IT productivity. This new environment implies grefiexibility and availability of

computing resources at different levels of absitbacat low cost.



Kenya like any other developing nation has suffdsgdimitation of education budget.
Higher education institutions in this country hamereased in the recent past; currently
there are 22 public universities and many othevgbe universities. Each of these
universities has their own campuses and constittiidgges that are located in different
parts of the country (Commission of University Eation (CUE) 2013). Without quality
education, establishing educational institutions itsglf cannot solve the solution of

eradicating poverty and economic development throeducation. Education should be

has been investing millions of shillings every yedar support education in higher
education institutions. However, due to struggeognomy, it is not able to support full

ICT infrastructure requirement of all universities.

When it comes to implementations of IT, the uniitezs in Kenya have taken a steady
move. With reference to this, they offer most oéithservices to students, faculty
members and staff via web based portals. They laégs® adopted some free cloud
services such as Google email, calendar, Google dond drop box. These have helped
them in administration of students’ needs and comaation through faculties. Due to

the large amount of data generated and stored gliin@se educational activities, the
current systems have proved to be ineffective bsxatilack of scalable services. This is
so because the current systems rely on traditietetional databases.

For a long time, relational database systems haea the best technology to manage and
analyze large data ware houses. On the other hiaed has been an explosion of semi
structured data on the internet represented byrdents, web pages, images and diverse
files, which are stored and queried by search @sgifiRelational databases offer an
extensive functionality to effective and efficientliable update online transaction

processing databases with transaction and to anddyge amount of data with queries

using Structured Query Language (SQL) (Zaki 20Hdwever relational database

systems are not flexible and efficient enough tomage and analyze large collections of
semi structured data files (Ordonez et al. 201®er&fore, there has been alternative
database technology to solve such limitations. bsga as a Service (DBaaS) is a cloud



service where traditional database management sy§BBMS) is transformed into
scalable, elastic and autonomic database platfibrtan be implemented using relational

database management system or non-relational datat@nagement system.

1.2 Problem statement
HEIs in Kenya face a lot of challenges in delivgriguality education and meeting

demands of an ever increasing number of studerdsfaculty. Although they have
implemented web based services to facilitate effeand efficient delivery of services
to both internal and external constituents; theenirsystem is being overwhelmed by
increased workload. This is evidenced by outagentihe services in the beginning of
every semester during admission and registratidiis & an indicator that in the near
future, the current system will no longer suffidignfulfill the current and future
requirements of the institutions and therefore atigg to another platform is inevitable.
With reduced budgets and collapsing economies, Hifks looking for superior
technology that will meet their current and futaeseds yet at low cost. CC has proved
to offer relieve for these challenges, thereformeti has come when university
administrators must consider adopting CC to imprtaching agility and have a cost
effective infrastructure which can bring revolutionthe field of education. Migrating
some of their current application databases tovafer cloud, will improve efficiency and
flexibility in a way that can support wide rangearf-demand requirements (NEC 2013).
This can only be realized if a proper readines§assdessment is done and a proper
migration framework is in place. Therefore, thechémr a study to investigate state of art
of cloud computing in Kenyan universities, asse&dsHeadiness and develop a cloud
data migration framework. This study was seekiagfind out the state of cloud
computing in Kenyan universities, the readineskeriyan universities to adopt CC, and

develop a migration process framework.

1.3 General Objective
The objective of this study was to propose a dalas a service migration framework

for universities.

The study was to achieve the following objectives:-



1. To explore the adoption of cloud computing in inggs of higher learning
2. To investigate the state of art of cloud computméenyan HE
3. To assess universities’ readiness to adopt data@sageervice

4. To present a migration framework to database &swéce in a Kenyan university

1.4 Research Questions
The study sought to answer the following questions:

1. What are the factors that influence adoption ofi€@igher education institutes?
2. Are Kenyan Universities ready to adopt databasesesvice cloud solution?

3. What cloud migration frameworks exist and can thy® used to migrate

institutions’ database to cloud?

1.5 The scope of the study
The study used a kenyan university as a case &vedgsing on readiness for adoption of

a private cloud implemented through database asvice, and come up with a migration
process framework. The study was done in four usities; these are University of

Nairobi, Kenyatta University, St. Paul's universiaratina University.

1.6 Justification
The cloud database migration framework to the sth&klers was to provide the

following benefits;

1. Academically, it will add to the body of knowledgand contribute positively to
the adoption of cloud computing in Higher Educatistitutions in Kenya.

2. The proposed framework will help in maturation &dutd computing technology
because currently the technology lacks vendor awhnblogy independent
frameworks and methodology of migrating data aslated by Jamshindi et al.
(2013)



CHAPTER TWO
LITERATURE REVIEW

2.0 Introduction
This chapter reviews literature related to key osmts highlighted in the specific

objectives. The chapter begins by introducing thiecept of cloud computing detailing
the services and deployment models available. It also discuss adoption of cloud
computing in higher education institutions (HEB)rther, the adoption of database-as-a-
service business organizations and higher educattitutions will be discussed and
also migration to cloud will be discussed. Theraasavailable literature on adoption of
cloud computing by Kenyan universities, therefdre study will use available literature

on adoption of cloud computing by HEIs.

2.1 Cloud Computing definition
Cloud computing is growing at a tremedous pacehen IT industry around the world

(Sharma 2012; Waleed 2013). Cloud computing hasrbecovery popular due to its lesser
cost, scalability and pay-as-you-go model. Cloudhpoting can be said to be a new
dimension in IT world in terms of cost saving amldtér application performance. It is
one of the biggest changes in IT after the ris&/ofld Wide Web (Arora & Gupta 2012;

Sanchati & Kulkarni 2011). It is a topic that haeeeived a great deal of attention by

individuals and organizations from different disygis in the last decade (Ahmed 2012).

Cloud computing paradigm is a new approach to predu solution for old problems.
This model offers many advantages to enterprisehjstries and universities (Sarvesh
2012). There is no concensus about what cloud kgxactWe list down some defination
of cloud computinng made by researchers; Accortbngouk (2008) cloud computing is
the next natural step in the evolution of on-demiafidrmation technology services and
products based on virtualization of computer resesir Buyya et al. (2008) define the
cloud as ‘ a type of parallel and distributed systeonsisting of collection of
interconnected and virtualized computers that grechically provisioned and present as

one or more unified computing resources based ovicselevel agreements (SLAS)



established through negotiation between serviceigeo and customer*, while Foster et
al. 2008 define cloud as ‘a large scale distribuidemhputing paradigm that is driven by
economies of scale, in which a pool of abstractetualized, dynamically-scalable,
managed computing power, storage, platforms, andces are delivered on demand to
external customers over the Internet.” The Natidnsiitute of Standard and Technology
(NIST) of the US department of commerce define ¢loaid as ‘a model for enabling
ubiquitous, convenient, on-demand network accesa &hared pool of configurable
computing resources (e.g. networks, servers, storggplications and services) that can
be rapidly provisioned and released with minimahagement effort or service provider

interaction’.

Attempts to cloud computing standardization ar@@eione by various groups, including
governments and industry (Shirlei et al. 2011). NIS one of them, having defined the
cloud as composed of five essential characterjstieg deployment models and three
service models (Diane et al. 2010; Magilla 2012hK$&2012; Shirlei at al. 2011). The
table 1 below summarizes the NIST proposed essehtiments.

Table 1.1: Summary of NIST essential elements
Element NIST description

On-demand self service A consumer can unilateplyision computing
capabilities, such as server time and network g&gras
needed automatically without requiring human intécen

with each service provider.

Broad network access Capabilities are available theenetwork and accessed
through standard mechanism that promote use by
heterogeneous thin or thick client platforms (engbile
phones, tablets, laptops and workstations)

Resource pooling The providers computing resouscepooled to serve

multiple consumers using a multi-tenant model, with



Rapid elasticity

Measured service

different physical and virtual resources dynamicall
assigned and reassigned according to consumer deman
Example of resources include storage, processing,

memory and network bandwidth

Capabilities can be elasticallgypsioned and released in
some cases automatically, to scale rapidly outwact
inward commensurate with demand. To the consurmer, t
capabilities available for provisioning often app&abe
unlimited and can be appropirated in any quantigny

time.

Cloud system automatically comindl optimize resource
use by leveraging a metering capability at somellef/
abstraction appropiriate to the type of servicg.(e.

storage, processing, bandwidth and active useatsp

2.1.1 The NIST deployment models

2.1.1.1Private Cloud and Public Cloud
In private cloud, the infrastrucuture is operatetély for an organization and it may be

managed by the organization or a third party. lyreaist on premise or off premise,

while public cloud infrastructure is made availalbte the general public or a large

industry group and it is owned by the organizaeling the services.

2.1.1.2 Community Cloud

Community cloud infrastructre is shared by severghnizations and supports a specific

community that has shared concerns such as misséenyity requirements, policy and

compliance considerations. It may be managed bytganizations or a third party and

may exist on premise or off premise.



2.1.1.3 Hybrid Cloud
In Hybrid cloud, is a composition of two or mor@utls (private, community or cloud)

that remain unique entities but are bound togetherstandardized or proprietary
technology that enables data and application.

2.1.2 NIST Service Delivery Models
NIST has also divided cloud computing into threamservice delivery models known

as SPI model (Software, Platform and Infrastrucuméastructure-as-a-Service (laaS),
Platform-as-a-Service (PaaS) and Software-a-aee(daaS). Cloud computing enables
the delivery of services through the on-demandisemprovisioning model to end-user on

pay-as-you-go model basis over the network su¢heasternet.

2.1.2.1 Infrastructure —as —a Service (laaS)
In laaS the CSP provides a set of virtualized cdmpuresources (e.g. network

bandwidth, storage capacity, memory, power proog¥sin the cloud. It is the
responsibility of the customer to run and mainthi® operating system and the software

applications on these virtual resources.

2.1.2.2 Platform-as-a-Service
In Platform-as-a-Service provides functionalitietkel application developments,

middleware capabilities as well as functions liltatbases, messaging and queuing. PaaS
offers the development platform to developers tglhoa web browser while hosting all
the development tools in the cloud.

2.1.2.3 Software-as-a-Service (SaaS)
Software-as-a-Service enables the consumers tthasapplications that are running on

provider’'s cloud infrastructure. The applicatioroftsare) can be accessed by using
various client devices such as graphical userfaderprovided by the SaaS provider or
through a web browser. The consumer has no comver the underlying cloud

infrastructure that include network, servers, ofega systems, storage, or even
individual application capabilities, with the pdsdsi exception of limited user-specific

application configuration settings.



However, there are other emerging services besiesaditional SP1 model but they all
tend to fall in one of the three categories (Bashil. 2013; Sahki 2012). These services
are Storage-as-a-Service, Security-as-a-ServicgbRse-as-a-Service and Testing-as-a-
Service (Malliga 2012). This study will focus on grating towards Database-as-a-

Service (DBaaS) as discussed in the section 2dwbel

2.2 History of cloud databases
In recent years, database outsourcing has becomesetul component of cloud

computing. Due to advancement of network technqgldbgg cost of transmitting one
terabyte over a long distance has decreased signily for the last decade. In addition,
the cost of data management is five to ten timghkdrithan initial acquisition cost. As a
result there is growing interest in outsourcingadatanagement tasks to third parties who
can provide these tasks for lower cost due to eognof scale. This new outsourcing
model has the benefit of reducing cost of runningtabase Management System
(DBMS) independently (Buyya et al. 2011). Cloud @uting economics leveraging
power of multi-tenancy delivers extremely shareatagie at dramatically reduced cost.
Virtualization then compounds these advantagesnlapleng users to scale elastically to
pay only for the resources they use. A Cloud Dataldanagement System (CDBMS) is
a distributed database that delivers computing asrace instead of product. It is the
sharing of resources, software, and informationvbeh multiple devices over network
which is mostly the internet (Gelogo & Lee 2012;mt@ Kadam et al. 2014).

Database Management System (DBMS) is software gackaith programs that control
creation, maintenance and use of a database. Itflesnarganizations to easily develop
database for various application by Database Adimators (DBAs) and other
specialists. A database is an integrated colleatata records, files, and other objects. A
DBMS enables different user application programscémcurrently access the same
database. DBMS generally supports query languaggshvare high level programming
languages. Due to introduction of cloud computif§M®s has emerged into a new type

of service having its own benefits (Monica Kadanale2014).
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A cloud database is a database that involves yadiesigning, developing of hardware
and software. Traditional DBMS are not well versedeal with the growing demand for
cloud computing. And certainly, if the DBMS was aeg@ as a service as part of a larger
package provided, it would be much more efficiemtits duties and therefore much
cheaper in the long run. All DBMSs, whether traahifll or cloud based, acts as a
communicator that function as middlemen between dperating systems and the
database (Bandara 2010; Gelogo & Lee 2012). Howeleerd based DBMS works on
larger volume of data that would exhaust a clat§l&MS. Cloud DBMS combines data
structures and the data querying language anceutil the DBMS components or may
devise new strategies that may combine one or glereents (Curino et al. 2010).
Database Management Systems as a cloud serviceaae to run as a scalable, elastic
service available on a cloud platform. Cloud baS&MS are structured only as a cloud
offering and are not as relational. Clouds basedBBservices are powerful and have
distributed environment with flexible resourcesoadition for use in simple as well as
complex transactions. Most of the currently avddaDBMS engines run on cloud
infrastructure, but are not specifically structutedtake advantage of the cloud. This
difference is the reason why the change in nam@&fidBMS in the cloud” to “cloud
service based on DBMS” (Gelogo & Lee 2012). DBMSaasloud service-type model
seek to capitalize on the disparity between outt®8MS models and their lack of full
cloud functionality.

We agree that traditional Database systems ardti@ctave interface for managing and
accessing data and have proven to be successfumy financial, business and internet
applications. However, the current trend of Big &ajlobal users and cloud computing
are driving force for organizations to migrate tosgacloud databases or non relational
databases. The major market of relational databiasé® business data processing and
these are architected to run on a single machink ume a rigid and scheme based
approach in modeling the data and dealing with daga and global users on cloud
environment becomes more and more difficult foatiehal databases (Zaki 2014). Non-
relational databases (commonly referred to as NQS&€& considered to be new era
databases that provide dynamic schemas, dynamé rdatlel, scale-out architecture,
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efficient big data storage and access requiremé&ptiay the use of NoSQL databases is
mainly because of its scalability and performaricaracteristics.

2.3 Database as a service (DBaaS)

Virtualization is the base for cloud computing hesm it eliminates the dependencies
between software and hardware that runs it. Irigiita are no longer apprehended to the
traditional unproductive ratio of 1:1:1 for serveoperating systems and applications.
This decoupling allows IT to turn underutilized redtructure into an elastic, resilient,
partitioned and secure pool of computing resouraesilable to users on demand
(VMware 2011). By leveraging virtualization as ofta foundation and deploying
applications to a private, hybrid or community douncluding those provided by
consortiums, IT leaders can make their organizatiimnbe more responsive. They can
offer IT as a Service, creating improvements atheagtical layer of a modern IT
architecture: infrastructure, applications and asdr computing.

Elmore et al. (2013) argues that the idea of vizaion can be used to consolidate
databases into a unified service to reduce high associated with running dedicated
servers and maintenance by multiple database ashmaturs. This is referred to as
Database as a Service (DBaaS). Traditional DBM$&n@logy has focused on fully
utilizing a sinlge server to meet the needs ofexHic application.

We observe that enterprises are under intenseyseess do more with less, to reduce
risk and increase agility. The aggressive consttidaof IT infrastructure and

deployment of DBaaS is a strategy that many erns&prare pursuing to accomplish
these objectives. Malliga (2012) states that DBaatew emerging cloud service that can
be a subtype of SaaS or PaaS depending on thetwsyconveyed by the providers.
DBaaS provides consumers an on-demand databaseesem the cloud that can be
accessed by the users through the internet. Acupridi Elmore et al. (2013), DBaaS
makes an efficient use of cloud computing technplbg providing business with easy

access to scalable, on-demand database resourtesawsiding the cost and complexity
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associated with the purchase, installation and t@aémce of a traditional on-premise
database system.

DBaaS is an architectural and operational appraagibling IT providers to deliver
database functionality as a service to one or nooresumers. According to Oracle
(2012), DBaaS supports the following necessary lmépes: 1) Consumer-based
provisioning and management of database instanicgy wsn-demand and self service
mechanisms. 2) Automated monitoring of and compkawith provider defined service
definitions, attributes and quality of service Iev@® Fine grained metering of database
usage enabling show-back reporting or charge-backtionality for each individual

consumer.

Building a DBaaS infrastructure requires severay kballenges to be addressed to
transform traditional DBMS into a scalable, elasaad autonomic database platform
(Curino et al. 2010). That is, efficient multi-tercy, elastic scalability and privacy.
Using NoSQL databases instead of relational datsbean help overcome the challenges
of elastic scalability and multi-tenancy. This echuse they are efficient in scaling due to
the fact that they do not use rigid schemes. #&asteey store data in clusters; they are
aggregate oriented databases whereby data is stotedts. These units could reside in
any machine and when retrieved from the databate alkerelated data along with it
(Sadalage 2014). Private cloud is the best moddepfoyment of database as a service
for HEIs to ensure privacy of data. The IT depantshould be the cloud provider to the
institutions’ constituents; this ensures that alilgity measures are taken to protect the

data from any threat.

2.4 Adoption of Cloud Computing in Kenyan universities
One of the major benefits of cloud computing is #ility to deliver the technology

needs of a business as a service. This allows fa@atain control and compliance over
the environment and enable business users to atteeservice on-demand. The trend
observed during the last few years within higheuoation level is the universities’

evolution to research universities and continuipdaie of IT infrastructure as foundation
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of educational activities and science researchhWhe transition of technology, the
number of services which migrate from traditior@hf to online form grows as well. For
these specific services, an adequate providing fomost be found in the online
environment, using the suitable technologies guaeamg the access of large number of

user, fast and secure environment (lvan et al. 20@@ea 2010; Karim 2013).

The potential and efficiency of using cloud compgtiin higher education has been
recognized by many universities in USA, UK, AfriC@ultan 2010) and others. Cloud
computing presents to university the possibilitycohcentrating more on teaching and
research activities rather than on complex IT aumfition and software systems
((McCREA as cited by Mircrea & Andreescu 2011); d&mhi 2013), through a fast IT

implementation. CC has evolved as an improved coimgpyparadigm that guarantees to
offer affordable opportunities for delivery of edtion services based on existing IT
infrastructures in a way that has not been expee@mefore (Idowu & Adenike 2012). It

is essential to adopt a systematic and sustairggielopmental in higher education in
order to realize a functional and goal-orientedcation services delivery. CC gives
better choice and flexibility to the IT departmenty developing multipurpose

infrastructure at once and then uses it for severnas. With the help of CC, the platform
and application the user uses can be on campus;aafpus or combination of both

depending on the institution needs (Matthew 2012).

Introduction of cloud computing services in Kenyy Bome telecommunication
companies like safari cloud for Safaricom and AsB&sya cloud services is an indicator
that cloud computing is gaining ground and poptyddcally. We argue that HEIs need
to unnderstand that government funding is not skeffit and should seek for better and
more cost effective means of offering IT serviaeshieir stake holders. The only way of
doing this is by adopting emerging technologiest tw@ offering best services at a
reduced cost. The best technology that has provduks$t suite this situation is cloud
computing. The cloud is more than a low scalingépacity and savvy business leaders
are using it as an engine for growth and maintgiriompetitive edge. By removing
typical IT constraints; such as long lead times fofrastructure improvements,
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inadequate resources for maintenance and inconipiesh between system and tools,
cloud computing frees businesses to concentratbusiness strategy and innovation.
HEIs should imitate the businesses that are ramdiypting cloud services and seek a
better and more cost effective way to implemenséivices, without burdensome cost of

maintenance and upgrades.

In addition, research has demonstrated that cl@sedb solutions can be very effective in
supporting collaborative and cooperative learnisgwell as other socially oriented
theories of teaching and learning. With the tremdvards student-centered and
collaborative instructional models in higher edimat administrators are asking IT
leaders to provide the essential training, suppod resources to support these models
(Oracle 2012; Bomfim 2013; Mircea 2010; Mircea &dxaescu 2011).

Most HEs in Kenya have adopted Web 2.0 technologgesncrease efficiency in
administering the needs of students, lecturers @hédr stakeholders. The university
services are accesses through web portals. Theergfidaccesses timetables, fees
statements, book rooms, register courses, get tegilts through the university portal
anywhere any time using a variety of devices. Ttas greatly improved universities’
delivery of services to all their stakeholders. dddition, most HEs use free cloud
services like Google emails, docs, Calendar, drop to enhance communication and
sharing of documents among students and lectuféis. has had a positive impact in
delivery of knowledge and have increased lectwstrdent contact outside classroom.
Though many consider web portals as cloud computivig tend to differ from this
because CC is the technology behind the servidesedfthe web portals. CC rides on
virtualization, grid computing and web technologiéis services are accessed through
web portals and the greatest advantage to HE® isdflability of services. Therefore we
observe that HEs in Kenya are yet to enjoy the fitsref CC.

Within the present economical context, the use ©f@comes a necessity not an option
for many universities (Sasikala & Prema as citedMirgea & Andreescu 2010). Bomfim

(2013) argues that, inspite of similarities of Imesises and Higher education institutions,
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HEIs have a unique culture and missions that affemtv decisions about cloud

computing are made. These missions and culturésdiee commitment to students who
come to campus with their own devices and expectatabout how and when they want
to use them. The IT department must provide greateroperability between campus
and student devices, 24/7 access to secure arableslnetwork; complex financial

models — higher education finance model is complek uncertain, comprised of various
combination of tuition, philanthropy, investmenfyblic funding and research dollar;
participatory decision making that is seeking cosse with all stakeholders which
complicates the whole process of decision makings Tequires all stakeholders to
understand the benefits of cloud based models. Yveeawith the researcher that an
effective and durable cloud strategy for highercadion institution require creating a
framework built around the needs of all stakehadémom students to faculty, board
members to alumni; engaging them early in the @®@nd developing an institution-
wide cloud strategy that addresses IT challengesifspto higher education.

2.5 Challenges of cloud computing
Many challenges of cloud computing for higher edioca correlate to its relative

newness and the less developed market place fad dervices. For higher education,
decisions to adopt and implement cloud computing e powered by more than
technical and cost considerations. Informationhie means of higher education, and
decision on how to handle that information can htareextensive political, social and
economic considerations (Bansal et al. 2012). Adopdf cloud computing offers many
of the same risks and challenges as deciding tle afisa traditional outsourcing
arrangement. The increased possibilities that émeice provider or its resources may
reside outside of a government legal or territojugisdiction, can make some of these

concern more acute.

Table 2.3 Barriers to adoption of cloud computing

Security The key concern is data privacy: users do not lcanérol of
or know where their data is being stored.
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Interoperability A universal set of standards and/or interfaces ma¥eet
been defined, resulting in a significant risk ohger lock-in.

Control The amount of control that the user has over tbecl
environment varies greatly.

Performance All access to the cloud is done via the intermgtoducing
latency into every communication between the usdrthe
environment.

Reliability Many existing cloud infrastructures leverage comityod
hardware that is known to fail unexpectedly.

Platform or Language | Some cloud environments provide support for specifi
Specificity platforms and languages only.

Source: Kevin (2013)

Many of these barriers can be mitigated by develp@ private cloud with level of
confidence established by the institution and testethe institutions data center (Cisco
2010; Bansal et al. 2012).

2.6 Private clouds for universities
Private cloud is a marketing term for proprietapmputing architecture that provides

hosted services to a limited number of people kkhanfirewall. Improvements in

virtualization and distributed computing have peteu corporate network and datacenter
administrators to effectively become service prewsdto effectively meet the needs of
their “customers” within the corporation (Sarvedhak 2012). We agree that the best
cloud service model for universities is a privakeud, hosted by the IT departments to
effectively meet the needs of their stakeholdetthout outsourcing from a third party.

This will enable the university to alleviate theoplems facing them that is: increased

number of students leading to increased large velaindata, problem of paying for
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infrastructure and cost for taking licensed softyagecurity and privacy in data and
problem of power consumption, the air conditionsrgd electronic waste that can be

caused by number data centers.

2.7 Migrating database to cloud
In IT industry only one thing is constant, thatcisange, which is unavoidable in our

evolving industry paradigm. Similarly, businessegptises are changing at a fast pace as
well, enterprises are to keep pace with the tedgyotrends, if technology benefits are in
the interest application lifecycle of the enterpsigYadav & Khare 2014). If an enterprise
does not embrace the new prevalent technology, ttheeenterprise may face challenges
of loosing competitive advantage to its competit@®ud computing has recently be the
focus of attention in computing both in academisesech and in industrial initiatives.
Motivated by the promised benefits of cloud envimemts, there has been a considerable
research on cloud-enabled software and aiding tigration of legacy on-premise

software to cloud.

Though enterprises may be ready to embrace newdtayy such as cloud, the biggest
challenge is that, an organization cannot abandmt jpvestment made in the current
business logic and in use applications, which idt awwer a period of time with
significant time and cost. There are no enougirdiure on cloud migration process
framework therefore there is no well defined stephow to migrate to cloud (Chauhan
& Babar 2013; Pooyan et al. 2013).

One of the biggest trends in IT nowadays is mowatpbase workloads to the cloud.
Migrating towards cloud requires a clear and wédinped strategy that supports cloud
computing capabilities. For example when taking ia¢count migrating part of database
layer to cloud, which offers data persitence andimadation capabilities, it is essential to
tackle factors of granuarity of interactions andada&onfidentiality, and to enable

applications to interact with remote data sourdésving database structures and their
related data sets to the cloud is not an easy fedkan (2012) observes that migrating

database to cloud cannot be done overnight andtitaessful migration is achieved step
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by step. We review available migration frameworksthb vendor-specific and

independent frameworks.

2.8 Existing Migration Frameworks
According to Vario (2010), Amazon proposes a pldrseen approach migration of an

application to their cloud infrastructure that agiss of the following six phases: cloud
assessment, proof of concept, data migration, egijin migration, leverage the cloud
and optimization. The data migration phase is subddd into a selection of the concrete
Amazon AWS service and the actual migration of déta will use this methodology by
applying the first four phases and refine the daigration by using our proposed
methodology for migrating database layer. In additi Amazon provides

recommendation regarding which of their data awdage service best fit for storing a
specific type of data, e.g. Amazon Simple Storaggeises is good for storing large write
once read many types of objects. As the methodobwgposed by Amazon focuses on
Amazon AWS data and storage services only, we adistrom this methodology and
integrate the guidelines in our proposal. Additibnather product specific guidelines
and recommendation (Microsoft, 2014), Microsoft \pdes Windows Azure SQL

Database Migration wizard and the synchronizatienvise Windows Azure Data Sync.

We will refer these tools and tutorials during datigration phase.

Google is offering for the App Engine the tool Bulkader which supports both the
import of CSV and XML files into the App Engine Rastore, and export of CSV, XML,
or text files. The potentially required transforioatof the data during the imports, are
customizable in configuration files. In additioro@le inc. supports the user when
choosing the appropriate data store, or servicelusng guidelines to migrating the
whole application to Google App Engine data stékke will refer to the tools during
migration phase and abstract from vendor-specificlgines and recommendations in
order to integrate them to our process. Laszewasti Nauduri (2012) also propose a
vendor-specific methodology for the migration toa@e products and services by

providing a detailed methodology, guidelines andomemendations focusing on
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relational databases. We will base our proposdaheim methodology, abstract from it by
adapting and extending it.

Apart from vendor-specific methodologies and guited, there are also proposals
independent from specific cloud provider. Jamsheli al. (2013) identified,
taxonomically classified and systematically comparexisting research on cloud
computing. We considered the lessons learnt from rttethodology, and therefore
proposed and addressed the lack of migration fraorlewo support cloud computing
maturity in HEIs. Morris (2012) specified four mayules for data migration concluding
that IT staff does not need to know about the séicgof the data to migrated, which
causes a lot of overhead effort. With our steptbp snethodology, we provide details on
guidelines and recommendation on data migrationisltgood to note that when
considering any kind of migration, onetime costsl aesistance to change are major
handle that has to be overcome for a smooth prdodsappen. We make an assumption
that the institution has already taken these factato consideration therefore our
methodology will not deal these factors. Reddy akdmar (2011) proposed a
methodology of data migration that consisted offtil®wing phases: design, extraction,
cleansing, importing and verification. Additionalithey categorized data migration into
storage migration, database migration, applicatngration, business process migration
and digital data retention. We abstract from agpio classification in order to define
cloud migration scenarios and reuse distinctiorth .8 complete or partial migration in

order to refine a chosen migration scenario.

Strauch et al., (2014) proposed a data migratiothog®logy that was derived from
cloud migration tool consisted of the following sevphaseselect migration scenarios,
describe desired cloud hosting solution, selecttadstore or data services, describe
source data store or data service, identify patseiomsolve migration conflict, refactoring
application architecture, migrate dat&election of the migration scenario which entails
detailed planning of what will be migrated and hdve migration will be done by
formulating a migration strategy: describe desiobnlid data hosting solution, which
involves selecting suitable cloud data using spatiffunctional requirements and
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properties grouped into different categories drafrom established cloud service
providers such as Google, Amazon etc: select chiatd store or data service; at this

stage, target data store or service are identifs&alg properties set in the previous phase.

Describe source data store or data service isaimhf phase that entails discussing the
source data store so as to identify conflicts thaly arise during migration: Identify
pattern to solve potential migration conflicts;algs identifying conflicts that may result
from incompatibility of different database layersing patterns identified in strauch et al.
(2013 c): refactor application architecture; thimage gives guidelines and hints on what
to be considered for the refactoring applicatiog migrating from relational to non
relational data store or service. The last phasenigration of data which entails
configuration of connections to source and targdh dstore or service, by providing
adapters for bridging incompatibilities betweennthéVe adapt this methodology and

extend it.
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Fig. 2.1 Strauch’s methodology for migrating appliation data to cloud
Strauch et al. (2013a) proposed using cloud dati@rpa in solving migration conflict

which is done by mapping migration scenarios taudldata patterns. They describe data
patterns as a reusable and implementation techpahoigpendent for a challenge related
to the data layer of application in the cloud fapecific context. Presentation of patterns
consists of description of context where the patisrapplicable, the challenge posed,
external or internal forces that imposed constsathit make the problem difficult to
solve, a proper solution for the challenge, dediaigxhnical issues, the results of applying
the proposed solution in the defined context, aamele of use and other patterns to be
considered. We will adopt some of migration scevsanidentified in Strauch et al.
(2013a). We will also adopt some database desiggriar proposed by Paul, (2009) as
some of categories for selecting cloud databasesrimethodology.
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2.8 Technology Adoption
Today Information Technology (IT) is universallygeeded as an essential tool in

enhancing the competitiveness of a country’s ecgnonihe world has witnessed
technology explosion in the field of computing amformation technology and these
development have spurred research interested dicpireg and explaining the adoption
and use of technology (Vankatesh et al. as citeMbkisa 2011). Review of literature

on technology adoption show that research concgrtechnology adoption has been
done for three decades (Davis 1986; Oliveira & Mar2011; Chuttur 2009). There is
consensus that IT has significant effects on thoelyetivity of firms. These effects will

be fully realized if and when, IT are widely spresatt used. Therefore it is important to
understand the determinants of IT adoption andthikeretical models that have arisen
addressing IT adoption (Oliveira & Martins 2011)heFe are many theories in
information system research but this study will @amtrate on technology adoption

theories.

The most used theories are the Technology Acceptdhadel (TAM) (Davis 1986;
Davis 1989; Davis et al 1989), theory of plannetidweor (TPB)(Ajzen 1983; Ajzen
1991), unified theory of acceptance and use ofneldyy (UTAUT) (Venkatesh et al.
2003), Diffusion of innovation (DOI) (Rogers 199&0d the Technology, organization,
environment framework (Tornatzky and Fleischer )99Mis study will use DOI and
TOE theories because they are the only ones udeddevel (Oliveira & Martins 2011,
Lin & Lin 2008).

2.8.1 Diffusion of Innovation
Robinson (2009) argues that Diffusion of Innovats®weks to explain how innovations

are taken up in a population. Diffusion is the qass by which an innovation is
communicated through certain channels over time ngmihe members of a social
system. It is a special type of communication,hattthe messages are concerned with
new ideas (Rogers 1995). DOI is a theory of howy,véind at what rate new ideas and
technology spread through cultures operating atiddal level and firm level. Rogers

(1995) argues that, individuals are seen as pasgedsferent degrees of willingness to
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adopt innovation and thus it is generally obsertteat the portion of the population
adopting an innovation is approximately normallgtdbuted over time.

Based on DOI theory at firm level, innovativenessrelated to such independent
variables as individual (leader) characteristicaternal organizational structural
characteristics, and external characteristics gaoization. The figure 2.4 below shows

how these independent variables are related tovatiom adoption.

Individual (Leader)
characteristics

Attitude towards change

Internal characteristics of
organization structure

Centralization

Complexity

Interconnectedness Organizational

o innovativeness
Organizational slack

Size

External characteristics of
the organization

System openness

Figure 2.2 Diffusion of Innovations (Rogers 1995)
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The individual characteristics describe the leamtétude towards change. The internal
characteristics of an organizational structureudebk observation according to Rogers
1995, whereby “centralization is the degree to wipower and control in a system are
concentrated in the hands of relatively few indiats”; “complexity is the degree to
which an organization members possesses a relathigh level of knowledge and
expertise”; “Interconnectedness is the degree tmlwthe units of a social system are
linked by interpersonal networks”; “organizationalack is the degree to which
uncommitted resources are available to an orgaoizgt “size is the number of
employees of the organization”. The external charatics of an organization refers to
the openness of the system.

2.8.2 Technology Readiness Index
Technology readiness refers to the people’s properie embrace and use new

technology to accomplish goals at home and at \{Pakasuraman 2000). It measures the
extent to which a technology is suited for deplogina real operational environment. It
is often used as a measure of risk associated imitbducing new technologies into
existing systems and standard operating procediiegel et al. 2012). Technology
Readiness Index (TRI) measures an individual’s inres3 to use new technology in
general using four personality traits; optimism,namativeness, discomfort, and

insecurity.

According to Parasuraman, a person with optimisnd @movativeness has little
discomfort and insecurity and is more likely to usawv technology. Optimism is the
tendency to believe that one will generally expsre good versus bad outcome.
Optimists use more active coping strategies thasipests and these strategies are more
effective in achieving positive outcomes. Optimiate less likely to focus on negative
events thus confront technology more openly. Tioeee optimism leads to more

positive attitudes towards technology.

Personal innovativeness in IT is the willingnessaaf individual to try out any new

information technology. Karahanna et al. (2001)vet that more innovative people
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have less complex beliefs sets about new technofdgythe other hand, individuals with
discomfort and insecurity traits avoid new techgglaue to their fear of technology;

persons with these traits inhibit adoption of neshinology.

2.9 Conceptual Framework Model
Based on review of the literature related to tettpypadoption and technology adoption

models and theories, the research conceptual nmoéigure 2.6 below is derived from a

combination of DOI model and TRI will be used imstetudy.

Independent Moderating Variable
Variables Dependent
Variable
Size
Innovativeness
: Migration to
Relative v | Database as a
Advantage Service
Current
Infrastructure
State

Figure 2.3 Research Conceptual Framework

This study sought to look into factors that inflaerthe HEIs readiness to adopt CC that
will eventually lead to migrating present applioais data to cloud , through a conceptual
model derived from Diffusion of Innovation theoy@I) (Rogers 1995) and Technology
Readiness Index (Parasuraman 2000). In the coraleptodel, the primary constructs

fall under the following contexts-

Relative advantage of an innovation defines therekego which an innovation is
perceived as being better than the idea it supessd&drganizations must recognize that

26



the adoption of innovation will either offer solois to the existing problems or present
new production opportunities, such as improved ajpmnal efficiency and increased
productivity (Mndzebele 2013). An organization vétiopt a technology when they see a
need for that technology, believing it will eithtatke advantage business opportunity or
close a suspected performance gap. Therefore, iaeg@mm that is willing to adopt a
technology must assess the potential benefitscbhtdogy to the business.

Personal innovativeness in IT is the willingnessaaf individual to try out any new
information technology. Karahanna et al. (2001)vet that more innovative people
have less complex beliefs sets about new technof@gythe other hand, individuals with
discomfort and insecurity traits avoid new techgglaue to their fear of technology;
persons with these traits inhibit adoption of neahinology.

For successful cloud computing adoption and implgaten, there is need to have the
right infrastructure in place. Universities holdda amount of data that have created
large data centers. They also require high speedniet bandwidth, and power backups
that will ensure high availability of services. Tafre, when the right infrastructure is in

place there will a high propensity of adopting anglementing of cloud computing.

Size of a university is measured in terms of numifestudents and staff, number of
department a university have. The size will detesrthe how innovative that institution
is, how much infrastructure the institution haveested in and can invest in future, and
the information need of the institution. This wolferall determine whether the institution
is ready to migrate to Database as a Service orLaoge universities possess large data
centers and other infrastructures that are requmedloud computing and therefore

migrating to cloud is cost effective than smalluansities (Andrescu 2011).
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CHAPTER THREE
RESEARCH METHODOLOGY

3.1 Introduction
This section explains how the study will be conddg¢that is methodology to be used, an

explanation of data collection tools and why weéhakiosen the tools, data analysis tools

and presentation of the analyzed data.

3.2 Methodology
Most studies on adoption of cloud computing in lkeighducation institutions have used

both qualitative and quantitative research. Thesereso used multiple case study design
where the study covers more than one universityadhers have covered more than one
region (a country or continent). This study intemalsise survey research methodology.
According to Gable (1994), survey research is ahotethat involves the collection of

data from a number of organizations or other e#itising tools such as questionnaires,
telephonic interviews and published statistics. @hta is then analyzed using statistical
techniques to discover relationships that are comawoss the organizations. General

conclusion can then be drawn about the objectunfyst

The use of survey research in information systelndyss widespread (Gable 1994). As
reported by Kartz et al. (2009) Educause CenterAfgplied Research (ECAR) used a
survey approach to study the adoption and usetefnaltive sourcing strategies for IT
services within the US education sector. The Euanpéetwork and Information Security
Agency also used survey technique to determineattaption of cloud computing in

European Small and Medium Scale Enterprises (SNHS)SA 2009).

3.3 Population

Population is generally a large collection of indials or objects that is the main focus
in scientific query that have similar characteasti This study will be conducted in
Kenyan universities; since it was hard to collemtadn all 48 universities; our accessible

population was three public universities and ongape university which constituted a
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population of approximately 120,000. Out of thispplation we were interested in
conducting our study in ICT departments of eacleddel institution; therefore we
estimated the population to be 200. We also corsillether parameters like confidential

interval of 95% and a confidential interval of plménus 5.

3.4 Sampling and Sample size
A sample is defined as the number of entities geab in a subset of a population

selected for analysis. There are various approathesbtaining and determining the
sample size to use in research. These may inclsishg @ census for population that is
small, imitating a sample size of other studiesngipublished tables, or applying
formulae to compute a sample size. Kothari, (2@®)its out that an optimum sample is
one which fulfills the requirement of efficiencyepresentativeness, reliability and

flexibility.

This study will use purposive sampling whereby shenple size will be selected using
predefined criteria. The reason for this is thhg tesearcher will be looking for the

people who are most likely to be involved in adwisthe top management on technology
trends and might also be involved in decision esldb cloud computing adoption in their

respective universities. The advantage of using tdchnique is that it ensures intensive
study of the selected items and also ensures prepegsentation of the universe when
the investigation has full knowledge of the composiof the universe and is free of bias
(Karuna 2011).

To determine the sample size of the study we useddllowing formula adopted by
Smith (2013).

n= ((Z-score) * StdDev*(1-StdDev))/(Margin of errof)
Where:
n=desired sample size

Z-score = confidential level
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Standard deviation = variance of expected resgowbéech is 0.5
Margin of error = confidential interval +/-5%
n= ((1.96¥*.5(.5)/ (.05

=384.16

= 385 persons

Based on the calculated sample size we adoptechem@rmula recommended by
Mugenda O. & Mugenda A., (1999).

nf=n/1+(n/N)

Where: nf= desired sample when population istless 10,000
n= desired sample when population is greater 18aD00
N=estimated population size

Therefore:

nf= 385/ 1+(385/200) = 132 persons

3.5 Data collection methods
Questionnaires were used to collect first hand diaian the selected university ICT

staffs. The questionnaire method presents morendaiga than interview because it’s free
from researcher’s bias (Kothari 2004). Responderite were not approachable were
able to respond. Questionnaires were administetedugh the internet using
googleforms.com. Semi structured interviews wese alsed in this study as a follow up,
to help the researcher get detailed informatiopbenomenon under investigation that
cannot be investigated using questionnaires. Senutared interviews consist of key
guestions that help to define the areas to be exgbland allow the researcher to get more
detailed response (Gill et al. 2008). Interviews ased to explore the views, experiences,

belief and /or motivation of individuals on specifnatters. We chose interviews because
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of its ability to generate detailed data where Isssot known and could not be captured
through the questionnaires. Secondary sources walsce used to collect data; these

include published statistics, journals and any otbkevant material.

3.6 Data Analysis
Data analysis is the process of systematically yapgl statistical and/or logical

techniques to describe and illustrate, condenseesap and evaluate data. In this study
we had quantitative and qualitative data to beyaeal. Quantitative data collected using
online questionnaires was analyzed using descenalysis and presented through bar
charts and pie charts. Thematic analysis was usethalyze qualitative data obtained
through interviews whereby field notes were categaor into themes as we tried to
answer the research questions. We choose thist@obklp us organize and analyze
unstructured data; by classifying, examine refetfops in the data and combine analysis

modeling which in return will help us identify trés and make conclusions.

3.7 Reliability and Validity Considerations
To ensure the data was in line with the objectigéshe study, some reliability and

validity tests were employed and considered. Thetpdd to ensure that necessary

measures were in place to provide accurate resulte study.

3.7.1 Reliability considerations
This is the degree to which measurement technigaasbe depended upon to secure

consistent results upon repeated application. \Wais emphasized during questionnaire
development. To test whether our questions wowdegate consistent and accurate
results as intended, we conducted a pilot survely thie same sample respondents. This
helped us to get an insight of the result and weevable to fine tune the questionnaires
before the actual survey. We were also able tolseal hole in the data collection tool
where by we were able to block a respondent frdimdithe questionnaire more than

once.
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3.7.2 Validity Considerations
Validity indicates how well an instrument measuvdsat is it purports to measure. To

ensure that the data we collected using onlinetouesires was valid, we did a follow
up interview with the department heads of eachtuigin. We also marked some critical

guestions as ‘required’ to make sure we get detaiga as possible.

3.8 Limitations of Research Methodology
During pilot test survey, most of the respondentgach department refused to answer

more than three questionnaires sighting duplicabbrinformation. This made us to
reduce our sample size to 24 respondents of tred &B2. Another limitation we
encountered was delay of online responses which Usdto make hardcopies
guestionnaires which we delivered to respectivpardents. These responses were later

filled online for analysis.

3.9 The Proposed Migration framework
Requirements

The functional and non functional requirements @nésd in this section aim to provide
decision support for an application data layer atign to the cloud as proposed by
strauch et al., (2013a).

Functional requirements(FR)

a) Independence from database platform: the methoglo&lwpuld support both
relational database management systems as disclgsedodd (1970) and
NoSQL data stores as discussed by Sabalage andef~¢2012) that have

emerged recently.

b) Support of data stores and data services: the mbeligy should be able to
support migration for both fine and course-graingdes of interactions i.e.

through SQL and service API respectively.
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c)

d)

b)

On-premise and off-premise: the methodology shdaddable to support data
stores and data services that are either hostguemnise and off-premise, using

either cloud or non-cloud technologies.

Management and configuration: any tool supportimg methodology should be
able to provide management and configuration céipabifor data stores, data
services, and migration projects, e.g. registrat@mew data store including its
configuration such as database schemas, dataypsteensend points URL. Must

also support new migration projects.

Support various migration scenarios: Data migratiepends on the context and
the concrete use cases e.g. backup, archivingoad ddursting, the methodology

should be able to support various migration scesari

Support for incompatibility identification and réstion: the methodology has to
incorporated the specification of functional anch+fonctional requirements of
database layer for the both source database |lager hefore migration and target
data store or service. For example any incompyithetween SQL versions
supported by different data services must be ifledtand guidance provided on

how to overcome them.
Non-functional requirements (NFR)

Security — any tool using the methodology shouldabke to support necessary
authorization, authentication, integrity and coafitality of source of data store
during export and import. And should also enforseruwide security policies

when required.

Reusability — the methodology should be reusabth wEspect to integration into
methodology of migration of the whole databaseh&sdne proposed by Varia
(2012).
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c) Extensibility — methodology should be extensibleirtoorporate further aspects
that impacts the data migration to the cloud, saghegulations compliance.

3.9.1 Strauch Migration Framework discussed
The step by step methodology that we present iptehdive refines and adapts the

migration framework Strauch et al. (2014) so asddress the identified requirements.
Taking into consideration Strauch et al. (2014)irteethodology addresses all the
requirements discussed above. However, it is dedigm support applications’ data layer
to cloud rather than the whole databases. It & almigration tool specific methodology
in that, the methodology was designed to fit spetifol which makes it insecure when it
comes to data migration as the user may not knoethvn some data is visible to other
users. This is due to the fact that the user ofkthodology has no access to the source
code of the tool therefore hard to customize iigers’ requirements. Therefore it fails to

satisfy a major requirement that we mentioneeR,).

In addition, the methodology is designed with asuagption that all errors and conflicts
can be identified before and during migration, ¢fi@re testing phase is not required.
Another assumption is that all applications candfactored therefore no need of testing
or tuning before or after migration. In other worts not clear whether after using this
methodology the user will achieve optimum perforoeamnd if not, no guidelines are
given on how to solve the problem. It is also neac how to deal with applications that
cannot be refactored during migration and/or whHenuser want to migrate part of the
database without migrating the application thasuke database.

Since we are concerned with moving database tadcémd offering it as a service, we
drop replace this phase with testing and tuningsphahere migration is implemented,
tested and tuned in preparation for going live.de@sahree and four of the strauch et al.
methodology are not seperable because before gteaselect target data store or data
service they must consider the source data stosereice, understand its compatibility
and incompatibility nature for them to select ayédrdata store that will be friendly with

the source data store, therefore we merge thesphages in our proposed framework.
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3.10 Framework Realization

Our literature review did not result in a methodttts specially for evaluating migration
methodologies, so we sought for a tool that wowip lus realize the propose framework.
To achieve this, we used a dummy MySQL databaselltomigrate it to Google cloud.
We choose public cloud because it was the mosttadoploud model in Kenyan

universities.

We did not find any tool that could fully suppodradramework, therefore we settled to

use a data migration assistant tool found Hatp://www.cloud-data-migration.com/

because it was the only tool that supported somecss of the framework. Cloud data
migration assistant is a free automated online ttoetl was designed to support migrating
application’s data layer to cloud; therefore it wed meant for migrating whole or part

of enterprise database to the cloud.
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CHAPTER FOUR
DATA COLLECTION AND ANALYSIS

4.1 Introduction
This section presents an account of the reseandmfjs gathered from both questionnaires

and interviews. The questionnaires were aimed dteading the research objectives while
the semi structured interview questions were usgegbrovide insight into the research
objectives as well as validate the credibility dfet findings gathered from the

questionnaires.

4.2 Analysis of the Questionnaires
In order to know the extent of cloud computing iarlgan universities questionnaires were

administered through online survey using Googlemfr The questionnaires targeted
selected four universities ICT department employées from each university. Since ICT
department has sub-departments, two questionnai@® administered to software
development department, two to network managemepartiment and one to support
department. 18 responses were received which emess 90% of the sample size, two did
not consent to take the survey. The research agscbelow were addressed using this

sample size.

The researcher wanted to know the size of thetutigtns under study; this was to assist in
tracking trend of adoption of cloud computing irifelient universities and make informed
conclusion. The figure (Fig. 4.0) below shows tlesponse on size of institution under

study.
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What is the size of the institution where you work? (No. of students, staff and alumni)

B Less than 10000
m10,000-20,000
m20,000-40,000
B Above 40,000

Fig. 4.0 Size of Institution
Research objective 170 investigate the state of art of cloud computingKenyan

universities. In order to achieve this goal, a namtf questions were asked and the survey
revealed that 100% of the respondents were awacofl computing and they were using
it in their institutions. 56% said their institutis have adopted public cloud, while 39% said
their institutions have adopted hybrid cloud modbht is a combination of private and
public cloud models. 5% did not know which cloud dab was being used in their

institutions. Figure 4.1 below shows the respomsesloud models currently being used.
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Which of the following cloud models is your institution currently
using?

. M Private cloud developed and
0% 0% managed by a cloud service
provider

M Private cloud developed and
managed by the institution

H Public cloud

B Community cloud

® Hybrid cloud

= Don'tknow

Figure 4.1 Responses on cloud models currently being used
Student emails and staff emails emerged to be th& adopted cloud service in HE with

100% respondents indicating that they have movedetlservices to cloud. 50% said they
have adopted hardware infrastructure, while thesaisl they have no plans of adopting this
service in the near future. 33% said they have @dbog cloud based learning management
system, while 77% said they have no plans of adgptiin the near future. 33% have plans
to adopted backup and storage facility while 77% shey have no consideration of

adopting the service in the near future as depictédure 4.2 below.
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which of the following areas are you currently using cloud
computing?

Learning management systems E .
Hardware infrastructure i
0 5

Backup and storage facility 0O Hawve been adopted

. . 0O Neutral
Administrative system

] B Inconsideration

Student management system @ Have no plans

Staff emails

Student emails

10 15 20

Fig 4.2: Areas cloud computing have been adopted

The researcher wanted to know the motivating factowards adopting cloud computing in
HE. In order to achieve this, respondents were fiiler@ cloud computing and some other
known factors were used as motivating factors. Wasked about the motivating factors,
100% of the respondents said their institutionspéetb CC inorder to reduce IT cost, while
89% said getting access to cutting edge resoutaesegluced cost was also their motivating
factors. 28% agreed that management support wasti@ating factor in adopting cloud
computing in their institutions. Reduced impleméptarisk rated very important by 5% of
the respondents, 61% said they were neutral wii% 2aid it was an important factor. 72%
said that lack of in-house technical expertise maisan important factor for motivation to
adopt of cloud computing, while 22% indicated nalutmly 5% of the respondent thought it
was an important factor. 61% of the respondentaghbthat management support was an
important factor that have contributed to the amwpbdf cloud computing, 22% said they
were neutral, 5% thought it was not important wHil% said it was an important factor.
The figure (Fig. 4.3) below shows the responsemotivating factors to adoption of cloud

computing in HE.
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Motivating Factors

—1 \ \

Management Support t‘j‘_l

Improved IT senices ‘

Make IT more reliable ]

O Very Important

. . O Important
Lack of In-house technical expertise
] m Neutral

Reduced implementation risks % @ Not Important

Getting access to cutting edge Resources

Reduce IT cost

o
al
=
o

15 20

Fig. 4.3 Motivating factors to adoption of cloud computing in HE

To know whether respondents encounter hindrancesmgluloud computing adoption
decision implementation, we asked them to indicaiéfaer ‘yes’ or ‘no’ to the question. If
“Yes’, they were to list the de-motivating factdfsat they may have encountered during
decision making.

It emerged that, data security and privacy concé&nthe most de-motivating factor of
adopting cloud computing with 67% responses supmpri22% said that inadequate
knowledge about cloud computing was also a de-ratitig factor, with 17% indicating that
bandwidth limitations contribute to reluctance dbpting cloud computing. Another factor
that contribute to reluctance to consider cloud gotimg are reliability concerns according
to 11% of the respondents. 38% of the respondeaits that budget constraints was
hindering their cloud adoption, while 4% indicatbet lack of mature cloud solutions was

also a contributing factor to reluctance in adagpttioud computing as shown in figure 4.5
below.
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Fig. 4.5 De-motivating factors

Research objective: Z0 assess universities’ readiness to adopt ctamundputing services.
To achieve this objective several questions wekedsind the survey revealed that 22.2%
of the respondents said that they have a strongvlkdge of cloud computing and IT
infrastructure management and they can managentdélves without needing support from
a service provider. 39% agreed that they have amhskills and technical knowledge of
cloud management and IT infrastructure while 39%o aaid they have basic knowlegde
and understanding. No respondent agreed that tteeyvaak in cloud computing and IT

infrastructure management as shown in figure (Féy delow.
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How would you describe knowledge about cloud computing and
infrastructure management within your institution?

0%

B Weak

M Basic knowledge and
understanding

W Advanced technical skills and
knowledge

B We have a strong knowledge
and can manage most of it
ourselves

Fig 4.6: Response on knowledge about cloud computing and IT infrastructure
management

The research revealed that most institutions neqatddict rapid growth and expand their
infrastructure in the next three years which isrespnted by 56% in the figure (Fig 4.7)
below. 44% said they need to be able to expand thieastructure. No respondents opted
for decreasing and constant growth therefore nd teexpand.

42



What would you forecast the growth of your institution to be over
the next three years?

0% 0%

W Constant, we don’t want to
expand our infrastructure

B We need to be able to expand
our infrastructure

m We need to predict rapid
growth and therefore we need
to expand our infrastructure

B Decreasing

Fig 4.7: Response on growth forecast in the next three years

The research also revealed that most universiags A bandwidth of between 100Mbps to
1Gbps which is represented by 50% in the figurg &8) below. Followed by a bandwidth
of between 10Mbps to 100Mbps which is represente@%% of the respondents, while
11% represnts above 1 Gbps; no respondents optd@ tdbps and below.
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What would be a close estimate to your current bandwidth?

0%

B 10 Mbps and below
B 10 Mbps - 100Mbps
M 100 Mbps- 1Gbps

H Above 1 Ghps

Fig 4.8 Response on current bandwidth estimates

Most respondents agreed that their servers enaourdeeased work loads during some
periods of the year represented by 78% of the redgmts as shown in the figure (Fig 4.9)
below. Only 22% said their servers do not encoun@eased work loads.
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Do you encounter increased work load on your servers? (During some
periods of the year or some specific days?)

HYes

H No

Fig 4.9 Response on increased server workload

We also wanted to know migration timelines sethmy institutions, 40% of the respondents
said they are not sure when they plan to migratdaad while 27% indicated that they plan
to migrate in the next one year. 20% said they ptamigrate within five years; 7% said

that they plan to migrate in the next 18 monthslevii?s said that they intend to migrate in

the next three years as shown in figure (Fig. bElow.
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If you are planning to migrate some of your services to cloud
computing, What is your timeline for this migration?

M1 Year
m 18 Months
m 3 Years
W 5Years

M Notsure

Fig. 4.10: Responses on migration timelines

4.3 Qualitative Data Analysis - Interview
We sent an individual email to four participantsaéing what the study entails, plus an

invitation letter asking for a suitable date anmdifor the interview to take place. The
approval of invitation and consent were sent backugh email to the researcher. We sent a
confirmation email to the three participants whoeag to be interviewed; one did not
consent. The interviews were conducted in the mohthune 2015. The interview was done
face to face as this method was considered moreirdent. The interview lasted for
approximately fifteen to twenty minutes for eachtisgpant, and the discussions were based
on the research objectives. The table below shbessespondents interviewed, size of their
institution and their position.
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Table 4.0 Respondents of interview

Respondent Size of institution Position
Respondent A Above 40,000 Director of ICT
department
Respondent B Above 40,000 Chairman ICT
department
Respondent C 10,000 - 20,000 Chairman CT
department

4.3.1 Steps used to analyse qualitative data
We conducted semi structured interviews wherebyemview guide was used. We had the

same set of questions for each respondent. Thewdetacollected in form of notes, which
was later organized in terms of research objectiodser pattern of ideas that were not
answering immediate research objectives were ats@ed for further analysis to know how

they relate with the objectives.

We coded the data into themes that described idggkBghted in the research conceptual
framework and other factors that emerged from #ta.dThe table 4.1 below shows the list

of themes and corresponding responses for each.

Table 4.1 Thematic analysis showing the codes thakre used
Themes Responses

Adoption Most agreed they currently using CC tceof& variety of
services including student and staff emails... Mayosaid

they have adopted hybrid cloud model...

Knowledge Majority agreed they have advanced kndgdeand skills
in CC and IT infrastructure management....
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Relative advantage All respondents agreed that toegidered CC because
the technology is almost 100% reliable, cost eiecin

terms of cutting expediture.....

Hindrance Budget constraints was the major hinckdan achieve this
goal. The recent global espionage and lack of nati€C

strategy....

Management support With the help of the managemeagprity said they have a

five year working cloud strategy to help them....

Innovative Majority said that they are lookinganimplementing the

cutting edge cloud services solutions in the nenré...

Infrastructure The majority said they have sufintidbandwidth, data

center with generators in place for power backup.....

4.3.2 Summary of the Findings
The findings showed that the concept of cloud camguis well understood in many

institutions but in some institutions the concepsiill at its infancy. It also emerged that
most institutions are currently using cloud compgtin their institutions, with respondents
saying they have moved their staff and student lenaicloud. Respondent A and B added
that they have already implemented infrastructera aervice to reduce cost of buying and
maintaing institutions’ infrastrucutre. Hybrid cld model emerged to be the most adopted

model with few having adopted public cloud model.

Relative advantage of cloud computing technologyerged to be the reason why
institutions are adopting and implementing cloucht®logy such as reduced cost of IT,
reliability, improved IT services. On the other Harthe findings showed that budget
constraints, security concerns were major dematrgatf adopting and implementing cloud
computing technology in institutes of higher leamiLack of national cloud computing

strategy was also metioned as a hinderance to iadophd implementation of cloud
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computing. Although it was not supported by mangpondents it was inline with this

study’s literature review.

The findings showed that management support isikkegdopting and implementing cloud
computing in HEIs in that many institutions hadeally incorporated cloud computing to
their mission objectives. Respondent A and B agtkey have already formulated and five
year cloud strategy which is currently being impéerted. With this strategy in place, the
respondents said they are in search of cutting ettlgel computing services solution for
their institutions. However, respondent C saidrtheanagement have no plans to implement
cutting edge cloud solutions.

It also emerged that most institutions have inveestebuilding well equipped data centers
with power backup systems and have efficient badttwio support cloud services. The
findings showed that big institutions (with a pagidn of above 40000), were more
innovative than other small institutions, in thae trespondents from these institutions
seemed more motivated to look for cutting edge alealutions and they also had great
confidence in cloud computing technology.

4.4 Discussion of findings
The research sought to design a migration procassefvork to database as a service for a

Kenyan university. To achieve this the researdtza to evaluate the state of art of cloud
computing in HE and assess the readiness to adothtentechnology. This was achieved
quantitatively by use of online survey and qualey with interviews. The findings of

both research are discussed below in relationgeareh objectives and literature reviewed.

4.5.1 Discussion of findings

Research objective To evaluate the state of art of cloud comptingenyan HE.
The survey revealed that cloud computing is undedsin all institutions under study and
are currently using it. The most adopted modelublip cloud model followed by hybrid

cloud model, other models were not being used. Thrsesponds to the results obtained

from qualitative research (majority of the respartdagreed cloud computing is the next
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technology that will of great help to HE, that CCuinderstood in their institutions and they

agreed they are using cloud computing in theiitunsons).

Among the services that have been migrated to clingd survey revealed that most
institutions have migrated student and staff em#lscloud. This corresponds to the
qualitative research (All respondents agreed tlesemigrated student and staff emails to
google cloud except respondent A who said they maveonsidered migrating staff emails
to public cloud citing security concerns as theanagason). Other services that have been
adopted by some of the institutions are infrastmgtas a service; this corresponds to
qualitative research (respondent A and B agreeg hHave adopted infrastructure as a
service) ,11% said they said they have adoptedupaekd storage facility and learning
management system but this differ with qualitatieeearch in that no respondent said that
they have migrated backup and storage facilitylaatdming management system.

The survey revealed that institutions are motivatedadopt cloud computing due to

perceived relative advantage. Reduce IT cost wdisated as the most important factor for
adopting cloud technology, with reduced implemeatatisks being rated as not a very
important motivator. It also emerged that managemepport was an important motivator
when it comes to adopting cloud technology in thiesgitutions. This corresponded with

qualitative research where all respondents agrbatl dloud computing is an attractive
venture for HE due to its advantages and that nemnagt support was the key to adoption
of cutting edge technologies in HEIs.

However, survey revealed that data security angdapyi concerns and budget constraints
were the major hinderance of adoption of cloud catimg in higher education institutions

in Kenya with most respondents supporting it; thes supported by interview survey that
revealed security as the most demotivating facttingc how recent global espionage is
affecting cloud computing migration decision makimggatively and that lack of finances

has hindered implementation of institutions’ closttategy. The findings revealed that
though some HE have laid out five year cloud stiiegeit would be hard to achieve it

within the stupilated time frame due to budget tmsts.
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Reliability concerns and bandwidth limitations walso cited to be demotivating factors;
this differed from interview survey where cloud qmuiting was rated to be very reliable and

current bandwidth good enough to support cloud agimg services.

Research objective 20 assess Kenyan universities to adopt cloud coimgp services. The

findings revealed that most institutions ICT depmmts have strong knowledge of cloud
computing and IT infrastructure management and taey able to manage it without
needing support from service providers. Findingsnfiinterview survey supported this fact
that these institutions already are running thewgte cloud. The survey revealed that all
institutions need to predict rapid growth and tfenee expand their infrastructure. The
survey revealed that most institutions have sudfitibandwith to support cloud based

services which corresponds to interview findings.

Also, the findings revealed that most institutiosgrvers encounter increased workloads
during specific days with 78% respondents, whicls wapported by interview survey with
respondents agreeing they need to adopt bettendkgdy to solve this problem. The
findings revealed that most institutions have plamsnigrate more services to cloud and
have set migration timeline. This was supportedngrview survey findings where most
respondents agreed that they have set cloud sgrigethe next five years. Interview survey
also revealed that there is no migration procegsane to help see the migration process

run successfully.
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CHAPTER FIVE
THE MIGRATION FRAMEWORK
5.0 Introduction

In this section we discuss each step of the praposgration framework and evaluation
results.

5.1 Migration framework
As discussed earlier in chapter two, we introdust¢ea by step methodology for migration

of database layer to cloud. To address the idestifeficienceis, we propose a vendor and
database technology independent step-by-step n@tgydwhich refines and adapts one

discussed above. The diagram 12 below shows owstegixmethodology

Select migration I::> Identify cloud hosting
scenarios solution
Assessment

Identify patterns to <:| Select target cloud data
solve potential store / data service

migration conflict:

Analysis & desig

iy

Migrate data and Go live and monitor
Testing >

Migration/deployment/suppc¢

Fig 12: The Proposed database as a service migratiframework
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5.2 The steps of the migration framework are explaied
For this framework to be realized, we sought fatcud data migration tool that could help

us achieve our goal. We found an online automataeadata migration assistant tool from
www.cloud-data-migration.com, which we used to raigrdummy MySQL database to
Google SQL cloud.

The tool allows you to create an account into tipeirtal then describe the project(s) you

want to undertake. The figure 13 below shows tlégdnomepage

' 8 Cloud Data Migration  x \_i Free Datasets - RDatahin 1 (Wi MySQL Sample Database » 1 [z 7 Zip

= C' 1 www.cloud-data-migration.com

i Cloud Data Migration  # Home [ Cioud Daia Stores  [ECEIES I

Migrate your Data to the Cloud!

The Cloud Data Migration Assistant helps you to identify the steps that are required to migrate data from your local or Cloud data
store to a new Cloud data store.

Feedback

Cloud Cloud Data
Migration Hosting

Data Layer
Scenario Solution

Pattern

f f } )

a 2 C— & Data Layer A Adapt f o] _— Cloud
Questionnaire | — | Questionnaire | —3» Store Selectiun—> Pattern —3 | DataAccess |— Migration — Data Store

Selection Layer Serg

HP Support Assistant
This is how it works: ... or simply browse and compare cloud data stores: No pending action.

» Step 1. |dentify Cloud migration scenario base Management Systems (RDBMS)

« Step 2. Describe desired Cloud data hosting solution DD R
» Step 3. Select Cloud data store ﬁ\
- Step 4 |dentify pattems to solve potential conflicts Network (CON) &)

+ Step 5 Adapt data access layer and upper lavers if needed

ol 2 =aelo]

Fig 13: cloud data migration assistant tool
Step 1: Select Migration Scenario

The first step is selection migration scenario, ehéhe user choose cloud migration
scenarios that will fit their requirements i.e. wido bursting, geographical replication,
sharding, working on data cofglfR;) etc. These migration scenarios cover both migration
directions between on-premise and off-premiSRy).; it also helps the user to formulate a

migration strategy by considering migration progsrisuch as live or non live, complete or
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partial migration, temporary or permanent migratiéa this point any conflict between

selected migration scenario and migration strasdguld be solved.

Step 2: Identify cloud data hosting solution

This is focuses on the specification of functiomald non-functional requirements with
respect to target data store or data serviceseldrerwe derive an initial set of properties
grouped in different categories based on Paul,qp@fteria of good database design and
some categories provided by cloud providers suciM@sosoft, Amazon etc. The table
below shows the categories and the properties wesider. These categories cover both

relational and non relational databases.

Table 4.2 Set of categories and properties for spéication of requirements of cloud
hosting solution

Category Properties Available options

Scalability Degree of automation Manual, automated
Type Horizontal/vertical
Degree Virtually unlimited/limited

Time to launch new instance

Security Storage encryption Yes/No
Transfer encryption Yes/No

Firewall Yes/No

Authentication Yes/No

Yes/No

Authorization
Yes/No
Integrity
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Confidentiality

Yes/No

Yes/No
Availability Replication Yes/No
Rep“cation type Master-slave, master-master
o Synchronous, Asynchronous
Replication method
Same data center, different data
Replication location center
Automatic failover ves/No
99.9%, 99.999%
Degree
Storage Storage type RDBMS or NoSQL

Interoperability

Migration  deployment

support

Data portability

Data exchange format

ar

dres/No

None, import, export

XML, JSON, proprietary

Step 3: Select target cloud data store or dataiserv

This is done by mapping the properties of cloudhdaisting solution specified in previous
step to the set of available data stores and @atéces that have been categorized according
to the same functional and non-functional propsrtlenplementation of this step requires
data stores and data services to be previouslyfigeeaccording to the set of functional and
non-functional properties either directly by cloydovider or by the user of this

methodology. To solve any potential migration cmtd, source of data store or service

should be describg@FRy).
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Step 4: Identify patterns to solve potential migmatconflicts

Data migration to cloud comes along with many d@raes as incompatibilities with
database previously used or accidental disclosfngepsitive data. Incompatibilities may
lead to inconsistencies between functionality ofearsting traditional database layer and
characteristics of an equivalent cloud data hossalytion. In this phase, conflicts are
identified by checking the compatibility propertielsthe target data store selected in step 3
with the properties of the source data store oa datrvice used before migratigfR;).
These patterns include confidentiality patternglication patterns etc.

Step 5: Migrate data and Testing

This stage entails reassessing all other phaseadore that all the requirements are met;
institutional data access and security constrairgsvell implemente(NFR,). It also entails
configuration of the connections to the source tanget data stores or service. Source data

store or service and target data store or seraisynchronized.
Step 6: Going Live and Monitoring

This phase involves full migration implementatiomdagoing live. Monitoring is done to

ensure that the target environment meets the ussrgirements. The cloud data migration
tool used in this study offers basic monitoringgraeters. Guidelines required in this phase
are determined by the cloud provider chosen byut®s. For private cloud we propose that

the user should set their guidelines guided by tilegjuirements.

5.3 Framework realization

In this section we present how the proposed framlewaas realized and challenges
encountered during this process. We used an oclmed data migration assistance tool
describe above. This is an automated data migradiointhat offers user control of his/her
data in the sense that it offers most of the faedineeded during migration depending on
which migration scenario you select. The tool adsfers choices of the important data

security concepts and constraints.
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In the first phase we choose cloud burst migragicenario where data is moved temporarily
to the cloud to deal with high traffic situatiodster the peak is over and local data sources
are big enough to handle the traffic, the data ®mved back. In step two we selected
properties like security, interoperability, storagpes, maintenance services i.e. monitoring

and performance measuring parameters.

We selected Google cloud SQL public cloud becaugwavides most of properties we

selected and described in the previous phase. ¥desalected confidential pattern to solve
any data confidential conflicts between source datae and target data store. The tool
automatically configures the all the selected itemd gives a summary of your choices, this
helped us to make changes to solve any identiftetdipm. The actual migration depended
on Google Cloud SQL set procedures; therefore viiguared the database to be migrated

using Google set procedures, for final migration.

’ 8l Cloud Dat: x 01 Free Datas: x | W) MySQLSar x | % Voo Cloudsfer- x ¥ G freedatab: x ¥ € Northwind x ¥ PRMySQLzS % ¥ G wampsen x 7 (5 Free Softu. x

&info=added

L2 €' [1 www.cloud-data-migration.com/cla
Cloud Data Migration  # rone
Database as a service (researc

Follow Y our Migration Steps
data access layer and upper apy

Step 1a: Select Migration Scenario Eita

Scenario Off-Loading of Peak Loads (Cloud Burst)
Off-loading of peak loads means moving data temporarily to the Cloud to deal with high traffic situations. After the peak is over (e g. Christmas sale) and the local data center
ressources are big enough to handle the traffic, the data is moved back. Usually the whole application is moves to the Cloud in 2 peak load situation and moved back
afterwards

Feedback

Edt »

Step 1b: Refine Cloud Data Migration Strategy

Migration Strategy Live (without downtime) Nen-Live (with downtime)
Local DBL Moved Copied One-way synchronization Two-way synchronization
Source Data Store Type ' RDBMS MNoSQL Elob Store
Target Data Store Type 1« RDBEMS NoSQL Blob Store
ProdustVersion @ Same product. same version Same product different version Different products
Change
Direction of Data From lecal datacenter to cloud From cloud to lecal datacenter Between clouds
Movement

ZRCN - ENENI I EATEC]

Fig. 14 Migration process
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5.3.1 Challenges encountered during migration

Our framework ¥ phase required we first implement the data migratind test it before

going live. Using cloud data migration assistam ib was not possible to implement this
phase since the tool does not supported it. Alsofittal phase of the proposed migration
was not implemented fully using the tool becausdop@mance and monitoring parameters

are set during™ and 3 phases.

We selected a public cloud model and target datapéement our migration. We noted that
not all security and privacy considerations we $aected were supported by public cloud
providers, therefore we conclude that for bettda deecurity and privacy results, a private

cloud should be considered rather than a publigcclo

Since the tool we used was designed to migratddsagalayer of an application, we observe
that it is not the best for migrating the wholeatstse to cloud. We did not get any other
free migration tool that could support databaseratign to cloud, therefore propose further
study on a tool that can support the proposed fnariefully. We also suggest further work

on the last two phases specifically on databasmgeand monitoring.
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CHAPTER SIX
CONCLUSION AND RECOMMENDATIONS
6.1 Introduction

In this section we will briefly discuss the resdarconclusion, recommendations,

contribution to knowledge and future work.

6.2 Conclusion

Overall, cloud computing is no longer a hype bteehnology that is set to change the way
HEs operations are implemented. Colleges and wsities around the world are discussing,
planning for and using cloud computing and servardgen by the opportunities it promises

to offer.
Summary of conclusions addressing the research quems

1. What are the factors that influence adoption of clad computing in
Kenyan Higher Education Institutes?

Cloud computing is very a promising technology todfier a variety of
advantages. The research shows that HEIs in Karg/attracted to cloud
computing by it offerings. 100% of the respondestt that cloud computing
reduces IT cost that is reduced cost of buying hesmses, maintenance etc.
Other factors that positively influence adoption@€E are getting access to
cutting edge IT resources at low cost, make IT nieli@able and to improve
IT services. With less budget allocated to ICT depants, CC offers an

alternative to costly on premise services.

On the other hand, HEIs face a number of hindrancesaking decision on
adoption of CC. The study revealed that securitycem is the biggest issue
when it comes to adoption of cloud computing wii¥Grespondents saying

it affects the way adoption decisions are made. sthdy concludes that for
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better data and security terms, institution shaddsider either private or

hybrid cloud models for their data hosting.

Other issues that arose were budget constrairddequate knowledge and
skills, lack of management support and bandwidshigs. To make the right
decision, motivating factors must over ride de-weting factors and this
requires institutions’ management to be innovato/ee able to take the risk
and in turn rip from the technology. The researndidated that some

institutions are taking the risk.
. Are Kenyan universities ready to adopt database a& service?

The study shows that the more innovative an intgtituis, the more it is
likely to adopt cutting edge cloud solutions sustdatabase as a service. The
study revealed that universities with a populatdrover 40000 were more
ready and willing to adopt and implement best clsalditions than ones with
less population; therefore we can conclude andlsaty’big’ universities are

ready to adopt database as a service.

. What cloud database migration framework exists anccan they be used

to migrate an institutions database to cloud?

There are several cloud migration frameworks theste both vendor-
technology dependent and vendor-technology depé¢rideneworks. All of
these frameworks are for migrating enterprise appbns or application data
to cloud. Vendor-technology dependent frameworkes @ifered by cloud
service providers like Oracle, Amazon etc. and faremigrating to their
cloud services. The study reveals that they cabeotised in a university
setting for data privacy and security reasons. é&tisting vendor-technology
independent framework deals with migrating appisatdata to cloud,
therefore there is no database as a service nagratamework that exists

since it does not take into consideration the perémce and optimization
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The proposed framework that is built on an existigplication data
migration framework will be used for migrating dagéses to private clouds.
It is a vendor and technology independent framewbt well fits in a

university setting because an institution can de &b customize it to fit its
cloud requirements. The framework will play a greale in standardizing

cloud database migration and hence support cloudritya

There have been a lot of efforts in recent yearm#ke cloud technology
mature with National Institute of Standard and Textbgy (NIST) proposing
cloud service models and delivery models. Otheividdals have proposed
various ways of making migration of cloud data meeeure and effective in
their effort to standardize cloud technology. Wepesst our framework to
prove useful in this effort and also provide a secprocess of migrating

institutional database to cloud.

We expect that the framework will help create cdefice in HEIs when it

comes to migrating database to cloud since it essdihat institutional

security constraints on data are observed durirgyation. We also expect
that if an institution adopts cloud technology,ytlveould get an opportunity
to be the next cloud service provider to industiéesl business therefore
generating more revenue. This will also help inatirey the much required
capacity of cloud technology experts in Kenya.

Additionally, a key element of further work is t@wkloping a cloud data
migration tool that would support the proposed farark fully. Other

further work is to test our framework through allda case study and also
identifying improvements on the framework espegiah ensuring that

applications are self adaptive.

6.3 Recommendation

Following the outcome of the research, the follayviecommendations are put forth to
boost growth of cloud computing in Kenyan univeesit
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1. Allocation of more funds to implement institutiordbud strategy not only to serve
their constituents better but also to become cleerdice providers to business and

other institutions of higher learning.

2. The government should come up with an educationdckirategy and other policies
that will safeguard information in the cloud; tlian be done through a body like
Kenya Education Network (KENET) which can help @yihg out cloud computing
adoption standards for HEIs, research on best cémlgtions suitable for HEIs in
Kenya. The study revealed that lack of a nationaud strategy have hindered
adoption of cloud computing in the sense that tieer® formal platform that can be
used as a pillar for building an institutional daliostrategy. In other words, a national

education cloud strategy will create confidencé ghaud technology is mature.

3. Institutions should venture in developing privat@enunity cloud owned and
operated by the institution, where they will hau#é €ontrol of institution’s data and

security controls.

6.4 Contribution to knowledge

The findings showed that cloud computing will be tiext generation computing model in
Kenyan universities; that most universities havepaeld cloud computing and have plans to

adopt significant cloud solutions in the near fatas discussed in chapter four.

The proposed migration framework will contributegeeat extent in standardizing cloud
computing technology; this will increase maturifycioud computing technology and hence

increased adoption of cloud computing in institwdgligher learning in Kenya.
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APPENDICES

ASSESSING READINESS FOR ADOPTION OF DATABASE AS A SERVICE IN KENYAN UNIVERSITIES

I am a Msc student at University of Nairobi, schobtomputing and Informatics conducting a surveystate
of art of cloud computing in Kenyan Universitieh€eTpurpose of this survey is to collect data thithe used
to assess the readiness of adopting cloud compintikgnyan Universities. It is a baseline surveyaods
developing a migration framework to cloud computsggvices i.e. Database as a service.

The information collected will be treated confidatly and will be used for academic purposes only.

Thank you for taking your time to participate imstBurvey.
* Required

1. What is the size of the institution in which yoware working (No. of students and staff)#

0] L less than 10,000
o] L 10,000 - 20,000
o] L 20,000-40,000

0 L Above 40,000
2. What is the type of the institution in which youare working? *

0 L Public

o] C Private
3. How well understood is the concept of cloud comiting at your institution? *

o} L We know what cloud computing means, we are alresihyg it in my institution

o} L We know what cloud computing means, BUT we arecootently using it in my
institution.

0 L We have heard of the term cloud computing, but rgenat sure what it means.

0 L Never heard of the term cloud computing, no ideatithmeans.
4. Which of the following cloud models is your ingtution currently using? *

0 L Private cloud developed and managed by cloud sepriavider
0 L Private cloud developed and managed by the untyersi

o] C Public cloud

0 L Community cloud

0 L Hybrid cloud

o] C Don’t know

5. Which of the following areas have you adopted @lid computing in your institution? *
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No plans to be
adopted in the
near future

Student
Management
(Administration,
Registration,
Enroliment,
Alumni)

Student Emails

Staff Emails

Administrative
Systems(HR,
Payroll, Asset

Management etc.)

Backup and Storac
facility

Hardware [
Infrastructure

Learning [
Management system

In consideration to
be adopted in the
near future

£

Neutral

C

Have been
Adoption

£

6. Which of the following factors may have influened your decision to adopt cloud computing

in your institution? *

Pick an area for which you are currently using diecamputing

Not very

important
Reduce IT cost i
Get access to culttil [

edge IT resources
Reduce
implementation i
risks

Neutral
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C

Very Important
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Not very

. Neutral Important Very Important
important
Lack of in-house
technical expertise L > L >
Make IT more
reliable L > L >
Improve IT services i i i i
Management
support L L L L

7. Have you encountered any problem that may haveontributed to your reluctance to consider
cloud computing?*

(Pick an area you have not adopted Cloud computing)

T

7b. If YES , List down the problems you may have ermountered in the space provided below

&
4 | b

8. Do you encounter occasional increased workload® your servers? (during some periods of
the year or on some specific day$)

OEYes
OENO

9. What would be a close estimate to your currenniternet bandwidth? *

0 L 10 Mbps and below
0 L 10 -100 Mbps
0 L 100 Mbps — 1 Gbps

0 L Above 1 Gbps
10. What would you forecast the growth of your instution to be over the next 3 years?

0 L Constant, we don't plan to expand our infrastrugtur
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0 L We need to be able to expand our infrastructure
0 L We need to predict rapid growth and, therefore eedrto expand our infrastructure

0 L Decreasing
11. How would you describe knowledge about cloud oguting and IT-Infrastructure
management within your institution? *

o] C Weak
0 L Basic knowledge and understanding
0 L Advanced technical skills and knowledge

0 L We have a strong knowledge and can manage masbafselves

12. If you are planning to migrate to cloud computig, what is your timeline for this migration?
*

o] L 1 year

o] C 18 months
o] L 3 years

o] L 5 years

o] L Not Sure
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